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# nmap 127.

13:57 UTC

Not shown: 994 closed ports
STATE SERVICE

open ssh

open wvnc-http-1
open vnc-1

open wvnc-3
open X11:3
open unknown

#

0.0.1

Starting Nmap 5.00 ( http://nmap.org ) at 2012-03-01

Interesting ports on localhost (127.0.0.1):

1 IP address (1 host up) scanned in 1.02 s

EE 2241 localhostE

O OfL| oA 217t
7777 portZ} unknown MH|AO| O|8HA HE{QURALE

HAIEOIL CES0AME DK backdoor2 oAlE|=
EE2 M2 oitt By 2 %M Z2I™M0N o 52

Hor =ERACt

Otob ORI A O 2{7tK]|

= re) iL =
TN 20 7777H0| TS ZES
Home # Ports Database » Port Details
Port 7777 Details
known port assignments
Port(s) Protocol Service
Yy tcp trojans
7777 udp applications
7777 tcp
7777 tcp
FI77 tcp trojan
Yy tecp,udp cht
7777 tcp FWTK-authsvr
7777 tcp GodMessage
FI77 tcp oracle-portal
FITT tcp TheThing({modified)
7777 tep Tiri
3000,5670,7777,7000-7100 tcp applications
6777, 7777-7797,30660 tep,udp applications
(1

iChat7} QUX|3t O}O|Z0|

backdoorO|A| T2 AtEE|=

S0{7F Btk

Details

Backdoor.Darkmoon (08.19.2005) - trojan that opens a backdoor on the
compromised computer and has keylogging capabilities. Opens a backdoor and

listens for remote commands on ports 6868/tcp and 7777/tcp.

Port 777 /tcp is also used by:

iChat server file transfer proxy
Oracle Cluster File System 2
GodMessage, The Thing trojans
Windows backdoor program tini.exe
Ultima Online

Active Worlds (TCP/UDP)

Unreal Tournament 2004 Game port
Terraria also uses port 7777 (TCP/UDP)

iChat server file transfer proxy (unofficial)
Default used by Windows backdoor program tini.exe (unofficial)
[trojan] God Message

cbt

FWTK-Gauntlet authentication server
[trojan] God Message

Oracle 9i Portal - Apache HTTP (default)
[trojan] The Thing (modified)

[trojan] Tini

Active Worlds

BlackSite - Area 51

: http://www.speedguide.net/port.php?port=7777]

ofL|gt et==Zo|Eo|L a7 ofd £ t1, [ E0| Trojan I

x
TdoHk| B2 5 2L HEzZ 240

ZEED =L FA

nmaplz A

threat/application/part search:

‘]SEARCH

Source

5G

5G

Wikipedia
Wikipedia
Trojans
IANA
SANS
SANS
SANS
SANS
SANS
Portforward
Portforward


http://www.speedguide.net/port.php?port=7777

# lsof -1 tcp:7777|more
COMMAND PID USER FD
DEVICE SIZE/OFF NODE NAME
1 77?7 exe
777 ?7? /init
0 ?7?
? /dev/__null__ (deleted)
777 1 77T
??7? /dev/__null__ (deleted)
2 777

send-Q Local Address Foreign . S : : Igevf__nu%%;_ el

Sikake

0 127.0.0.1:7777
LISTEN

0 127.0.0.1:7203
LISTEN

0 127.0.0.1:40640

$ export PATH=/data/local/bin:$PATH

/dev/__kmsg  (deleted)

4 7?77
fdev/__properties__ (del

2?77

=
/dev/keychord

ESTABLISHED —_— 27 B 277

0 127.0.0.1:7777 .0.1: :
ESTABLISHED o GEE : i sgcket.[ngl
0 0 127.0.0.1:40641 RO .
ESTABLISHED . E : B Szcket [3321
0 0 127.0.0.1:7777 127.0. : . - .
ESTABLISHED AL P77 )l .mggcket.[3221
[o] 1 ::ffff:192.168.0.4:41710 :: . ...26 Jinit "
.125.71.104:80 CLOSE _WAIT L 272  mem
o] 0 ::ffff:192.168.0.4:38927 :: 26 /init
R e ESTABLISHED e
0 0 ::ffff:192.168.0.4:53070 :: 2 7init
10.76.141.157:80 ESTABLISHED e _ . . 0 297
0 1 ::ffff:192.168.0.4:53092 :: . 2 sdev/ nuii- (deleted)
.71.156:80 CLOSE _WAIT e _ . . 1 = ===
] 0 ::ffff:192.168.0.4:56350 :: " 597 sdevs/ null (deleted)
2 ???

??7? /dev/__null__ (deleted)
Z 20| M= Terminal Emulator {22 0|24} suRZ 2E H32 A1, netstate 2 AZA =
E

93 U ZES HOANUCE (busyboxZ HXB) 252 YHOSS AT 4 U ofoF 2 X

)
QEZ 120N Isof -i tep:77772 0|83l ZE 777790] €1 Qe AL =0Islzf YLt

AN
X7t AX|$t busybox freed M= losfo] M2 X E0| ¢t &&= £ SIC}.

07| M netstat 3! Isof0f CHSH ™HZ|SHAIH,
netstat2 AtAO| HEQI0NM AHAEJUAL GHAE EE2 Z2EZST 2/ E0F= HHOO|

ct.
O] FBES 0|83 E2l ZESO| OfEA ABEI=A 2ol - A0 Of FHOR & SE|=
Aot HFE2 ARG & == ULt 212l A-ME =0 nmapS O|8SHX| Ot 7777H =2

netstat -a, -all /R E AZES C} E0{=C}

netstat -r /ELOE' HOolZ22 EHELt
netstat -p 2200 Cjex|= PIDe} =21 0|28 HOFC|

c}.

LIHX|= netstat -hZ netstato] FMS &
M2 Ct=EL FoIStA|Z HEtCh

o7\ Ho2 AX29} Z|EA9| netstat F

o so



lsof= TEAATH YT QU THUS olshs HHOIOITH linux AIAHONE ZZNAE Sotof
TS @ 4 YU, oYK THU0IR HOHE B2 & Yt TY £ oLzl BNS 9B

1O ==
socket, event poll § file descriptor, 20| E2{28] I}, char device”tX| Z& EIC}

Isof -i //RAHY 2700 CHe H<& =0l

Isof -i tcp:[ZE] //E™Y ZEZ &S 2|AE 20l

Isof [mtYE] /58 ool H2otn UAs ZEMA =0l

Isof -u $UID J/EX QXTI ARSI T2 MA £

Isof -p $PID /R ™S ZRNAZE €0 Qe Ot 2|AE &9l

Isof -c $CMD  //X|°g3t Al ZE2EOWO0| M5t Ues oY 2Z[AE =0l

Isofoff CHot XiMITH LI 2 losf ALE RO CHSH XfAMISH LIEO| ZAE &[]
(http://blog.pages.kr/292)E & 10SHA|7| Hf2tCt

30
rir
][
HU
]

CIAl =0kt EXIC| busybox free HEHC == HHOILL FMH8F0| MOz o HI|L| ZX[&
backtrack5E 0|23%l0] EAMS|E X} SFQLC

# su
# cd sdcard/bt5

# sh bt

mkdir failed for /data/local/mnt, File exists
net.ipv4.ip_forward = 1

Ubuntu is configured with SSH and VNC servers that ca
n be accessed from the IP:

ethO: ip 192.168.0.4 mask 255.255.255.0 flags [up bro
adcast running multicast]

* Starting OpenBSD Secure Shell server sshd [ OK ]
Do you want to start a VNC server? [y/n] n

NC not started; if you change your mind invoke 'star
tvnc' from prompt.

: ps
PID TTY TIME
920 pts/0 :00:
1223 pts/0 :00:
1225 pts/0 :00:
1242 pts/0 :00:
1273 pts/0 :00:

Ad REFL CHE 2|545 0|83 = &1, £2 busyboxE 0|83 st HHOA WSS
O} ALgS 4 9ot 20| WEg 0|88 WeE girt
(backtrack5& 9tIEZO|E0|AM HEISGHZ| 2lstctH

http://forum.xda-developers.com/showthread.php?t=1079898 L}
http://www.youtube.com/watch?v=QnqQpDnoCg4 & *t1stA|Z HZtCE)



http://blog.pages.kr/292
http://forum.xda-developers.com/showthread.php?t=1079898
http://www.youtube.com/watch?v=QnqQpDnoCg4

: # lsof -i tep:7777
pwd entry for UID 1001
pwd entry for UID 1001
pwd entry for UID 1001
pwd entry for UID 1021
pwd entry for UID 1021
USER FD TYPE DEVICE SIZE/OFF

: no pwd entry for UID 1001
74 1001 15u IPv4
localhost:7777 (LISTEN)
: no pwd entry for UID 1001
74 1001 25u  IPv4
40640 (ESTABLISHED]
: no pwd entry for UID 1001
74 1001 26u IPv4 827 0to
localhost:7777->1localhost:40641 (ESTABLISHED)
I no pwd entry for UID 1021
8u IPv4

: no pwd entry for UID 1021
81 1021 13u IPv4
localhost:40641->1localhost:7777 (ESTABLISHED)
. #

HtZ Isof -i tcp:7777 Sl netstat -p= =0l EL| port 77770 | 220|= PID= rild2} gpsdoj A
Zt2t 7491 81U S UOLWCt IO CHA| EL localhost:7777->localhost: 40640 © & localhost
THOME X0l 22 ZZMARACL

2R WEojs ot X Zew),

9 nmapOAl unknown@ 2 HM2|5t1, CHE AtEO| QFEZO0|E ZEOMe= Qf 77772E7F E2{Ql
A @27t A% old28e deje 24517z ALt

O17|M TXN ps FHO{0f CHa Ye|SHAtH

pst X L= ZRMAO SEIE 20T FZ00|C)

ps@t ME Oj& PID(ZZAMA ofo|C), TTY(ZZAM At HZAE EO0|E ZE) TIME(ZZAA0MM
At&gt CPU A[Zh, CMD(BE0)2| g=0| Lt2L

ChE2 Mot

ps-a //RE AIRAtS| mERHAE I
ps-u  //RHMSH HeE ssic

psx  //HO{EDI'20| gls ZRAHATK BE SeCh
ps-j /R BMO HEHz s
ps -l /RS HEfol WEE FEwi




M ps -aux FHOZ oIXf HAE|D Us B Z2 M2 J0f CisH XM YEE S

/system/bin/servicemana
/system/bin/vold
/system/bin/netd
/system/bin/debuggerd
/system/bin/rild

zygote /bin/app_process
/system/bin/mediaserver
/system/bin/dbus-daemon
/system/bin/sinstalld
/system/bin/keystore /d
/system/vendor/bin/gpsd
[pvr_workqueue]
[flush-179:0]
system_server
com.android.systemui
com.google.android.inpu
com.android.phone

186124 62380
103704 26200
105296 26368
167588 27908

0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
4.
0.
1.

NN woolooooo k|looOo OO

d oend d end ssd sdfed e e s e gl e e ed e

(=TS N = B ] [ e [ R [ = e | [ B = = = ]

5. 0] REOIM A% Zgelzl

HA| rildR} gpsdZ2AM S| EZH A|A”HE X0 2= e AYX| 2 22 ZICH

JeElE Al 22 4 UL, 9 WOt SiPE S0l AME 4% TES FojEe f 1o
Chet CSS CHEDAR B 20| O] ZAES| SH0|L| O] A% oY Z2aMo|zt Jpysta
A% TS SHuck;

2T port 777701 S0{21 Li7hs THZI0| ULt tepdump FZH OIS 0|83l HAtSH =RUACE
0]7|M tecpdumps Z=AMZS TESHE HO|H IHASO| SIHE AN ZLHIY = A= =
ZOYMS ottt EF WZOjL; SHYEO0I2HEH Lt FEIL CHE X222 IS 0|8 21 Z
200710 tcpdumpE O| ol =t WSS HHSHE St

tcpdumps 2RO M2 FX| HoW eth0o] EZjEs TE ELUEHET ot 032 Fo &4

o|ct.

tcpdump -i [QIE{E|0|2] /E£F O|HY QIHEO|AZ S4lE= T2 HE HMSHC;
tcpdump port [EE] //EX ZEO CHsH ERfEle m% WYBICEH

FH

H

tcpdump host [IP] /S IPO| Cfet E2jmS @5 K3}
tcpdump -v //E © REMSHH B

tcpdump -w [IHUE]  /SH WA BHE [AS HESCH
tcpdump -r [THY®H]  /REE OHY ]S Holsit

http://openmaniak.com/tcpdump.phplA & O &3 OX7X] EHA tcpdumpOf CHs| MRS
&=Lt
1z UEZO0|E OfF J0| sharkZl= O{E0| A0l 1 HEEX T2l ZLHIAS &A & =
AL



http://openmaniak.com/tcpdump.php

A tcpdump -v port 7777 -w testl.txtE of & ULt.

# tcpdump -v port 7777 -w tes

t2.txt
tcpdump: WARNING:
et 7: 12-Cannot allocate memory

can't create rx ring on packet sock

tcpdump: listening on eth0, link-type EN10MB (Etherne

t), capture size 65535 bytes
ACO packets captured

0 packets received by filter
0 packets dropped by kernel

ag{L QIS St
E’

: # iptables -A INPUT -p tcp --dport 77

: # netstat -p
Active Internet connections (w/o servers)
Proto Recv-Q Send-Q Local Address
State PID/Program name
0 29154 192.168.0.4:5901 192.168.0
ESTABLISHED 1107/androidvncserv
0 192.168.0.4%1:48395 110.76.14
ESTABLISHED 370/com.kakao.talk
0 192.168.0.4%1:47779 203.238.1
ESTABLISHED 370/com.kakao.talk
0 192.168.0.4%1:38846 206.155.8
CLOSE_WAIT 1562/com.metago.ast
0 192.168.0.4%1:55480 hx-in-f18
8.1e100.n:5228 ESTABLISHED 219/com.google.proc
tcpé 1 0 192.168.0.4%1:50258 hx-in-f15
6.1e100.ne:www CLOSE_WAIT 1562/com.metago.ast

Foreign A

Z 3jEotE Ooff

# nmap 127.0.0.1

Starting Nmap 5.00 ( http://nmap.org ) at 2012-03-02
07:08 UTC

Interesting ports on localhost (127.0.0.1):

Not shown: 996 closed ports

PORT STATE SERVICE

22/tcp  open ssh

5801/tcp open vnc-http-1

5901/tcp open vnc-1

7777/tcp filtered unknown

: 1 IP address (1 host up) scanned in 2.17 s

D #

2L} Z= iptables HO|E 0|8510] ZHIS AHAHFELCL

ZEZ M A4EE MH|2Z HAFE A Ehe 1d Yot a[=A

o=Zo

— 71—

77779H &=

o7 M HALEY 5
HALE YL KLprks B

2lS20A Yoty Aets Sttt HE Z|ZChH

iptables 0| =

- >INPUT------ > Linux Box ------ >OUTPUT----
--------- e

————————— L--------- FORWARD ----------

O|HdE NQelE9o BAEZ Linux boxE& E&X| 2 A= BE 14712 INPUT Chaing

AFAHO
EE ZHIAFHAAM HOtHE AS nmapd M EASFE

#o|c}.

o} HO|C}

Ol iptablesOf CH3{A Hz2|8H X}

SIHE 20 O TA mjzlel 235 2383t

A

o

atsiC},

—

rir

7|2 INPUT chain, FORWARD chain, OUTPUT chain O] QILC}.

SIHSHA| E[H,



Linux boxOIM MMEH QEZ ELUYX|= 2E 14312 OUTPUT Chaing E1tstAH =IC
Forward chain2 Z=2tX|7} 22|9| Linux box7} Ot4l m{ZI0| E0stA &= N QIS ZsiC

_

_

iptables -A INPUT -j DROP o] gAloz HAHOE YHst=0 O/ AUz HHOE ZICHH,
AAQ| Linux box2 Q= BE 718 HESICH =& ZE EAMO| ZOZRICH

of SN -A= &5 F7tettt= 20]0|2 INPUT2 IHZI0] S0{2& HelS Sottt.

Azl - I 282 28 Aed 3 2YO0| DROR mjzls H2|2t= o0jo|tt

=, INPUT HRlez S0|= AUS 2F HEl2te E2 F7I5t= YHO|CH

ZTZEZEXO SME -po|1, O QXK= tep, udp, icmp 50| € %= QlCh

QOIM ALESH HHOlE ZE 7777HMO=2 21 Jhs ZE i3S H2|2ta st Aol
iptables -A INPUT -p tcp --dport 7777 -j DROP

iptables -A INPUT -p tcp --sport 7777 -j DROP

o= HgAZ 4+ Utk

O

rok

(--dport= E=AMX| LEE O|0|8}1, --sporte= EEIX| T E

i

o|0|StCt)

http://theeye.pe kr/250|L} http://wiki.kldp.org/wiki.php/iptablesE& #t135}H iptablesO| CHs H<S

dMste S5 W8S S + ULk

: # kill -9 74
: # netstat -p
Active Internet connections (w/o servers)
Proto Recv-Q Send-Q Local Address Foreign A
ddress State PID/Program name
0 0 localhost:7777 localhost
TIME_WAIT -
0 0 localhost:40640 localhost
TIME_WAIT -
0 0 localhost:40641 localhost
TIME_WAIT -
0 0 localhost:7777 localhost
TIME_WAIT -
1 0 192.168.0.4%1:46242 hx-in-f10
.1e100. :https CLOSE_WAIT 1411/com.google.and
0 192.168.0.4%1:48395 110.76.14
ESTABLISHED 370/com.kakao.talk

d2430 LEA ZQIAAZ kill HEOZ 81 ZZMAQL 74 ZZMAE -9 MCZE AHHS
2 FojHFCE

Oror M OfLt BjUE0 pidE LORHCHE kil -9 YHOIE O[B4 1 mENAE ZX FaT
B o e TRIOIS S IHA AN & AS

™A ZE 77770 BHHAEZ 740, 81H T2 M|AE FO|L LY.
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http://wiki.kldp.org/wiki.php/iptables

Mot S2p7F B =X FERUACE:

Ofof

de 'F2 2Z0|RE ALt

o O ZEDF unknownS 2 M2 E|YD(0]| AT MHIAZ AFH E|= Z{ KA 7F O|ALZHLCE),
£ QIER0|E EoMe MG O3 ZEJF HHJUX| $2O|CH OFF 2| XOtEHE android port

OFF2fE oi2 HE 7t 910 CiE Hole 3% x7|2t8 S22 HWEMS S{=7h oot

ps.

rild2 Vender RILS *x7|3}sl0H, OtERO|E telephony MH|ASZEEHO RE EAMS TR MATG
M, solicited HHO|E Ed| Vender RILE 22 YZICID 3l =, E310| 2HHE Qe 282 %}

Xgle & oiCt (B S22 M H: http://skyswim42.egloos.com/3380117
gpsd= GPSE netO|M & &= Uz Z=EAMA0|CH 2Lt O] &2 kil gt
HoM & FORUCt= FolM= 2|ofstCt.

~

|0l = gps7h 21

alll
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