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USB(Universal Serial Bus) 271

Host-Device architecture
Host driven communication
Half-Duplex (1.1, 2.0 ?|&)
Speeds

— Low Speed: 1.5Mbits/s

— Full Speed: 12Mbits/s
— High Speed: 480Mbits/s

Differential signaling (D+, D-) &%
Up to 127 devices can be connected
Power: 5V
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Beagle USB 480

« USB Packet Analyzer

212 1 9F $1,400

« Software : Total Phase Data Center
USBpcap2te| Xto|™

— Low Level?| USB I}3IESS & 4 S

Dig::fal I/O |
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USB Packet Capture
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USB Packet Capture
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USB Packet Capture

@ Untitled - Total Phase Data Center v6.73.007
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USB Packet Capture
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USB Packet Capture
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Get Device Descriptor

Set Address

Get Device Descriptor

Get Configuration Descriptor
Get String Descriptor

Get String Descriptor

Get Device Descriptor

Get Configuration Descriptor
Get Configuration Descriptor
Set Configuration

Get String Descriptor

Get String Descriptor

Get String Descriptor

Get String Descriptor

Get Configuration Descriptor
Get Configuration Descriptor
Get String Descriptor

Get String Descriptor

Get Report Descriptor

Set Output Report

Input Report

Get String Descriptor

Get String Descriptor

Get Report Descriptor

Set Output Report

Input Report

Get String Descriptor

Get String Descriptor

Get Report Descriptor

USB Packet 29F
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Device Descriptor
Configuration Descriptor
String Descriptor
Report Descriptor



Get String Descriptor

Get Device Descriptor

Set Address

Get Device Descriptor

Get Configuration Descriptor

Get String Descriptor : Get Header

Get String Descriptor : “USB Keyboard”
Get Device Descriptor

Get Configuration Descriptor

Get Configuration Descriptor

Set Configuration

Get String Descriptor : Get Header

Get String Descriptor : “USB Keyboard”
Get String Descriptor : Get Header

Get String Descriptor : “USB Keyboard”
Get Configuration Descriptor

Get Configuration Descriptor

Get String Descriptor : Get Header

Get String Descriptor : “USB Keyboard”
Get Report Descriptor

Set Output Report

Input Report

Get String Descriptor : Get Header

Get String Descriptor : “USB Keyboard”
Get Report Descriptor

Set Output Report

Input Report

Get String Descriptor : Get Header

Get String Descriptor : “USB Keyboard”
Get Report Descriptor
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Get String Descriptor

Get Device Descriptor

Set Address

Get Device Descriptor

Get Configuration Descriptor

Get String Descriptor : Get Header

Get String Descriptor : “USB Keyboard”
Get Device Descriptor

Get Configuration Descriptor

Get Configuration Descriptor

Set Configuration

Get String Descriptor : Get Header

Get String Descriptor : “USB Keyboard”
Get String Descriptor : Get Header

Get String Descriptor : “USB Keyboard”
Get Configuration Descriptor

Get Configuration Descriptor

Get String Descriptor : Get Header

Get String Descriptor : “USB Keyboard”
Get Report Descriptor

Set Output Report

Input Report

Get String Descriptor : Get Header

Get String Descriptor : “USB Keyboard”
Get Report Descriptor

Set Output Report

Input Report

Get String Descriptor : Get Header

Get String Descriptor : “USB Keyboard”
Get Report Descriptor

01 2 3 4 5 6 7 8§ %9 A B CDE F ASCH
14 03 55 00 53 00 42 0 20 00 4B 00 &5 Q0 79 00 --TJ-5-B- -H-2-v-
62 00 &6F 00 &1 00 72 €4 00 b-o-a-r-d-

Length : Ox1A(26)
Type : 0x03 (string descriptor)

ot [_rwe [ s [ oo | owersir
_ bLength - Size of this descriptor in bytes
[ [somsorporpe |1 | comtan | Tamc vesror

. wwomm |2 [wme |comems 32 278




Descriptor Type

* Ox01 : DEVICE

* 0x02 : CONFIGURATION
* 0x03 : STRING

* Ox04 : INTERFACE

* Ox05 : ENDPONT



Get Device Descriptor
Set Address
Get Device Descriptor

Get Configuration Descriptor

Get String Descriptor
Get String Descriptor
Get Device Descriptor

Device Descriptor
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Get Configuration Descriptor
Get Configuration Descriptor

Set Configuration

Get String Descriptor
Get String Descriptor
Get String Descriptor
Get String Descriptor

Get Configuration Descriptor
Get Configuration Descriptor

Get String Descriptor
Get String Descriptor
Get Report Descriptor
Set Output Report
Input Report

Get String Descriptor
Get String Descriptor
Get Report Descriptor
Set Output Report
Input Report

Get String Descriptor
Get String Descriptor
Get Report Descriptor



Get Device Descriptor
Set Address
Get Device Descriptor

Get Configuration Descriptor

Get String Descriptor
Get String Descriptor
Get Device Descriptor

Get Configuration Descriptor
Get Configuration Descriptor

Set Configuration

Get String Descriptor
Get String Descriptor
Get String Descriptor
Get String Descriptor

Get Configuration Descriptor
Get Configuration Descriptor

Get String Descriptor
Get String Descriptor
Get Report Descriptor
Set Output Report
Input Report

Get String Descriptor
Get String Descriptor
Get Report Descriptor
Set Output Report
Input Report

Get String Descriptor
Get String Descriptor
Get Report Descriptor

Device Descriptor
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Device Descriptor
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Vendor ID & Product ID

I ";PEDJ-IJ o
0407 Mimi WiFi speakers

ol 3tol oio|Lioll Tt OS] Q1A
£ 8X1g 2t AH&5l= Device Driver

2t E=2Hd

129FR Riwin Terhnnlnaw 1+d

* http://www.linux-usb.org/usb.ids

buy a VID?
You can buy the right to use a single VID from the usb.org. They charge
$2000 for this, but this is a one-time fee. This gives you 65536 PID
numbers, more than enough for the rest of your life. Check

on the usb.org website for this option.



http://www.usb.org/developers/vendor/

Vendor ID & Product ID

Vendor ID

Product ID: Product

Mame: Mame

L0 Search

Search Results

Vendor ID  Product ID

China Res

China Re

Comment

o Co. Ltd ?

o. Ltd Keyboard

o.. Ltd Multimedia K

http://www.the-sz.com/products/usbid/index.php?v=0x1A2C



Device Descriptor

Description T=ns

Uncenfigured Devic

bLength 18 (0x12)
bDescriptorType DEVICE (0x01)
bcdUSB 1.1 (00110}
bDeviceClass Defined in Interface (0x00)
bDeviceSubClass Ox00

bDeviceProtocol Ox00
bMaxPacketSized 3 (0x08)

idvendor G700 (Ox1a2c)
idProduct 2858 (0x0b2a)
bodDevice 1.1 (00110}
iManufacturer 1 (0x01)

iProduct SB Keyboard (0x02)
iSerialMumber (0x00)
pMumConfigurations 1(0x01)




Configuration Descriptor

Get Device Descriptor
Set Address
Get Device Descriptor

Get Confi tion D ipt .
Get String Descriptor -CHH 85 FU(stringt 22 0|])
Get String Descriptor _?_l E.In.“olégl 7H¢ %lE x.“%

Get Device Descriptor

Get Configuration Descriptor -]Il-?-_l %a' Hol'uu‘% 7 I%tul.
Get Configuration Descriptor
Set Configuration

Get String Descriptor

Get String Descriptor

Get String Descriptor

Get String Descriptor

Get Configuration Descriptor
Get Configuration Descriptor
Get String Descriptor

Get String Descriptor

Get Report Descriptor

Set Output Report

Input Report

Get String Descriptor

Get String Descriptor

Get Report Descriptor

Set Output Report

Input Report

Get String Descriptor

Get String Descriptor

Get Report Descriptor



Configuration Descriptor

Get Device Descriptor

Set Address

Get Device Descriptor

Get Configuration Descriptor
Get String Descriptor

Get String Descriptor

Get Device Descriptor

Get Configuration Descriptor
Get Configuration Descriptor
Set Configuration

Get String Descriptor

Get String Descriptor

Get String Descriptor

Get String Descriptor

Get Configuration Descriptor
Get Configuration Descriptor
Get String Descriptor

Get String Descriptor

Get Report Descriptor

Set Output Report

Input Report

Get String Descriptor

Get String Descriptor

Get Report Descriptor

Set Output Report

Input Report

Get String Descriptor

Get String Descriptor

Get Report Descriptor
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bLength

bDescriptorType
wTotalLength
bMuminterfaces
bCaonfigurationValue
iConfiguration
bmattributes Reserved
bmattriputes SelfPowerad

omAttributes RemoteWakeup

bmattributes ResenvedO
bMaxPower

Configuration Descriptor

9 (0x09)
COMFIGURATION (0x02)
59 (0x3b)

2 (0x02)

1 (0x01)

(0x00)

031

Bus Powered (0x0)
Supported (0x1)
0x00

93mA (0x31)




Configuration Descriptor
| Interface Num

Details®,
Offset .
0x0000 09 02 38 00 02 0 AD 31 09 04 00 00 01 O
0x0010 01 00 09 21 10 0L 00 01 22 36 00 07 05 €1
0x0030 O 3 7 03 o8 oo o&

HID Descripiﬂ:-r

Interface(1) Descriptor
HID Descriptor




Interface Descriptor

Class & SubClass & N|&

~ Bl KDt Ol A SHER| LiERY

» SFFA| Qtof| o] 2H| Interface EXH 25
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HHOIEZ LIEHH Descriptor@l 37|
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Class & SubClass

Interface(0) Descriptor : 09 04 00 00 01

S
Usage

— o | oo [T

Interface

o | inerace |7
;

http://www.usb.org/developers/defined_class/

0100

Subclass Codes

Subclass Code Description

Mo Subclass
Boot Interface Subclass

Reserved

http://www.rennes.supelec.fr/
ren/fi/elec/docs/usb/hid1_11.p
df

0x03 : HID
0x01 : Boot Interface



Interface Descriptor

bLength
bDescriptorType
binterfaceMumber
bAlternateSetting

bMumEndpaints
binterfaceClass
binterface3ubClass
binterfaceProtocol
ilnterface

9 (0x09)

INTERFACE (0x04)

0x00

0x00

1 (0x01)

Human Interface Device (0x03)
Boot Interface (0x01)

Keyboard (0x01)

(e00)

Interface(0) Descriptor

bLength
bDescriptorType
binterfaceMumber
bAlternateSetting

bMumEndpaints
binterfaceClass
binterfaceSubClass
binterfaceProtocol
ilnterface

9 (0x09)

INTERFACE (0x04)

1 (0x01)

000

1 (0x01)

Human Interface Device (0x03)
Maone (0x00)

Mone (0x00)

(0x00)

Interface(1) Descriptor



Endpoint Descriptor

QI Hlo[efot @0t= T &2

Endpoint Descriptor Al o] 242t & 4 US
Transfer Type 38 H|-&

— Control, Interrupt, Bulk, Isochronous
mpo|Tatn "ay| ¢ &t

“Descri[}torﬁl =Pl
Endpeint Descriptorel = EH

Endpoint | Endpoint® =4

H| EgH Endpointel E4

v H 1
4 | wMaxPacketSize =X S0 8858 M sS4 ZO I3 A2
1

"_5 blnterval

CIOIEH ©&2 F8 28 EndpointB 98 243




Transfer Type

* Interrupt

— Functionol|A] Hostol| £2|X o0 & AZFO| H|Oo|E| =
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— 9IEE/UF°¢ =
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Transfer Type

 Isochronous

c 2D
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— U Z0|ofl YRR GIOJEIE TSR B T X3

_Ct2 M4 Do Hjs £ M 29

- L O |
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Interface & Endpoint Descriptor

blLength T (0x07)
bDescriptorType EMDPOINT (0x05)
bEndpointAddress TIM (0x81)

bmAttributes TransferType  Interrupt (0x3)
bmAttributes Resenved0 0x00

8 bytes (1 transaction per microframe ifHS
(UHUUU )

binterval LS/FS:10ms HS:64ms (0x0a)

Endpoint(1) Descriptor

whaxPacketSize

bLength T (0x07)
bDescriptorType EMDPOIMT {0x05)
bEndpoint&ddress 2 1M (0x82)

bmaAttributes TransferType  Interrupt (0x3)
bmAttributes Reservedl 0x00

8 bytes (1 transaction per microframe if HS
I:UHUUU 1]

binterval L5/FS5:10ms HS:64ms (0x0a)

whMaxPacketSize

Endpoint(2) Descriptor

* Endpoint(0)2 2|22 2 ZEA{st= Endpoint2A, Control packetS2 2|6t H&tS &t



USB Descriptor Hierarchy

VID, PID &

Device Desriptor
Configuration T BE Configuration
0 1
Interface O Interface 1 Class & Interface O InterfaceO InterfaceO
ASO AS1 ASO AS1 ASO

Endgomt | Endgomt | Endgomt | More Endpoint Descriptors

Hlolg| ME YA B




USB Descriptor Hierarchy

VID, PID &

Device Desriptor
Configuration
0

_~

Interface O Interface 1
ASO AS1

N\

A B=

Class & I

-VID : Ox1a2c (China Resource..)

_ _ _ -PID : 0xOb2a (USB Keyboard)
Il Il | R
— /. =" % -CLASS : HID keyboard

dole Hg WA e -H4%Y4 : Interrupt



USB Stack Fuzzing



USB Fuzzing ¢I%F &HIE
* Fuzzing CH4

— USB Host stack (OS kernel)
— File system parser (OS kernel)

* Hardware requirement : USB OTG port

» Software requirement : Customizable USB
Device source code



Hardware : OrangePi series

Top view

Al lwinner A20 Camera Interface
(ARM®Cortex—A7mDua |-core) 40Pinheaders IR Receiver
Debug TTL UART

Output video and
audio output

1GB DDR RAM

Micro SD

cardslot Two USB 2. 0

Power b ' > wifi antenna
(5V 2A DC) = —

Power Switch el = FeESs ‘ Gigabit so

USB OTG

5V SATA Power
TP and LCD

SATA2.0 Interface
Interface

WIFI Module
Uboot key




Hardware : OrangePi series
Support USB Host & Device port (OTG)
Support UART port for debug console
Support Linux and Android software
Support WIFI

ETC...



Software : Linux USB Gadget

« USB Device functiong= 3ololl =2 AHY =&
* Supports USB Serial, USB Ethernet, USB Printer, USB
Mass-storage and etc...

« Kernel/drivers/usb/gadget/*

root@orangepi:~# 1s

total 51608

drwxr-xr-x 2 root
drwxr-xr-x 8 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root

root@rangepi:-# Ji

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

4096

4096
410739
247163
382175
183304
406915
488028
213017
224254
331832
206815
604670
331664
188169
291227
280383
200463
194569

Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar

11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

-al /lib/modules/3.4.103/kernel/drivers/usb/gadget

2016 .

2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016

g_acm_ms . Ko
g _audio.ko
g_cdc.ko
g_dbgp. ko

g _ether._ko

g ffs.ko

g fuzz.ko

g hid.ko
g_mass_storage.ko
g _midi.ko

g multi.ko

g _ncm.Kko

g printer.ko
g serial.ko
g_webcam. ko
g _Zero.ko
gadgetfs.ko



Fuzzing Target

e C|HIO|API TAERZ X %3}% %‘E%

« USB Descriptors Fuzzing
— Device descriptors
— Configuration descriptors
— Interface descriptors
— Endpoint descriptors
— Etc...

* File System Fuzzing
— Using Mass-storage gadget
— Mutation variety file-system image



Descriptor Fuzzer 1131 Yt

Build kernel for orange-pi mini
Modify Kernel-Level USB gadget source code for fuzzing

Implement User-Level Fuzzer using python
— Make mutated image or descriptors for fuzzing
— Load Gadget module using ‘modprobe’ command
— Wait for enumeration done
— Unload gadget module using ‘modprobe -r' command
— Repeat these

Mutation methods
— Evil payloads DB for fuzzing
— Using radamsa (mutation tool by google, need to cross-compile)



USB Fuzzer?| 3“/d

» USB descriptor Fuzzing
— descfuzz.py
— g_fuzz ko
— usbfuzz.c

* File System Fuzzing
— fsfuzz_radamsa.py
— fsfuzz_fuzzdb.py
— g_mass_storage.ko



Implement : Descriptor Fuzzer

#! fusr/bin/python

import sys
import os

Mutation import time

def main(argv):
while True:
# create descriptors
os.system(’./usbfuzz"')
descFile = '/tmp/fuzz.desc'
HI'E strDescFile = '/tmp/strFuzz.desc’
| Sy |

os.system( 'modprobe g fuzz descFile=' + descFile + ' strDescFile=" + strDescFile)
time.sleep(5)

os.system('modprobe -r g_fuzz')

if _ _name_ =" main__

MOdUle Loading “main(sys.argv)

descfuzz.py



Implement : Descriptor Fuzzer

» g_fuzz ko
— USB descriptor Fuzzing2 £/t £4 gadget
— User level2| descriptor Y Parsingstd
usb gadget?| descriptor GIO|EIE A4/
— Usage:
modprobe g_fuzz ko descFile=<descriptor

binary file> strDescFile=<string descriptor
binary file>



J9 DescriptorParsingAndSetting(

Implement : Descriptor Fuzzer

* g_fuzz.ko - user defined descriptor parsing

*puffer, size)

len, functionIndex, configIndex, interfacelndex, endpointlndex, offset = ;
functionSize = , num;

memcpy (&device_desc, &buffer[ ], sizeof(device_desc));
offset += sizeof( usb_device_descriptor);

if (device_desc.bNumConfigurations == )
descFile = f
return;

}

num = device_desc.bNumConfigurations + ;

config_desc = vzalloc(sizeof(
intf_desc = vzalloc(sizeof(
fs_ep_desc = vzalloc(sizeof(

usb_config_descriptor)*num);
usb_interface_descriptor*)*num);
usb_endpoint_descriptor**)*num);

hs_ep_desc = vzalloc(sizeof( usb_endpoint_descriptor**)*num);

fs_fuzzer_function = vzalloc(sizeof( usb_descriptor_header**)*num);

hs_fuzzer_function = vzalloc(sizeof( usb_descriptor_header**)*num);

riptor));

for (configlndex = = ; configlndex < device_desc.bNumConfigurations; configlndex++)
memcpy (&config_desc[configlndex], &buffer[offset], sizeof( usb_config_desc
offset += sizeof( usb_config_descriptor);
if (config_desc[configIndex].bNumInterfaces == ) continue;
num = config_desc[configIndex].bNumInterfaces + ;
intf_desc[configIndex] = vzalloc(sizeof( usb_interface_descriptor)*num);
fs_ep_desc[configIndex] = vzalloc(sizeof( usb_endpoint_descriptor*)*num)

1532
1533
1534
1535
1536
1537
1538
1539

1540
1541
1542

1543
1544
1545
1546
1547
1548
1549

1550

1551

1552
1553
1554
1555
1556

1557

1558
1559
1560

1561
1562

1563
1564
1565
1566
1567
1568
1569
1570
1571

[ ] hs_ep_desc[configIndex] = vzalloc(sizeof( usb_endpoint_descriptor®)#*num)

functionSize = config desc[configIndex].bNumInterfaces;

for (interfacelndex =
s; interfacelndex++)

{

; interfacelndex < config_desc[configIndex].bNumInterface

memcpy(&intf_desc[configIndex][interfaceIndex], &buffer[offset], sizeof(
usb_interface _descriptor));
offset += sizeof( usb_interface_descriptor);
if (intf_desc[configIndex][interfacelndex].bNumEndpoints == ) continue;
num = intf _desc[configIndex][interfacelndex].bNumEndpoints + ;

fs_ep_desc[configIndex][interfacelndex] = vzalloc(sizeof(
_descriptor)*num)

usb_endpoint

hs_ep_desc[configIndex][interfacelndex] = vzalloc(sizeof(
_descriptor)*num)

usb_endpoint

functionSize += intf_desc[configIndex][interfaceIndex].bNumEndpoints;

for (endpointIndex =
%] .bNumEndpoints; endpointIndex++)
{

; endpointIndex < intf_desc[configIndex][interfacelnde

memcpy (&fs_ep_desc[configIndex][interfaceIndex][endpointIndex], &buffer[
offset], sizeof( usb_endpoint_descriptor));
memcpy (&hs_ep_desc[configIndex][interfacelndex][endpointIndex], &buffer[
offset], sizeof( usb_endpoint_descriptor));

offset += sizeof( usb_endpoint_descriptor);

functionlndex = ;
functionSize += ;



Implement : Descriptor Fuzzer

» g_fuzz.ko - Load String Descriptors

Z&é? StringDescriptorLoading( *puffer, size)
1684 {
1685 offset, len, 1idx;
166 *pbuf;

pbuf = buffer;
for (1dx = ; (1dx < ) & ((int)pbuf < (int)buffer + size); 1dx++)
{
strings[idx].id = pbuf[ ];
len = strilen(pbuf+ };
1613 strings[idx].s = vzalloc(len+ );
1614 strcpy(strings[idx].s, pbuf+ );
1615 pbuf += len+ ;
¥
strings[idx].id = ;
strings[idx].s = ;

1619 )



Implement : Descriptor Fuzzer

* usbfuzz.c
— Make abnormal usb descriptors
— Storing random values to descriptor fields

117 for (k = ; K < tmpInterface.bNumEndpoints; k++)

{
Z;& copyFillRandom(&tmpEndpoint, &epDesc, sizeof(tmpEndpoint), );
:E: write(fd, &tmpEndpoint, sizeof(tmpEndpoint));
@f copyFil1Random( *d, *3, slze, max)
.__I { 1
ob 1;
@? *dst = ( *)d, *src = ( *)s;
ﬁ@ for (1 = ; 1 < size; 1+t)
78 {
71 if (src[i] == )
72 _ dst[i] = rand() % max + ;
74 dst[i] = src[i];
}



File System Fuzzing



#!fusr!h!pythnn

import sys
import os
wmport time

def main(argv):
if len{sys.argv) != 2 :
print argv[B8], ' <image filex\n'
sys.exit(l)

1t os.path.isfile{argv[1l]} == False :
print argv[1l], * file 1s not exist!\n'
sys.exit(2)

while True:
# file mutation
os.system('cat ' + argv[1l] + '| radamsa = ' + argv[1l] + '.fuzz')
filefullpath = os.path.abspath({argv[1] + '.fuzz')
os.system( 'modprobe g mass storage file=' + filefullpath + ' stall=0')
time.sleep(3)
os.system( ‘modprobe -r g _mass _storage')
#time.sleep(1)
os.system('cp ' + filefullpath + ' fsbackup.fuzz')

if _name_ == "_main
main{sys.argv)



#! fusr/bin/python

import sys
import os
import time
import fuzz_db

def main{argv):
index = @

if len(sys.argv) =2 :
print argv[e]l, ' <image file=\n'
sys.exit(1)

if os.path.isfile(argvll]) == False :
print argv[1], ' file is not exist!\n'
sys.exit(2)

payload = fuzz_db.get_payload()
while True:
# file mutation

#os.system('cat ' + argv[1] + '| radamsa > ' + argv[1] + '.fuzz')
os.system{'cp " + argv[1l]l + ' ' + argv[1l] + ".fuzz')

for fuzzstr in payload :
file = open{argv[1], 'rb")
content = file.read()
file.close()
file = open{argv[1] + '.fuzz', 'wb')
content = content[:index] + fuzzstr + content[index+4:]
file.write(content)
file.close()
filefullpath = os.path.abspath{argv[1] + '.fuzz')
os.system( 'modprobe g_mass_storage file=' + filefullpath + ' stall=8")
time.sleep(3)
os.system( 'modprobe -r g_mass_storage')
#time.sleep(1)
os.system('cp ' + filefullpath + ' fsbackup.fuzz')
index = index + 4

if name == "_main_ ":
main{sys.argv)




USB Fuzzer AlsH gt

» USB descriptor Fuzzer

— just run “python descfuzz.py”
» g_fuzz ko : auto loading by descfuzz.py
* usbfuzz : auto running by descfuzz.py

* File System Fuzzer

— Radamsa ver : python fsfuzz_radamsa.py
— Fuzz DB ver : python fsfuzz_fuzzdb.py



Crash Detection

* Host25.E{Q| 3Tlo| Ao} QI=X|E N|2
— Q8 YkM A] Kernel Panico| 2HAisH| TS

o BIEH1 : USB packet SEH=2 M2
— Kernel levelof|A| &4

o HFH2 : Host OSof| 2t¢ket echo TCP
Serverg 2%t &, %E.*OI LEXIE N2
— User levelojlA| &
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Multi-Media File Fuzzing

—

B T‘ J 000 Now

Radio Playlists Artists Songs More P[aymg

ve Featured Stations
First Play - Beck, Morning Phase, iTunes Week...

e k’#ﬁ‘:’ Pure Pop

Alternative Radio
Best of Alternative

Dance Radio
Best of Dance
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Fuzzing 98

* Radamsa
— Mutation tool by google
— https://github.com/aoh/radamsa

* Dumb Fuzzing
- S57 ¥x

— Insert, Delete, Edit(Overwriting)

* Fuzz Payloads
— Format String Bug
— Buffer Overflow

— Command Injection
— ETC



uzzin

* Fuzzing 2t

- 4

rx ol

EH

— M-S O mutation
« Radamsa
* Dumb Fuzzing
* Fuzz Payloads

— IO XA
+ A HRE 0|2

— Crash &Ad =l
* Crash &/¥ oj &2t
+ Logging

zQ Ac

def fuzz(output_folder, prefix, cases):

cnt 1
len_chk = ""
fileList = os.listdir("./sample")
n = len(fileList)
"[+] Sample List : " + str(fileList)

cnt int(cases):
samplefile = filelList[random.randrange(n)]
fname, ext = os.path.splitext(samplefile)
"["+str(cnt)+"] Fuzzing Format : " + ext
"[+] Choose Sample File : " + samplefile
case - Lase(sampleTlle, OUTpUT_Tolder, prerix)

cmd_getPid = "pgrep kodi.bin"
old_pid = subprocess_open(cmd_getPid)
"[+] Mutate Sample File (Custom Mutate) "
filename = case.generateCaseAndwWriteFile(cnt)
"[+] Play Media File "
o0s.system('kodi-send —action="PlayMedia( pwd'/' + filename

time.sleep(4)

"[-] Mutate Error. Retry!!!! "

new_pid = subprocess_open(cmd_getPid)

"[+] pid : " + old_pid + "->" + new_pid
old_pid new_pid :
"[+] Crash!!!!l : " + filename
cnt 1

old_pid = new_pid

"[-] Move Crash file \"./crash/\" Directory "
os.system("mv " + filename + " ./crash/")
time.sleep(8)

cnt 1
"[-] Remove File :
os.system("rm " + filename )

filename

1)ur)



Fuzzing &8 3 &

* Dumb Fuzzing

def _mod_editBytes(self, offset-None, to_bytes-None): def _mod_increaseBytes(self, offset=None, length-None, decint=None):
offset None: offset = self.__randOffset() offset None: offset - self.__randOffset()
to_bytes None: length None: length - self.random.randint(@,255)
to_bytes [self.random. randint(@,255) _ range( self.random.randint(@,255) )] decint None: decint - self.random.randint(-255,255)
i range(len(to_bytes)):
self.modified[(offset+i) % self.lengthOfMod()] - to_bytes[i] (offset + length) - self.lengthOfMod():
True length - self.lengthOfMod() - offset
i range(length):
def _mod_deleteBytes(self, offset=None, length-=None): self.modified[offset i] - (self.modified[offset i] + decint + 256 ) % 256

offset None: offset = self.__randOffset() True
length None: length = self.random.randint(@,255)

length offset self.lengthOfMod(): def _mod_mutate(self, to_offset=None, from_offset=None, size-None):
length = (- offset) + self.lengthOfMod() to_offset None: to_offset - self.__randOffset()
i range(length): from_offset None: from_offset - self.__randOffset()
self.modified.pop(offset) size None: size - self.random.randint(@,255)
True
to_offset - from_offset:
def _mod_insertBytes(self, offset=None, new_bytes=None): to_offset from_offset
offset None: offset - self.__randOffset()
new_bytes None: tmp - self.modified[from_offset:from_offset:size]
new_bytes - ''.join(chr(self.random.randint(0,255)) _ range(
self.random. randint(9,255) )) i range(size)
b new_bytes[::-1]: self.modified.pop(from_offset)
self.modified.insert(offset,b) b tmpl::-1]:
True self.modified.insert(to_offset,b)

* Fuzz Payloads

def _mod_useFuzzPayloads(self, offset=None, payload-None):
"[-] Use Fuzz Payloads "
offset None:
offset = self.__randOffset()
payload None:
payload_file = os.listdir("./FuzzPayloads/")
fp = open("./FuzzPayloads/" + payload_file[ self.random.randint(@, len(payload_file)-1) 1, "rb")
fuzzpayloads = fp.readlines()
fp.close()
payload = fuzzpayloads[ self.random.randint{( @, len(fuzzpayloads)-1) 1

b payload[::-1]:
self.modified. insert(offset, b)

True



osmc@osmclé:~/MediaFuzz$ python MediaFuzzRadamsa.py 1000

[+] Total count : 1000

[+] Sample List : ['sample.amr', 'sample.ogg', 'sample.au', 'Enrique-Iglesias-Bailando-feat-Sean-Paul
', 'sample.m4a', 'sample.mka', 'Southern All Stars - I AM YOUR SINGER.m4a', 'SampleRudio 0.5mb.mp3',
mp3', 'sample.wma', 'sample.aiff']

[1] Fuzzing Format : .méa
[+] Choose Sample File : sample.mia
[+] Mutate Sample File (use Radamsa)
[+] Play Media File
Sending action: PlayMedia(/home/osmc/MediaFuzz/payloads/Radamsa-00000001.mda)
[+] pid : 723
->723

[-] Remove File : Radamsa-00000001.mda

[2] Fuzzing Format : .mda
[+] Choose Sample File : sample.mia
[+] Mutate Sample File (use Radamsa)
[+] Play Media File
Sending action: PlayMedia (/home/osmc/MediaFuzz/payloads/Radamsa—-00000002.m4a)
[+] pid : 723
-»723




Crash 201 &

* Crash 2%

remsjesme koultempvaclca}
e 610166/753050 KD 1656
RGP0 0% AU 0.0% EPU2- 0% CPU. 14% (CPUKOD) 23.74%]

@ Custom_( 00000797 wayv p,
03/00:03

Videos

Music

Pictures

My OSMC |:>
Favorites

Programs

Settings

v

+ XY B Z3olofo] pid Q!

root 18089 292 @ 17:13 7 00:00:00 sudo -u osmc /usr/llb/kodi/kodi.bin --standalone -fs --lircdev /var/run/lirc/lircd
osmc 18090 18089 6@ 17:13 ? 29:00:15 /usr/lib/kodi/kodi.bin --standalone -fs --lircdev /var/run/lirc/lircd

[7] Fuzzing Format : .m4a
[+] Choose Sample File : sample.mda
[-] Read sample.mda
[-] OK. ext mda, out payloads
[+] Mutate Sample File (Custom Mutate)
[-] Generated payloads/Custom_00000007 .m4a.
[+] Play Media File
Sending action: PlayMedia(/home/osmc/MediaFuzz/payloads/Custom_00000007 .m4a)
[+] pid : 18090
->18260

[+] Crash!!!! : payloads/Custom_00000007 .mia
[-] Move Crash file "./crash/" Directory



Fuzzing 8¢
* Target Formats
—aac, ac3, aiff, amr, au, flac, m4a, mid, mka,

mp3, 0gg, ra, voc, wav, wma

* Crash &8 Formats

— flac, m4a, mka, ra, wma

osmc@®osmc@3 :~/MediaFuzz/crash$ 1s

Custom_0Q0000015.ra Radamsa-00001335.m4a  Radamsa-00003051.mda Radamsa-00005600.m4a Radamsa-00008380.m4a Radamsa-00011745.mda
Custom_00000157.ra Radamsa-00001358 .m4a Radamsa-00003095.wma Radamsa-00005903.m4a Radamsa-00008563.m4a Radamsa-00011996.mda
Custom_00000315.wma  Radamsa-00001437.m4a  Radamsa-00004034.m4a Radamsa-00005963.m4a Radamsa-00008872.m4a Radamsa-00012289.m4a
Custom_0000036@0 .mka  Radamsa-00001448.flac Radamsa-00004508.m4éa Radamsa-00006502.wma Radamsa-00008994.m4a Radamsa-00012516.wma
Radamsa-00000078 .m4a Radamsa-00001468.wma  Radamsa-00004529.m4a Radamsa-00007035.m4a Radamsa-00009432.m4a Radamsa-00012626.mka
Radamsa-00000291.m4a Radamsa-00002209.m4a Radamsa-00004733.m4a Radamsa-00007058.m4a Radamsa-00010071.wma
Radamsa-00000322.m4a Radamsa-00002374.m4a  Radamsa-00004994 .m4a Radamsa-00007259.m4a Radamsa-00010251.m4a
Radamsa-00000428.m4a Radamsa-00002383.m4a  Radamsa-00005232.m4a Radamsa-00007547.m4a Radamsa-00010851.m4a
Radamsa-00000590.m4a Radamsa-00002677.m4a  Radamsa-00005524 .m4a Radamsa-00007621.m4a Radamsa-00011444 .mda
Radamsa-00001197 .m4a Radamsa—@?@@S@ll.m4a Radamsa-00005590.m4a Radamsa-00008005.m4a Radamsa-00011606.m4a
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M btsnoop_hcilog

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am . ® R Qem=F & Q_Q]aHE

[ i ]

v Bluetooth HCI H4
[Direction: Sent (@xee)]
o HCI Packet Type: ACL Data (0x02)

PR Y 1

. 0000 @@ 1811 = Connection Handle: @x@eb
.18 .... .... .... = PB Flag: First Automatically Flushable Packet (2)

©0.. .... +uv. +... = BC Flag: Point-To-Point (0)
Data Total Length: 21

[Connect in frame: 1732]
[Source BD_ADDR: ©0:00:00 00:00:00 (00:00:00:00:00:00) |
[Source Device Name: Galaxy Note5]
[Source Role: Master (1)]
[Destination BD_ADDR: 20:17:01:03:46:89 (20:17:01:03:46:89) |
[Destination Device Name: GOOHONG]
[Destination Role: Slave (2)]
[Last Role Change in Frame: 1730]
[Current Mode: Active Mode (@) ]
[Last Mode Change in Frame: 1959]
v Bluetooth L2CAP Protocol
Length: 17
CID: Dynamically Allocated Channel (@x©@41)
[Connect in frame: 1771]

[Disconnect in frame: 2044] HCI PaCket Type

[PSM: RFCOMM (0x0003)]

v Bluetooth RFCOMM Protocol - HCI Command . 0X01 - x %- (from hOSt)

Address: E/A flag: 1, C/R fla

Control: Frame type:JUnnumber* = HCI Event : 0X04 = gnl' A E 2f xh-é- (tO hOSt)
payioad length: 12 - ACL Data : 0x02 - GjoJ&] ""%— (both)

Frame Check Sequence: @x86
Vv Bluetooth SPP Packet

\\‘ Data: 2a616161616161616161616 kel = @ Host-contrO"er Interface

8@?\9 @2|eb 20 15 9@ 11 @@ 41 00
61 61 61 61 61 61 61 61 aaaaaaaa a.

O 7 Control (btrfcomm, control), 1 bute




M btsnoop_hcilog

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am . ® R Qem=F & Q_Q]aHE

= 3
(W]2pply a display filter - <Ctrl—>

v Bluetooth HCI H4
[Direction: Sent (@xee)]

[Nk Y Lo+ T]r' Wl e in n"!:
~| Bluetooth HCI ACL Packet
.... 9000 @000 1011 = Connection Handle: @x@eb
..10 ... .... .... = PB Flag: First Automatically Flushable Packet (2)
@0.. .... +.uv. ...._= BC Flag: Point-To-Point (@)
Data Total Length:@
[Connect in frame:NgZ#2]
4 [Source BD_ADDR: 06:536:66_96:06:99 (00:00:00:00:00:00) |

[Source Device Name § Galaxy MNote5]

[Source Role: Mastef (1)]

[Destination BD ADDR: 20:17:01:03:46:89 (20:17:01:03:46:89)]
[Destination Device Name: GOOHONG]

[Destination Role:sSlave (2)]

[Last Role Change in Frame: 1730]

[Current Mode: Actiive Mode (@)]

[Last Mode Changesin Frame: 1959]

v Bluetooth L2CAP Pr'-ot_:ocol

Length: 17 B
CID: Dynamically :allocated Channel (©x©041)
[Connect in frame: 1771]
[Disconnect in fiame: 2044]
[PSM: RFCOMM (©0003)]
v Bluetooth RFCOMM Piotocol
Address: E/A -Fl_ilg: 1, C/R flag: 1, Direction: @, Channel: 1
Control: Frame ktype: Unnumbered Information with Header check (UIH) (exef), P/F flag: 1
Payload lengthi 12
Credits: 4 :
N Frame Check Seljuence: @x86
V\Rluetooth SPP Patket
ta: 2a6161 : 161616161616161

0000 @b 2@ 15 @0 |11 ee 41 00 @bﬁlQ 24 2a 61 61 - ....A..!..*aa
61 "Fr=or=oT=vT"6l 61 61 61 826 ddaadaddda a.

O 7 Control (btrfcomm, control), 1 bute



M btsnoop_hcilog
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am @ RE Q&eE=2EF 3 = QaqQaQfiE

(W]2pply a display filter - <Ctl=>

v Bluetooth HCI H4
[Direction: Sent (@xee)]
HCI Packet Type: ACL Data (@x02)
v Bluetooth HCI ACL Packet
0000 @008 1011 = Connection Handle: @xe@b
.18 .... ... ..., = PB Flag: First Automatically Flushable Packet (2)
00,0 iir v e BC Flag: Point-To-Point (@)
Data Total Length: 21
[Connect in frame: 1732]
[Source BD_ADDR: ©0:00:00 00:00:00 (00:00:00:00:00:00) |
[Source Device Name: Galaxy Note5]
[Source Role: Master (1)]
[Destination BD_ADDR: 20:17:01:03:46:89 (20:17:01:03:46:89) |
[Destination Device Name: GOOHONG]
[Destination Role: Slave (2)]
[Last Role Change in Frame: 1730]
[Current Mode: Active Mode (@) ]
[Last Mode Change in Frame: 1959]
v Bluetooth P Protocol
Length
CID: Dy scally Allocated Channel (Bxee41
[Connect insframe: 1771]
[Disconnect %n frame: 2044]
[PSM: RFCOMM%(0x0003)]
¥ Protocol
Address: E/A ?aag 1, C/R flag: 1,}D1rect10n @, Channel: 1
Control: Frametype: Unnumbered Igformation with Header check (UIH) (exef), P/F flag: 1
Payload length:alz 3
Credits: a E
Frame Check Sequénce: ax86
v Biueiooth SPP Packets B
Data"i&@.ﬁ‘lﬁ‘]ﬁlﬁ‘lﬁ‘lﬁlé‘l616‘161
oeee @2 eb 2@ 13"9@ 1T ee 41% @b Hii 19 e4 2a 61 61 er s ..l..*aa
61 61 61 61 61 ‘er=ET=eT—=6% 86 daaaaaaa a.

R
4
4
4
4
U

U
U
g
g
g
g
Q
o
R
R

O 7 Control (btrfcomm, control), 1 bute




M btsnoop_hcilog

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am© RE QesE7ssEqqarn

(W]2pply a display filter - <Ctl=>

v Bluetooth HCI H4
[Direction: Sent (@xee)]
HCI Packet Type: ACL Data
v Bluetooth HCI ACL Packet
0000 @008 1011 = Connection Handle: @xe@b
.18 .... ... ..., = PB Flag: First Automatically Flushable Packet (2)
00,0 iir v e BC Flag: Point-To-Point (@)
Data Total Length: 21
[Connect in frame: 1732]
[Source BD_ADDR: ©0:00:00 00:00:00 (00:00:00:00:00:00) |
[Source Device Name: Galaxy Note5]
[Source Role: Master (1)]
[Destination BD_ADDR: 20:17:01:03:46:89 (20:17:01:03:46:89) |
[Destination Device Name: GOOHONG]
[Destination Role: Slave (2)]
[Last Role Change in Frame: 1730]
[Current Mode: Active Mode (@) ]
[Last Mode Change in Frame: 1959]
v Bluetooth L2CAP Protocol
Length: 17
CID: Dynamically Allocated Channel (@x©@41)
[Connect in frame: 1771]
[Disconnect in frame: 20844]
[PSM: _RECOMM (oxaaa2)]
v Bluetooth RFCOMM Protocol
> Address: E/A flag: 1, C/R flag: 1, Direction: @, Channel: 1
> Control: Frame type: Unnumbered Information with Header check (UIH) (@xef), P/F flag: 1
Payload length: 12
Credits: 4

v Bluetooth SPP Packet
-~ -wta 236161616161616161616‘161

peea 2 @b 29 ﬁ'%iﬂ..@&ill ﬁu pb f88 19 @4]2a 61 61 ve e dA ..!..*aa
61 61 61 61 61 61 61 61 6'1 aaaaaaaa a.

O 7 Control (btrfcomm, control), 1 bute




M btsnoop_hcilog

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am:® RE QewEgeEqQqaln
(AT2pply a display filter — <Cti—>

v Bluetooth HCI H4
[Direction: Sent (@xee)]
HCI Packet Type: ACL Data (@x02)
v Bluetooth HCI ACL Packet
... 0000 @000 1011 = Connection Handle: @x@eb
.10 ..., ..., «... = PB Flag: First Automatically Flushable Packet (2)
00,0 iir v e BC Flag: Point-To-Point (@)
Data Total Length: 21
[Connect in frame: 1732]
[Source BD_ADDR: ©0:00:00 00:00:00 (00:00:00:00:00:00) |
[Source Device Name: Galaxy Note5]
[Source Role: Master (1)]
[Destination BD_ADDR: 20:17:01:03:46:89 (20:17:01:03:46:89) |
[Destination Device Name: GOOHONG]
[Destination Role: Slave (2)]
[Last Role Change in Frame: 1730]
[Current Mode: Active Mode (@) ]
[Last Mode Change in Frame: 1959]
v Bluetooth L2CAP Protocol
Length: 17
CID: Dynamically Allocated Channel (@x©@41)
[Connect in frame: 1771]
[Disconnect in frame: 20844]
[PSM: RFCOMM (©x@003)]
v Bluetooth RFCOMM Protocol
Address: E/A flag: 1, C/R flag: 1, Direction: @, Channel: 1
Control: Frame type: Unnumbered Information with Header check (UIH) (@xef), P/F flag: 1
Payload length: 12

v Bluetooth SPP Packet
Data: 2a6161616161616161616161

oeee @2 @b 20 15 00 11 90 41 00 @b 19 04|2a 61 61' P A ..l..*aa
-I 61 61 61 61 61 61 61 61 61 86 daaaaaaa a.

O 7 Control (btrfcomm, control), 1 bute




Bluetooth Stack

* Bluetooth Radio pr—

- 2 ZOtg §41 2

BlueC
e | cLDC API (GCF) || API for Bluetooth (JSR-82)

+ LC (Link Control)
~ 52 o], 2l STHACK), =

MNA 7 Operating System & Bluetooth Stack
S 8%

. Service Discovery Protocol RFCOMM
* LMP (Link Manager Protocol) ~ (SDP) (serial emulation)
— BAIRFF3 78%8 X oliA|

— 0lZ otT s}

_ Xl Dta|

-

Host controller interface (HCI)

o o

Bluetooth Controller

Link Manage Protocol (LMP)

Baseband Link Confroller (LC)

Q, Bluetooth Radio




Bluetooth Stack

* HCI : Host Controller Interface —

— CPUS} Bluetooth IC Alo|E HA

 host stack (CPU, 05) o
:.‘itdL

— the controller (Bluetooth 2E)
~ UART, USB % PCMCIAZ ®Z

BlueCove JNI libraries

Operating System & Bluetooth Stack

' by
/ I-,

User Application

b |

L2CAP

Biuetooth Host

FreeRTOS

EtherMind

HCI
Host-Controller I/F

Link Manager Protocol

Base Band (Link Controller)

Bluetooth Controller
RF

Biuetooth Controlier

Link Manage Protocol (LMP)

Baseband Link Conftroller (LC)
Q Bluetooth Radio




Bluetooth Stack

+ L2CAP
— =X A A
— Multiplexing (53t IR

 HIojge| &&= E
Operating System & Bluetooth Stack
— Segmentation and - (object exchange)

I ]

reaSSGmb|y __ Service Discovery Protocol RFCOMM

oj2l X?I-ﬁl-/E—l (serial emulation)
: A =7 =T

— QoS management
— TCP dlojo{e| At

Host controller interface (HCI) I

Bluetooth Controller

Link Manage Protocol (LMP)

Baseband Link Conftroller (LC)

Q, Bluetooth Radio




Bluetooth Stack

« RFCOMM Applications

_Ag|d m2E=2 o
0‘" %E‘" 0 I EOI kt BlueCove JNI libraries
|

— Data St rea m ﬁ CEI- Operating System & Bluetooth Stack
- (object exchange)

Host controller interface (HCI)

Bluetooth Controller

Link Manage Protocol (LMP)

Baseband Link Conftroller (LC)

Q Bluetooth Radio




Bluetooth Stack

* SDP
— Service discovery B

protocol &

— ZFK|ofIM K|St
2|5 (T 2md)Sofl
CHsH e M=

RFCOMM
(serial emulation)

Host controller interface (HCI)

Bluetooth Controller

Link Manage Protocol (LMP)

Baseband Link Conftroller (LC)




Bluetooth Stack

. OBEX

_ Object Exchange |G
N

— Data Object 2t

S22 E A II Ol Operating System & Blustooth Stack
= =il -

AN wi= A

5 0 I-LI- . Service Discovery Protocol

(SDP)

Host controller interface (HCI)

Bluetooth Controller

Link Manage Protocol (LMP)

Baseband Link Conftroller (LC)




SDP Packet

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools
A4 N @® RE Q &=
(W] nply a display filter -~ <Ctri=/>
Mo, Time Source Destination Protocol  Length  Info
71 5.116957 controller host HCI_EVT 8 Rcvd Number of Completed Packets
72 5.154534 20:17:01:03:46: .. localhost () L2CAP 19 Rcvd Configure Response - Success (SCID: @xee4f)
73 5.174329 20:17:01:03:46: .. localhost () L2CAP 21 Rcvd Configure Request (DCID: @xe04f)
74 5.176741 localhost () 20:17:01:03:46: el e o i = A= St )
75 5.176983 localhost () 20:17:01:03:46: .. SDP 29 Sent Service Search Attribute Request : L2CAP: Attribute Range (@x0e0e - oxffff)
76 5.180748 controller host HCI_EVT 8 Rcvd Number of Completed Packets
77 5.217241 20:17:91:03:46: .. localhost () SDP 57 Rcvd Service Search Attribute Response (fragment)
78 5,219803 localhost () 20:17:01:03:46: .. SDP 31 Sent Service Search Attribute Request : L2CAP: Attribute Range (@xeeee - exffff)
79 5.273926 20:17:01:03:46: .. localhost () SDP 42 Revd Service Search Attribute Response
80 5,274941 localhost () 20:17:01:03:46: = =5 == eSS =
81 5.293432 controller host HCI_EVT 8 Rcvd Number of Completed Packets
82 5.330836 20:17:01:03:46: .. localhost () L2CAP 17 Rcvd Disconnection Response (SCID: @xeeaf, DCID: ox@e43, PSM: 0x0e01, Service: SDP)
83 9.333077 host controller HCI_CMD 7 Sent Disconnect
84 9.336034 controller host HCI_EVT 7 Rcvd Command Status (Disconnect)
85 9.418455 controller host HCI_EVT 7 Revd Disconnect Complete

‘ btsnoop_hci (3).log

v Data Element: Unsigned Integer 4 bytes
009@ 1... = Data Element Type: Unsigned Integer (1)
+vv. .01@ = Data Element Size: 4 bytes (2)
v Data value
Service Record Handle: @x00010000
v~ Service Attribute: Service Class ID List (@x1), value]= Serial Port
Attribute ID: Service Class ID List
v Value
v Data Element: Sequence uint8 3 bytes
0011 @... = Data Element Type: Sequence (6)
.... .101 = Data Element Size: uint8 (5)
Data Element var Size: 3
v Data value

Dot 1l + [T of o W T YW 33
36 6@ 3c 36 6@ 39 @9 B@ 00 Pa 0O 01 @0 00

CANEERGERNERENCE 09 00 ©4 35 0c 35 @3 19 o1 eo

35 05 19 00 03 08 01 09 G2 96 35 09 09 65 6e 89 5 T en Frame 79: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
00 6a @0 @1 9@ ©0 @1 60 25 05 44 65 76 20 42 j . Bluetooth
Bluetooth HCI H4
Frame (42 bytes)  Reassembled SDP (63 bytes) Bluetooth HCTI ACL Packet
O 7 Service Attribute (btsdp.service_attibute), 8 bytes Bluetooth L2CAP Protocol
Bluetooth SDP Protocol




Get String Descriptor

Get Device Descriptor

Set Address

Get Device Descriptor

Get Configuration Descriptor

Get String Descriptor : Get Header

Get String Descriptor : “USB Keyboard”
Get Device Descriptor

Get Configuration Descriptor

Get Configuration Descriptor

Set Configuration
Get String Descriptor
Get String Descriptor
Get String Descriptor : Get Header

Get String Descriptor : “USB Keyboard”
Get Configuration Descriptor

Get Configuration Descriptor

Get String Descriptor : Get Header

Get String Descriptor : “USB Keyboard”
Get Report Descriptor

Set Output Report

Input Report

Get String Descriptor : Get Header

Get String Descriptor : “USB Keyboard”
Get Report Descriptor

Set Output Report

Input Report

Get String Descriptor : Get Header

Get String Descriptor : “USB Keyboard”
Get Report Descriptor

: Get Header
: “USB Keyboard”

The First “Get String Descriptor” Packet

Index=0 Length=255

0% 04 FF 00
© SETUP packet
1518 DATAQ packet
+ ACK packet

INtn [2 POLL]
INtn [1POLL]
INtn [1POLL] 00
& INtn [1POLL] 4 00 il

SRENENE)
Pratocol Len -

F X

03 0% 04 FF 00 97 DB
2 00
aa

[als]

D E F ASCH

2dd/\uceT74\ud574\ud0ba

, {'no_timing': False,

Identifier
O 1404
0w 1a
0x0405
Ox0406

Language

Chinese (Macau SAR)
Croatian

Czech

Damish

Dutch {(Metherlands)
Dutch (Belgium)

English (United States)
English {United Kingdom)
English { Australian)

0x0413
0x0&13
Ox 0409
00809
(Oce09

http://www.usb.org/developers/docs/USB_LANGIDs.pdf




?|E} : Report Descriptor

Get Device Descriptor

Set Address

Get Device Descriptor

Get Configuration Descriptor
Get String Descriptor

Get String Descriptor

Get Device Descriptor

Get Configuration Descriptor
Get Configuration Descriptor
Set Configuration

Get String D ipt
et String Descriptor HID _?:I_a JS'E x.“_g_

Get String Descriptor

Get String Descriptor xl'k“?_l' xé'E :

Get String Descriptor

Get ConfigurationDescriptor - IEEPE//WWW.,rennes.supelec.fr/ren
Get Configuration Descriptor . N

Get Strinc_:? Descriptor i / fl/ eIeC/ dOCS/ USb/ h|d1_11.pdf

Get String Descriptor
Get Report Descriptor
Set Output Report
Input Report

Get String Descriptor
Get String Descriptor
Get Report Descriptor
Set Output Report
Input Report

Get String Descriptor
Get String Descriptor
Get Report Descriptor

M

5 B 7T 8 9 A B C D E F ASCH
01 85 01 1% 00 234 3C 02 15 00 26
10 81 00 CO 03 01 80 A1 01 85

25 01 753 01 85 03 81 02 85 05 81

oo

4
8

[




