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Serial Port Hacking ᾥṫҷ!

Mongii

Grayhash ♃אָ Ԁ

₈ : UART



Ὼ

Åḹ

ÅSerial Port(UART) ֣ ♠ᾢ

ÅSerial Port(UART) case by case

ÅSerial Port(UART)  



ḹ

Å ֣֣ὕ ֣ ᶵҷ ?



ḹ

Å֘ ῎ҋṭ ᶵ ?

ÅOSҋ᾿ ? (OSҋ ֥ ᶵ ?)

Å Ẕ Ἑ֘Ứ ?

Å Ṵὕ ӢỮ Ἑ▪ ?

Å ὪὪ ¦



ẉ ḹ אָ⁭ ᶵҷ ῳἙ..

Serial Port Hacking!



Serial Port == UARTỚ?

ÅUniversal asynchronous receiver/transmitter

ï’ ™ṃ֣ אָ꜠/ ֣

Å Ἅ Ἑ

ïḩ ꜠ אָ/ ҌҌ ᴿ LINEὫ

Å ṩ ֕ Ὀ

Å° Ἑ ὸ ҍḂ ±



„Ṵṩ Ṵ–֬

Å „Ṵṩ ҝῺ Ὤאָ –֘ṭ

Å֣֣ ► Ҕ ҍ Ἑ Ἃ ᶵṴ–֬ ‚

ïLEDἙ Ἃ? => Ӓ

ïLCDἙ Ἃ? => Ԁ ⁪ ӗ ᾞ

ïᵬ Ἑ? =>  ⁞᷿ ױ ḛ¦

Å֘ἁ᷿ᾞҝῺ ṭ ♆ ?
ïḂּב UART!



UART Programming 

int main(void)
{

/* Status Register 0A */
UCSR0A = 0x00;

/* Status Register 0B */
/* RX/TX Enable = 10001000 */
UCSR0B = 0x88;

/* Status Register 0C */
/* No parity, 8bit = 0110 */
UCSR0C = 0x06;

⅔שׂ */ : Baud Rate Ἇ♩ */
/* BPS = 9600 */
UBRR0H = 0;
UBRR0L = 47;

UDR0 = 'A';
TCQ/ < ŜA&:
TCQ/ < ŜBŜ:

}

int main()
{

//P0.0 as TX0 and P0.1 as RX0
PINSEL0 = 0x00000005; 

//Enable access to Divisor Latches
U0LCR = 0x83;                                
U0DLM = 0x00;

//Baud Rate of 9600
U0DLL = 0x62; 

//Disable Access to Divisor Latches
U0LCR = 0x03;                                    

U0THR = 'A';
U0THR = 'B';
U0THR = 'C';

}

* AVR * LPC2148(ARM based) 



ҋUARTὕ אָ ᶵҷṭ

Å ,r OS ᾓ

ï ӢỮ Ҍ ⁞ Ṫ

ÅṴ–֘ᾓ
ïEx> printf &°glgrg_jgxgle lcrumpi _b_nrmp mi\ l±'9

Å Ὀᾓ

ïEx> Segmentation fault, command not found



ҋUARTὕ אָ ᶵҷṭ

ÅHidden or Setting Menu

Å₈ Ἑḛ(Bootloader )
ï Ṫ

ï◄Ἑ Writing

Å ὺṩּפ(Command Shell)
ï , ῳ ᵟὡ Ṫ

ïṃ ₐ♃ҋᶼ



UART ™

ÅUSB to TTL

ïRabbit UART 

ïhttp://bit.ly/29wTgof

Å ℅

ïhttp://bit.ly/29ExctC



UART ™

Åᾋ

ïDM- 300A

ïhttp://bit.ly/29vyfxZ

ÅLogic Analyzer

ïhttps://www.saleae.com/

ïhttp://bit.ly/29ywZZw



UART ꜘ ♠

ÅCOM ―

ÅBaudrate

ÅData Bit

ÅStop Bit

ÅParity Bit



UART Pin Ԁ♬

Å 4ҝ █

ïTX : ḩ ꜠

ïRX : ḩ אָ

ïGND : ֘ Ộ ṩ

ïVCC : 

ÅTX&RXᶵҌҌ ™ ♂⁶ .᷿

ïPC TX : PC ♂ḩ ꜠

ïӢ ֣ TX : Ӣ ֣ ♂ḩ ꜠



UART Ӌ

ÅӦἌUSB ṩỘ –♠
ïCP2102, PL2303, FTDI Ṳ

Å ℅ Ӌ

Å ῤᵣꜗ ♠
ïPutty
ïXshell
ïscreen

Å Ӌ ⁞♠ ` Ӌָא



UART Ӌ Ἦ



UART Failure CASE by CASE



UART Failure CASE by CASE

1. UART ᾭ ӄ
2. UART ᾭ ӄ ©Audio Jack
3. UART ᾭ ӄ ©USB Connector
4. UART Connector ҋᵟ᾿
5. RX/TX/GND/VCC Ԁ′ ᾭ ӄ
6. CPU ῳἙῄὡ֣
7. CPU ῳἙῄὡ֣- BGA type
8. ֜ ҋֻ ᴿ - baud- rate
9. ֜ ҋֻ ᴿ - GND
10. ֜ ҋֻ ᴿ - Voltage level
11. ֜ ҋֻ ᴿ - Ὸ
12. UART ֣ ᶼ ׇ - debugging enable
13. UART ֣ ᶼ ׇ - jumper enable
פּ .14 Ẓ - Ctrl+C
פּ .15 Ẓ , ֚ḩ₈ Ἑḛ Ẓƫ - bootargs
פּ .16 Ẓ , ֚ḩ₈ Ἑḛ Ẓƫ ©firmware dump
ḹ, ₈פּ .17 Ἑḛḹ Ẓ - magic key 
18. UART ᾓ ὕPTS ♂⁞ӗ ©dup2()
19. gdbὫ ᾞὡ₈ ṉ - watchdog
20. ῳ ᵟὡ ᾭҋ ӄ



1. UART ᾭ ӄ



PCB Ἑ



PCB Ἑ



PCB Ἑ



4   Ἑ



4   ©PAD, TP



אָ᷿



2. UART ᾭ ӄ
- Audio Jack



UART on Audio jack

ÅUART ҋAudio Jack Ӑ ҋ



Audio Jack UART 



►

Åhttps://www.youtube.com/watch?v=NHawn8XvVQE

https://www.youtube.com/watch?v=NHawn8XvVQE
https://www.youtube.com/watch?v=NHawn8XvVQE
https://www.youtube.com/watch?v=NHawn8XvVQE


Nexus UART on Audio jack

welcome to mako bootloader
[90] cable type from shared memory: 8
[130] reboot_mode restart reason = reboot
[320] kernel  @ 80208000 (5677280 bytes)
[330] ramdisk @ 81800000 (357803 bytes)
[330] get_display_kcal = 0, 0, 0, x
[330] Booting Linux
[340] Power on reason 65281
[340] Power on reason 65281
[340] booting linux @ 0x80208000, ramdisk @ 0x81800000 (357803)
[350] cmdline : console=ttyHSL0,115200,n8 androidboot.hardware = mako lpj =67677 uart_console =enable lcd_maker_id =primary 
lge.hreset =off lge.reset = mode_reset gpt =enable lge.kcal =0|0|0|x lge.rev=rev_11 mdm_force_dump_enabled androidboot.emmc =true 
androidboot.serialn [    0.000000] Booting Linux on physical CPU 0
[    0.000000] Initializing cgroup subsys cpu
[    0.000000] Linux version 3.4.0 -perf -g7ce11cd (android -build@vpbs1.mtv.corp.google.com) ( gcc version 4.6.x -google 20120106 (prerelease) 
(GCC) ) #1 SMP PREEMPT Tue Jan 29 11:41:33 PST 2013
[    0.000000] CPU: ARMv7 Processor [510f06f2] revision 2 (ARMv7), cr=10c5387d
[    0.000000] CPU: PIPT / VIPT nonaliasing data cache, PIPT instruction cache
[    0.000000] Machine: QCT APQ8064 MAKO
[    0.000000] Truncating memory at 0xc0000000 to fit in 32 -bit physical address space
[    0.000000] memory pool 3 (start fe9ff000 size 1600000) initialized
[    0.000000] Initialized persistent memory from 88700000 -887fffff
[    0.000000] Memory policy: ECC disabled, Data cache writealloc
[    0.000000] socinfo_init : v6, id=109, ver=1.1, raw_id=1817, raw_ver=1817, hw_plat =8,  hw_plat_ver =65536
[    0.000000]  accessory_chip=0 hw_plat_subtype =1



3. UART ᾭ ӄ
- USB Connector



Ҡỳ USB Connector

ÅUSB ὕ UART Ӌ ҋᶼ Ӑ



USB accessory

Å Ҕ Ỳ֣ᶼ ♂ἙԀ′



Ҡỳ S USB ֣ᶼṭ

Å Ὡ ἙUSB Ҕ ‰Ӑ ӆהּ ֣ᶼ█ ҋᶼ

Å http://forum.xda - developers.com/showthread.php?t=820275



USB Connector Ԁὸ

Åhttp://devicemart.co.kr/goods/view.php?seq=29454



Micro USB Ӌ ‚



619Kohm Ὣṭ֣



USB Ἑ Ӌ



►

Åhttps://www.youtube.com/watch?v=_XyHT7pmX8Q

https://www.youtube.com/watch?v=_XyHT7pmX8Q
https://www.youtube.com/watch?v=_XyHT7pmX8Q
https://www.youtube.com/watch?v=_XyHT7pmX8Q


FSA9480 USB switch chip



FSA9480 USB switch chip

ÅDatasheet ᵐ UART ♠ᾢ



4. UART Connector ҋᵟ᾿



Connector ҋᵟ᾿ ẉ

Åꜚ Ὣ UART Connector..



Connector ҋᵟ᾿ ẉ

Å Ộ ἙήᶵConnector ὕ█֥ ṭ .᷿



Connector ҋᵟ᾿ ẉ

ÅԀἙ ►ҋἙ ṃ.. 



ήᶵConnector ὕ .᷿.



►

https://www.youtube.com/watch?v=usyakFpspKs

https://www.youtube.com/watch?v=usyakFpspKs
https://www.youtube.com/watch?v=usyakFpspKs
https://www.youtube.com/watch?v=usyakFpspKs
https://www.youtube.com/watch?v=usyakFpspKs
https://www.youtube.com/watch?v=usyakFpspKs


5. RX/TX/GND/VCC Ԁ′ ᾭ ӄ .



ᾋ Ἑ ֣

ÅGND  : 5v( 3.3v)ҋ ẉ (- ) ὡṩ♆

ÅVCC : 5v

ÅTX : 5v

ÅRX : 5v 0v



UART Ἑ

ÅStart bit + Data bits + Stop bit

Å IDLE ► ♆HIGH 
ï TTL(Transistor to Transistor Logic)  



LEDὕ  ‚

ÅLED ₒ ṭ ẉ LED (- )֙ : GND

Å ꜘ Ἑo ṭ ᶵ : VCC

Å ON ֵ← ᶵ : TX

ÅR ᾈ ᴿ: RX

Å █ !אָ

=> ֣ ֣ӗ



►

Åֵ ← ᶵTX 
ïhttps://www.youtube.com/watch?v=d91WLUE_rwE

https://www.youtube.com/watch?v=d91WLUE_rwE
https://www.youtube.com/watch?v=d91WLUE_rwE
https://www.youtube.com/watch?v=d91WLUE_rwE


PCB ♬  ‚

ÅPCB ῳ ( Ἑ Ἒ◊) ₈ₐ ♬

Å Ὸ Ἑ ᾞ Ừᾞ ᾥṒGND(©)

Å█ ℮ḹҋᶉ -ὕ Ҿ Ӣ ֣

Å Ἑ ᶀ ὕ ֣

Å , PCB ᾞ Ừᾞ Ἑ ӋṌ GND

ÅRX TXᶵỘ ἙMCU Ӌṋ

ÅVCCƫ PCB ᷿ὔ Ἑ Ӌ ṋ



PCB ♬  ‚



PCB ♬  ‚



ᾋ Ἑ ֣

Åᾋ ὕ ᾥṩἙ♠

ÅPCB m (+) (- ) Ӌ

ïꜗ ὡҋᴿᶵ

ÅDatasheet ҋ ᶵIC (+) (- ) Ӌ

ïꜗ ὡҋᴿᶵ



ᾋ Ἑ ֣



►

Åhttps://www.youtube.com/watch?v=xSmW2dIB46U

https://www.youtube.com/watch?v=xSmW2dIB46U
https://www.youtube.com/watch?v=xSmW2dIB46U
https://www.youtube.com/watch?v=xSmW2dIB46U


Ὀự ἙRX/TX Ԁ′ ֣

ÅTX Ὀự: 30~50mA



Ὀự ἙRX/TX Ԁ′ ֣

ÅRX Ὀự=> ү 0



 ♆ԅ֣ἙVCC ֣

ÅVCCƫ ᷿ὔ ♆ṭ ™ Ṓיҋԅ᷿

Å ὈựӢ֟



Ἑ Ἑ ֣

ÅLogic Analyzer

ÅHIGH/LOW ὕ ҋᶼ



6. CPU ῳἙῄὡ֣



CPU ῳἙῄὡ֣

ÅCPU ᶀ ṋ ᷿ᾞԃ PCB ♂ ҋ ᷿



CPU ῳἙῄὡ֣

ÅDatasheet 



CPU ῳἙῄὡ֣



►

Å IPTIME CPU ῳἙῄὡ֣
ïhttps://www.youtube.com/watch?v=ObdgjryEm04

https://www.youtube.com/watch?v=ObdgjryEm04
https://www.youtube.com/watch?v=ObdgjryEm04
https://www.youtube.com/watch?v=ObdgjryEm04


7. CPU ῳἙῄὡ֣
- BGA Type



BGA CPU (!)



ỮԀ►

1. BGA chip desoldering



ỮԀ►

1. BGA chip desoldering



ỮԀ►

2. TX `RX ∏ᵐ֣



ỮԀ►

3. Re- soldering



BGA desoldering 1 ḹ

Åhttps://www.youtube.com/watch?v=9HVUKXkD038

https://www.youtube.com/watch?v=9HVUKXkD038
https://www.youtube.com/watch?v=9HVUKXkD038
https://www.youtube.com/watch?v=9HVUKXkD038


1 ḹӋӤ



BGA desoldering 2 ḹ

Åhttps://www.youtube.com/watch?v=lIKEQONgmd8

https://www.youtube.com/watch?v=lIKEQONgmd8
https://www.youtube.com/watch?v=lIKEQONgmd8
https://www.youtube.com/watch?v=lIKEQONgmd8


2 ḹӋӤ



BGA reballing

Åhttps://www.youtube.com/watch?v=elOg3aM6La8

https://www.youtube.com/watch?v=elOg3aM6La8
https://www.youtube.com/watch?v=elOg3aM6La8
https://www.youtube.com/watch?v=elOg3aM6La8


ỮԀ►

Å ♆ –ὡᾞ ẕ .֯.?



►

Åhttps://www.youtube.com/watch?v= - 2SClf8kTaY

https://www.youtube.com/watch?v=-2SClf8kTaY
https://www.youtube.com/watch?v=-2SClf8kTaY
https://www.youtube.com/watch?v=-2SClf8kTaY


PCB  ♆pattern 



PCB  ♆pattern 

Å᷿ ὔ Ἑ Ӑ X- RAY 



8. ֜ ҋֻ ᴿ - 1 
- baud- rate



֜ ҋֻ ♂ᴿ ᶵӐ

Åhttps://www.youtube.com/watch?v=ZCzGzbI_LRY

https://www.youtube.com/watch?v=ZCzGzbI_LRY
https://www.youtube.com/watch?v=ZCzGzbI_LRY
https://www.youtube.com/watch?v=ZCzGzbI_LRY


Baudrate (⁞ἂ )

ÅClock █ ֣ẉῂ HIGH/LOWὕ
Ԁₐ אָ ᶵ֣

ÅBaudrate = 1 ᾣҝ HIGH/LOW 
ὕ⁞ᵓҷ ᵙὕ

Åᶉ Ἒḩאָ ꜠ꜘḹҋ→Ộ



Baudrate ֣

Å █ ṋᶵҔBrute Force

ï115200 (℮ḹᶉ )

ï57600

ï38400

ï19200

ï9600 (℮ḹᶉ )

Å ₐ♃ Ӓ░ ֣



ₐ♃ Ӓ░ ֣

Å9600 : 100us

Å14400 : 69us

Å38400 : 26us  

Å57600 : 17us

Å115200 : 8.6us



9. ֜ ҋֻ ᴿ - 2
- GND



GNDҋ ήᶵ

Åhttps://www.youtube.com/watch?v=8f7izhWu8do

https://www.youtube.com/watch?v=8f7izhWu8do
https://www.youtube.com/watch?v=8f7izhWu8do
https://www.youtube.com/watch?v=8f7izhWu8do


GNDҋ ή Ӑ .᷿ 

ÅUART Ӌ GND ק Ӌ ᷿

Å֣ ή Voltage( )ҋ ḑἙ
′Ṍ .᷿

ÅPCB m ᶳGND ḹ►Ӧ .᷿



10. ֜ ҋֻ ᴿ - 3
- Voltage Level



Voltage level

Å֣ ֣ ṿỘ ṃ ᷿ὕָא .᷿

5V                       3.3V                         1.8V



Threshold Volatage

Å1(HIGH)Ἑ ṋᶵ ꜗ



Threshold Volatage

Å0(LOW)Ἑ ṋᶵ ḑ



Voltage ҋή Ӑ ..

ÅUART Ἃ/ Ἃ ► Ἑ ἴ
ᶵ .᷿

Åֻ ֜ ṭ ἋṌ .᷿

Å Ἃ ṋ Ὣ Ἃ ṋ ᶵ .᷿

Åᶉ ҋ ֣֣ҋꜚ►ṍָא .᷿



USB to TTL ֣ᶼ

Å ẔUART ™ᶵ ἂ•‰Ӑ֣ᶼ .᷿

ï5v, 3.3v



Level Converter(shifter)

Åhttp://www.devicemart.co.kr/1062638



Level Converter(shifter)

Å█  ‚

ïVLӤ VH ♂Ἑ‰ Ṍ .᷿ 



11. ֜ ҋֻ ᴿ - 4
- Ὸ



UART ҋῸ ṋᶵӐ

ÅBITҋᾥṒῸ ṋ ἋṋᶵӐ

ï0 - > 1,  1 - > 0

Å ḑἙ ♃ ᾭ ֻ ῂ ҋᴿ .᷿



Ӥү UART

Å ỤṌdesktop PC ♂ᴿ⁭ָא .ƫ.

ÅRS- 232 █

Å+12v ~ - 12vἙ ṃ



ḑ UART ™ṭ

Å ὡ ᾥḭ

Å ὡ Ὡ



RS232 MAX232

ÅRS232
ïRS232 != UART

ïUARTὕ үὡἙ⁞ᵐ֣

Åᾣ⁭ ὕ█ ? ℅ ẠҾ Ӌ ?

Å+- 12v █

Å ḑ5m֯ ꜠ҋᶼ

ïRSxxx Ỳ ὡ ҋ ex> RS485, RS422 ṲṲ..



RS232 MAX232

ÅMAX232
ï֣֣ҍ ή ᶵ (Level Shifter)

Å3.3v, 5v ἂ• 12v ἂ•Ἑῳᴚ

ï Ὸ „Ṵṩ֣֣ᶵ3.3v, 5vἙ ṃ

ïῸᾞ PC ὡ ᶵ+- 12vἙ ṃ



TTL vs RS232

ÅTTL ἂ•
ï5v : 1
ï0v : 0

ÅRS232 ἂ•
ï+12v : 0
ï- 12v : 1
Å ֚ +12v, - 12vḑ +5v, - 5vὕ█

ÅTTL ἂ• RS232 ἂ•ἙῳᴥᶵӤ ♂ ҋ
Ὸ Ṏ



TTL vs RS232



Ὸ Ӌ

ÅBus pirate ™█
ï Ὸ ֣ᶼ .᷿

ïReceive polarity 

ÅLogic Analyzer █
ï Ὸ ֣ᶼ .᷿

ïSave to CVS 

ÅDriver IC ὕү ֣ pin ῄὣ .᷿



Usb2serial VS usb2TTL

Å► ήᶵ ™ὕ█ .᷿



12. UART ֣ ᶼ ׇ
- debugging enable



UART enable

ÅӦὡ ᾓᶭṲ ♂UART ֣ ᶼ ♬ .᷿



►

Åhttps://www.youtube.com/watch?v=aUni71NL0Z8

https://www.youtube.com/watch?v=aUni71NL0Z8
https://www.youtube.com/watch?v=aUni71NL0Z8
https://www.youtube.com/watch?v=aUni71NL0Z8


13. UART ֣ ᶼ ׇ
- Jumper enable



Jumper enable

ÅPCB Jumper Ӌ RX ♬



Jumper enable

ÅUART Ӌ(RX, TX, GND)



Jumper enable

Åּפ ṋ Ὣ¦ Ἃ Ṏ!



Jumper enable

Åָא► Jumperṭ¦



Jumper enable

Å֘ ᴿὕ♂Ἑ Ӌ ᾞ..!



Jumper enable

Å RX Ἃ Ṏ!



►

Åhttps://www.youtube.com/watch?v=TDfA20u_Kes

https://www.youtube.com/watch?v=TDfA20u_Kes
https://www.youtube.com/watch?v=TDfA20u_Kes
https://www.youtube.com/watch?v=TDfA20u_Kes


פּ .14 Ẓ
- CTRL+C



CTRL+CἙּפ ṪṋᶵӐ

Åhttps://www.youtube.com/watch?v=Kz7aSpvduaE

https://www.youtube.com/watch?v=Kz7aSpvduaE
https://www.youtube.com/watch?v=Kz7aSpvduaE
https://www.youtube.com/watch?v=Kz7aSpvduaE


ḑ►֣֣ ₈ ₐ♃

ÅLinux Kernel loading

Å/init 

Å/ linuxrc

Å/etc/ init.d / rc.sysinit
Å/etc/ init.d /rc.mtd 

Å/etc/ init.d /start 
Å/etc/ bootsh

Å/ mnt / mtd /run <- ᾿ loopἙṭ Ғ

Å/bin/ sh



ḑ►֣֣ ₈ ₐ♃

/ # cat /etc/ inittab
# system initialisation
::sysinit :/bin/mount -n -o remount,rw /
::sysinit :/etc/ init.d / rc.sysinit
::sysinit :/etc/ init.d /start

# run gettys on the serial ports
::respawn :/bin/ sh < /dev/ttyS0 2>&1 > /dev/ttyS0

# stuff to do before rebooting
::ctrlaltdel :/etc/ init.d /reboot
::shutdown:/bin/ umount -a -r
::shutdown:/ sbin / swapoff -a
/ # 



פּ .15 Ẓ , ֚ḩ₈ Ἑḛ Ẓƫ
- bootargs



UARTὕ ₈ Ἑḛ


