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JTAG HEo|| AHEEl= TS

TDI : Test Data In

TDO : Test Data Out

TMS : Test Mode Select
TCK : Test Clock

TRST : Test Reset (Optional)
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JTAG Interface
and On-chip
Debug System

Features

Overview

ATmegal28

JTAG (IEEE std. 1149.1 Compliant) Interface
* Boundary-scan Capabilities According to the IEEE std. 1149.1 (JTAG) Standard

Debugger Access to:

— All Internal Peripheral Units

- Internal and External RAM

— The Internal Register File

— Program Counter

— EEPROM and Flash Memories
Extensive On-chip Debug Support for Break Conditions, Including

— AVR Break Instruction

— Break on Change of Program Memory Flow

— Single Step Break

— Program Memory Breakpoints on Single Address or Address Range

— Data Memory Breakpoints on Single Address or Address Range
Programming of Flash, EEPROM, Fuses, and Lock Bits through the JTAG Interface
On-chip Debugging Supported by AVR Studio

The AVR IEEE std. 1148.1 compliant JTAG interface can be used for
+ Testing PCBs by using the JTAG Boundary-scan capability

*  Programming the non-volatile memaries, Fuses and Lock bits

*  On-chip debugging




Atmegal28A datasheet 254~255p

EXTEST; $0 Mandatory JTAG instruction for selecting the Boundary-scan Chain as Data Register for testing

’ circuitry external to the AVR package. For port-pins, Pull-up Disable, Output Control, Output
Data, and Input Data are all accessible in the scan chain. For Analog circuits having off-chip
connections, the interface between the analog and the digital logic is in the scan chain. The con-
tents of the latched outputs of the Boundary-scan chain is driven out as soon as the JTAG IR-
register is loaded with the EXTEST instruction.

The active states are:

= Capture-DR: Data on the external pins are sampled into the Boundary-scan Chain.
=  Shift-DR: The Internal Scan Chain is shifted by the TCK input.

*  Update-DR: Data from the scan chain is applied to output pins.

IDCODE; $1 Optional JT”

?r?ﬂ?:'.ztir SAMPLE_PRELOAD; Mandatory JTAG instruction for pre-loading the output latches and taking a snap-shot of the
o 52 input’output pins without affecting the system operation. However, the output latched are not
The act connected to the pins. The Boundary-scan Chain is selected as Data Register.
+ Cg The active states are:
* Shi = Capture-DR: Data on the external pins are sampled into the Boundary-scan Chain.
=  Shift-DR: The Boundary-scan Chain is shifted by the TCK input.

= LUpdate-DR: Data from the Boundary-scan Chain is applied to the output latches. However,
the output latches are not connected to the pins.

AVR_RESET:; SC The AVR specific public JTAG instruction for forcing the AVR device into the Reset mode or
releasing the JTAG Heset source. The TAP controller is not reset by this instruction. The one bit
Heset Register is selected as Data Register. Note that the Reset will be active as long as there
is a logic ‘one’ in the Reset Chain. The output from this chain is not latched.

The active states are:
= Shift-DR: The Reset Register is shifted by the TCK input.

BYPASS; SF Mandatory JTAG instruction selecting the Bypass Register for Data Register.
The active states are:
= Capture-DR: Loads a logic “0" into the Bypass Register.
=  Shift-DR: The Bypass Register cell between TDI and TDO is shifted.
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Manufacturer 1D
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Figure 122 shows the structure of the Device Identification Register.
Figure 122. The Format of the Device Identification Register

MSR

Bit 31 2B 27 12 1

Devieein [ Version | Parl Number | Manutactiarer 1D
4 bits 16 bils 11 bits

Version is a 4-bit number identifying the revision of the component. The JTAG version number
follows the revision of the device, and wraps around at revision P (0xF). Revision A and Q is
0x0, revision B and R is 0x1 and so0 on.

The part number is a 16-bit code identifying the component. The JTAG Part Number for Atmel®
AVR® ATmega128 is listed in Table 100.

Table 100. AVR JTAG Part Number

Part Number JTAG Part Number (Hex)

ATmegal2B OxS702

The Manufacturer ID is a 11-bit code identifying the manufacturer. The JTAG manufacturer ID
for ATMEL is listed in Table 101.

Table 101. Manufacturer ID

Manufacturer JTAG Manufacturer ID (Hex)

ATMEL 0wl F
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Atmegal28 BSDL
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osE7| | 4ES g=mw7| | Desdt 15% SALE
7 A

X |mad L=37 HEZY| =8 =3

| |UC3A0128 bsdl 3,629 29,337 £ BSDL mpg 2011
| |UC3A0128_BGA144 bedl 3,616 29,434 c BSDL mpy 2011
| | UC3A0256.bsdl 3,629 29,337 ¢ BSDL mg 2011
| |UC3A0256_BGA144 bedl 3,615 29,434 c BSDL mpy 2011
| |UC3A0512.bsdl 3,628 29,337 ¢ BSDL mg 2011
| |UC3A0512_BGA144 bedl 3,616 29,434 £ BSDL mp 2011
| |UC3A1128 bsdl 3,100 24,369 c BSDL mpy 2011
| |UC3A1256.bsdl 3,100 24,369 e BSDL It 2011
| |UC3A1512 bedl 3,100 24,369 £ BSDL mp 2011

£ gmb, 243KB
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i ‘ B index, himl ‘ B cor

attrlbute COMPONENT CONFORMANCE of UC3A0128 : entlty is " STD 1149 1 2001 ";

attribute PIN MAP of UC3A0128 : entity is PHYSICAL PIN MAP ;

constant VQFP144 : PIN MAP STRING:=
ADVREF : &
ADVREFN
DM
DP
GNDCOREOQO
GNDCOREO03
GNDCOREO0O6
GNDCOREO09
GNDCRNBR
GNDCRNUL
GNDIOO0O0
GNDIOO03
GNDIOO0®6
PAOO
PAO1
PAO2
PAO3

1 R R R 2y R R R R R R R R R
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ently supported memory controllers are:

OneNAND Memory (connected directly to the MCU*s address space);

CFI Compliant NOR Memory with CFI Command sets 0x0001, 0x0002, 0x0200 and 0x0003;
MAND Controller in MSM6250, MSM62504;

MAND Controller in QSC6055, QSC6085, QSC6240, QSC6270;

MAND Controller in MDM&085, MDM6200, MDM6600;

MAND Controller in MSM6245, MSM6246, MSM6ZT0, MSM6275, MSM6280, MSM62804A,
MSM6281, MSMEZ90, MSM6B00A, MSM6EB01A;

MAMND Controller and OneMAMD Controller in MSM7225, MSM7227, MSM7625, MSM7627;
MAND Controller in MSM7200, MSM7200A, MSM7201A, MSMT500, MSM75004A, MSMT501A,
MSM7600;

MAND Controller in QSD8250, QSD8650;

eMMC Controller #2 in MSM7230, MSMB255, MSMB255T;

eMMC Controller #0 in S5PVI10;

Currently supported chipsets and cores for JTAG I/O operations:

Generic ARM Cores: ARM7, ARMS (ARM920, ARM926, ARM94E}, ARM11, CORTEX-
AB,CORTEX-A9;

Qualcomm QSC Family: Q5C1100, Q5C1110, QSC6010, QSC6020, QSCA030, QSCE055,
Q5Ce085, Q5Ce240, QSCEZTOD;

Qualcomm MSM Family: MSM&000, MSM6E150, MSM6245, MSM6246, MSM6250,
MSMEZ50A, MSMG260, MSMGZTE, MSME2B0, MSM62B0A, MSM6281, MSMGB00A,
MSMEBOTA, MSME220, MSM7225, MSMT2ZT, MSMTE25, MSMTE2T, MSMT230, MSMB255,
MSMB255T, MSMB260;

Qualcomm QSD Family: QSD8250, SD8650;

Qualcomm ESM Family: ESM7602A;

Qualcomm MDM Family: MDM&085 MDM6200, MDM6600;

OMAP Family: OMAP1710, OMAP3430, OMAP3630, OMAP4430;

MVIDIA Family: TEGRAZ;

Marvell/XScale Family: PXAZ70, PXAZT71, PXAZTZ, PXAZ10, PXAZ12, PXA320.
Samsung Processors: S5P6422, SEPV310.
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Samsung Phones:

Samsung B7330 Boot Repair/Unbrick
Samsung C5510 Boot Repair/Unbrick
Samsung F480 Boot Repair/Unbrick
Samsung F500 modem Boot Repair/Unbrick
Samsung G810 modem Boot Repair/Unbrick
Samsung G810 PDA Boot Repair/Unbrick
Samsung i450 modem Boot Repair/Unbrick
Samsung i450 PDA Boot Repair/Unbrick
Samsung i550 modem Boot Repair/Unbrick
Samsung i550 PDA Boot Repair/Unbrick
Samsung i560 PDA Boot Repair/Unbrick
Samsung i568 PDA Boot Repair/Unbrick
Samsung i560 modem Boot Repair/Unbrick
Samsung i568 modem Boot Repair/Unbrick
Samsung i5500 Galaxy Boot Repair/Unbrick
Samsung i5510 Galaxy Boot Repair/Unbrick
Samsung 15700 Boot Repair/Unbrick
Samsung i5800 Boot Repair/Unbrick
Samsung i710 Boot Repair/Unbrick
Samsung i718 Boot Repair/Unbrick
Samsung i740 PDA Boot Repair/Unbrick
Samsung i740 Modem Boot Repair/Unbrick
Samsung 17500 Boot Repair/Unbrick
Samsung i780 modem Boot Repair/Unbrick
Samsung i780 PDA Boot Repair/Unbrick

Samsung i397 Captivate Boot Repair/Unbrick

Samsung 13000 Boot Repair/Unbrick
Samsung 18320 modem Boot Repam’Unbnck

G RD3000 Repair, Read/Write NOR flash
LG RD3100 Repair, Read/Write NOR flash
LG RD3500 Repair, Read/Write NOR flash
LG RD3510 Repair, Read/Write NOR flash
LG RD3540 Repair, Read/Write NOR flash
LG RD3610 Repair, Read/Write NOR flash
LG RD3640 Repair, Read/Write NOR flash
LG RD6100 Repair, Read/Write NOR flash
LG LSP450T Repair, Read/Write NOR flash
LG VM265 Repair, Read/Write NOR flash
LG TD636 Repair, Read/Write NOR flash
ZTE-C N600 Repair, Read/Write NAND flash
ZTE 5100 Repair, Read/Write NAND flash
ZTE F285 Repair, Read/Write NAND flash
ZTE Striker (51602) Repair, Read/Write NAND flash
ZTE C370 Repair, Read/Write NOR flash
ZTE C355 Repair, Read/Write NOR flash
ZTE WP829 Repair, Read/Write NOR flash
ZTE R518 Repair, Read/Write NOR flash
ZTE AC2776 Repair, Read/Write NOR flash
ZTE AC2746 Repair, Read/Write NOR flash
ZTE F290 Repair, Read/Write NOR flash
ZTE 5185 Repair, Read/Write NOR flash
ZTE 5170 Repair, Read/Write NOR flash
ZTE 5165 Repair, Read/Write NOR flash
ZTE FWPC26 Repair, Read/Write NOR flash
HTC Droid Eris A6376 Boot Repair, ModellD repair
HTC Droid Incredible ADR6300 (HTC Incredible C) Unbrick
HAIER C2076 Repair, Read/Write NAND flash
HAIER C300 Repair Read.l"Wnte NOR flash
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are ARM cores currently supported by the RIFF BOX 2 JTAG firmware:

TaP Router module)

Supported chipsets based on those ARM cores with RIFF DCC Loader functionality (that is NAND memory operations through custom chip's NAND controller):

=

S0x group)

ported chipset inside and if this chips ore bhelongs to the supported A ores list, then you can connect and
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MHA| S1<-> RIFFBOX ¥

RIFFBOX PINOUT

1-VCC

3-TRST

5-TDI

7-TMS

9-TCK

11 - RTCK

13 -TDO

15 - NRST
4,6,8,10,12,14,16,18 - GND
217,19 - N.C.




RIFFBOX JTAG &%

* http://www.riffbox.org/

CATEGORY ARCHIVES: DOWNLOADS CATEGORIES

Download RIFF driver and software

RIFF Box Files

To start working with RIFF JTAG Box, You'll need to download initial setup

LATEST NEWS

Ir software setup I

This will install following files to Your computer:

JTAG Manager software v1.74
RIFF Box control port driver
RIFF Box update port driver
RIFF DCC USBLoader driver




RIFFBOX JTAG Adx|

Drive O|Q4] Al &5 X
— WRIFF JTAG ManagerWDOriversw

i pC » 2E Cl&3 (C) » Program Files (x86) » Rocker Team * RIFF JTAG Manager »* Drivers * 64Bit

O ols ' S HE WA 37

qeusbser.sys
« | Qualcomm_QDLoader_64bit_Driver
4 RIFF_BOX_54bit_Driver
4] RIFF_BOX_DCC_USB_g4bit_Driver
riffbontd. sys
riffdcctd.sys




RIFFBOX JTAG &X|

+ RIFF Box JTAG Manager A8

— Box Service -> Firmware Update

: 1.74

) DCC Read/Write | _) eMMC/SD Access

% support Forum >>

Sample at MAX

| TT—

| * DCC Loader USB Interface

| ] Create Repair Package

"S- Check for Updates
i} Start Probing
" Ermwace Update
&9 Get BOX Info




A=A S1(MT110S) 28 4

» Box Service -> Check for Updates

lipdates Manager

Daouble

Resurrectors
Resurrectors
Resurrectors
Resurrectors
Resurrectors
Resurrectors
Resurrectors
Resurrectors
Resurrectors
Resurrectors
Resurrectors
Resurrectors
Resurrectors
Resurrectors
Resurrectors
Resurrectors
Resurrectors
Resurrectors
Resurrectors
Resurrectors
Resurrectors

Resurrectors

Samsung_I9103.dll
Samsung_I9220_aP.dll
Samsung_I9100GX.dll
Samsung_B339.dll
Samsung_B379.dll
Samsung_M820.dll
Samsung_5239.dll
Samsung_C6712.dll
Samsung_5359.dll
Samsung_P1010.dll
Samsung_P1010_IRAM.dIl
Samsung_I5510.dll
Samsung_i520_nmdm.dll
Samsung_I9003.dll
Samsung_I9001.dll
Samsung_I9100G.dll
Samsung_53850.dll
Samsung_Z500.dll
Samsung_I9108.dll
Samsung_I9108X.dll

[} an 19.0

Samsung_I997.dll

4 Fil
4716 032 bytes
3035 136 bytes
7 572 480 bytes
11 620 864 bytes
11 461 632 bytes
3 100 672 bytes
2 762 240 bytes
2 715 136 bytes
30 121 472 bytes
5265 408 bytes
5304 832 bytes
3952 640 bytes
2 142 208 bytes
5579 776 bytes
5296 640 bytes
2938 880 bytes
7 574 528 bytes
2949 632 bytes
1 970 688 bytes
7 306 240 bytes
7391 232 bytes

5081 600 bytes

X




JTAG G& HAE

AG Manager for BIFE Boz. Yersion: 1.61
o DCC Read/wWrite 1

Open serial port...OK TG
Connecting to the RIFF Boc...0K

Firmare Version: 1.41 (RIFFBOX1), JTAG Manager Version: 1.61

10 MHz
Selected Resurrector: [Samsung M1185 V1.88]

connecting to the dead body...0K
set I/0 voltage reads as 2.79, T(E Fregquency s 18 MEz

Detected dead body ID: 8x1BABG4T7 4




W22 $2[/M2] HAE

A5G Manager for BIFE Boz. Yersion: 1.61

4= Useful Plugins

open serial port...OK

Connecting to the RIFF Box...0K

Firmare Version: 1.41 (RIFFBOX1), JTAG Manager Version: 1.61
Selected Resurrector: [Samsung M1185 V1.88]

Halting target...OK
STATUS: Target is halted.

exDC153B0e RE
R7

RE

R2

R18

R11

@xEBO20100
@xEBO20100
8xC4579000
exeees0ee2
axeeassees
BxCIECDGEET

e (8450 B
ex{IECDEIB
BxBF@9B5LC ) - Samsung M1105
ex(e3(DF (e
230000113

lia

 Memory Read/Write= HIE F4F Address0| HA &7g3}{0f ot
« Target Go= OHXH7LX|



I - Useful Plugins

Connecting to the dead body... QK

Detected dead body 1D O0x1BADD477 - CORRECT!

Set I/O Yolkage reads as 2,79, TCK Frequency is 1 MHz
Settings Code: 0x0<4010600000000000000000000000000

Resurrection sequence skarted.

Establish cammunication with the phane, Ok

Initiglizing internal hardware configuration, , 0K

Uploading resurreckar data into memary. . Ok

Starking communication with resurreckor, O 4
Detected an Initialized FLASHL Chip, I0: 0x00EC/ =0050 (S12ME)

Reading FLASHI address space from 0x000000000000 ko Ox00001 FFFFFFF

nbined in




T & S¥lof orEel A

» Samsung RFS(Robust File System)

Ho|Ch FAT

=SS0 TrE E2




mollof ufo|L{2| Lo MY XX

51_firmware

Edit Search Position \iew Specialist Options Window Help

—+

51_firmwa
Exdd 0zl = EOIEEIEH M o2 ¢

=
[

File size:

=
[

[dy]

DOS name: S1_FIR~1.BIN

[
o

Default Edit Mode
State: original

=1 =
=~ T

Undo level:
Undo rever:

=1
5 h

Creation time:

i

oo
11
0o

Last write time:

Attributes:
lcons:

Mode:
Chara
O
J per page:

Window #:
Mo, of windows:

=1
oo

oo
01
11

o
=

Clipboard:
TEMP folder:

e
=




EK - [si_firmwareb]n |
Specialist Options Window Help

ESJ[File Fecovery by Type..
—— 00 2 0a
E& Ea
E& E&
3 * ES

DOS name: S1_FIR~1.BIN Lorpuiz Ctrlsb2 | o1z, 3 11
- 11
Default Edit Mode : : _ EO

State: ariginal c . 3 ' E3
Undo level: 0 k- 304 0 I ] E3
Undo reverses: ) ) - -

3 E3
ES
1a

Creation time:
Last write time:

Aftributes:

iF
00 5¢4 03 00 00
04 8 L oo oo
: 04 8 : 01
0140 : 16
100150 B4 04
ES 14 5 B4 L g 00 00

Window #:
Mo. of windows:
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4 File Header Search on
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48 apl-2L11a.1@ a
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B -1 LT F
.0.410@851 Iaa.13
.14...8.P 4..U3

& Hpiired. 14

File Recovery by Type [ﬂ

126 file headers were found, 26 files were
retrieved, 15 are supposedly incormplete or
carrupt,
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00261.png
00264,jpg

00267jpg
00269.jpg

00271jpg
00275,jpg
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UserfulPlugins ->
eMMCDiskPartitions %]

Updates Manager

nload [ File Path ile Mame 4 File

UsefullPlugins DirectProgramming.dil 3 249 152 bytes
UsefullPlugins QualcommpPartitionTool.dll 3 120 640 bytes

Righ




Useful Plugins & -> Activate Plugin

= Useful Plugins

TAGTC
| 10 MHz

This plugin works with NAND image files which have layout familiar to Samsung i

@ Resurrector Settings
With help ofthis plugin you can do: AMSUNG
" Disassemble a full NAND image file previously obtained with JTAG Manager (DCC Read/Write Page): SamsungM110S @
" Inspect each partition contents (main zone and spare zone) simultaneously; 3
* Save separate partitions to HDD {only main zone. only spare zone. or both zones); O ot Seling
" Write a chosen partition directly into phone:;

" Read a chosen partition directly from the phone and substitute old partiion contents to new ones;

Target (Core):
COR

Please note, direct readfwrite operations from/to the phone will require proper resurrector to be set (Resurrector

Reset Method:
RESET

JTAG If0 Voltage:

RIFF Box Firmware Version: 1.41 (RIFFBOX1) Press CTRL+F for Fast Search 0 kB/s




p ngrsamsung 19000-like RIFF Full Image Files.

Position @ 5 Partition Name Address (Blocks) Ri ;fd Size in Bytes (Blocks)

0x0000 00040000 {0x0001)

"IBL+PBL" parti
"IBL+PBL" partiti

all paritions ("main” data onl
data onl

Detected an Initialized FLASH1 Chip, 1D: 0x00EC/0x0050 (512MB)

Reading FLASH1 address space from 0x000000040000 to 0x000000040FFF
Completed in 00:00:00.016 (Average Transfer Rate: 131071999.94 kB/s)

Reading FLASH1 address space from 0x000000040000 to 0x000000040FFF
Completed in 00:00:00.016 (Average Transfer Rate: 6,10 kB/s)

Detected NAND Page = 0x1000 bytes e
Detected NAND Block = 0x00040000 bytes Flash Partition1

j# Erase Partitionl
Partition Table is found in block: 0x0001
Total quantity of listed partitions: 0x000E _ Check for Blank

Gg Invert Selection

how Hide HEX

[~]Enable ECC when Flashing




Binary 2%

4® Load a new file

I0-IBL+PBL. bin ad file ame O0DO_IBL+PBL. bin as

Binary file Binary file

ading seqrent | [

Enabled
tor enabled Loading b Indi r enabled

arnel options 1

<etnel optio

options

DLL direc




Binary 2%

«® Load 2 new fils

. 1 .3. COI'teX-A8 | Eii;ar'_-,r mL

ARM® Cortex®-A8 108
B AnriCorsign” DevuganaTace |

NEON™
ARMv7 Data Engine

32b CPU Floating Point
Unit _
1 Any

16-32k 6-32k S 1:hurr|l:| instructions:
L1 Instruction Cache L1 Data Cache 1| © No

) Thumb

Integrated L2 Cache ‘

64- or 128-bit AMBA®3 Bus Interface

OLL directory €
20054 Zek7|of eEE & NN EHe| CPU OF7| &l X 0!




Header ¥4 SKIP

¥ Disassembly memory organization

ate AOM section

tart address

» |[naded into the database using the
nal binary file” commmand,




cdit Jump

sub_50D8
sub_5104

sub_5408
sub_541C
sub_54a4

Binary &%

ns  Windows

Ao dde F-#FuaX POO

L
&

ROM:
ROM:
ROM:

ROK

ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:

ROM:
ROM:
ROM:
ROM:
ROM:
ROM:

ROM:

opapoo00
opapoo00
opapoo00
opapoo00
opapoo00
opapoooY
opapoooY

60000008
00000008
00000008
00000008
oeaooBoC
oeaooBoC

oe@aoee1L

Input HMDS% BCSSGG6E3B29E4DGGEB29AFCD2L7 D465,
Input GRC32 88937450

File Hame : G:WUserstgamelDesktopki1118000008080808 IBL+PBL .bin
Format : Binary file
Base Address: B08688h Range: B88868h - 3FFFBh Loaded length: 3FFFBh

Processor ARM

ARM architectur ARMu7-R

Target assembler: Generic assembler for
Byte sex : Little endian

Segment type: Pure code
AREA ROM, CODPE, READWRITE,

XREF: ROM:loc_8j
XREF: ROM:loc_GLj

XREF: ROM:loc_10j

00000010 00000010: ROM:00000010




Updates Manager

GDBServer GDB_¥Yersions.kxt 2 021 bytes
GDBServer Memdccess.cfg 186 bytes

Double




GDBServerRIFF.exe

FBOX JTAG GDB Server. Yersion 1.05 (Server Port = 7777)

Searching for the RPIFF Bo
Connecting to the RPIFF Bo

Setting TCE frequency to

#nalizing the target 1T45 chain..

Following devices are f ITAG chadn:
Device an TAP #0: A 1B 7 IR Length =

Tatal IR length: ]

Halting the selected Target.
STA Device is halted. Current registers:

1 R1l = &52DE50QER A
No response from the Necromancer Bo.

then HALT




Remote debugger MI¥

«00886808
.-A8paBeaed ; Segment type: Pure code
- 8080808080 AREA ROM, CODE, READWRITE, ALIGH=@
i Ls il 5N
1000008 €% Debug application setup: gdb
000084 -
20000080 oncation  CUserstaamettDeskioptt! 11000000000000_BL+PEL, bin
tABaBAg
:0a6a88:| [nputfile CitlsersWaamewDeskiop¥t111000000000000_IBL+PEL, bin

B aaE
Parameters |

Hostname 192 168,159,128 v Pop 7T

save netwiork settings as default

e e0eTE

:fpeaava18

:f00008618 loc_18 ; : ROM:1loc_18Lj
:fpeaava18

:ggeaae18 ;




Debugger -> Start process

Edit  Jump 3 bugger Options  Windows

DBO3SHFD v HEHORY:DEBISLFO
cunent tumes Pure code BOBBOAEL v, ROM:BOBDHAEL
ARER RON, CODE, READWRITE, ALIGH-0 DCCHTASS (o GG EIATTD
HIRER BABAAABA L, ROM:ADAPARAD

BABAAABA v, ROM:BHAPARAD
986BEBET v, ROI:BBOREEET
90060868 v, ROM: 80908968
90005600 9000000

TR O

Decimal

@1

H

0600608168 FE FF FF EA FE FF FF
CLLELEFLIS 0 60 9F ESETE N Y]
0000030 28 20 9F E5 80 40 92
opopoooye 81 87 13 E2 61 60 06
oAAAAASA 83 80 A8 EB FE FF FF
6AABABGE 34 CO 10 ED F8 43 2D
GABAAB7E 8O 60 AB E3 B4 B0 BA
06000080 B0 60 08 BA 61 40 AG

GDE

idle Down




JTAG SHCIHZ A0 B4
http://www.riffbox.org/RIFF_JTAG_GDB_SERVER_IDA_DEBUG_SAMSUNG_I9100.swf

-~ € | [ www.riffbox.org/RIFF_JTAG_GDB_SERVER_IDA_DEBUG_SAMSUNG_I9100.swf

4_BCY

; o@eeecostj

th, #0
loc_CBC
18, #8=5DC
sub_11E4
ta, #8=5DC .
sub_11F@ ﬂ Please enter text

Enter repeatable comment
4, #3
loc_co8 R6 =s|
loc_1F4

sub_2A4

t6, RO

sub_2C8

i5, RA

6, #6=28 ; * °
'C, [PC,R6,LSL#2]
loc_1814




JTAG Pin 52|



CPU JTAG T=2}9

JTAG Pin Scanning
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Cioet JTAG UEm|o|A S

JTAG Interface

ARM 10-PIN Interface ST 14-PIN Interface OCDS 16-PIN Interface ARM 20-PIN Interface
IJEN
GND

TOI
vce
™S
TCLK
TDO

{TRST ™S

N/C TDO

TSTAT CPUCLK

IRST TDI

10 GND TRST
12 GND TCLK 1
14 ITERR BRKIN 13
TRAP 15

VCC (optionar) VCC
GND TRST
GND TOI
RESET ™S
BRKOUT TCLK
GND RTCK
OCDSE TDO
GND RESET

N/C

N/C

VCC (optional)
GND
GND
GND
GND
GND
GND
GND
GND
GND

0
8]
o
o
0
o
m}

Oo0ooDOo0ODoOoDDDOO
O0DO0OO0ODO0ODODOO
O0DO0DO0DOCDODOODODO
O0O0OO0OODODOoOOOAO0




JTAG 32| oI




JTAG 32| oI
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JTAG Pin Scanner

C | & https://www.adafruit.com/product/155C

O items =

©» :
s adafruit

/ / JTAGULATOR BY GRAND IDEA STUDIO

JTAGulator by
VGrarnrd Irdea Studio

$174.95

29 IN STOCK

DESCRIPTION

TECHNICAL DETAILS




JTAG Pin Scanner

https://qgithub.com/cyphunk/JTAGenum/blob/master/JTAGenum.pde

githUb Explore GitHub  Search  Features Blog

cyphunk / JTAGenum
Code HNetwork Pull Requests 0
'r" oranch: master Files Commits Branches 4

JTAGenum / JTAGenum.pde E

E cyphunk a year ago added generic openocd command to dump memory in blocks

2 contributors ﬂ

file | 843 lines (¥76 sloc) | 26.007 kb Edit Raw Blame  History




JTAGulator A of|A|




Enter number of channels to use (3 - 24):
Ensure connections are on CH10..CHO.

Possible permutations: 990

Press spacebar to begin (any other key to abort)...

JTAGulating! Press any key to abort

ODE scan complete!

nter number of channels to use (4 - 24):
Ensure connections are on CH10..CHO.
Possible permutations: 7920

Press spacebar to begin (any other key to abort)...

JTAGulating! Press any key to abort




JTAGEnum A& of||

/dev/ttyACMO (Arduino/Genuino Uno)

) ing will not scan/find JTAG and require
1ithat you manually set the JTAG pins. See their respective
¢lcall from the loop() function of code to set

» pattern scan sangle
runs @ full check on one code-defined tdi<>1do pair
look at the main()/loop() code to specify pins
> boundary scan
checks code defined tdo for 4000+ bats
look at the main()/loop() code to specify pin:
> 1renus
sets every possible Instruction RegQister and
checks the output of the Data Register
look at the main()}/loop() code to specify pins

ing scan for pattern:011068111010011811010600610111001061
ntrst n: DIG_4 tms:DIG_2 tdo:DIG_6 td1:DIGS bits toggled:
ntrst 3 t DIG 4 tas:DIG 3 tdo:DIG 6 tdi:DIG S bits toggled:l
nirst 3 tek:DIG 4 tme:DIG S tdo:DIG 6 tda:DIG_2 bits toggled
nteot L DTG A $me DTG $40 DTG A 4440076 3 hatn tooanlnd,
ntret:DIG 8 tck:DIG 4 tne:DIG S tdo:DIG 6 tdi:DIG 7 IR length: 30
LS A UL & .'l‘l_“ NS \'A‘l»} LUU T UL ‘C III.ZI'A‘V_“ UALS LUQULEY
ntrst 5. 8 DIG 4 tns:DIG S tdo:DIG 6 tdi:DIG 10 bits toggled:
ntrst cC8t A'I'I_J ins U['v_‘: tdo ('ll-_!: tda: DIC ,l" bits toggled
DIG 4 tns:DIG 7 tdo:DIG 6 tdi:DIG 5 bits toggled:
DIG 4 tas:DIG_9 tdo:DIG_6 td1:DIGC S bits toggled
DIG 4 tas:DIG 10 tdo:DIG 6 td1:DIG S bits toggled:
DIG 4 DIG 11 tdo:DIG 6 tdi:DIG S bits toggled

& Autoscroll No lne ending ¥ | 115200 baud | ¥
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» JTAGE A= B2 sl{3Ho]|7| U Q-85
C|tH7 A|AEIO|CE

« JTAG= o|&5IH Flash Memory @2 ¢
Real-time debugging©l 253l ZIC}.

* JTAG HE0| ‘§5014, Tty 21212 LHES
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