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IPTIME N104p2| HW X

- CPU
— Realtek RTL8196E (MIPS 400MHz)

* Flash Memory

— Winbond S02157
» 2 Mbytes

» FMYE/I Y

— RealTek RTL8188ER
» Wireless LAN (WLAN) network interface
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— ROM (Read Only Memory)
— PROM (Programmable ROM)
— EPROM (Erasable PROM)

— EEPROM (Electrically Erasable Programmable Read-Only Memory)
— Flash Memory (Flash EEPROM)
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Flash memoryoj| G|o|g{ A Q7]

* ROM Writer

— Firmware Writing & ZH|

* JTAG
— Hardware Debugging “gH|
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Flash Memory Chip Desoldering

. Datasheet 2= 9 st&

. Flash Memory Dumper HI%}

. Flash Memory Data ==

. Data(Hex) -> Binary #Zt

. Firmware 3£ &4
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Hot Air Gun A&

* https://www.youtube.com/watch?v=dBzQwnlp_yk




a2

. Q1| AL
* https://www.youtube.com/watch?v=0gd3KFfEOCqg
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W25q16bv Datasheet - AllDataSheet.com
www.alldatasheet.com/W25q16bv ¥

W25q16bv Datasheet Search Engine. Free W25q16bv Datasheet Download.
Distributors and Pricing. - 8,000,000+ Users / Month. - Update Datasheet Everyday
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W25Q16BV Datasheet(PDF) - Winbond - Alldatasheet.com
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Spec 89F

=N BrAL - SPI

— Serial Peripheral Interface
* Clockoll %¢2=0{ GIoJE{ S44

22F : 16Mbit (2MB)

ol 7| x| g4l SOIC

AT HY : 3.3v

Cell X% T4 : NAND



NAND vs NOR

 NAND
— 21 H|22| Cello] %3 FEHZ OIFO{
— Read £5& L2|10, Write/Erasexs £ &&= WS
— G|o|E] PHo 2 MEF (ex. Data ME|M, O|FAl AkK|)

* NOR
— 2+ 4122| Cello| ¥5E e 2 o|Fo|H
— Read £5 = B2 D Write/Erase £ &= L2
—~ AE gHo 2 XMt (ex. OS LiE|M)
— NANDEC| "]




PIN 22
« = 8olo| T AR

PIN CONFIGURATION SOIC 150/ 208-MIL

VCC

DO (I0,) JHOLD (10,)

WP (10,) CLK

GND DI (IO,)

Figure 1a. W25Q16BYV Pin Assignments, 8-pin SOIC 150 / 208-mil (Package Code SN & 55)




PIN 22

VCC, GND : & N5

/CS : T4 Flash Memory 41&H

DO : Data Out (S22 ¢E G|o|g] ==
DI : Data In (Y22 GIo|E] YUH

CLK : Clock Ml-&

WP# : M2| 8IX| 2|

HOLD# : Pause ?|&



27 PINOj| #l|o|lS B &




¢ ool W HF 4

<> 29H : HIGH->LOW 4
&> 38 : Data Out

&> 4 sk HIGH

&> 5H ; obAF LOW
&> 6% : Data In

&> 79 CLOCK

<> 8H ; ot HIGH
<—-> 3.3v



W25Q16BV H|of 2|2 A
COMMAND + ADDRESS + DATA




11.2.4 Instruction Set Table 3 (ID, Security Instructions)
INSTRUCTION BYTE 1
NAME (CODE) BYTE 2 BYTE 3 BYTE 4 BYTES BYTE &
Device ID
P ) I N W e |
Device ID'*
b-.f Dwual 1O A‘ A0, M0l {MFF oL 1Dtron _

Manufacture/Device 1D
73 . oo | : -0]) ] | ) .
by Quad 1/0 AZ3-AD, MIT:0] | oo (MFLF-0L, D707 | (MF[7-0], ID[7:0], ...)

MF7-MFD] (ID15-1D8) (1D7-1D0)
JEDEC ID 9Fh ' ! ' ' HorR0)
Manufacturer Memory Type Capacity




* 0x90 instruction == ID 2. E 17|
 24bit2| 00| C}2 0 2 o|ojRIC,
« C}290 =2 DO moj| ID?} shift=IC},

11.2.27 Read Manufacturer / Device ID (90h)

- The Read Manufacturer/Device |D instruction is an alternative to the Release from Power-down / Device
ID instruction that provides both the JEDEC assigned manufacturer 1D and the specific device ID.

The Read Manufacturer/Device 1D instruction is very similar to the Release from Power-down / Device ID
instruction. The instruction is initiated by driving the /CS pin low and shifting the instruction code “90h"
followed by a 24-bit address (A23-A0) of 000000h. After which, the Manufacturer 1D for Winbond {EFh:
and the Device 1D are shifted out on the falling edge of CLK with most significant bit (MSB) first as shown
in figure 26. The Device 1D values for the W25Q16BY is listed in Manufacturer and Device Idenhﬂcation
table. If the 24-bit address is initially set to 000001h the Device 1D will be read first and then followed by
the Manufacturer 1D. The Manufacturer and Device IDs can be read continuously, alternating from one to |
the other. The instruction is completed by driving /CS high. ’




‘-I-— Instruction (%0h) —.-|""— Address (000000R)  ———
XX \__/\
*

High Impedance

AAXX XXX XX

Manufacturer |0 (EFh) Device |0 (3 3) ——,

*

Figure 26. Read Manufacturer / Device ID Instruction Sequence Diagram




Rising/Falling Edge

« MCU?} DATAE &4 T{(DI) : Rising Edge
« MCU?} DATAE &= Ti(DO) : Falling Edge

8.3 Serial Data Input, Output and |10s (DI, DO and 100, 101, 102, 103)
The W25Q16BY supports standard SPI, Dual SPI1 and Quad SPI operation. Standard SPI instructions use

the unidirectional DI (input) pin to senally write instructions, addresses or data to the device on the risinc
edge of the Serial Clock (CLK) input pin. Standard SPI also uses the unidirectional DO (output) to read
data or status from the device on the falling edge CLK.
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7l AUE

+ 7|2%Ql WAIQI Read Data2 A& %Y
« Z|CH =& : 3HIO|E==0xFFFFFF==16,777,215

11.2.3 Instruction Set Table 2 (Read Instructions)

‘ INSTRUCTION NAME B?T 1 BYTE 2 BYTE 3 BYTE 4 BYTE S BYTE & ‘
|—\|

Fast Read Cuad 11O
Word Read Quad /0"

Octal "'ur:rrd Read
Cuad IfD a




8121 HUE Elo|Y XtE

Moce 3

mEEmEmEmE

Moded .

Crata Out 1| ——— == Data Out 2

High Impedance —
- 20600688006 —

¥

% = MSE

Figure 8. Read Data Instruction Sequence Diagram
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M| AMH| HUHE

» Write 2|5 &/83t + A2| &AM 2 ZISHEICH
* Write Enable + Page Program

1.2.2 Instruction Set Table 1 (Erase, Program Instructions)"

INSTRUCTION NAME [3325!511 BYTE 2 BYTE 3 BYTE 4 BYTE 5 BYTE &

"'unte Enable

Write Disable

-
Rewsuusregsert | o | es0® | |
oot | | weso® |
--
Block Erase (32KB) - AZ23I-A16 A15-AB _
o e | ]

Continuous Read Mode




Write Enable?| EfO|Q XIE

« Q& MO|/AMN| @@ M™of| Write Enableo| & 2 6IC},

..2.5 Write Enable (06h)

The Write Enable instruction (Figure 4) sets the Write Enable Latch (WEL) bit in the Status Reqister to a

1. The WEL bit must be set prior to every Page Program, Sector Erase, Block Erase, Chip Erase and
Write Status Register instruction. The Wrte Enable instruction is entered by driving /CS low, shifting the

instruction code “06h" into the Data Input (DI) pin on the rising edge of CLK, and then driving /CS high.

Mode 3

‘-I— Instruction (06h) —"'*‘

XXXXN /0 AXXXXXX

High Impedance

Figure 4. Write Enable Instruction Sequence Diagram




Page Program E0|Y XIE

28 29 30 31 32 33 34 35 36 37 3B 35

}-i— Imstruction (02h) —I'-|-l— 24-Bit Address —I-|<— Data Byte 1 —I-|
XX DEXXOEX D —-
13 k3

—

1 42 4% 44 45 4@ 47 48 49 5D 51 52 53 54 Miade 3
|4l Data Gyte 2 I-—|-| Oata Byte 3 I-| I-I Data Byte 256 |

i €2.0.60 0 6.6 606000066 0015600006 6004846
* ¥ ¥

Figure 16. Page Program Instruction Sequence Diagram




TA A

Flash Memory?2| H|o|&{Z A|| ArA|oiCt,

-

Mode 3 0 1 2 3 4 5 6 7 Mode3
: Mode 0

‘-l— Instruction (C7h/60h) —ll-‘

X — /XXX

High Impedance

Figure 21. Chip Erase Instruction Sequence Diagram




Flash Memory?2| Zx2| H|o|&]

o X2| 20 AN 12 215 A IS

 Glojg] ;2 2fiY = AND HLEO 2 O|F0o{F
-1&1=1
- 1&0=0

« 23| tiZoll MEZ 4= 22| LlsliAls= &4
i Block2 12 x2|3HErase) sHok st
— HIo|E{= Z|A Block TH 29t AMH|| Ot
— AMH| 2o HITE U (ex. 109H2])




ITEM1 : Hook Cable (test hook clip)




ITEM2 : SOIC Test-Clip




Hex -> Binary H2t

# hex2bin.py
import os

fp = open("firm_dump.log")
fp2 = open("firmware.bin", "wb")

while 1:
ch = fp.read(2).decode('hex")
if ch == "":
break
fp2.write(ch)

fp.close()
fp2.close()
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Embedded Linuxe| &

Bootloader

Root File System




Firmware A5 &4 &

 Binwalk (Firmware Analysis Tool)

— mollof mUQ| A B

. mollo] EAfo| 23|

o -
— Signature &M
— Ex> squashfs == “hsgs”

— apt-get install binwalk

* FMK (Firmware Mod Kit)
~ Tollof M LollA| 24F Iy X5
- 22 £7{E mMAUS 2I9ro 2 Al Fellol RE

— https://code.google.com/p/firmware-mod-kit/


http://binwalk.org/

binwalk

root@ip-172-31-4-170:~/mongii/IPTIME# binwalk g104_kr_7_60.bin

DECIMAL HEX DESCRIPTION

65592 0x10038 gzip compressed data, was "i.tmp", from
Unix, last modified: Tue Apr 12 07:55:31 2011

root@ip-172-31-4-170:~/mongii/IPTIME#




Bootloader &4



Binwalk 21} xjxtol

root@ip-172-31-4-170:~/mongii/IPTIME# binwalk g104_kr_7_60.bin

DECIMAL HEX DESCRIPTION

65592 0x10038 gzip compressed data, was "i.tmp", from
Unix, last modified: Tue Apr 12 07:55:31 2011

720896 0xB0000 Squashfs filesystem, little endian,

version 3.0, size: 1201395 bytes, 243 inodes, blocksize: 65536 bytes,
created: Tue Apr 12 07:55:31 2011

root@ip-172-31-4-170:~/mongii/IPTIME#

* OffsetO] 655928t= 22 1 &0 FA7t7F § UALter= A= 20[g




Hollofo] Al K&

,,,fﬂc:’t@ip—l?E—Bl—ﬂr-l?E}:~fm0ngiifIPTIME# xxd gl04 kr 7 60.bin | more -
0000000: d7f0 29e3 01ld4 abe3 dbf0® 29e3 dcdl S9fed ..)....... | R \

OOOOO10: d2f0 29e3 d8dl 9feb d841 9fe5 0159 ale3 ..)...... L
0000020: 0450 85ed dOB81 9fed QO8O 85e5 ccbl 9fed P........... Q..
OOOEO30: 0450 85e0 c881 9feb KOOSO 85e5 c451 9fed .P........... Q..
0000040: 0450 85ed cO81 9fed QO8O 85e5 bcb1 9fed P........... Q..
O0OEO50: 0450 85e0 b881 9feb 0080 85e5 b451 9fed .P........... Q..
0000060 : 0450 85ed bOB81 9fed QO8O 85e5 acbl 9fed P........... Q..
OOOEO70: 0450 85e0 0adO abe3 OOB8O 85e5 abbl 9fed .P........... Q..
0000080 : 0450 85el 0388 ale3 QO8O 85e5 0378 ale3 .P........... X. .
OOOOO90: 0080 95e5 B780 18e0 fcff ffla QOO0 abel ................
00000ad: 0188 abes 0O0BO B85e5 QO8O0 95e5 0378 ale3 ............. X. .
OOOOObO: 0780 18ed fbff ffla OOOO abel 6451 9fed ............ dqQ. .
00000cO: 0450 85el 1480 abe>3 Q080 85eb5 Bas® ale3 .P..............
00OOOdO: 0180 58e2 fdff ffla 0OOO alel 5ad8f abes .. X......... L. ..
00000ed: OOB0O 85e5 3851 9fed 0450 85ed 3881 9fe> ....80Q...P..86...
O0OOOTO: Q080 85e5 0080 95e5 0780 18e0 fcff ffla ................
0000100: 0000 abel 0451 9fed 0450 85ed 1lcsl 9fed> ..... Q...P......
0000110: 7800 2de9 1c30 8fe2 0145 ale3 6000 93e8 x.-..0...E.. ...
0000120: 6000 84e8 7800 bde8 10al 8fe2 0abd abe3d " ...X...........

00O0O130: 00abd Saed O1f5 abe3 0080 85e5 Oafbd alel ................
\GGBB14B: dc50 9fed> 0450 85e0 0188 ale3 0080 85e5 .P...P..........
9PE150: 0080 95e5 0378 ale3 0780 18ed fbff ffla ..... ) S o




Bootloader &4

root@ip-172-31-4-170:~/mongii/IPTIME#
65592+0 records in

65592+0 records out

65592 bytes (66 kB) copied, 0.07132 s, 920 kB/s
root@ip-172-31-4-170:~/mongii/IPTIME#

root@ip-172-31-4-170:~/mongii/IPTIME# xxd bootloader
0000000: d7f0 29e3 01d4 a0e3 dbf0 29e3 dcd1 9fe5 ..)....... ).....
0000010: d2f0 29e3 d8d1 9fe5 d841 9fe5 0159 ale3 .)......A...Y..
0000020: 0450 85e0 d081 9fe5 0080 85e5 cc51 9fe5 P........... Q..
0000030: 0450 85e0 c881 9fe5 0080 85e5 c451 9fe5 P........... Q..

000fff0: 0000 0000 0000 0000 0000 0000 0000 0000 ................
0010000: 6731 3034 0000 0000 372e 3630 0000 0000 g104....7.60....
0010010: 5475 6520 4170 7220 3132 2031 363a 3535 Tue Apr 12 16:55
0010020: 3a33 3120 3230 3131 0a00 0000 0000 Ob0OO :31 2011........
0010030: c85f 1c00 b1f0 860e —eeenes
root@ip-172-31-4-170:~/mongqii/IPTIME#




Bootloader &4

¥ Load a new file

Load fil sersthome|

Binary file

Loading offset Ox /| Indi r enabled

Options

kernel options 2

Fill segment gaps
Loading options
Create FLAT group

DLL directary | C i




IDAZ Bootloader QI

3 0 Desktop#bootloader -
View Debugger Options Windows Help

Fafyth & $ ) A0 ddpf F-FmX » ) B debugaer ~ |’ (] ¥ §*

ROH: 60860000
IROM: 6600068080
IROM: 66000000 This file has been generated by The Interactive Disassembler (IDA)
ROM: 00800000 Copyright {c} 2811 Hex-Rays, <support@hex-rays.com>
sub_3BC ROM: D6A00000 License info: 48-B219-7774-68
5ub_3E.1. IROM: 000000080 Sung-Young Cho, KAIST
Sub_-ﬂ-aiﬁ IROM: 00800AAA
sub_d-" IROM: 6B800AAA
5|Jb_518 ROH: BBABARAA Input HDS LBDOGEILDFIFOCH57 B2ESCLAGL2 BBBDGS
X ROH: BBB00000 Input CRGC32 C3EDBB2D
sub_594 ROM: BBB00000
sub_SF8 ROH: 60860600 ; File Hame : C:WUsersWhometiDesktopWbootloader
Y ROM: 0800080688 ; Format : Binary file
ROM: 660000080 Base Address: 8000h Range: 0080h - 10038h Loaded length: 100838h
IROM: 800000080
sub_858 IROM: 000000080 Processor : ARH
5ub_QE.4 IROM: 00800AAA ARM architecture: ARHUG
sub_Q 0 ROM: DBABAAAA Target assembler: Beneric assembler for ARH
nullsub_1 ROH: BBBABABA ; Byte sex Little endian
8 ROM: 08600008

ROH: 06600000
ROM:0B00DOBO ; Segment type: Pure code
ROM: 08600000 AREA ROM, CODE, READWRITE,
ROM: 08600008 CODE32
sub_1EFD ROM: 00600000 DCB 0xD7
sub 2018 ROM: 00000001 DCB 0xF0
ROM: 0BB0OAB2 DCB 0329
ROM: BBBOAB3 DCB OxE3
ROM: BBOOABY nCe 1
ROH: 06600005 DCB 0xD4
ROM: 06600006 DCB 0xA0
DCB OxE3
DCB 0xDB
ROM: 08000009 DCB 0xFO
ROM: 00600008 DCB 029

ROM:00000000
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Kernel?| X

HE 0|0| X
vmlinux

2=olMH == 14 HE &= 0l0] Xl
Head.s + misc.c piggy.gz



http://bmfrog.tistory.com/m/post/view/id/101

Binwalk 21} xjxtol

root@ip-172-31-4-170:~/mongii/IPTIME# binwalk g104_kr_7_60.bin

DECIMAL HEX DESCRIPTION

65592 0x10038 gzip compressed data, was "i.tmp", from
Unix, last modified: Tue Apr 12 07:55:31 2011

720896 0xB0000 Squashfs filesystem, little endian,

version 3.0, size: 1201395 bytes, 243 inodes, blocksize: 65536 bytes,
created: Tue Apr 12 07:55:31 2011

root@ip-172-31-4-170:~/mongii/IPTIME#




Extraction

root@ip-172-31-4-170:~/mongii/IPTIME#

1859720+0 records in

1859720+0 records out

1859720 bytes (1.9 MB) copied, 2.05117 s, 907 kB/s
root@ip-172-31-4-170:~/mongii/IPTIME#
root@ip-172-31-4-170:~/mongii/IPTIME#

i.tmp.gz: gzip compressed data, was "i.tmp", from Unix, last modified: Tue Apr 12
07:55:31 2011

root@ip-172-31-4-170:~/mongii/IPTIME#
root@ip-172-31-4-170:~/mongii/IPTIME#

total 3780

drwxr-xr-x 2 root root 4096 Jun 25 15:11.

drwxr-xr-x 26 root root 4096 Jun 25 14:52 ..

-rw-r--r-- 1root root 65592 Jun 25 15:09 bootloader
-rw-r--r-- 1root root 1925312 Jun 25 14:47 g104_kr_7_60.bin
-rw-r--r-- 1root root 1859720 Jun 25 15:11 i.tmp.gz
root@ip-172-31-4-170:~/mongii/IPTIME#




-e : extraction

root@ubuntu:~/IPTIME_FIRMWARE# binwalk --help

Binwalk v1.0

Craig Heffner, http://www.devttys0.com

Usage: binwalk [OPTIONS] [FILE1] [FILE2] [FILE3]...

-0, ——offset=<int>

-1, —-length=<int>
-b, —-align=<int>
-m, --magic=<file>

-i, ——include=<filter>

?

Start scan at this file offset
Number of bytes to scan
Set byte alignment [default: 1]
Specify an alternate magic file to use
Include matches that are normally excluded and that have <filter> in their description

-x, ——exclude=<filter> Exclude matches that have <filter> in their description

-y, ——search=<filter>
-g, ——grep=<text>

Only search for matches that have <filter> in their description
Grep results for the specified text

-R, —-raw-bytes=<string> Search for a sequence of raw bytes instead of using the default magic signatures

-f, —-file=<file>

Log results to file

-D, --dd=<type:ext[:cmd]> Extract entries whose descriptions match <type>, give them file extension <ext>, and execute <cmd>

-r, --rm
-d, --delay

-a, —-all

-I, -——show-invalid
-A, -—opcodes
-C, ——cast

-k, ——keep-going
-qg, ——quiet

-v, —-verbose

-u, --update

-h, —-help

root@ubuntu:~/IPTIME_FIRMWARE#

Cleanup extracted files and zero-size files
Delay file extraction for files with known footers
Include all short signatures
Show results marked as invalid
Scan for executable code
Cast file contents as various data types
Show all matching results at a given offset, not just the first one
Supress output to stdout
Be verbose (specify twice for very verbose)
Update magic signature files
Show help output




/ﬁbt@ubuntu:~/IPTIME_FIRMWARE# xxd i.tmp.gz
0000000
0000010:
0000020:
0000030:
0000040:
0000050:
0000060:
0000070:
0000080:
0000090:
00000a0:
00000bO:
00000cO:
00000d0:
00000e0:
00000f0:
0000100:
0000110:
0000120:
0000130:
0000140:
0000150:
0000160:
*900170:

1f8b
adfa
884a
b420
do43
fdfl
cdac
0313
30ec
06a3
3037
59c4
cc28
546
98e6
82a9
c859
dalc
3lbe
381c
576
1cba
5eal
187

.tmp.gz &4

0808
0540
7787
5d8a
37cc
ach3
61b0
065b
clbc
ab84
1867
80a9
781a
dec3
ccll
cflc
4cd8
190c¢
085b
dlb3
flaf
0087
91b5
cfod

Odbe
54db
22a0
800a
7f6d
f75e
2cd8
abba
5fd6
65cd
(of-1-Te
4dc3
d618
4813
la2d
8277
a399
9682
185
b6adc
eb5f
Qad0
7201
3527

c955
da30
b4al
88h4
fddc
7b3d
4518
6987
1c8c
6912
clla
60dc
31ed
1030
Da78
ac30
cb30
a996
f9cd
9908
f8f3
07bf
abo7
0760

0003
8elf
8434
344a
7bde
b99%e
45fa
01f3
8164
5f42
fod7
7317
6378
52ff
98c3
d80a
d86d
3583
fac2
2cbe
007e

692e
8dd2
8880
4948
fbdd
5¢7b
0e36
83cl
060b
4173
058b
6180
390d
696¢
86bd
1169
0c9c
0364
lae7
405f
d846
ffef 5d64
cdf9 5d84
3044 eecd

746d
a280
ad74
4bc3
7bbf
accc
b89b
2¢c56
7669
8d0c
9ef5
b05a
e30e
d2e0
9cff
d60c
c059
cBe3
60a4d
aabd
do34
doo3
9561
az2b9

| more
7000
80a4d
87b4
50c3
f7fb
lcbe
fo6f
2fcO
0eBd3
2fe’7
el8e
do34
9886
7942
fbcO
cbed
1c98
ce9a
41d3
1126
felf
6980
cOfe
9beb

(x.. 1.

s




.tmp.gz &4

http://andromedarabbit.net/project/Zip/GzipFileFormat.html

ZIP o}Qo| 7|2 ZoH
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Lo 2ois LT F20/0h

GZIP I+ o| Z2 ID13} ID2= M3f=
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‘t@ubuntu:~/IPTIME_FIRMWAF

10000
10010
10020:
10030 :

anAn.

1f8b
adfa
884a
b420

=AM AT

0808
0540
1787
5d8a

s P

Odbe
54db
22a0
800a

TLC

c95:
da3(
bdal
88b<
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* gzip -d i.tmp.gz

/obf@ubuntu:~/IPTIME_FIRMNARE# xxd i.tmp | more

0000000 :
0000010:
0000020
0000030
0000040
0000050
0000060
0000070
0000080
0000090 :
00000a0:
00000b0:
00000cO:
00000d0:
00000e0:
000000 :
0000100:
0000110:
0000120:
0000130:
0000140:
0000150
\0p0160:

6b65
0000
0000
0200
0170
0100
c020
ccO0
Qa0
0020
0010
0000
0400
0d10
01605
0500
700
0330
PO3f
0Ofo
4e00
0080
ab80

726e
abel
abel
O0ea
alfel
001a
82e3
8fe2
000a
82e0
8le0
abe3
82e4
abel
84e?2
abel
cBe3
82e0
ale8
85e0
O0ea
0000
Qa0

656¢
0000
olololo
1828
0080
1700
0210
7e30
0050
0030
0410
0400
0300
0128
0500
0730
0010
003f
0300
0400
3481
0080
b401

0000
afel
abel
601
alfe3
ale3
21el
90e8
85e0
83e0
86e4
82e4
52el
8de2
50el
alel
85e0
b2e8
52el
alfel
0000
0000
0000

afoo
0000
0000
0080
0020
5634
b470
0100
0060
00d0o
0co0
0400
foff
0200
1100
610a
052d
PO3f
foff
0730
68ec
aleb
0000

Qa0
afel
afel
0000
Bfel
12ef
afe3
50e0
86e0
8del
56el
82e4
ff3a
54el
009a
00eb
8fe2
ale8
ff3a
alfel
0900
0900
0000

169d
0000
0000
68ec
0300
0020
0000
0000
00cO
0010
faff
0400
2700
1400
0250
700
5030
QO3f
a700
500a
ad70
Scec
0000

404
alel
alel
0900
12e3
Ofel
0000
30e3
8cel
96e5
ff3a
82e4d
00eb
002a
alfel
80e2
9feb
b2e8
00eb
00eb
0abo
0900




incomplete literal tree
incomnlete distance tree
bad gzip magic numbers
internal error, invalid method
Input 1s encrypted
Multi part input
Input has invalid flags
invalid compressed format (err=1)
invalid compressed format (err=2)
out of memory
invalid compressed format (other)
crc error
length error
Malloc error
Memory error
Out of memory
ran out of input data
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IDAZ =0l

* piggy.gz &5 oMl A

PUA - CHUserswhomewDesktopi¥i.tmp - [ ] g [ ]
ile Edit Jump Search \iew Debugger Options Windows Help

AHE e Byl B 3 o @O of of @ - w X > O ORemote GDB debugger |’ & §* §*

P
I I

[F] Functions window 7 X | DA Wiew-4 [ | = Hex Wiew-& | Structures

Function name Seame ROM: B0B4002E DCB 9
[F] sub 40160 ROM ROM: B804 882F DCE i}
sub_40360 ROM ROM:00040030 ;
sub_403C0 ROM ROM: 00840030
cub_40400 ROM: 0004686838 loc_48838 CODE XREF: ROM:B880480207]
cub_4048C ROM: 000408830 R1

cub_4052C ROM: 000408834 #0

sub_40870 ROM: 80040038 CPSR

sub_40BA4 ROM: 0004883C #3

sub_411DD ROM: 80840040 _hBouc

cub 41430 ROM: G004 B84Y RE, #0x17

cub_415DC ROM: 00048848 0x123456

cub_ 41094 ROM: 0004 884C

cub_41F10 ROM: 00048684C loc_4884C CODE XREF: ROM:B880480407]
cub_42008 ROM: 0004 884C R2, CPSR

cub_420D0 ROM: 000408650 R2, R2, HBxCH

sub 42764 ROM: 00048654 CPSR_c, R2

<ub_ 42800 ROM: 00048658 R7, H#OxBA

cub 42810 ROM: 0004865C RA, RO, RO

cub_ 42840 ROM: 000408860 RA, unk_ 48134

cub_ 42870 ROM: 000408864 RA, {R1-R6,R12,SP}

cub_428FC ROM: 00040068 RA, RO, R1

sub_42A28 ROM: 00048860 RA, #0

cub_42A74 * [ROM: @004B67 @ loc_400A0

b ROM: 00048874 RS, RG, RA@

ROM: 00048678 R6, R6, RO

ROM: 0004 887C R12, R12, RA

ROM: 00040680 R2, R2, RA

ROM: 0048884 R3, R3, RA

ROM: 00040688 SP, SP, R@

ROM: 0004 888C

ROM: 00048688C loc_4888C ; CODE XREF: ROM:8004809Cj
ROM: 0004 888C R1, [R6]

ROM: 00046890 R1, RO

e Y Y




.tmpe| 2=

root@ip-172-31-4-170:~/mongii/IPTIME#

DECIMAL HEX DESCRIPTION

11936 Ox2EAO gzip compressed data, from Unix, last
modified: Thu Apr 15 01:49:36 2010, max compression

655664 0xA0130 gzip compressed data, was "initrd",

from Unix, last modified: Tue Apr 12 07:55:27 2011, max compression

root@ip-172-31-4-170:~/mongii/IPTIME#




.tmpe| 2=

» Iptime2| EEZC0|A ArESt= o|0|X| mHY
* kernel2t initrd& Zetstn QICt,

itmp

Offset 00 01 02 04 05

5
RO
8

5 k3 B3R

o

00 . e . 3 07 30
EL 01 3¢ ) "3 E: .. ) 99 3c 80 D2
0 RO E1 20 8¢ 08 89 & B3, .  A.n , D 83 cO AT B4




Root File System IOt &&=



Initrd ==
binwalk -e i.tmp

# file initrd

— initrd: Linux rev 1.0 ext2 filesystem data
(mounted or unclean), UUID=fbcOcc35-
5¢72-4ef0-bc05-5d6b9bdc8e50

mkdir FILE_SYSTEM
mount initrd ./FILE_SYSTEM



Initrd =

root@ip-172-31-4-170:~/mongii/IPTIME# cd FILE_SYSTEM/
root@ip-172-31-4-170:~/mongii/IPTIME/FILE_SYSTEM# Is -al

total 26

drwxr-xr-x 12 root root 1024 Apr 12 2011.
drwxr-xr-x 3 root root 4096 Jun 25 15:22 ..

Irwxrwxrwx 1 root root 11 Apr 12
drwxr-xr-x 2 510 504 1024 Apr 12
drwxr-xr-x 3 510 504 1024 Apr 12
drwxr-xr-x 5 510 504 1024 Apr 12
drwxr-xr-x 3 510 504 1024 Apr 12
Irwxrwxrwx 1 root root 11 Apr 12
2 root root 12288 Apr 12
Irwxrwxrwx 1 root root 13 Apr 12
drwxr-xr-x 2 510 504 1024 Apr 12
drwxr-xr-x 2 510 504 1024 Apr 12
Irwxrwxrwx 1 root root 12 Apr 12
drwxr-xr-x 2 510 504 1024 Apr 12
drwxr-xr-x 2 510 504 1024 Apr 12
Irwxrwxrwx 1 root root 11 Apr 12
drwxr-xr-x 5 510 504 1024 Apr 12

2011
2011
2011
2011
2011
2011
2011
2011
2011
2011
2011
2011
2011
2011
2011

bin -> /cramfs/bin
cramfs

dev

etc

home

lib -> /cramfs/lib
lost+found

ndbin -> /cramfs/ndbin
proc

save

sbin -> /cramfs/sbin
tmp

upgrade-bin

usr -> /cramfs/usr
var

root@ip-172-31-4-170:~/mongii/IPTIME/FILE_SYSTEM#




Binwalk 21} xjxtol

root@ip-172-31-4-170:~/mongii/IPTIME# binwalk g104_kr_7_60.bin

DECIMAL HEX DESCRIPTION

65592 0x10038 gzip compressed data, was "i.tmp", from
Unix, last modified: Tue Apr 12 07:55:31 2011

720896 0xB0000 Squashfs filesystem, little endian,

version 3.0, size: 1201395 bytes, 243 inodes, blocksize: 65536 bytes,
created: Tue Apr 12 07:55:31 2011

root@ip-172-31-4-170:~/mongii/IPTIME#




Extraction

root@ip-172-31-4-170:~/mongii/IPTIME# dd skip=720896 if=./g104_kr_7_60.bin of=./RFS bin bs=1
1204416+0 records in

1204416+0 records out

1204416 bytes (1.2 MB) copied, 1.33462 s, 902 kB/s
root@ip-172-31-4-170:~/mongii/IPTIME#

root@ubuntu:~/IPTIME_FIRMWARE# file RFS.bin

root@ubuntu:~/IPTIME_FIRMWARE#

root@ubuntu:~/IPTIME_FIRMWARE#
root@ubuntu:~/IPTIME_FIRMWARE# Is -al RFS.bin
-rw-r--r-- 1 root root 1204416 Jun 25 15:24 RFS.bin
root@ubuntu:~/IPTIME_FIRMWARE#
root@ubuntu:~/IPTIME_FIRMWARE#




Firmware-mod-kit

https://storage.googleapis.com/google-code-archive-
downloads/v2/code.google.com/firmware-mod-kit/fmk_099.tar.gz

C | & hittps
i o8 9 Bookmarks ; L gray . B GrayHash - Z2IH [Y :Tiger Team Warga.. |7 B

Google Code will be turning read-onl
Google Code will be read-only on Thursday 20 Aug

@ firmware-mod-Kit

Modify firmware images without recompiling!

Project Home | Downloads = Wiki Issues  Source | Exportto GitHub |

Search | Current downloads » for

Filename v Summary + Labels v
| & | fmk_099.tar.gz Firmware Mod Kit v0.99




FMK 3X]

# apt-get install git build-essential zlib1g-dev
liblzma-dev python-magic

tar xvfz fmk_099.tar.gz
cd fmk/src

./configure

make

cd ..



Squashfs ==

root@ip-172-31-4-170:~/mongii/FMK/fmk#

Attempting to extract SquashFS .X file system...

Trying ./src/squashfs-2.1-r2/unsquashfs-lzma...
Trying ./src/squashfs-2.1-r2/unsquashfs...
Trying ./src/squashfs-3.0/unsquashfs-lzma...
created 173 files

created 17 directories

created 53 symlinks

created 0 devices

created O fifos

File system sucessfully extracted!
MKFS="./src/squashfs-3.0/mksquashfs-lzma"
root@ip-172-31-4-170:~/mongii/FMK/fmk#




|.OIA| EI %7'\}

root@ip-172-31-4-170:~/mongii/FMK/fmk#
root@ip-172-31-4-170:~/mongii/FMK/fmk/squashfs-root# Is -al
total 40

drwxr-xr-x 10 root root 4096 Apr 12 2011.
drwxrwxr-x 5 ubuntu ubuntu 4096 Jun 25 15:28 ..
drwxr-xr-x 3 510 504 4096 Apr 12 2011 bin
drwxr-xr-x 2 510 504 4096 Apr 12 2011 help
drwxr-xr-x 2 root root 4096 Apr 12 2011 images2
drwxr-xr-x 2 510 504 4096 Apr 12 2011 js
drwxr-xr-x 3 510 504 4096 Apr 12 2011 lib
drwxr-xr-x 2 510 504 4096 Apr 12 2011 ndbin
drwxr-xr-x 2 510 504 4096 Apr 12 2011 sbin
drwxr-xr-x 4 510 504 4096 Apr 12 2011 usr
root@ip-172-31-4-170:~/mongii/FMK/fmk/squashfs-root#
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Root File System



initrd OI&E
— mount initrd FILE_SYSTEM

Squashfs oY F=
— unsquashfs_all.sh BO000.squashfs

SKI2

— mkdir ALL_FILE_SYSTEM

— cd ALL_FILE_SYSTEM

- cp XXX/FILE_SYSTEM/* . -Rfpd

- cp YYY/squashfs-root/* ./cramfs/ -Rfpd



Pt@grayhash:~/IPTIME_FIRMWARE/FILE_SYSTEM# ls -al

root root 4096 Sep 22 23:10
drwxr-xr-x root root 4096 Sep 22 23:13 ..
lrwxrwxrwx root root 11 Nov 14 2012 bin -> /cramfs/bin
drwxr-xr-x 510 504 4096 Sep 22 23:10 cramfs
drwxr-xr-x 510 504 4096 Nov 14 2012 dev
drwxr-xr-x 510 504 4096 Nov 14 2012 etc
drwxr-xr-x 510 504 4096 Nov 14 2012 home
root root 11 Nov 14 2012 1ib -> /cramfs/lib
root root 4096 Nov 14 2012 lost+found
root root 13 Nov 14 2012 ndbin -> /cramfs/ndbin
510 504 4096 Nov 14 2012 proc
drwxr-xr-x 510 504 4096 Nov 14 2012 save
LrwXrwxrwx root root 12 Nov 14 2012 sbin -» /cramfs/sbin

lrwxrwxrwx 1
2
2
1
drwxr-xr-x 2 510 504 4096 Nov 14 2012 tmp
2
1
5
h

drwxr-xr-x

drwxr-xr-x 510 504 4096 Nov 14 2012 upgrade-bin
Lrwxrwxrwx root root 11 Nov 14 2012 usr -> /cramfs/usr
drwxr-xr-x 510 504 4096 Nov 14 2012 var

root@grayhas

:~/IPTIME_FIRMWARE/FILE_SYSTEM# |




QemuZ =2|?]

root@ip-172-31-4-170:~/mongii/FMK/fmk/squashfs-root/bin#
BusyBox v0.60.4 (2011.04.12-07:54+0000) multi-call binary

Usage: busybox [function] [arguments]...
or: [function] [arguments]...

BusyBox is a multi-call binary that combines many common Unix
utilities into a single executable. Most people will create a

link to busybox for each function they wish to use, and BusyBox
will act like whatever it was invoked as.

Currently defined functions:
busybox, cat, chmod, cp, df, echo, gunzip, gzip, ifconfig, insmod,
kill, lash, In, Is, Ismod, mkdir, mknod, mount, mv, ps, reboot,
rm, rmmod, route, sh, sync, umount, zcat

root@ip-172-31-4-170:~/mongii/FMK/fmk/squashfs-root/bin#




QemuZ =2|?]

root@ubuntu:~/IPTIME_FIRMWARE/squashfs-root/bin#

ethO

Link encap:Ethernet HWaddr 00:0C:29:9A:54:2E
inet addr:192.168.0.100 Bcast:192.168.0.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:469580 errors:0 dropped:0 overruns:0 frame:0
TX packets:529023 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:82662221 (78.8 MiB) TX bytes:170072676 (162.1 MiB)
Interrupt:19 Base address:0x2000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0 (0.0 iB) TX bytes:0 (0.0 iB)

root@ubuntu:~/IPTIME_FIRMWARE/squashfs-root/bin#




QemuZ =2|?]

root@ip-172-31-4-170:~/mongii/FMK/fmk/squashfs-root/bin#
Content-type: text/html; charset=euc-kr

<html>
<script>

if( ipstr == "151.35583.255.199") {
return document.getElementsByName(ip+4)[0];
} return 0;

</script>

<head><title> </title>

<style></style></head>

</html>
root@ip-172-31-4-170:~/mongii/FMK/fmk/squashfs-root/bin#




cd /gt IPTIME IIUA|A™ H=2

— # find . | cpio -o --format=newc > ../rootfs.img
gzip -c ../rootfs.img > rootfs.img.gz

zImage : ¥A U&E Sl UHE zImage MY
— iptime Ho{of|M FZ$t zImages EE S¥0| &|X| 4S

gemu-system-arm -M versatilepb -m 128M -kernel zImage -initrd
rootfs.img.gz -append "root=/dev/ram rdinit=/bin/sh
console=ttyAMAO,115200" -nographic

mount -t proc /proc /proc
pS -aux



Uncompressing Linux... done, booting the kernel,
Booting Linux on physical CPU 0x0
Linux version 4.1.6 (root@ubuntu) (gcc version 4.4.1 (Sourcery G++ Lite 2009g3-67) ) #1 Thu Aug 20 17:46:08 KST 2015
CPU: ARM926E3-S [41069265] revision 5 (ARMv5TEJ), cr=00093177
CPU: VIVT data cache, VIVT instruction cache
Machine: ARM-Versatile PB
Memory policy: Data cache writeback
sched_clock: 32 bits at 24MHz, resolution 41ns, wraps every 89478484971ns
Built 1 zonelists in Zone order, mobility grouping on. Total pages: 32512
Kernel command line: root=/dev/ram rdinit=/bin/sh console=ttyAMAO0,115200
PID hash table entries: 512 (order: -1, 2048 bytes)
Dentry cache hash table entries: 16384 (order: 4, 65536 bytes)
Inode-cache hash table entries: 8192 (order: 3, 32768 bytes)
Memory: 121596K/131072K available (3209K kernel code, 139K rwdata, 796K rodata, 120K init, 119K bss, 9476K reserved, OK cma-reserved)
Virtual kernel memory layout:
vector : Oxffff0000 - Oxffff1000 ( 4 kB)
fixmap : Oxffc00000 - Oxfff00000 (3072 kB)
vmalloc : 0xc8800000 - 0xff000000 (872 MB)
lowmem : 0xc0000000 - Oxc8000000 ( 128 MB)
modules : 0xbf000000 - 0xc0000000 ( 16 MB)
.text : 0xc0008000 - 0xc03f1944 (4007 kB)
.init : 0xc03f2000 - 0xc0410000 (120 kB)
.data : 0xc0410000 - 0xc0432e00 ( 140 kB)
.bss : 0xc0432e00 - 0xc0450d04 ( 120 kB)
NR_IRQGS:224




Network ZHd o}

root@grayhash:~/ALL_FILE_SYSTEM# gemu-system-arm -M versatilepb -m 128M -kernel zImage -
initrd rootfs.img.gz -append "root=/dev/ram rdinit=/bin/sh console=ttyAMAQ,115200" -nographic

/ #

/ #

smc?1x smc91x.0 ethO: link up
/ #

/ #

/ # cd /sbin

/cramfs/sbin #

/cramfs/sbin #




22| X HIo|X| F<=%

leginflogin.cgi

@® 2rHsLx| 2 21.12 gi-bin/timepro.cgiftmenu=main_fra nenu=rnain_frame S 102168 22 [1] - rocti@gr
ogE BHIEE =27V =Rm EE) ) ESEH

o

mO:

ipF IMEGi04

@, Wz ERLRLEE
] 3192.168.221.128:22 [1] 4

BusyBox v0.60.4 (2011.04.12-07:54+0000) Built-in shell {
Enter 'help' for a list of built-in commands.

VPN(PPTP) M| 47

/ # input: ImExPS/2 Generic Explorer Mouse as /devices/f
busybox ifconfig 10.0.2.15 netmask 255.255.255.0
SIOCSIFNETMASK: No such device

/ #

/ # busybox ifconfig eth® 10.0.2.15 netmask 255.255.255.
smc9lx smc9lx.0 eth@: Llink up

/ # busybox route add default gw 10.0.2.2

/ #

/ # cd /sbhin

/cramfs/sbin # . /httpd

/cramfs/sbin # document open: No such file or directory
random: nonblocking pool is initialized

bzip2 -d u-boot-

lssh://192.11 N 3 2 wterm  T° 56x16 a.

A 27
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