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EMBEDDED DEVICES SECURITY

Jonas Zaddach & Andrei Costin

BLACKBERRYOS 10 FROM A

SECURITY PERSPECTIVE
Ralf-Philipp Weinmann

Roman 4
BEHAVIO

FACT AND FICTION:
DEFENDING YOUR MEDICAL
DEVICES

Roman1 &3

METHODOLOGIES OF
HACKING EMBEDDED AND FIRMWARE RE
SECURITY AF—— 3
Rob Bathurst & )| METHODOLOGIES OF s
i HACKING EMBEDDED
SECURITY APPLIANCES CONT | Bi0S SECURITY
ﬁ;‘::::i::r“ & Mark Carey J)::,’:) B:;:::orth & Corey Kallenbe | |2y Radcliffe
Augustus 5 &6

J

SHATTERING ILLUSIONS IN
LOCK-FREE WORLDS:
COMPILER /HARDWARE

HIDING @ DEPTH -
EXPLORING, SUBVERTING, AND
BREAKING NAND FLASH
MEMORY

Josh 'mOnk’ Thomas
Augustus 1 &2

LEGAL CONSIDERATIONS FOR

Marc Blancl | | CAN HEAR YOU NOW:

LESEAF —

HOW TO BUILD A SPYPHONE nn

Roman4 | TRAFFIC INTERCEPTION AND
REMOTE MOBILE PHONE Kevin McNamee
CLONING WITH A Augustus 3 &4
COMPROMISED CDMA
EMBEDDED DEVICES SECURITY FEMTOCELL
AND FIRMWARE RE CONT Z‘;’:{i“;&?“g DePerry &
Jonas Zaddach & Andrei Costin
TROpEE ICAL ATTACK —
Aurmo s MDM SOLUTIONS DETECTING VULNERABILITIES
Daniel Brodie & Michael Shaulov IN VIRTUAL DEVICES USING
Palace 3
s CONFORMANCE TESTING —-
"TURNING OLD HARDWARE
EMBEDDED DEVICES SECURITY INTO GOLD"
AND FIRMWARE RE CONT ROOTING 5IM CARDS Kang Li & Michael Contreras
Jonas Zaddach & Andrei Costin Karsten Nohl Palace 2
Augustus 5 &6

Pompeian

LET'S GET PHYSICAL:
BREAKING HOME SECURITY
SYSTEMS AND BYPASSING

BUILDING CONTROLS
Drew Porter & Stephen Smith
Augustus 3 &4

MACTANS: INJECTING
MALWARE INTO IOS DEVICES

VIA MALICIOUS CHARGERS
Billy Lau & Yeongjin Jang &
Chengyu Song

Augustus 3 &4
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Near Field Communication
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http://www.youtube.com/watch?v=eAe0-J2v7_I
file:///D:/isec발표/nfc.avi
file:///D:/isec발표/nfc.avi
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http://www.yonhapnews.co.kr/economy/2012/07/13/0303000000AKR20120713038900065.HTML
http://www.breaknews.com/sub_read.html?uid=125806&section=sc2
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http://illmatics.com/car_hacking.pdf
http://blog.naver.com/nl123456?Redirect=Log&logNo=60193184491
http://www.newspim.com/view.jsp?newsId=20130729000191
http://article.joins.com/news/article/article.asp?total_id=12578514&cloc=olink|article|default
http://news.mk.co.kr/newsRead.php?year=2013&no=637963



http://www.youtube.com/watch?v=oqe6S6m73Zw
file:///D:/isec발표/car.avi
file:///D:/isec발표/car.avi
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http://news.sbs.co.kr/section_news/news_read.jsp?news_id=N1001238275
http://powerofcommunity.net/poc2008/gilgil.pdf
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http://news.sbs.co.kr/section_news/news_read.jsp?news_id=N1002077186
http://dailysecu.com/news_view.php?article_id=2014
http://www.boannews.com/media/view.asp?idx=31392
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[SX=) HERE

55.13.115.135 - - [19/Nov/2013:00:21:49 +0900] "GET /baby.omp HTTP/1.1"
304 - "-" "Mozilla/5.0 (Windows NT 6.1, WOW64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/31.0.1650.57 Safari/537.36" 439 151



TCP 8020 Server: Reecam IP Camera admin/(NULL)
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http://www.youtube.com/watch?v=hkiqenPy8zY
http://www.kbench.com/hardware/?no=125636&sc=1
http://www.etnews.com/news/international/2854994_1496.html

Cr2] 0] of 2







THX o8

. QO

_ QbA] CHR|OJOf M WAE A0t S AT 82

U0 EHE
- O|= Ctefet 71 7| 7[0)| M s Z &0l


http://www.etnews.com/news/international/2855957_1496.html
http://nownews.seoul.co.kr/news/newsView.php?id=20131103601002
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http://www.segye.com/content/html/2013/08/06/20130806004230.html?OutUrl=naver
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http://www.ddaily.co.kr/news/news_view.php?uid=107675
http://news.kbs.co.kr/news/NewsView.do?SEARCH_NEWS_CODE=2726354&ref=A
https://media.blackhat.com/us-13/US-13-Lee-Hacking-Surveilling-and-Deceiving-Victims-on-Smart-TV-Slides.pdf
http://www.boannews.com/media/view.asp?idx=34069
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file:///D:/isec발표/TV.avi
file:///D:/isec발표/TV.avi
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http://www.youtube.com/watch?v=Ss_RWctTARU



http://www.youtube.com/watch?v=fS3Z8Xv-vUc
file:///D:/isec발표/atm.avi
file:///D:/isec발표/atm.avi
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http://blogs.computerworld.com/security/20745/black-hat-hotel-keycard-lock-picking-less-time-it-takes-blink
http://demoseen.com/bhtalk2.pdf
https://media.blackhat.com/bh-us-12/Briefings/Brocious/BH_US_12_Brocious_Hotel_Key_Slides.pdf
http://www.youtube.com/watch?v=t5ca-e4xUVs

CIX| " =0)%

rtable programmen®t =0{ 2} AtO|Q]

Lock communications

- _ 60 ps 128 ps
0 bit (200 ps high) high high

Final sync
co (D - A
(12 ps low) pulse (20 ps low)

Sync pulse Sync pulse 1 bit
(20 ps low) (20 ps low)

— sitecodes(2ZO| H{UFHNE 2= i B A

— H[2 7|2t 2H7H open command T &






http://www.youtube.com/watch?v=t5ca-e4xUVs
file:///D:/isec발표/doorlock.avi
file:///D:/isec발표/doorlock.avi
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— DNS Spoofing
— Packet Sniffing




¥shell 4 (Free for Home/School)
c2uH)

B E. L

NEC LT

-E&. 9 -

.| @ 1175.239.203.93:23
Xshell:\> telnet 175.239.203.93

Connecting to 175.239.203.93:23...
Connection established.
To escape to local shell, press "Ctrl+Alt+]'.

BusyBox vl.16.1 (2013-03-11 09:34:36 K5T) built-in shell (ash)
Enter 'help' for a list of built-in commands.

3l |

TELMET xterm 10¢ M CAP NUM



file:///D:/isec발표/egg_demo_short.avi
file:///D:/isec발표/egg_demo_short.avi
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https://media.blackhat.com/us-13/US-13-Lau-Mactans-Injecting-Malware-into-iOS-Devices-via-Malicious-Chargers-WP.pdf
https://media.blackhat.com/us-13/US-13-Lau-Mactans-Injecting-Malware-into-iOS-Devices-via-Malicious-Chargers-Slides.pdf
http://www.3ders.org/articles/20130804-3d-printed-modified-mactans-charger-could-hack-iphone-in-minutes.html
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22X L O|X| 2 A& FAE
— E2[X Ho[X| & siE FA4H
— A MH|AS| FAH (upnpd, ftpd, vpn, ftpd..)

32 o3

— Packet Sniffing
— HOST ¥z (1)
MiTM Attack

B3 R


http://www.powerofcommunity.net/poc2012/re&si.pdf
http://www.hackerschool.org/Sub_Html/HS_Posting/?uid=32
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http://dailysecu.com/news_view.php?article_id=992
http://dailysecu.com/news_view.php?article_id=992
http://blog.daum.net/windada11/8756610
http://blog.daum.net/sgshwan/15951121
http://www.youtube.com/watch?v=3EICf4ztfyM
http://www.itworld.co.kr/news/72861
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http://www.youtube.com/watch?v=fJyWngDco3g
file:///D:/isec발표/scada.avi
file:///D:/isec발표/scada.avi
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http://www.youtube.com/watch?v=THpcAd2nWJ8
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ADFE 7|7|

- StES| 0
— CPU
- HESA HEZ
— RAM
— Flash ROM
— GPU, Camera, MIC ...
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Firmware &S Y98
N Z=ALO| Al X S3t= Update TILZ 8 H =&

=2|% #{o}H g 0/83t0] Shell H2 A3l
partition dump)

UART, JTAG ZEE 0|&50] ==

Flash Memory Dumping



Eirmware2t =6}
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Boot-loader
Kernel
Ram Disk (initrd)

Root File System
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BHO 78 &rE =4

* Binwalk
— Firmware Analysis Tool
- Eeof mao| 14 &4

O -

e FMK
— Firmware Mod Kit
ool i oM 2t mhe =3
- B =2 #e
— Signature EfM

— Ex> squashfs == "hsgs” _
_ 2o AXE TS J|HIOZ A HYof WC


https://code.google.com/p/binwalk/
https://code.google.com/p/firmware-mod-kit/

UARTE

Universal async

stEY0f SA

o|&et BE &S

Nnronous receiver/transmitter
oko| 3t =2

HEHo = Ar%
=41 A 2b2 BfLtol MTt 0|8
Of 2 ZHEret”

E|H17' x*E d, 83940 == 7ts



UART &H] <-> pC ¢I&

« USB-UART, USB-RS232, USB-SERIAL
— USB 7|8t UART &4 ZHH]
— K2R} -> ZE ->com?l 2 ¢4 &
— C}2 ZH| =H (AVR WriterZ & AtE 7ts)

[AD-USBISP-L] AVRE USB-ISPet0l E
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JTAG ZEE 0|2t Firmware &

.
# H-JTAG Server
File Operations Flasher Script Settings Options e

“’(-sz P :DIJ

ARM920T

1 0x0032409D |

JTAG PIN SCANNER

bin tmp
dev Var
etc web

etc_rc  |@etcrd.img

lib | linuxrc
proc

Root filesystem =&



http://devicemart.co.kr/goods/view.php?seq=15635
http://deadhacker.com/2010/02/03/jtag-enumeration/
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Flash B 22| DUMPE £ Firmware ==&

48-pin TSOP1
Standard Type

12mm x 20mm

S7H Flash dump =7 O| &


http://github.com/cyphunk/ParallelFLASHDumper
http://events.ccc.de/congress/2010/wiki/Embedded_Analysis
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/ #ls -al
|rwxrwxrwx
|rwxrwxrwx
|rwxrwxrwx
|rwxrwxrwx
|rwxrwxrwx
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
dr-xr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
/#

10 0
10 0
10 0
10 0
10 0
7510 504
2510 504
10 0
20 0
320 0
3510 504
5510 504
3510 504
100 0
10 0
10 0

11 usr -> /cramfs/usr
13 ndbin -> /cramfs/ndbin
11 bin -> /cramfs/bin
12 sbin -> /cramfs/sbin
11 lib -> /cramfs/lib
1024 var
1024 upgrade-bin
0 tmp

1024 save
0 proc
1024 home
1024 etc
1024 dev
83 cramfs

1024 ..

1024 .




zE A 28 1)

@j;

/var # ps
PIDTTY Uid
1 root
P root
3 root
4 root
5 root
6 root
/ root
30 root
103 root
276 root
278 root
280 root
282 root
/700 root

Jvar #

Size State Command
768 S init

0 [keventd]
[ksoftirgd_CPUO]
[kswapd]
[bdflush]
[kupdated]
[mtdblockd]
S [polling]

D [insmod]

nLunoumom nNnnm

0
0
0
0
0
0
0

496 S /sbin/pptpd -b br0

736 S apcpd

736 S /sbin/iptables-g

544 S /sbin/dhclient -i eth1 -p dhclient.etht
492 R ps




* Main(entry point)= A
» Cross Reference 7|8 F<

— Dangerous Functions

strcpy
strcat
sprintf
system
execl
getenv
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Debugging

Shellcode M| &
*|E Exploit M| &
HOIEITE At

HEAL/KISA/ERHAZS S5l S0
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