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Abusing Hardware Defined Radios

RFID Hacking

How to develop a rootkit for Broadcom NetExtreme network cards
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Ghetto Tools for Embedded Analysis
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After that...

Recon 2011 - Hardware Stuff for Software People By Stephen Ridley

Bus Pirate
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Blackbox JTAG Reverse Engineering [26C3] Techniques
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MSM6290

Power Dome Switch

Audio Codec
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Datasheet(&2 A k) &7

ATmegab4(L)

Pin
Configuration

Figure 1. Pinout ATmega64
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(XCKO/AINO) PE2 (] 4 45 [ PAG (AD6)
(OC3AJAINT) PE3 O] 5 44 [0 PA7 (AD7)
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(OG3C/INTS) PES (] 7 42 [0 PC7 (A15)
(T3/INTS) PES O] 8 41 [0 PC6 (A14)
(ICP3/INT7) PE7 (] 9 40 [0 PC5 (A13)
ssypPeo 10 39 [0 PC4 (A12)
(sck) PB1 ] 11 38 [0 PC3 (A11)
(MosIy PB2 [ 12 37 QI PC2 (Aa10
(MISO) PB3 ] 13 36 [0 PC1 (A9)
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Note:  The bottomn pad under the QFN/MLF package should be soldered to ground.
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Flash Memory
M29W128FH, 8MB




Flash Memory
M29W128FH, 8MB
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- Datasheet 10 E 7]

i Eg:'f' 2 Atmel
_|_7 o) O:I __I.LE ?:-I|A_|I'| FRP—

ATmega128A

DATASHEET COMPLETE

Introduction

« CPU, Flash memo ry 2|F 2 datasheet et o i ot

in a single clock cycle, the ATmega128A achieves throughputs close to

1MIPS per MHz. This empowers system designer to optimize the device for
(@] O-I E ] | Silpilinhi adugiins

Features

High-performance, Low-power Atmel AVR 8-bit Microcontrolier
Advanced RISC Architecture
~ 133 Powerful Instructions - Most Single-clock Cycle Execution

— 32 x 8 General Purpose Working Registers + Peripheral Control
O x I_ E 74 I H E . Registers
— E E E- O ~  Fully Static Operation
| o N | E — AA L 1 b | — Upto 16MIPS Throughput at 16MHz
~ On-chip 2-cycle Multiplier
o I E + High Endurance Non-volatile Memory segments
— 128Kbytes of In-System Self-programmable Flash program
| - . memory
— 4Kbytes EEPROM
—  4Kbytes Internal SRAM
~ Wite/Erase cycles: 10,000 Flash/100,000 EEPROM
~ Data retention: 20 years at 85°C/100 years at 25°C
~ Optional Boot Code Section with Independent Lock Bits
+ In-System Programming by On-chip Boot Program
True Read-While-Write Operation
M _I H - o ~ Upto 64 Kbytes Optional External Memory Space
In Map- emory Map +== i
—  SPl Interface for In-System Programming
«  JTAG (IEEE std. 1149.1 Compliant) Interface
E ~ Boundary-scan Capabiities According 1o the JTAG Standard
L . ~  Extensive On-chip Debug Support




Pin Map / Memory Map
(CPU Ol X))

(RXDMVPDI) PED
(TXDU/PDO) PEL
(XCKI/AINO) PE2
{OC3AMAINDG PE3
(OC3BANTA) PE4
(OC3ICANTS) Pl
(T3ANT6) PE6
(ICP3ANTT) PET
(5) PBO

(SCK) PB1
(MOSI) PR2
(MISO) PR3
(0C0) PB4
(OC1A) PBS
(OCIE) PB&

5

AVCC

GND

{OC20C1C) PBT

(TOSC2) PG

(TOSC1) PG4

£z 8
22
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E

PF4{ADCHITCK)
PE3 (ADCSTMS)

XTALI

(SCLANTO) PDO
(SDAMNTI) POL

PF&{ADCGDO)

PET(ADCTTD)

(ICP1) PIM

PAD {ADD)

PAL{ADI)

[12) PO7

OOoOooOogOouooroooOnO

PA3 (AD3)
PAd (ADM)
PAS (AD3)
PAG (AD6)
PAT (ADT)
PG2 (ALE)
PCT (A1S)
PC6 (Al4)
PC3 (A13)
PC4 (A12)
PC3 (All)
PC2 (A1D)
PC1 (A)

PCO (AS)

PG (RD)

PG (WR)

Figure 51.  Memory Mapping
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Pin Map / Instruction Set

(Flash

3. PIN CONFIGURATION SOIC 150/ 208-MIL

Memory Of| X|)

11.2.4 Instruction Set Table 3 (ID, Security Instructions)

IcS C 10 1 8 |1 vcc
DO (10,) 1 2 7 ] /HOLD (10,)
meaoy) [ 3 6 [ ] o
N0 [ | 4 5 | ] DIoy)

Figure 1a. W25Q16BY Pin Assignments, 8-pin SOIC 150 / 208-mil (Package Code SN & SS)

INSTRUCTION BYTE 1
NAME (CODE) BYTE2 BYTE 3 BYTE 4 BYTE S BYTE &
Release Power down / . . " . (1)
Device ID ABh dummy dummy dummy (1D7-1D0)
Manufacturer/ ,
X 2 90h dummy dummy 00h (MF7-MFQ} (1ID7-1D0)
Device ID*
Manufacturer/Device 1D e a AT . . . y
by Dual IO 92h AZ3-AS AT-AD, M[T:0] (MF[7:0], ID[T:0])
Manufacture/Device 1D P . g . : .
by Quad /0 94h A23-A0, M[7:0] | woox, (MF[7:0], ID[7:0]) | (MF[7:0], ID[7:0], ...)
(MFT-MF0) (ID15-1D8) (ID7-1D0)
JEDEC ID 9Fh
Manufacturer Memory Type Capacity
Read Unique ID 4Bh dummy dummy dummy dummy (ID63-1D0)




Level-3: Debug Port0| HZdH 7|

 UART

— Universal asynchronous receiver/transmitter
~ SEQof £X 7ol B 55
— ZtE OO HA|X|E EHLL, shell access HeHS

Jtot
not

S 5 UALh

« JTAG
— Joint Test Action Group
— OFER|O CIHZ L =X #E
CHeh &H|E HAIZE O Z5HALE, HAYNE =52 + UL

« USB

— adb shell, USB2TTL(UART), M ZH&HK|
— PCOf|l usb A 0|5 GHZ Al QAR = X E =0

o

Ct.




Wallpad UART




Wallpad UART &2 O Al

— https://www.youtube.com/watch?v=usyakFpspKs&t=71s

=3 Pl & 1:44/2:10



https://www.youtube.com/watch?v=usyakFpspKs&t=71s

Level-4 : T7| Mz Z2MS|| H7

« NS EM7I|(Logic Analyzer), LA ZA T I (oscilloscope) 0| &

OF

[E9)0f A1 AlS M LI 20| FH53iCt

. BN mo| & mo}, 17 HO|E 82 Al 9.83iCt

« SlE %|01°| MAOf CHsh o= & Ofsffe 4= UA EICH.
— Clock ¥ Rlsmg/FaIIlng edge01| CHot Of3H

sl 1IN

'“'WUWHHHJWM
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Level-5 : Desoldering

IC &= PCBUAM 226 W= 2 E= 20|

IC & wA 2 Al 223 (5=2l, Upgrade)

Flash Memory dump Al 223
— [0 & Flash Memory &= OtF0|= S0 HZ35t0 READ Command T &

IC Pin Hijacking A| E'Ba
— Ex> CPU2} Modem AO[0] &415t= AT Command 2=

&




IPhone Storage Upgrade

D Pl o 826/1333

Upgrade iPhone 6S 16GB Storage to 128GB







Side Channel Attack
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.

Level-6

ss3 Le 7|2

ok HIOIH =

IC2 58

H==7I

(Timing Attack),

2 K|
o

4 H| ™ = (Power analysis)
PEr|= MA7|o/aE|
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« Secret Exponent value of RSA
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SEM Imaging
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SEM Imaging
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. 12l https://medicine.korea.ac.kr
. 23|t} https://crf.khu.ac.kr X
=]
L Feas ZH| 3 B oLy 7
J— ~o NATIONAL NANOFAB CENTER HOME > NNFCAE| 22t > s 30 At Ll
. Lt Z35t7| &9 https://www.nnfc.re.kr
ENGLISH SITEMAP A Nanodevice MEMS Sensor Nano-Bio Nanomaterial Simulation Tool
. S Ll https://equips.dongguk.edu NNFCAZH
HH|Y =8 7455 Wafer(AlH) 72 FE ol & B ER B2 &
. NNFCMH]AQHH
. MEZCLH http://irf.snu.ac.kr T - B
| YR - ed] ojojl
. M 13t .
o= H http'//ccrf'Skku'edu Thickness Measurement system(Nanospec 9100) by Nanometrics &4 042-366-1708 P-4
o . Micro Raman Spectrometer(FEX) by NOST, Korea HEd 042-366-1706 P4
. MIBEH http://rfc.sejong.ac.kr
UHR FE-SEM(SU8230) by Hitachi High-Technologies Corp., Japan HEd 042-366-1706 b4
. ol_%:_EH http://cmcm.ajou.ac.kr X-ray Photoelectron Spectrometer (XPS) System by ThermoFisher Scientific Uz 042-366-1711 D4
UicolE georg Cs-Corrected Scanning Transmission Electron Microscopy by JEOL Ei=acy 042-366-1705 =
. QIMLY http://www.uirf.or.kr E24E FE-TEM (Tecnai 7 F30 S-TWIN) by FEI uey 042-366-1705 =
HB30HE2N In-situ TEM (JEM-3011 HR) by JEOL SES 042-366-1703 D
. ZMCjEtn http://www.chosun.ac.kr FE-TEM (JEM-2100F HR) by JEOL sEs 042-366-1703 =
lon Milling System (PIPS™) by Gatan 5= 042-366-1703 =
. =L .
S H http.//WWW.CnuCrf.re.kr Precision Etching Coating System (PECS™) by Gatan SEHT 042-366-1703 D4
. st AU 7SSt http://cec.kpu.ac.kr



Level-8 : Glitching Attack

CHO| QENO QES LMAH QXES QU 7|2
- O FRII 2= 2 "HIA"7t &[0 SOt2LF
— Glitching?| X : Z213 27, bug, exploit, X[

CHE A Q! Glitching attacks

— Clock glitching : H"3&& QI clockg 27I5t0 2% & F4

— Voltage glitching : T & ©tHL 2 S2[AL WM 445 75

— Thermal glitching : ¢ #?& HOLt= 25X (hot or cold)2 245 FE&

k=,
— Firmware dump, crypto break, bypass secure-boot or some checks



Clock Glitching Attack Of| A]

cccccccccc




Clock Glitching Attack Of| Al

- Bypass secure booting

loop:

cont:

wait:

LDA  #0lh
AND  $0100
BEQ  loop

BRCLR 4, 50003, cont
IMP $0000

LDA  #COh

STA $000D

CLR  $000E

BSET 2, 5000F

LDX  #30h

BRCLR 5, 30010, wait
LDA  $0011

STA VX

INCX

DEC $0050

BNE wait

IMP $0051

;the contents of the first byte of EEPROM is checked
:endless loop if bit 0 1s zero
:test mode of operation

;direct jump to the preset address

;initialize the serial asynchronous port

:upload user code

;jump to the user code

Figure 41. Example of the bootloader code responsible for security in MC68HCO5B6 microcontroller

Secure Boot #& AL
User code loading ZEl
EEPROMO| M & &l security bit &3

BroF 00|t M, Cf OfAF ZISIX| &S
(endless loop)



Voltage Glitching Attack Of| Al
- Bypass code protection

— External and Internal Inle]
Extended Standby . .
—  Software Selectable Clock Operatl ng Securlty fuses

— ATmega103 Compatibility
— Global Pull-up Disable 1 OV

+  I/O and Packages
— 53 Programmable 1/O Ling A
— B4-lead TQFP and 64-pady
= Operating Voltages 5V HIGH
_ 27_55Y VOLTAGE
+  Speed Grades
— D-18MHz

Datasheet




Level9 : FIB attack

Code Protection= breaka == A2

E =1
— Security bit0]| S E5t= M 22 Axf0| =g

Z1

|

12 GNDL} VCCE Z A HZA|







Level10 : IC Chip Reversing

- IC Chip2l| 2|28 EM3510] =& attack pointE I}f5t= & ¢
- HENSE A 2 20|20 thet X[A0] FO{Ltof Bt

VCC AAB AAB B B AAB

metal

. \ IR -
e

y (7]
KisToTaiavorevororare

Confocal microscopes represent the different
chip layers in different colors. In the right image,
the metal interconnects have been removed with
hydrofluoric acid. Both images together can be
A_I read almost as easily as a circuit diagram.

Picture courtesy of Dr Markus Kuhn
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https://media.blackhat.com/us-13/US-13-Lee-Hacking-Surveilling-and-Deceiving-Victims-on-
Smart-TV-Slides.pdf
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http://blogs.computerworld.com/security/20745/black-hat-hotel-keycard-lock-
picking-less-time-it-takes-blink
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— https://media.blackhat.com/us-13/US-13-Lau-Mactans-Injecting-Malware-into-iOS-Devices-via-Malicious:
Chargers-WPpdf
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