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ECUTH?

 ECU = Electronic Control Unit
+ AIR Lol 2t SESo| SoiQls HEE YAIS olu)
— Engine
— Telematics
— Head Unit(AVN)
— Transmission
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— Remote Key
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Engine Control Unit (ECM = Engine Control Module)
Telematics Control Unit
Transmission control unit (TCM)
Door control unit
Speed control unit
Central Locking Systems
Event Data Recorder
Parking Assist Module

Body Control Module

Heating, Ventilation, Air Conditioning
Theft Deterrent Module
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(1) Arduino ?|Z
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(3) CAN Message 5:41512|
(4) CAN Message $:41517|
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e https://www.arduino.cc/en/main/software

Download the Arduino IDE

| Windows installer
Twinravwes - e o 10N admin install

Windows app| Get 3 |

: CONTRIBUTE & DOWNLOAD
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LED § 3 HIAE
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void setup() {
// 13 TS £ RE=R 4%
pinMode(13, OUTPUT);

}

// main loop &+

void loop() {
digitalWrite(13, HIGH); // LED-on
delay(3000); // 3= delay

digitalWrite(13, LOW); // LED-off
delay(3000); // 3= delay
}
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void SEtUp() { ﬁ A2 B CulsshitM
Serial.begin(9600); J, sorict pesing | SEEESS S

WIiFi101 Firmware Updater

} T H E: "Arduino/Genuino Uno”
=zE
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VOid IOOp() { ' iE;iE;TVRISP mkil”
Serial.print("A");
del ay(’l 000); @ COMS7 (Arduino/Genino Uno)

}
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o A
Serial Y43 A5

void setup()

{
Serial.begin(9600);
Serial.printin("RX test Start!");

}

void loop()
{

char ch;

if (Serial.available())

{
ch = Serial.read();
Serial.print("RX : ");
Serial.printin(ch, HEX);

} E line ending 1 « 9600 2CQ0IE

}
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e Instrument Cluster of BMW E46




E46 Pinmap

58574, =

5742
PH:S39e  99921422009228

§ 263 633 7
@ BOSCH @

Made in Mungary

|6 931 252,
i

26-pin Dual Row Black Connector

1 : Ground (0v)
5: On and Start VCC (+12v)

A1 https://www.bmwgm5.com/bmwgm5/E46_IKE_Connections.htm
http://tsharp.me.uk/project-documentation/e46-cluster-pinout/



E46 Pinmap

 ex> 13 : Qil (gnd)

}

WD

0.5 BR/SW/WS

0.35 BR/GN I Signal Oil Pres ) , 2) 0.35 BR/WS




CAN Bus Lines

. CAN Bus High (9)
« CAN Bus Low (10)

Functions on X11175, 26-pin Dual Row Black Connector

K Bus .|gna|

0.5 BR/SW/WS

0.35 WS/VI
0.35 BR/WS




CAN Bus L

- Twist Pair, Differential Signal (XI5 413) S4I &Al
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ISO 11898-2 CAN High Speed

S5V | Recessive Dominant Recessive
Logical “0” Logical “1”

CAN_High
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CAN S41 7|

. Shield?} oftl X2 Module 3iEfQ| Xty
— Shield CHY| &Ml X &St

— http://itempage3.auction.co.kr/DetailView.aspx?ItemNo=B493918547

EM A “mcp2515"2 Al
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o4 3 (= 7H)
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Chip Select (SPI X M
Master(Arduino) -> Slave 4=
Slave -> Master A=

SPI Clock

£
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13

2 : http://www.14core.com/wiring-the-mcp2515-controller-area-
network-can-bus-diagnostics/




SPI 341 D& X

+ SPIZ?
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— Full Duplex
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MCP2515 =4I Library

https://github.com/Seeed-Studio/CAN_BUS_Shield

https://github.com/Flori1989/MCP2515_lib
— forked ™™
— 8Mhz X|¥

-P2515 Library V1.5

D 26 commits P 2 branches > 0 releases 22 4 contributors

Branch: master v New pull request Create new file = Upload files Find file Clone or download ~

This branch is 1 commit ahead, 33 commits behind coryjfowlermaster. i) Pull request [£) Compare

E Flori1989 Support for 8 2515 modu ded mit e3c5¢5f on 18 Feb

m examples pdated to retain comp

[ .gitattributes first sync

El .gitignore

[E) README.md Remo
Support for 8MHz MC
Support for 8MHz 5 modules added
Support for 8MHz MCP2515 modules added

[El mep_can_dfs.h Support for 8MHz modules added
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CAN Message £21(Sniffing

#include <mcp_can.h>
#include <SPL.h>

long unsigned int rxid;
unsigned char len = 0;
unsigned char rxBuf[8];

MCP_CAN CANO(9); // Set CS to pin 9

void setup()

{
Serial.begin(115200);
if(CANO.begin(CAN_500KBPS ) == CAN_OK) Serial.print("can init ok!!'¥¥r#n");
else Serial.print("Can init fail!'Writ#n");
pinMode(2, INPUT); // Setting pin 2 for /INT input
Serial.printin("MCP2515 Library Receive Example...");

}

void loop()
{
if(!digitalRead(2)) // If pin 2 is low, read receive buffer
{
CANO.readMsgBuf(&len, rxBuf); // Read data: len = data length, buf = data byte(s)
rxld = CANO.getCanld(); // Get message ID
Serial.print("ID: ");
Serial.print(rxid, HEX);
Serial.print(" Data: ");
for(int i = 0; i<len; i++) // Print each byte of the data
{
if(rxBuf[i] < 0x10) // If data byte is less than 0x10, add a leading zero
{
Serial.print("0");
}
Serial.print(rxBuf[i], HEX);
Serial.print(" ");
}
Serial.printin();
}
}




CAN Bus Lines

Functions on X11175, 26-pin Dual Row Black Connector

B M L O S L2
3 C

0.5 BR/SW/WS

0.35 WS/
0.35 BR/WS




CAN Message $41(Sniffing)

&2 COM52 (Arduino/Genuino Una)

0d FF 00

00 FF 000
00 FF 00 0
00 FF 000
00 FF OO0
00 FF 00 0
FF 44 01 0
00 FF OO0
00 FF 000
00 FF 000
00 FF 00 0
0o FF o0

00 FF OO0
00 FF 00 0
00 FF 000
00 FF OO0

line ending 15 ~ 115200 2EH0IE




=M

SYAEZHE Fo|IHoz EHL|=3UE 5
0x613 IDE 2171 D319 ojO|& &M6H EAM|1A.



CAN Message 54!

E46 Can bus project. E46 Cluster CAN/K Bus Messages

Hello. There has been much discussion about the Can Bus as it relates to engine swaps. [

indi i F Much of the work in figuring these messages out was done by Thaniel over at BimmerForums, | just
findings and progress on creating a Can Bus solution. v EUring E d ne by Thar ver at Bir i

filled in the blanks and documentead them in a way that makes sense to my project. There's
Edit: Everyone would like the answers first right? probably correct terminology for these messages howsver my interest is not in the context of the
vehicle as a whole, 'm only interested in controlling the cluster itself
Here is a link to the Analog to Can solution CAN Bus
http://forums.bimmerforums.com/forum...4# post26219044
0x316 - RPM
Here's a link to the OBDII to Can solution { 0x05, 0x62, 0xFF, RPN, 0x65, 0x12, 0x00, 0x62 }
http://forums.bimmerforums.com/forum...4# post26219044 RPM = 25 per 1000 RPM
Summary of [D's and data for E46 [edit added this section to keep things together]

0x545 - Various warning LEDs
0, 0x00, L2, 0xAB, 0x00, 0x00, 0x00 }
, EML, Cruise Control, 7, Check Engine, 7 ]

The can bus is 500kb/s

In the data for each ID there are 8 bytes. Labeled Byte 0,1,2,3,4,5,6,7 - ) -
, Overheat, 7, Oil Level, 7]

ARBID: 0x153 (ASC1) 0x329 - Coolant Temperature

-BO {0x00, CT, 0x8C, 0x08, 0x00, OxFE, 0x00, 0x00 }

-Bl Speed LSB CT = Coolant Temperature, | haven't got 2 mapping for this yet, however 0xAB appears to put the

-B2 Speed MSB [Signal startbit: 12, Bit length: 12, 0x0008 = 1 km/hr]

-B3

-B4 0x153 - Unknown

-B5 { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00 }

-B& I'm not sure what else this controls however sending all zeros turns off the traction control LED and

needle half way

-B7 the red (1) LED allowing external control of the parking brake light.

ARBID: 0x316 (DME1) K Bus

-BO K Bus messages take the format of: <SRC> <LEN=> <DEST=> <—-DATA—> <CHK>. The Checksum is a
-B1 XOR of all previous bytes and the length does not include the first two bytes.
-B2 RPM LSE

-B3 RPM MSB [RPM={hex2dec("byte3"&"byte2"))/6.4] Cluster Lights
-B4 { 0xD0, 0x08, 0xBF, 0x5B, L1, 0x00, 0x00, L2, 0x00, CHK}

-B5 L1 = Bits [ Double Rate, Right Indicator, Left Indicator, Rear Fogs, Front Fogs, Full Beam, 7, 7]
-B& L2 = Bits [ Car Image, ?, L Sidelight, R Sidelight, Rr L Sidelight, Rr R Sidelight, 2, 7]
-B7

Door Status
{0x00, 0x05, 0xBF, 0x7A, D1, D2, CHK }
?, 7, 7. % RrL, RrR, FrL, FrR ]

7,7, Boot,7,2,2.27]

ARBID: 0x329 (DMEZ2)

https://www.bimmerforums.com/forum/showthread.
php?1887229-E46-Can-bus-project




CAN Message 34!

« of|H| -> MCP2515_lib_master -> send

// demo: CAN-BUS Shield, send data

#include <mcp_can.h>

#include <SPl.h>

MCP_CAN CANO(9); // Set CS to pin 9

void setup() ‘g

{ wr i 7
Serial.begin(115200); o 3 4 /
// init can bus, baudrate: 500k N o
if(CANO.begin(CAN_500KBPS ) == CAN_OK) Serial.print("can init ~ 00

ok!"Wri¥n"); =1 6=
else Serial.print("Can init fail!'"¥Wri¥n"); R

} ,0\\\‘1%"/ 7\

L/100km -

// 25 per 1000 RPM ~

unsigned char stmpl[8] =

void loop()

{
// send data: id = 0x00, standrad flame, data len = 8, stmp: data buf
CANO.sendMsgBuf( , 0, 8, stmp);
delay(70); // send data per 100ms

}
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https://www.youtube.com/watch?v=vUXNxpwh6do

‘‘‘‘

Y

o 035/0:41

https://www.youtube.com/watch?v=RKYs8XEbcNE



APIEe] & (?)

https://www.youtube.com/watch?v=V4hAI3cSB8Q

> »l o) 216/228

X
https://www.youtube.com/watch?v=Ug3CbcriXsl _’ Click here for action -
2 | ) , Assetto Corsa - Nissan
| = e, & Skyline R34

> b o 1127157 £ o 3



* CAN Packet Sniffing

* CAN Packet Injection
— 2 AE Ho{52|
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Linux + CAN &4l

* Arduino CAN S| M|
— CI&FO| CAN Packet 41 Al &4 A{2| &2}
- CR3o| L2t mj3)
. AIAIZH E20| Eix| %
 SocketCAN
— Linux 21gte] CAN §Al Ez2to|H
— Linux Kernel 2.6.25 0|% 2|2 st
—H|EQIA A3l SEfE CAN HA M2 7S




CAN Packet 5=} of|Al

BU]IQ_J QIBIJW g.il_l_l_J_] ' 57 1% Data: 03 07 06 05 04 03 (€ O
Time Stawp| CAN ID| 2.06| RTR CLC DATA NG 0:138 Gata: B O? 60504 B (2 01
@10272 2369908.40 133 o1 02 - 7 1138 D 0307 060504 03 020!
10273 2369900.40 138 0§ 07 e 2
4510274 2369910.40 133 01 02 + 0307060504 03 (20l
410275 2369911.40 138 08 07 y ) 133 Cata: 00 (2 (G 04 05 05 OF
410276 2369912.40 133 o 02 5 7 1133 Data: 01 02 0304 05 05 07 O
4510277 2369913.40 138 08 07 ” % F32e > @ N e
4510278 236951440 133 o1 02 7 e OF- 0203 L_‘" 050507
4510279 2369915.40 138 08 07 06 2 135 Data: 00 (2 (G 04 0505 07
45 10280 2369916.40 133 o1 02 7 : 133 Data: @RIMOS05070
410281 2369917.40 08 07 2 ” 3 g ata: 01 (@ (G 04 05 05 07
510282 2369918.40 133 o1 02 03 04 05 7 et ) n 2 g
4510253 2369919.40 05 07 ; ! Cooosm e
4= 10284 2369520.40 o1 02 7 ¢ 133 Data: ROBMOS0KB07E
| | #5210285 1360921, 08 07 61 10: 138 Cata: 03 07 (60504 03 (2 01
; L‘« 10286 2369922, o1 02 . 03 07 06 05 04 03 02 Ol
‘. Z | Data: 307 60504 3 (2 O

| [CAN Status=00, Rx=0)y 7 A 2 138 tata: B O BOS0A03 020

2 : 138 Data: 03 07 06 05 04 03 (2
o Se"':ws“gm’;\’( - ) 138 Cata: 01 (2 (8 04 05 05 07
@@ @ *|Z|#N=|x| 0: a: 01 02 06 04 05 05 07

| (206040505 07
206040506 07 C
| eGo40505 07 08
CAN 1D 2.08] RTR| DLC| Data [Ji2671  10: 133 Data: 01 (2 (G 04050507 (8
00000133 8 0L 02 03 D4 05 06 07 0B | j§2672 ): | Gata: 01 (2 (G 04 05 065 07 (8

8 08 07 06 05 03 02 01 2673 1D ) Data: 01 R 0GO4 0505 07 (8
2674 ): 133 Data: 01 (2 (G 04 05 05 07 (8
2675 ) 133 Oata: 01 (2 (G 04 0505 07 08
2676 ID: 133 Data: 01 (R (G 04 0506 07 (8
267! ): 133 Data: 01 (R (B 04 0506 07 (8

w

@ 0 =n o

o % 00 % wWwh &0k

Task Type CAN IO(HEX) 2.06 \gTR DATA (HEX) Repealf Interval (s5)
{7 :J f00030138 r f Q8 07 06 05 04 03 02 01

-|

ViAE A28 Mo line ending » 1200 2= HOIE » |

CAN HHA S g a(Z=h HARE S3:AM 267TH0F 2 AMEH 2]

=X : http://orasman.tistory.com/282




at=u|2|mol + CAN Al

* Raspberry Pi CANBUS Shield

— 2t=H|2|mto| 2fof| Akt CAN 54l 2H5
 HA|CAN 2= Al‘%‘i’é‘é OICIH 20| A TQYL e

ME > HARE > EM
L0|H

PICAN 2 — Ef=H|E| 10| CANS AN HE~1I
CAN-Bus Boa r Raspberry Pi 2/3

208




CAN 2= <-> RasPi3 €4

CAN B &

RasPi3
5V
GND
GPIO25

SPI_CEO
SPI_MOSI
SPI_MISO

SPI_CLK

Rev. 2
29/02/2016

Raspberry Pi 3 GPIO Header

3.3v
GPIO02
GPIOO3
GPIO04
Ground
GPIO17
GPIO27
GPIO22
3.3v
GPIO10
GPIO09
GPIO11
Ground
ID_SD
GPIOOS
GPIO06
GPIO13
GPIO19
GPIO26
Ground

Sv

rSv
Ground
GPIO14
GPIO15
GPIO18
Ground
GPI1023
GP1024
Ground
GENG) GPIO25
1) GPIOO7
ID_SC
Ground
GPIO12
Ground
GPIO16
GPI020
GPIO21

www.element14.com/RaspberryPi




CAN cldjolA =78

# apt-get update
# apt-get upgrade

# vi /boot/config.txt

dtparam=spi=on
dtoverlay=mcp2515-can0,oscillator=8000000,interrupt=25
dtoverlay=spi-bcm2835

# reboot
# ip link set can0 up type can bitrate 500000



CAN Packet Dump

 # apt-get install can-utils
* # candump can0




CAN Packet Dump

* # cansniffer can0

- CANTH2!SE IDEE £50tol & 4 S

B 192.168.0.18 - PuTTY

ta ... < cansniffer can0 # 1=20 h=100 t=0 >
7 &7 0D 00 1F

- i

|

0.238920 A0 I
oo 24 00 00
[

0.555940 Al

0.000000 18F a0 o0
0.28004Z2 Ze0 00 1C 1C 30

0.000000 R0 o0 00 5
0.1%9551 Z2ZBO EZ FF 00

[
[

0.000000 0 3D 00 00 0
[
[
[

24 delta ID d
2

__m
L T v T S Y o T s |
<

[ I T |

o0 00
1D

|H| I:I:| |\___| ] ;_. |: :.
=
il
J
e
. L= == T | I
' ] "

[
0.2391e3 3le 31 1B &7 00 7
0.220073 329 40 A9 BO 11 25 00 0OA %
0.000000 370 o0 20 00 oo 00 00 00 . «.v...
0.209987 43F 00 50 00 FF 41 18 0C 00 .P..A...
0.000000 440 FF OO0 00 00 00 00 00 00 ...e....
0.199%66 545 EO OB 00 BE F5 FF Fé FF ........
0.000000 580 o0 00 00 00 00 00 00 00 ..ve.e...
0.000000 500 g0 00 OO0 OO0 OO0 00 00 00 ...0u...
0.999538 5AZ 05 02 91 0=2
0.000000 5E4 o0 00 oOf
0.1%9881 090 o0 00 01 00 B0 OO0 08B 00 ........



CAN Packet Injection

 cansend ID#DATA

o OJIX]| AMAAHE 9;|7|

- a4ago

— cansend 545#0200000000000000

_ PythonolLt COIo|2 o] 83t0] W2H| HaXMo 2
Y L{of ¢l ol



CAN Message?| /1=



CAN Message?l| £ &

Standard CAN

11-bit 1
Identifier g 0...8 Bytes Data

Figure 2. Standard CAN: 11-Bit Identifier

Start of Frame, CAN Message &
|dentifier ID 2f, HIAIX|S] SFF LIEILT, ¥
RTR CAN Message?| Et2] 47 : H|O|H
IDE |dentifier Extension, 1€ 4% 23
RO Reserved
DLC Data Length Code, HIO|E{ 2] ZO|
Data CAN Message C|O|E
CRC Checksum &% A=
ACK LF Sle HAIX| HE =
EOF End of Frame, CAN Messagel| €= &H, 7712/ 12 7+ (1111111)
IFS Inter Frame Space, 3702 12 T4 (111)




CAN signal sniffing

« TXCAN, RXCAN g
- Saleae Logic Analyzer & o|&

Start |
{:} +5 Id: '564' A B C D = E G H CRC
= a7 S
) L Fﬁ;ka ge Types
o+ | | 18-Lead PDIPISOIC

& 5 ‘ RXCAN ]2
CLKOUT/SOF []3
£ [FF TXORTS (4

TRTS L5
& TR2RTS [|6

MCP2515

& +f 11[] RX0BF
10 RXTBF




CAN signal sniffing

 Start of Frame £+

Standard CAN Identifier: "564' Control Field: '8’

RTR—IDE—RO 1 0 00

564 = 0x234 = 01000110100

Standard CAN

11- blt

Figure 2. Standard CAN: 11-Bit Identifier



CAN signal sniffing

* End of Frame &%

- CRC value: '26544' NAK

T4 ACK
26544 = Ox67B0 = 110011110110000

T4

hE ‘

¥ ||

|

Standard CAN

s
11- blt

Figure 2. Standard CAN: 11-Bit Identifier




CAN signal sniffing

- CANH, CANL 82| Differential signal sniffing

ad - X
o } + | A’,

Package Types




CAN Bus Controller
VS
CAN Bus Transceiver




CAN Bus Controller

c Il
— CAN 3= XMe|ste T2 AMIM
— CAN Message Frame 2/
— CAN Message 5213t
— Error %] X A<

« 20 Controller

— MCP2515 (Microchip)
* http://ww1.microchip.com/downloads/en/DeviceDoc/21801F pdf

— SJA1000 (NXP)

* https://www.nxp.com/documents/data_sheet/SJA1000.pdf



CAN Bus Transceiver

° 7'%
— Digital 2% |- CAN Bus 413 3|2 &t

208 Transceiver " 150 11882 CAN igh Spca
— TIA1040, TIA1050 (NXP) -
—~MCP2551 (NXP)
~ PCA82C250 (T3 A)




Flow of CAN Message

CAN H/L CAN BUS

Controller Transceiver
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* https://community.comma.ai/cabana/?demo=1

comma cabana

RENTLY EDITING:
acura_ilx_2016_can.dbc

ILABLE MES!
Filter

Name
STEERIN NTROL
GAS_PEDAL2
GAS_PEDAL
STEERING_ ORS
POWERTRAIN_DATA
POWERTRAIN_DATA2
STEER_STATUS
GEARBOX
VSA_STATUS

BUTT

KKK 4

ST

CAN Packet Samples

08 00 18

SELECTE :
POWERTRAIN_

¥ Edit Signals

XMISSION_SPEED
ENGINE_RPM
XMISSION_SPEED2
ODOMETER
CHECKSUM

COUNTER

Message Packets

Show Plot

Show Plot

Show Plot

Show Plot

Show Plot

EXPAND ALL

ENGINE_RPM
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HHA 80 o|o|
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=% 2'9 Cluster 83

82 delta ID data ... < cansniffer can0 # 1=20 h=100 t=0 > K&
0.000000 13 87 3D FF D2 00 00 Q0O 00 .=



Airbag Control Unit 9 &

@& D 95910-1Y100

AIRBAG CONTROL UNIT VER 2.5

MOBIS 1Y959-10100
Continental 5WK44548
0|

nector before unmounting. As%amb\e
y according to manual instructions.
démontage enlever connecteur, Assem-
bler conformement au manuel d’instructions,

Sl U8 Joo sl Sl
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32246M 29120602  Made In Korea
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Airbag Control Unit 9 &

2 192.168.0.164 - PuTTY

ID data ... < cansniffer canl # 1=20 h=100 t=0 > &

20 I 00 o0 OO0 00 0O OO0 00 <
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Engine Control Unit
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« OBD-II
— On Board Diagnostics
— ISO 15765-4

« UDS

— Unified Diagnostic Services
— IS0 14229

« O CANBus9]| Cliel = Sub Protocols



OBD-IIgH?

OBD : On Board Diagnostics
— OBD-II : 2|& OBD-I9| XI2| HH

i RCHS Lot BE 9F
— BE XISAF M| =AP} o] EEL wjatof &t

— fe|LEtE 2007\ = o|2 2 9| H&t

RPM, £, HiE{aI Y, DFRE SOl HRE ¥E 4

Query/Response HAlo 2 Atz
— Standard Query ID : Ox70F
— Response ID : Ox7E8

o]
M

O
a



OBD-II =2 & Z9| E&3}

* M2 Jolet 2 EF EX| senr
— SAE 1850 A
— SAE J1939 SAE J1850 PWM (41.6 kbaud)

SAE J1850 VWM (10.4 kbaud)

— ISO 9 1 41 — 2 ISO 9141-2 (5 baud init, 10.4 kbaud)

ISO 14230-4 KWP (5 baud init, 10.4 kbaud)

— ISO 1 42 3 O ISO 14230-4 KWP (fast init, 10.4 kbaud)

ISO 15765-4 CAN (11bit ID, 500 kbaud)

ISO 15765-4 CAN (29bit ID, 500 kbaud)
IS0 15765-4 CAN (11bit ID, 250 kbaud)

ZOOBLJO'" a'x'll _E_ﬁl- Eal ISO 15765-4 CAN (29bit ID, 250 kbaud)

SAE J1939 CAN (29bit ID, 250 kbaud)

—ISO 15765-4

USER 2




OBD-II Modes

* https://en.wikipedia.org/wiki/OBD-II_PIDs

Modes |edit]

There are 10 modes of operation described in the latest OBD-II standard SAE J1979. They are as follows:

Mode (hex) Description
rrent data
Show freeze frame data
Show stored Diagnostic Trouble Codes
Clear Diagnostic Trouble Codes and stored values

Test results, oxygen sensor monitoring (non CAN only)

Test results, other component/system monitoring (Test results, oxygen sensor monitoring for CAN only)

Show pending Diagnostic Trouble Codes (detected during current or last driving cycle)
Control operation of on-board component/system
Request vehicle information

Permanent Diagnostic Trouble Codes (DTCs) (Cleared DTCs)




OBD-II PIDs

* https://en.wikipedia.org/wiki/OBD-II_PIDs

Mode 01 [edit]

PID | PID | Data bytes L. . . :
Description Min value Max value Units Formulal®
(hex) | (Dec) | returned
Bit encoded [A7..D0] == [PID $01..PID $20] See
o a PIDs supported [01 - 20]
below
Monitor status since DTCs cleared. (Includes malfunction indicator lamp (MIL)

status and number of DTCs.)

Bit encoded. See below

o

0z
03

Freeze DTC

Fuel system status Bit encoded. See below
04 Calculated engine load %A (or %]
05
06
07
08
09
04

[I=] Intake manifold absolute pressure 255 kPa A
256A+ B

Engine coolant temperature A—40

Short term fuel trim—Bank 1
- 100
Long term fuel trim—Bank 1 -100 (Reduce | 99.2 (Add Fuel: m.ﬁl — 100

Short term fuel trim—Bank 2 Fuel: Too Rich) Too Lean) i
{or 128 100,

Long term fuel trim—Bank 2

P L e I o

Fuel pressure (gauge pressure) 765 kPa 34

ac Engine RPM 16,383.75 rem

1} Vehicle speed 255 km/h

® before

[E Timing advance 63.5
TDC

Intake air temperature 215 °C

MAF air flow rate grams/sec




A2l £ Queryst?|

#include <mcp_can.h>
#include <SPLh>

long unsigned int rxid;
unsigned char len = 0;
unsigned char rxBuf[8];

MCP_CAN CANO(9); // Set CS to pin 9

void setup()
{

Serial.begin(115200);
CANO.begin(CAN_500KBPS, MCP_8MHz);
pinMode(2, INPUT);

}

// init can bus : baudrate = 500k
// Setting pin 2 for /INT input

void loop()

{
unsigned char stmp[8] = { 0x02, 0x01, 0x0D, 0x00, 0x00, 0x00, 0x00, 0x00 };
unsigned int speed;

while(1){
CANO.sendMsgBuf(0x7DF, 0, 8, stmp);

while(1){
if(IdigitalRead(2)) {
CANO.readMsgBuf(&Ien, rxBuf);
rxld = CANO.getCanld();

// Read data: len = data length, buf = data byte(s)
// Get message ID

if(rxld == Ox7E8 && rxBuf[2] == 0x0d) {
speed = rxBuf[3];
Serial.print("Speed : ");
Serial.printin(speed);
break;
}
}

}
delay(1000);
}

[Query]

ID : Ox7DF
Length : 0x02
Mode : 0x01
PID : Ox0D

[Response]
ID : OxX7E8
Length
Mode : 0x41
PID : 0xOD
DATA




Request 85 vs &I

Al
oo

— Length + (241 3t + ) + Parameter

Ay
— Length + + Ajo| g + Parameter
— https://automotive.wiki/index.php/ISO_14229

value responseCode Description

. - This response code shall not be used in a negative response message. This
0x00 | positiveResponse . . . . .
positiveResponse parameter value is reserved for server internal implementation.

0x01 -

OXOF ISOSAEReserved This range of values is reserved by this document for future definition.
Ox

This response code indicates that the requested action has been rejected by the

server. The generalReject response code shall only be implemented in the server if
0x10 |generalReject none of the negative response codes defined in this document meet the needs of the

implementation. At no means shall this response code be a general replacement for

other response codes defined.

This response code indicates that the requested action will not be taken because the
server does not support the requested service. The server shall send this response
code in case the client has sent a request message with a service identifier, which is

serviceNotSupported either unknown or not supported by the server. Therefore this negative response
code is not shown in the list of negative response codes to be supported for a

diagnostic service, because this negative response code is not applicable for

supported services.




Atgel OBD-1II L EQ H<2

DESCRIPTION g DESCRIPTION
Vendor Option S Vendor Option
J1850 Bus + ( 11850 BUS
Vendor Option Vendor Option
Chassis Ground 2 Vendor Option

Signal Ground 3 Vendor Option

CAN (J-2234) High CAN (7-2234) Low
ISO 9141-2 K-Line 1SO 9141-2 Low

Vendor Option 3 Battery Power
P )

OBD-II Connector and Pinout

DLC(Data Link Connector) — X[ &%

OBD-Il Cable

29ot|

|

‘BZ(CAN H) EM(CAN L) HZ%

‘d(GND)




OBD-II £ HMl=

« https://ko.aliexpress.com/item/2017-100-Original-New-Arrival-Xtool-
U485-Eobd2-0BD2-CAN-BUS-Auto-Diagnostic-Scanner-Live-
Data/32796565103.html




OBD-II £ HMl=

* http://itempage3.auction.co.kr/DetailView.aspx?Item
No=B339256620

~ n V1.5 XFZEICH A7 OBD2 ELM327 B 1.5

6 Bluetooth OBD2

Ak Ak 99% = TOH 244 (H242 234

Th 9/25(8) S0l - cotul

Bl - FEA| A (2,500)

C M@W(ﬂm’ ADFAFHA] | CH 1.5% =2

Interface

Supports all OBDII protocels EE’AISS' Ei}EE’-OIA} @7}5$/'a|%‘

MK - J|EL

Super ELM327 Scanner
YUFER OBRINSTURE

16,900




OBD-II £ HMl=

« ELM327 2|¢te| ADIEE APP (EX. RealDash)

~_

- = . <o oae
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{ tend ' N 1 o~ —
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OBD-II £ HMl=

* http://itempage3.auction.co.kr/DetailView.aspx?Item
No=A968350213

2 wofixie] 22 4F 67 HR|

ZAEA|O[X|/ AR Z2EHA/ADEFIATNH

59 159,600¢!

Qe - DR A
AOIFHA| o 1.5% =
Estcgont FFotcstee

FLEX] - Lt

159,600¢

159,600




DTCTH?
» DTC(Diagnostic Trouble Code)

. SHLEO| UMY + 4XI2| £X12 24 (ex. PO301)
— OHIIHl = OC|M X2} WAHSH=X| HA|
P - Powertrain (21X, O|M)
B - Body Control Module (SA4)
» C - Chassis (M)
— 4xf2| £ = DOl Y FA
— http://www.obdiicsu.com/obd-ii-H[O|E{-2. 8- E



UDS diagnostico|gt?

Unified Diagnostic Services
ISO 14229 &=

OBD-II%t= T CHE Xtk 0| 5== AR 25
— Ex> ECU Reset, Firmware §2E /CHERE 2t5

https://en.wikipedia.org/wiki/Unified_Di
agnostic_Services



Request
SID

Upload /

Download

Response
SID

$50

$51

$67

®

Diagnestic

UDS diagnostic

Description

UDS uses different operating sessions, which can be changed using the "Diagnostic Session Control". Depending on which session is active, different services
are available. On start, the control unit is by default in the "Default Session”. Other sessions are defined, but are not required to be implemented depending

on the type of device:

* "Programming Session” used to upload software.

Session Control | | »gypended Diagnostic Session” used to unlock additional diagnostic functions, such as the adjustment of sensors.

ECU Reset

Security Access

» "Safety system diagnostic session” used to test all safety-critical diagnostic functions, such as airbag tests.

In addition, there are reserved session identifiers that can be defined for vehicle manufacturers and vehicle suppliers specific use.

The service "ECU reset” is used to restart the control unit (ECU). Depending on the control unit hardware and implementation, different forms of reset can be
used:

» "Hard Reset" simulates a shutdown of the power supply.

» "key off on Reset" simulates the drain and turn on the ignition with the key.

» "Soft Reset” allows initialization of certain program units and their storage structures.

Again, there are reserved values that can be defined for vehicle manufacturers and vehicle suppliers specific use.

Security check is available to enable the most security-critical services. For this purpose a "Seed” is generated and sent to the client by the control unit. From

this "Seed" the client has to compute a "Key" and send it back to the control unit to unlock the security-critical services.

Request Downloading new software or other data into the control unit is introduced using the "Request Download". Here, the location and size of the data is
Download specified. In turn, the controller specifies how large the data packets can be.
Request The service "request upload" is almost identical to the service "Request Download". With this service, the software from the control unit is transferred to the
Upload tester. The location and size must be specified. Again, the size of the data blocks are specified by the tester.

For the actual transmission of data, the service "Transfer Data” is used. This service is used for both uploading and downloading data. The transtfer direction
Transfer Data | is notified in advance by the service "Request Download” or "Upload Request”. This service should try to send packets at maximum length, as specified in

previous services. If the data set is larger than the maximum, the "Transfer Data" service must be used several times in succession until all data has arrived.

R " A data transmission can be ‘completed’ when using the "Transfer Exit" service. This service is used for comparison between the control unit and the tester.
eques

. When it is running, a control unit can answer negatively on this request to stop a data transfer request. This will be used when the amount of data (set in
ransfer Exi

"Request Download” or "Upload Request”) has not been transferred.
Request File This service is used to initiate a file download from the client to the server or upload from the server to the client. Additionally information about the file

Transfer systemn are available by this service.




CAN Packet ZX|?]




UDS Scanning

// Diagnostic Session Control Packet(0x10)
unsigned char stmp[8] = { 0x02, 0x10, 0x01, 0x00, 0x00, 0x00, 0x00, 0x00 };

for(id=0x780; id<0x800; id+ +)

{
// CAN T3l H&
CANO.sendMsgBuf(id, 0, 8, stmp);

CANO.readMsgBuf(&Ilen, rxBuf); // Read data: len = data
rxld = CANO.getCanld(); // Get message ID

// ID7} id+80|2}H EX]
HECEENREX)))
{




UDS Scanning

Al A1%(& % 2%)oll 3t Scanning Zat

can init ol!!
Time: 11
scanning id. ..

nning id,..

scanning id...

scanning id. ..

nning id...

scanning id.

Reqeust D 701, SRONSE : 3 7F 10 12 00 0O oo oo

g 10 D2, ’ o0 0o 0o oo
Reageust D¢ 704, : a 2 00 00 00 oo
scanning id... Ox
Reqgeust |D: 7EO, Response |D: d 7F 10 12 55 |
Regeust 1D VE1, Response |D: 3 7R 10 12 00
scanning id... Ox07f0
Regeust [D: 7F1, Hesponse |D: 7FS 2t a0 00 0o oo oo

scanning Finished




Ex> 70 = PCM(ECM)

a8 Con}iguration and Parameter Chart

Module Module Requires | Reprogram/ | Requires Adaptive Available
Address PMI Flash Learning or Programmable
Capable Calibration Parameters

ur\ Protocol
Module (APIM)

Audio Control Module 72 (es ] [ External Satellite
{ACM) e ] ,\udlu

Front Controls Interface
Module (FCIM)

Global Positioning
System Module (GPSM)

Instrument Panel Cluster
(IPC)

Oceupant Classification at weight sensor
System Module (OCSM) re-Zero

Axle ratio
Speed control
Refueling event Tre size
Fuel trim

Power Steering Control
Module (PSCM)

Restraints Control .' ii.mcri; P

Module (RCM) T (eCall) present

Smart Junction Box (S1B) 726 fes s Locking light
feedback
Remote panic
Security homn al»

http://juchems.com/ServiceManuals/viewfile3f27.pdf?dir=1029&viewfile=Module%20Con
figuration.pdf%5D



Security Access

« Request Security Access (Step1)
— 0x02 0x27 0x01

* Response : Random SEED (Challenge Value)
— Controller2t Tester?t M2 2 Y53t KeyE 2HX| . Qlofof &t
— 0| Random SEEDE 43 5t5t CHA| Controller2 M4 (A Al Q15 4-3)

@ COMS6 (Arduino/Genuino Uno) & COMS6 (Arduino/Genuino Uno)

7F 00 00 00 D

03 ¥F 27 TF 00 00 00 Reqgeust 1D: TF1, S |0 7FS 03 YF 27 7F 00 OO0 OO0 OO
ning Finished




UDS + Kill Engine

» RoutineControl& Sl ZYH| %I K| 215

/
- Kill Engine - Ford
| Engines are actually pretty sensitive beasts. Give them too much or too little gas / air and
they won't work. The Ford has a particular RoutineControl 4044 that Kills the engine. The
packet in guestion looks like:

IDH: 07, IDL: EOQO, Len: 08, Data: 05 31 01 40 44 FF 00 00

The parameter seems to be some kind of bit-field on which cylinder to kill. Sending FF
Kills them all. By continuously sending this packet you will kill the engine and it won't start
up again until you stop sending the packet. See video ford-kill-engine.mov. In fact, even
after stopping sending the packet, the engine is still in a pretty bad state for a while. See
video ford-kill-bad-state.mov.

For this attack, you don’t need to establish a diagnostic session and it works at any
speed.




Firmware Re-Programming

M9 7878

— DiagnosticSessionControl
ek 87

— SecurityAccess
Programming 87

— RequestDownload

Data ™%

— TransferData

IN
Data f5 =

— RequestTransferExit



Ox7EO | O3 AA BB CC 00

00

ISO-TP EZ : CAN bus packetollA 2] length g} sHA! 2F

0 - Single Frame
CHY {3l CtS 4H|EE lengthZ sl A

1 - First Frame

— HE| m§3le| A mf3! CtZ 12H|EE lengthZ SHA
2 - Consecutive Frame

— CE| m{3l9| LIHX| Ij3l CIZ 4H|EE offsetQ 2 SHA
3 - Flow Control Frame

— First Frame Packet©]| Cliigl acknowledgement

can0 7EQ0#
can0 7E8#
can0 7EQ0#
can0 7EQ0#
can0 7EQ0#
can0 7EQ0#
can0 7EQ0#
can0 7EQ0#
can0 7EQ0#
can0 7EQ0#

OFF36C000000004
000005555555555
17F000000000280
2007F0080000000
300000000000000
43145434B443531
54C303300000000
600000000010000
70043174F26C004
8020000000080FF




Multi Packet Example

B 192.168.0.164 - Pu

cansend can0 TEO# ; TEO#

rootBraspberrypi:~#

can0 root@raspberrypi:~

L

canl
canl
canl

can0




2t=H|2|xto|3 + CAN F4!
OBD-II T %Hd| Algslf 22|
XIFo| Speed Queryst?|
DIY LED Strip 2tAlst7|
UDS Scanning s}2|




g L HIEQAS =2

. 85 MS A0 TR ME EYXHQI YEYD ALS

Speed (bit/s)

O =

Embedded Control Hul:ilHndia

MOST

H-by-Wire Systems -~

FlexRay

—Real-Time Control

Body Electronics, Convenience Features

2 5

o]

Relative Incremental Cost per Node ($)

A Class

B Class

C Class

D Class

ULt HE S
e AE S, T £
Aol HEE
#, ABS
E|O|C|o] e
TCiRIE TV, Qe Y

LIN 20kbps O[S}
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OBD-II + LED Strip = ?

* https://www.youtube.com/watch?v=gcDvVVZVvno
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// demo: CAN-BUS Shield, send data
#include <mcp_can.h>
#include <SPlL.h>

MCP_CAN CANO(9); // Set CS to pin 10
void setup()
{
Serial.begin(115200);
// init can bus, baudrate: 500k
if(CANO.begin(CAN_500KBPS, MCP_8MHz) == CAN_OK) Serial.print(“can init ok!'¥¥ri¥n");
else Serial.print("Can init fail!'¥rit¥n");
}

unsigned char stmp[8] = { |

void loop()
{

int i;

stmp[0] = 2;
for(i=0; i<100; i+ +){
CANO.sendMsgBuf(0x545, 0, 8, stmp);

delay(10); // send data per 100ms
}
stmp[0] = O;
for(i=0; i<100; i+ +){

CANO.sendMsgBuf( , 0, 8, stmp);

delay(10); // send data per 100ms
}

}




CAN Message 54!

« of|H| -> MCP2515_lib_master -> send

// demo: CAN-BUS Shield, send data
#include <mcp_can.h>
#include <SPl.h>

MCP_CAN CANO(9); // Set CS to pin 10

void setup()
{
Serial.begin(115200);
// init can bus, baudrate: 500k
if(CANO.begin(CAN_500KBPS, MCP_8MHz) == CAN_OK) Serial.print("can init
ok!"Writn");
else Serial.print("Can init fail!'¥ri#n");
}

unsigned char stmp|[8] =

void loop()

{
// send data: id = 0x00, standrad flame, data len = 8, stmp: data buf
CANO.sendMsgBuf( , 0, 8, stmp);

delay(10); // send data per 100ms
}




* https://community.comma.ai/cabana/?demo=1

comma cabana

RENTLY EDITING:
acura_ilx_2016_can.dbc

ILABLE MES!
Filter

Name
STEERIN NTROL
GAS_PEDAL2
GAS_PEDAL
STEERING_ ORS
POWERTRAIN_DATA
POWERTRAIN_DATA2
STEER_STATUS
GEARBOX
VSA_STATUS

BUTT

KKK 4

ST

CAN Packet Samples

08 00 18

SELECTE :
POWERTRAIN_

¥ Edit Signals

XMISSION_SPEED
ENGINE_RPM
XMISSION_SPEED2
ODOMETER
CHECKSUM

COUNTER

Message Packets

Show Plot

Show Plot

Show Plot

Show Plot

Show Plot

EXPAND ALL

ENGINE_RPM
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