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What is RF?
RF Spectrum Analyzing
RF signal replay attack!

RF signal binary pattern analyzing





https://youtu.be/9WjSUpe_qfs

RF Spectrum Analyzing
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HackRF 274

. BM MBS £54 SEQ 0] |

« 1 MHz to 6 GHz operating frequency

« half-duplex transceiver

« compatible with GNU Radio, SDR#, and more
« SMA female antenna connector

* Hi-Speed USB 2.0

«  USB-powered

* open source hardware



https://greatscottgadgets.com/hackrf/
http://store.isource-asia.com/products/hackrf-one
https://www.kickstarter.com/projects/mossmann/hackrf-an-open-source-sdr-platform

RF AHEZH 24 Al

FM 2tC| 2 (89Mhz)

2% 2|27 (315, 433, 915Mhz, 2.4Ghz)

WIFI (2.4Ghz)

M Xt @IX| (2.45Ghz)

= EA AlS (1970Mhz)
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https://youtu.be/w8aNrUW7JUc
https://youtu.be/o5HqeJhzVjo
https://youtu.be/49W7plgrRn0
https://youtu.be/yu_Seu7cV74
https://youtu.be/NJ11KNb2Z4U
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Android RF Analyzer
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https://youtu.be/KlfpHLpqtlA

RF Signal Replay Attack



£dt_View Build Help

Moise Source
Moise Type: Gaussian

>>> Done
enerating: *fUsers/andy/Desktopftop_block py*

xecuting: “Users/andy/Desktopftop_block py"

xiib: extension *RANDR" missing on display *tmp/launch-ssXaMforg.x:0".

GNU Radio &~

N untitled.grc - /Users/andy/Desktop - GNU Radio Companion

Waterfall sink
Plot

Waterfall Plot

[ Sources )

[ Sinks ]

[ Graphical Sinks ]

{ operators ]

[ Type Conversions ]

{ Misc Conversions ]
{ Synchronizers ]

{ Level Controls )

[ Fil

{ Modulators ]

s0d8
3748
, 2548
1248
ode
2 3
15 10 5 ° s 10 RSy

Frequency (kHz)

> [ Stream Conversions )

Options.
O Average

|
Axes Options
Time Scale:

Dyn Range:
Ref Level:
Color: RGB1

Autoscale

BMAMT H2| SDR AZEQ|0
SDR = Software Defined Radio

Linux, Mac OSO|A] A3 Jts

2H A S5 THs

=] =)
24 A3 record/reply 7ts
[=]

QELA

http://gnuradio.org/



GNU Radio A

—_ = O

« Block?| O|d} : C}Y¥ol 7| 5=
« Source®t Sink2| 0|3l : Source = H|O|E 2| 2&X]|, Sink = SAX|
« Osmocom?®| O|dl : HackRF7} AF&SI= Device Driver

Options

ID: top_block

Generate Options: WX GU|

Variable
ID: samp_rate
Value: 10M

Variable
ID: center_freq
Value: 97.9M

Variable
ID: channel_freq
Value: 96.5M

Variable
1D: channel_width
Value: 200k

ChoO: Frequency 3
ChoO: Freq. Corr. (ppm): 0
Cho: DC Offset Mode: Off
Cho: 1Q Balance Mode: Off
ChO: Gain Mode: Manual
ChoO: RF Gain (dB): 0

Cho: IF Gain (dB): 20

Cho: BB Gain (dB): 20

Signal Source
Sample Rate: 10M
Waveform: Cosine
Frequency: 1.4M
Amplitude: 1
Offset: 0

WX GUI FFT Sink
Title: FFT Plot
Sample Rate: 10M
Baseband Freq: 97.5M
Y per Div: 10 dB
Y Divs: 10
Ref Level (dB): 0
Ref Scale (p2p): 2
FFT Size: 1.024k
Refresh Rate: 15
Average Alpha: 0
Freq Set Varname: None

WX GUI Slider
1D: audio_gain
Default Value: 1
Minimum: 0
Maximum: 10
Converter: Float

< HIEH

o od

BlockO|2t= 2= CHR 2 NS

Low Pass Filter
Decimation: 50
Gain: 1
Sample Rate: 10M
Cutoff Freq: 75k
Transition Width: 25k
Window: Hamming
Beta: 6.76

WX GUI FFT Sink
Title: FFT Plot
Sample Rate: 10M
Baseband Freq: 96.5M
Y per Div: 10 dB
Y Divs: 10
Ref Level (dB): 0
Ref Scale (p2p): 2
FFT Size: 1.024k
Refresh Rate: 15
Average Alpha: 0
Freq Set Varname: None

Rational Resampler
Interpolation: 12
Decimation: 5

Taps:

Fractional BW: 0

WBFM Receive
Quadrature Rate: 480k | |
Audio Decimation: 10
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Pentoo Linux 27|

HZ O £|M3I=El Linux HIZ &2

” driver = snd-ens1371...
» UideoCard: nVidia CorporationiNUV1BDDR [GeForce 256 DDRI... ok
» Starting Bluetooth...
- Starting hcid... ok
* Starting sdpd... g%
" Starting rfcomm. .. ok
» Starting portmap... ok
» Starting famd... ok
» Mounting network filesystems... ok
» Starting local... ok
» Setting Console frame buffer images... ok
Last login: Thu Feb 17 23:49:33 on w2
This is pentoo livecd by Michael Zanetta (mzanetta@pentoo.ch)
Welcome to Pentoo on Gentoo linux...
First type ifconfig -a to see if your network card has been detected.
You can type net-setup ethB to setup your network interface.
You are jailed in the root user so no need to try sudo or su.
If you are connected to the internet and have loaded the nessus plugins in ram or on
the usb stick, just type ne s-update-plugins to have the up-to-date -7 days plugins.
oo [ |
‘ o
e ”
IV LIVEL




Mac + HackRF

1. Xquartz(X11) &X].
— http://xquartz.macosforge.org/landing/

2. MACPORTS & X,
— https://guide.macports.org/chunked/installing.shell.html

3. HOlE & ¢

> sudo port self

> xcode-select --install

> sudo port install gnuradio

> sudo port install gr-osmosdr

// BIE=tHo| Ht= 747 4d.
* In -s /opt/local/bin/gnuradio-companion ~/Desktop/



RF 212 replay attack

» GNU Radiog 0|&¢t 7442 Recording
— RF signal Source -> File Sink

» Recording =l 412 X4
— File Source /1EH
— Osmocom Sinkz2 =&



RF A2 Record

Options
22 top_block
Generate Options: WX GUI

Variable
ID: samp_rate File Sink
Value: 20M File: ...a/r_data/ricar_left
Unbuffered: Off
Append file: Overarite

WX GUI Slider
1D: cantor_froq
Default Value: 27M osmocom Source

Minimum: 26M
R X
i B Sample Rate (sps): 20M

Converter: Float

ChO: RF Gain (dB): 10
ChoO: IF Gain (dB): 20 WX GUI FFT Sink
ChO0: BB Gain (dB): 20 Title: FFT Plat

Sample Rate: 20M

Basoband Froq: 27M

Y per Div: 10dB

Y Divs: 10

Ref Level (dB): 0

Ref Scak (p2p): 2

FFT Size: 1.024k

Refresh Rate: 15

Freq Set Varname: None




Options
2 top_block
Generate Options: WX GUI

Variable
10: samp_rate
Value: 20M

File Source
File: ...d_data/dcar_foward

Repoat: Yeos

~12 Replay

osmocom Sink
Sample Rate (sps): 20M
ChO: Frequency (Hz): 27M
ChoO: Freq. Com. (ppm): 0
ChO: RF Gain (dB): 10
Cho: IF Gain (dB): 20
Cho: BB Gain (dB): 20

WX GUI FFT Sink
Title: FFT Plot
Sample Rate: 20M
Baseband Freq: 0
Y per Div: 1048
Y Divs: 10
Ref Level (dB): 0
Ref Scale (p2p): 2
FFT Size: 1.024k
Refresh Rate: 15
Freq Set Varname:
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https://youtu.be/rC3cKMXD7VQ
https://youtu.be/M1YYRAGeuRE
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RF =It==(Frequency)

« 315, 433, 868, 915MHz :
» 13.56Mhz : RFID,
« 24Ghz : Wifi, Bluetooth, Zigbee,




.>M bands defined by the ITU-R are:l?!

Frequency range

6.765 MHz
13.553 MHz
26.957 MHz
40.660 MHz

433.050 MHz

902.000 MHz
2400 GHz

5725 GHz

24.000 GHz

61.000 GHz
122.000 GHz
244.000 GHz

6.795 MHz
13.567 MHz
27.283 MHz
40.700 MHz

434.790 MHz

928.000 MHz
2.500 GHz

5.875 GHz

24.250 GHz

61.500 GHz
123.000 GHz
246.000 GHz

Bandwidth

30 kHz
14 kHz
326 kHz
40 kHz

1.74 MHz

26 MHz
100 MHz

150 MHz

250 MHz

500 MHz
1GHz
2 GHz

Center
frequency

6.780 MHz
13.560 MHz
27.120 MHz
40.680 MHz

433.920 MHz

915.000 MHz
2450 GHz

5.800 GHz

24.125 GHz

61.250 GHz
122.500 GHz
245.000 GHz

Availability

Subject to local acceptance
Worldwide
Worldwide
Worldwide

Region 1 only and subject to local
acceptance

Region 2 only (with some exceptions)

Worldwide

Worldwide

Worldwide

Subject to local acceptance
Subject to local acceptance

Subject to local acceptance

ISM B E

Industrial, Scientific and Medical (ISM)
AFR, bt Q|2 80 2 KR/ AL

+ Qe FOi 0o

Licensed users

Fixed & Mobile services
Fixed & Mobile services
Citizens band radio [@

Fixed & Mobile services
Amateur Radio (70 cm band) & Radar

Amateur Radio (33 ¢cm band), Mobile services & Radar
Amateur Radio (13 ¢cm band), Microwave links & Radar

Amateur Radio (5 cm band), Earth stations, Microwave links
& Radar

Amateur Radio (1.2 cm band) & Radar (K band Radar
guns)

Microwave links & Radar
Amateur Radio (2.5 mm band) & Microwave links

Amateur Radio (1 mm band), Radar & Radio Astronomy






https://youtu.be/H6wHU1Fo5QQ



https://youtu.be/u9T4-BzIxxk



https://youtu.be/i6-yqsW2mKc
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https://youtu.be/MxHvFyShFuM

1~3Xt Al

e 1A} Al — AL}

e« DK} Al — AT}

e 3X} A|E — Al + Ban.. OTL


https://youtu.be/QdE_3Kh6f_4
https://youtu.be/XNDQWUahdfE
https://youtu.be/CYLe2wf1O8A
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https://youtu.be/V3v-OnJmXms
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https://youtu.be/xT5masLZ2eI
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https://youtu.be/Er5gdhGf9RA
https://youtu.be/1rwOkiUx1WI



https://youtu.be/u4BsxkiIgIE
https://youtu.be/1nE0TrR9AjA






https://youtu.be/4NW5m3PHCTg
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https://youtu.be/zfoUI6Z5RBo

:'hl"uu FREH)9) (EPR2DN)
0220076 08

TMJ[ LD

)k 3
/ 4'!;:514;'3' nm
IEAEILEY)
SAGN /w 06]7] R85
h I Uk 8




Z/xH/2/H/ S/ JELETEEINPNC

FApH|xIRk
LPRA|AR
RFA|AH
B|REAIAE

PRS- il

HEAM




Lox VG2 x VU sm x VIl o x V@D x VT xVGrf x \wa(x1Goy x| whex M x1Ga x\anCk

C' | & https://www.google.co.kr/?gws_rd=ssl#newwindow=1&qg=HAD+HAT315
: 08 o Bookmarks A7 22820 G Hel N2 33 0. G grayhash 20145 9. FF] GrayHash - &G |9 “Tiger Team Warga...

Google

HAD HAT315
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Amww.fec.gov

2 < Bookmarks AT 292N 1, - ... G grayhash 20145 2. PE] GrayHash - Z2IG

[ ] =Tiger Team Warga...
Federal Communications Commission »AA Display Options

The FCC Our Work Tools & Data

Business & Licensing Bureaus & Offices

M Discuss

Guides Reports

Texting While Driving

Unwanted Marketing Calls

Lifeline: Affordable Phone Service

Open Internet )
Caller ID and Spoofing

En Espariol

More ...

e
OISR

2 Rr TS

Headlines More Headlines » Events More Events »

Commission Meetings »

October 23, 2015 - Report And Order

s AM on

Connect2HealthFCC Beyond the
Beltway Series: Ohio
October 26, 2015




Replay Attack A|2| &

- Sample Rate 4£0| A &5} OF StC},
—32Khz : X

—20Mhz : O
— 50Mhz : X
» M3 I} okgtk B2 Multiply Const Block=
O| &5t S=A[ZIC
—1->2->73



RF Signal Modulation



Modulation

. ASK FSK 2&d|0|M




FSK O Al

* Frequency-Shift Keying

Baseband data: .. .l

FSK modulated




FSK Modulation

P‘T‘ EE TS5 CR oy s o T ) T
= J | wR =57 ~54-51~48-45 ~42 - Click 10 Stant Monitoring l-ll-ls-il -9 -6 -3 0”,

mjw|»  el"

o i | s O Sl ) e X | )9

_BIG L3 ojo|3 Q 27(Slcrco) Récordang Chan... [ 4) U

)| 1.0490 1.0500  1.0510 10520  1.0530 10540 10550 10560 10570 |, 1.0580
10 N
0.5-

0.0




ASK O A

« Amplitude-Shift Keying

Baseband data: .. ..

ASK modulated
signal:







ASK-OOK Modulation

B, ;(éi(;;i—f;ééordir1g Chan... H ) LHQ & ‘l Q- Dumlafﬁiwj ’;,

/O 1.82470 1.8
2490 1.82510 1.82530 1.82550 1.82570 1.82590 1.82610” 1:82:5 1.826

B

i i

l"; 3




Binary Pattern &3



Ch= replay attackO| O, M A 9|
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SEH E4S

e hackrf fm
— RF signal dumper

* SOX
— Swiss army knife of sound processing
— Apt-get install sox
— Port install sox

« Audacity
— Sound player



WEVEARS

« # hackrf_fm -f 433000000 -s 2000000 | sox -t raw
-r 2000000 -e signed-integer -b 16 -¢ 1 -V1 - save.wav

2ASPREL .
5 2 (Stereo) Recording Chan... By wast B
1.0490 1.0500 1.0510 10520 10530 10540 10550 10560 10570 | 10580 10550 10600 10610 16

| 10/
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Xt= Close =
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0.8200 0.8210
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11 1T T T

i

0 T 0t

ALFRUELERICRLL L | 1] IHH il

T !



RF T ZIO| L& (nRF24L01 Of)

Preamble 1 byte| Address 3-5 byte Packet Control Field 9 bit Payload 0 - 32 byte CF;?I; =

Figure 4. An Enhanced ShockBurst™ packet with payload (0-32 bytes)

7.3.1 Preamble

The preamble is a bit sequence used to detect O and 1 levels in the receiver. The preamble is one byte
long and is either 01010101 or 10101010. If the first bit in the address is 1 the preamble is automatically

set to 10101010 and if the first bit is O the preamble is automatically set to 01010101. This is done to
ensure there are enough transitions in the preamble to stabilize the receiver.

7.3.2 Address

This is the address for the receiver. An address ensures that the correct packet are detected by the
receiver. The address field can be configured to be 3, 4 or, 5 bytes long with the Aw register.

Note: Addresses where the level shifts only one time (that is, 000FFFFFFF) can often be detected in
noise and can give a false detection, which may give a raised Packet-Error-Rate. Addresses
as a continuation of the preamble (hi-low toggling) raises the Packet-Error-Rate.




NRF24L01 Spec

« Radio X Worldwide 2.4GHz ISM band operation
- 126 RF channels

- GFSK modulation

- Up to 2Mbps on air data rate

- 1.9 to 3.6V supply range

-Datasheet



http://www.nordicsemi.com/eng/content/download/2730/34105/file/nRF24L01_Product_Specification_v2_0.pdf

CC1111 Spec

- 17|7} O|5te| Fu}=

- 315/433/868/915MHz ISM/SRD bands
- FSK, ASK modulation

- Up to 500Kbps on air data rate

- 3.6V supply range

-Datasheet



http://www.ti.com/product/cc1110-cc1111
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