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§client = TCPSocket.new(host,port)
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r id):;
fuser pa

1w ("tell we your
exit;

r id == "adwmin") !

("you cannot use this account'™);

if (strleni$
echo ("sorry! ") ;

exit;

= from Mermb where user id='! r id'";
esult = oy query | lect * from Merwmbd » where user id='§user id'"™):;
cho 'Query

_hum rows(§res sl ;
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echo("failed™) ;
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int main(int argc,char **argv,char **environ)
{

int 1;

for(i = 0; environli] != NULL; i+ +)
memset(environ[i], 'WO0', strlen(environlil));

~N O Ol W+



8 if(argc<=2)

9 {

10 if(argv[1]==NULL)

11 {

12 printf(argv[0]);

13 puts("WnWn");

14 }

15 }

16 else

17 {

18 printf("argc = %dWn",argc);
19 printf("argv[0] = %sWn",argv[0]);
20 }

21

22 return O;

23 }
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int main(int argc, char#* argv)
{
execl("./filename",argv[1],0);
}
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printfi
fseek(fp, ,
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fvrite (b, (size
fclose (fp)
fclose (fp2
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.nev(host, ARGV[0] )
sclient.write |

§client.r
print nsSqg
return msg
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{stdio.h>
i {fcntl.h>
buf[10000000];
int main(int argc, char=** arqu)
{
int Fd=3;
77 It
int size= 1880080
/7 AMO| == Cf= 1000000
FILE *fp=fopen("ANS. txt s u');
printf("FILE SIZE : lH!lI',‘,i/(');
1seek(fd,0,SEEK_SET);
R EESEE
read(fd, buF ,5ize);
/7 .password= 21 (M
furite(buf, 5129 1,fp)
// ANS.txt(f| =C}.
fclose(fp)H
close(fd);
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fprint{int a1, const char =a2, ...)

har v3; // [sp+28h] [bp-4006h]E1
a_list vaj; // [sp+438h] [bp+16h]@E1
har v5; // [sp+427h] [bp-1h]@1

a_start({va, az);
emset(&uvi, 0, 0x480u);
sprintf(&ud, a2, va);

[N o 0;

eturn fputs(&ui, (FILE *)stdout);

d,ale Y EQE o)Al a2+ EWAERY 1 HE valist7} =2t}

A& variable listE AF-&38t=d], Vsprintf% % o Zdo] HALE 3FA| Zal va_listZ ol AL ¢ %s" o] FH3

ol dol7 1024121 v3ol A buffer overflow FFdo] &)ttt AL o9k},

1ile ( fread{&v10, 18u, 1u, v9) )

if ( tstrncmp((const char »)&uio, “GET;'", A4u) )
{
sscanf((const char *)&u10, "GET;%d;", &u11);
vl = malloc{12u);
ui2 = ulh;
*{(( DWORD »*)ul + 2) = vilil;
*(( DWORD »)ui2 + 1) malloc(uvi11);
fread(»((void »»)ul2 + 1), vil, 1u, v9);

if (vg )
#( DWORD *)u8 = v12;
else
vi3 = vi2;
Ul = vu1?2 M
}
sult = vi13;
3 = vul3;

1ile ( ve )

fprint(stdout, "%s'", *(( DWORD »)ug + 1));
result = *(void »»)u8;
u8 = *(void **)u8;
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t Fakeprint {
struct Fakeprint *next;
char *text;
int size;
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to v8o] while QoA o] FxA o] FAE AGetA =i, vi32 ©] B~EC] heads AstAl wrh.
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d challenge{int sd cli)

char cmd[5];

char path[17]={0,},*p;
char buffer[128];

int len;

FILE *fd;

while{1)
{
memset{cmd, 6x00,5);
read{sd cli,cmd,5);
if{*strncmp{cmd,"READ:",5))
{
len=read{sd_cli,path,16);
asprintf{&p,"%s/%s" ,root,path);
log_serv{p);
if{strstr{p,”/7.."))
{
log_serv(" W'/..W" detectedin');
return;

}

if{ (fd=fopen(p,”r")) ==0 )
{

log _serv({" File open failed %n'");
continue;
b
fgets{buffer,128,fd);
write(sd cli,buffer,128);
close(fd);
h

else return;
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d log_serv(char xp)

fprintf(stdout,p);
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root=(char =)malloc(12);

strcpy(root,”/var/empty™);
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048c4b <main+ 300>: movl $0xc,(%esp,1)
048c52 <main+ 307>: call 0x8048860
048c57 <main+ 312>: mov YPeax,0x804alec
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