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BOOL CDeviceControlDIg::CreatDevice(char* sc_name, char* sc_path)

SC_HANDLE hSCMan = NULL;
SC_HANDLE hService = NULL;

if((hSCMan = OpenSCManager(0, 0, SC_MANAGER_ALL_ACCESS)) == 0)
{

TRACE("AH| =& €4 glsYTh");

return FALSE;

if((hService = CreateServiceA(hSCMan, sc_name, SC_name,
SC_MANAGER_ALL_ACCESS, SERVICE_KERNEL_DRIVER,



SERVICE_DEMAND_START, SERVICE_ERROR_NORMAL, sc_path,
0,0,0,0,0) == 0)

if(GetLastError() == ERROR_SERVICE_EXISTS)
TRACE("e] 7] A2 ¥ o] 5 H th.wn");
else if(GetLastError() == ERROR_SERVICE_MARKED_FOR_DELETE)
TRACE("M P27} AAH =S B4 Qo AdE7Hwn");
CloseServiceHandle(hSCMan);
return FALSE;

StartService(hService, 0, 0);
TRACE("4E #| &F=wn");
CloseServiceHandle(hService);
CloseServiceHandle(hSCMan);
return TRUE;

BOOL CDeviceControlDIg::UnloadDevice(char* sc_name)

{

DWORD dweError = ERROR_SUCCESS;
SC_HANDLE hSCMan = NULL;
SC_HANDLE hService = NULL;
SERVICE_STATUS serviceStatus;

if((hSCMan = OpenSCManager(0, 0, SC_MANAGER_ALL_ACCESS)) == 0)
{

TRACE("A ¥ =& &5 glEuTh");

return FALSE;

if((hService = OpenServiceA(hSCMan, sc_name, SERVICE_ALL_ACCESS)) == 0)
{
TRACE("AHI &7k A=A @k U th.wn');
CloseServiceHandle(hSCMan);
return FALSE;

ControlService(hService, SERVICE_CONTROL_STOP,&serviceStatus);



if(DeleteService(hService) == 0)

{
if(GetLastError() == ERROR_SERVICE_MARKED_FOR_DELETE)
TRACE("AH] 27} o]m] A AHAd=AE5HThwn");
}
else

TRACE("M R 27} AAFHJEUTH T2a28E SE&FEYhwn");

CloseServiceHandle(hSCMan);
return TRUE;
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CreateServiceA(hSCMan, sc_name, sc_name, SC_MANAGER_ALL_ACCESS,
SERVICE_KERNEL_DRIVER, SERVICE_DEMAND_START, SERVICE_ERROR_NORMAL,
sc_path, 0, 0, 0, 0, 0))
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i DRY #WDriverttaudstub
i DRY WDriverBeep
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i DRY WDrivertFlpydisk
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Driver Name:

Load Address:

Driver Size:

Handle Count:
References:
Aftributes:

Driver Object:

Fastlo Dispatch Table:
Startlo Entry Point:

Add Device Entry Point:

Flags:
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Major Function Codes Supported:

|»

IRP_MJ_CLOSE

Fastlo Entry Points Supported:

Unload Routine ke

Device List:
Device_MName | Device Object | Handles | Ptrs | Refs | &ttached [ FSD
WheviceWInputHook Uxb00db20 [1} |3 1} Ux0 Ux0

s

[ NoMT 4

& DRY WDriverttisapnp ¥
< | E

For Help, press F1

Q- DDKoll Al A 3% = Device Treedts E2 37 telolnr A3H oz g7t
3

of 2o WDMe] o= E 7% X 40| gehe ARate] WA= AL

ohle G EgtolH e dEg FEUT
NTSTATUS  DriverEntry(IN  PDRIVER_OBJECT DriverObject, IN  PUNICODE_STRING
RegistryPath)
{
UINT i;

UNREFERENCED_PARAMETER (RegistryPath);

for i = 0 ; i <= IRP_MJ_MAXIMUM_FUNCTION ; i++)
DriverObject->MajorFunction[i] = OnStubDispatch;



DriverObject->MajorFunction [IRP_MJ_CREATE] = CreateHandler;
DriverObject->MajorFunction [IRP_MJ_CLOSE] = CloseHandler;
DriverObject->MajorFunction [IRP_MJ_PNP] = PNPHandler
DriverObject->MajorFunction [IRP_M]_POWER] = PowerHandler;
DriverObject->MajorFunction [IRP_MJ_INTERNAL_DEVICE_CONTROL] = ControlHandler;

DriverObject->DriverUnload = OnUnload;
DriverObject->DriverExtension->AddDevice

return STATUS_SUCCESS;

DriverObject->MajorFunction[IRP_MJ_CLOSE] = DrvClose;
DriverObject->DriverUnload = DrvUnload;

£ 971 EF AY HIA LK, SCME o] &34 =glo|HE
IRP_MJ]_CREATE, DriverObject->DriverExtension->AddDevice

t}.

AddDevice;
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const WCHAR devicename[]=L"WwWDeviceWwHookDriver";
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2]+ IoCreateSymbolicLink® &% A YTt

const WCHAR devicelink[]=L"wWwWDosDeviceswWHOOKDRIVER";

NTSTATUS  DriverEntry(IN  PDRIVER_OBJECT

RegistryPath)
{

PDEVICE_OBIJECT devobject = 0;
UNICODE_STRING devlink,devhame;
RtlInitUnicodeString(&devname,devicename);

DriverObject, IN PUNICODE_STRING



RtlInitUnicodeString(&devlink,devicelink);

IoCreateDevice(DriverObject, 256, &devname, FILE_DEVICE_UNKNOWN, 0, FALSE,
&devobject);

IoCreateSymbolicLink(&devlink,&devname);

DriverObject->MajorFunction[IRP_MJ_CLOSE] = DrvClose;
DriverObject->DriverUnload = DrvUnload;

return STATUS_SUCCESS;

¥
void DrvUnload(IN PDRIVER_OBIJECT driver)
{
UNICODE_STRING devlink;
RtlInitUnicodeString(&devlink,devicelink);
IoDeleteSymbolicLink(&devlink);
IoDeleteDevice(driver->DeviceObject);
b
NTSTATUS DrvClose(IN PDEVICE_OBIECT device,IN PIRP Irp)
{
Irp->IoStatus.Information=0;
Irp->IoStatus.Status=0;
IoCompleteRequest(Irp,IO_NO_INCREMENT);
return 0;
b
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NTSTATUS ObOpenObjectByName(IN POBJECT_ATTRIBUTES ObjectAttributes,
IN ULONG OPTIONAL, IN ULONG AccessMode, IN ULONG OPTIONALZ2,

IN ULONG DesiredAccess OPTIONAL, IN OUT PVOID ParseContext OPTIONAL,
OUT PHANDLE Handle);

PDRIVER_OBIECT SearchDriverObject(PUNICODE_STRING pUni)
{

NTSTATUS st;

HANDLE Handle;

UNICODE_STRING Uni;

OBJECT_ATTRIBUTES ObjectAttributes;

PDRIVER_OBIJECT Obiject;

InitializeObjectAttributes( &ObjectAttributes, pUni, OBJ_CASE_INSENSITIVE, NULL, NULL
)

st = ObOpenObjectByName( &ObjectAttributes, OL, OL, OL, OL, OL, &Handle );
if( st '= STATUS_SUCCESS )
return (PDRIVER_OBJECT)0;

st = ObReferenceObjectByHandle( Handle, 0x80000000, NULL, 0, &Object, NULL );
if( st '= STATUS_SUCCESS )

{
ZwClose( Handle );

return (PDRIVER_OBJECT)0;

ZwClose( Handle );

ObDereferenceObject( Object );

return Object;
2] SearchDriverObject &< 'tnfo]x Fzo} oA L&)
PDRIVER_OBJECT pDriver;

RtlInitUnicodeString(&Uni, L"WWDriverwwWSerial");
pDriver = SearchDriverObject(&Uni);
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BackupReadHandler = pDriver->MajorFunction[IRP_MJ_READ];
BackupWriteHandler = pDriver->MajorFunction[IRP_MJ_WRITE];
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pDriver->MajorFunction[IRP_M]J_READ] = ReadHandler;
pDriver->MajorFunction[IRP_MJ_WRITE] = WriteHandler;

FnE A4SAY gUTh BE

ftlo

o] Mz P AYE g Seholne] DDKe AE
Yz THAs 2HE Py

PDRIVER_OBIJECT pDriver;
PDEVICE_OBJECT BackupReadHandler;
PDEVICE_OBIJECT BackupWriteHandler;

NTSTATUS DriverEntry(IN  PDRIVER_OBJECT DriverObject, IN PUNICODE_STRING
RegistryPath)

{
PDEVICE_OBJECT devobject = 0;

UNICODE_STRING devlink,devname;

DriverSearch();

DriverObject->MajorFunction[IRP_MJ_READ] = ReadHandler;
DriverObject->MajorFunction[IRP_MJ_CLOSE]=DrvClose;

DriverObject->DriverUnload = DrvUnload;

RtlInitUnicodeString(&devname,devicename);
RtlInitUnicodeString(&devlink,devicelink);

IoCreateDevice(DriverObject, sizeof(DEVICE_EXTENSION), &devname,
FILE_DEVICE_UNKNOWN, 0, FALSE, &devobiject);
IoCreateSymbolicLink(&devlink,&devname);

return 0;

void DriverSearch()



RtlInitUnicodeString(&Uni, L"WWDriverwWSerial");
pDriver = SearchDriverObject(&Uni);

BackupReadHandler = pDriver->MajorFunction[IRP_MJ_READ];
BackupWriteHandler = pDriver->MajorFunction[IRP_M]_WRITE];

b

void DrvUnload(IN PDRIVER_OBIJECT driver)

{
UNICODE_STRING devlink;
RtiInitUnicodeString(&devlink,devicelink);
pDriver->MajorFunction[IRP_M]_READ] = BackupReadHandler
pDriver->MajorFunction[IRP_MJ_WRITE] = BackupWriteHandler
IoDeleteSymbolicLink(&devlink);
IoDeleteDevice(driver->DeviceObject);

b
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ntdd8042.h

IOCTL_INTERNAL_I8042_HOOK_KEYBOARD
IOCTL_INTERNAL_I8042_KEYBOARD_WRITE_BUFFER
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