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2= CuolA S0l Z2 0 =2 user-mode Apllication 1F E2t0lH 2t BIZ2el

Ko D, HeHIIA Chst 2H o2 yser-mode Apllication b E=2H0lH

- Apllication2 I0CTL CodeE OIZ06t(H Oriver?t 57 buffer2 pointers
OriverOlAHl EHCH. 1% 2 bufferE SR8tC.

- Oriver= memory blockE &Y 6t1l, memory blockE =& user-mode Process?
=4 B2 HEEO, 1% 0l =245 applicationOlAl return 8tCH.

0] &4& QUE & e 2 UHOZ memory sharingS R8s QUCH. (paging file or

memory mapped file)

I0CTL £ 0| =8t

[OCTL 2 DOriver 2 user-mode 22l Ol
ApplicationfiiAd &Y 22 ZRE bufferl base address? Z0IE DeviceloControl ()2
=2 Gt S = &L},

I0OCTL & Ol=8& HEUAS 2ItX2l transfer typeE ALE0IH 22 SRE &= UL

— METHOD_DIRECT( using MOL )

cl 7 YA OtE 2test Z-EO0ICH

0l transfer type2 AIESCHH user buffer= locked & AEHOIL] driver= Ol bufferE
AME5II] 2150 MmGetSystemAddressForMdISafe() &5 0I25+0 Kernel virtual address
space®tOll mapping T HRU= addressES LM AFZSHCH. 0l transfer typesS Al &HCHH

driver= @8t IRALYF E St process( arbitrary process )OlA AlE Jis BtCH.

— METHOD_NE I THER

Ol transfer types O0IE& U2l = LU= I Mety 2HDE D
Oriver= BtEAl REFE UWHEW process contextPtOl Al bufferE &2 oHOFstCE.
21 0I5s= buffer= user virtual address spacelil =M &tJ1 H=E0/12, Ol= 2IGHN

driver= device stack &0 J& Y (top of stack)0l Z=XHoHOF SHCH. top of stack

-
]
s
a

Driver ©2CF OteH (ot layer)=2l intermediate of file system driverse= A& 8O
H &4 PASSSIVE_LEVELHIMBH Al JisotCis 210I1CH. 2 01®= 1/0 Manager Ol user
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bufferE locked AIZIAI &I MIE0 AKXl page outOl € EX 2= LOICH. 0 H2el

£ lock A1 AICHH MOL=S AFEdH0F 21010,
& OHE M2 User application® non-cached memory &= physically contiguous memory
£ g4 &= QiCt= ZAO0IL.

IOCTLsE Ol=2st e 0lls ZAIGHO(SHAl Z0t0F) & AF&E0] QUCH. I10CTLE Complete &t
=0l buffer® E2oiMe= & CH. ApplicationOl 2XHJ| & T = [ Driver= 24

Mol Atz = memoryOll overwrite ofH El1D AHHII=E system crash €0 &210ICH.

kL

&£ 3BlLl= METHOD_DIRECTE Al EHH, MOLES XE&St |rpE complete AlI2IZE OI&O
MmGetSystemAddressForMdiSafe() &4Z 0/25t0 22 Kernel virtual address& & 206tdd
E LUME0ICH. Driver writterS 0/e218 22X

1 AT oted & [ 01242 system crash
X

HESS IIoHOF 8tCY.

Example)

Application :

#define DEV_SHAREMEM CTL_CODE(FILE_DEVICE_UNKNOWN,0x800, METHOD_NEITHER,
FILE_ANY_AGGESS)

main()

{

BYTE * pbuffer;

Pbuffer = malloc(-);

DeviceloControl (---,pbuffer, size, - );
Driver :
CTL_CODE(F | LE_DEVICE_UNKNOWN,0x800, METHOD_NEITHER,
FILE_ANY_ACCESS)
DispatchDeviceloControl (--+)

{

BYTE * pShareMem = plrp—>UserBuffer;
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Mapping Kernel Memory To User Mode:

SHM 2EHM= Kernel modeOlM buffer® &Y 210, S& process2 user virtual
address spacce0ll mapping= ot= 2 & 0ICH.
=2
=

o
0] &t & JHQl Kernel mode &=

E20lHE SR HIZelE &YE 21010, E& SHU AMsAIE & 2H012tH, s =3
OMA £ S 60 AF2E210/2t8 AllocateCommonBuffer ()2 ol2& 210ICH. DLt &TH
OlICk.

2 EF SH0| 8CH non-pagepool & memory FE=S & A
SOl IoAllocateMdl ()S OI20dl0 bufferE XA (EHE) MOLSE X
S 2 |/0 Manager 2 look-aside |istOfl MOLSl fixed part 22 2 &Y9& 24 0L, O3S
A
T

©Z MOLSl variable part?lot0d MmBuildMdIForNonPagedPool () &

&, M contextE JtXILD QU= process (Kenerl memoryE 3% ot 4A0ote
Application)2l Z=AZ mappingdtl| ISt  MmMapLockedPagesSpecifyCache()( Win2KE <
off) L= MmMapLockedPage() ( NT V4E <o) &5 0IE& 210ICt.

MmMapLocedXXX() & == BtEAl bufferE mapping otJ &ot= contextHOIA S &S0 K OF
OFSHCE.

OfcH OlHIE Kernel mode memory addressE OI206l0d user modeZ 2 E mappingdl= Ol A &
LICH.

PVOID
CreateAndMapMemory ()
{

PVOID buffer;

PMOL  mdl;

PVOID userVAToReturn;

/]
// Allocate a 4K buffer to share with the application
/]
buffer = ExAllocatePoolWithTag(NonPagedPool,
PAGE_SIZE,
'ShareMem') ;
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#if

if(lbuffer) {

return(NULL):
}
/]
// Allocate and initalize an MOL that describes the buffer
/]
mdl = |oAllocateMd! (buffer,
PAGE_SIZE,
FALSE,
FALSE,
NULL);
if(Imdl) {
ExFreePool (buffer);
return(NULL):
}
/]

// Finish building the MOL — Fill in the "page portion"
//
MmBui | dMd | ForNonPagedPoo | (md!);

NT_40

/]

// Map the buffer into user space

/]

// NOTE: This function bug checks if out of PTEs

/]

userVAToReturn = MmMaplLockedPages(mdl ,
UserMode);

#else

1/
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// The preferred V5 way to map the buffer into user space
//

userVAToReturn =
MmMapLockedPagesSpeci fyCache (md!, // MDL
UserMode, /] Mode
MmCached, // Caching
NULL, // Address
FALSE, // Bugcheck?
NormalPagePriority); // Priority
/]

/] If we get NULL back, the request didn't work.

// 1'm thinkin' that's better than a bug check anyday.
/]

if(luserVAToReturn) {

loFreeMd| (mdl);
ExFreePool (buffer);
return(NULL);

#endi f
/]
// Store away both the mapped VA and the MOL address, so that
// later we can call MmUnmapLockedPages(StoredPointer, StoredMdl)
/]
StoredPointer = userVAToReturn;
StoredMd! = mdl;

DbgPrint("UserVA = 0x%0x#n", userVAToReturn);

return(userVAToReturn);
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Z=4Z ot UCH. MmMaplLockedXXX() &= 2tE Al mapping ot &6t=

S0l I MOF &t MHEO0ICH. 2219t MS0l 02l e 10CTL
©| METHODE_NEITHER 2™ ECH O flexible otAl =otCh., defLt O HEHE
MmMapLockedXXX() & ==2t0l GHY process context WHHIAM Z=O0I TIHXH 1D, top of
stack OlA 2t AFZ Jts R E 10CTL M= S2lH QL2C0H ofe SoAMS AFE0l JhsotCt.
22 OEM Device =2l Oriver= top of stackOl OLIC}.

Of H-0AM &

process context LHOIA

o

or

0] &8 E2 A& otH BIEAl pageE unmap AlZHOF
|RP_MJ_CLEANUPOIl Al ol Okt
& D] HEO0ICH.

ro

1 0l €2 IRP_MJ_CLOSEOIIAl ECH=
Ct. O 0l = IRP_MJ_CLEANUPS requesting thread LHOIA 4l &H

|'o|I

KNSMX 2el= kernel mode2t user mode?tel OIZ2cl 701 e SOtHA HEHE &4H 2
= user modeMlAl bufferE Yot I0CTLsE O0IE3t0 kernel ModeZ Lidd
e 28, SHME= Kernel modeOlA bufferE Y6t S& process context(ellt
Sted= user-mode application) Ol A MmMapLockedXXX()&+E AtZdt= 2 O0ICt.

o FUY 25 2o, E IJHX2 rulelt X1 =T
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2 columnOil CHEt 22 AtE2 X3l EWOIX QnAS OISotAIE ELICH
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