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Object manager, I/0O Manger, Device DriverJt 22t {™ security checking
S gYot=X0l Ul LOotEACH AFA ZXDF Al2t0] S26tH & o &
2 RENA 2 WES CRAXICH OLAICHAITI 0 ¢ 3B JIAIE &4
2003 1020l Ol 2 8IHE CHOI CHAl M= UL 2H2 S28H AIZ2H0]
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Big Picture

A 8 2202 S0 B

Xl StCHAIT] Windows NTHE2l O/S= A Object OtCt AccessOl Z

ot #Hot= JHAl L) £t system—-wide privilegeE Soll securityES & &tLCt.

(tetAl securityE HEE = U= H©H2= Object?! A0[C.

2 "J&-1 CreateFile? dZ"2 29 File2 MHE M2 Control& &
Security Checking0ll 2t&d& O/S2| ComponentE LIEFLH LD UL

File2 M4/Openg 2 User—-Mode Componentl MX& S22 2% Ch

22 =AE Bt oz [HELC.

1. User—-mode Application0| Win32 file name= @l AtZ CreateFiles S =8t
Ct.

2. Kernel32.dll2 0l requestE Ntdll.dll2 &EZstCt. Ol Win32 File Name
2 NT file name2 & convert &tCt.

3. Ntdll.dllI2 NT file name= Q2lAtZ native APl &= NtCreateFile= ==&t
Ct. OlH Kernel-ModeZ &I 0l OIFOUHAXIH Ol request= Ntoskernel.exe
LH2l 1/0 Manager Jt Me2lotH =l Ch.
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12 Native APIO 23t LK
Attack Native APl JIAIE &1
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1.Filehandle = fopen(“D:\myfile.dat”, “r")

2. CreateFile(“"D:\myfile.dat”, ...)

4. Return file handle

3. NtCreateFile(“D:\myfile.dat”, ...)
User Mode

Kernel Mode

_J&/—1 CreateFileS &Z= 1

CreateFile& s S& Al 20UHULt= user—modell &S EH% AHEULE
2 2l= 0lHl kernel modeWlAl O 2L=0| 0Lt
Ct. OIHE =21 o HXNY "&-2 CreateFilel &=

& -2 CreateFilel &2 29 s&2 UWNHZ Cts &L},
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User Mode
''''''''''''''''''''''''''''''''''''''''''' Kernel Mode

NTOSKRNL.EXE

3

_1&/-2 CreateFiles &F= 2

The 1/O Manager repackages the request into Object Manager call
Object Manager resolves symbolic links, checks traverse rights
Calls I/O Manager to process device object

|/O Manager checks device object security (ACLs, traversal)

|/O Manager creates handle, sends driver IRP_MJ_CREATE

Driver does additional checking as needed
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FUA EHE 6 SHS UHE=2 S dd L= OpendctlXAt ot= a0l
) | ¥ S HECH OlM=H
A FHE2Z 0EH L=S0| &
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Under the Hood

Security Checks in the I/O Manager

Object Manager= EventLt Mutex lockset &2& <ZtEtst objectl ACLs
(Access Control Lists) checkings Z£&i&tCt. 1e2l1) NamespaceES JH&l
objectOll CHoH M= object type owner0lHl Security checking=S & ZICt.

O£ =9 Device object2t file object2 type owner= |/O ManagerOl2&
Ol= objectsOll CHet access checking2 Object ManagerOl M O F O K| Xl
210 /O Managerdt ©Yot= 20ICH M2tM Object Manager= 1/0
ManagerOll Al access checking2 ®I&stCt. 12l CHAl 1/O Manager=
olEY objectIt Device Name Spacelll =8t objectet™ Access Checkings
CtAl diE Objecttl CHSt Device DriverOl Hl <1 & StCt.

= 032 HE 2AL

Path Description
WDeviceWDeviceName Device object for DeviceName
WDeviceWDeviceNameW Top—level directory on DeviceName
WDeviceWDeviceNameWrFile File on DeviceName

H-1

=

"WDeviceWDeviceName"E openg M= |I/O ManagerJt type owner0IE &2
I/O ManagerJt security checking2 %8t &tC}.

el G229 & path&2 S8 name spacelll =MHot= objects& 2t
0 WDeviceWDeviceNameW 2t WDeviceWDeviceNameWrFileE opene
= type ownerdt oY driver2 QIAECH M2t oHE Z=et0lH ot
security checkingE =& ot0{0f StCt.

Security Checks in the I/O Manager

Ol R Security Checking®il UOIA 1/O Manager2 &0l CHAHA & 91 &
255 GtAL 1/O Managerdt €4ol= 222 A U39 F JHKZ U
o 2 2 QULH 22 XZ2EH =og= Als2 Y type ownerdb 1/0
Manager@! &2 <0|C}.
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XM, 1/0 Manager= M4 L= Opendt2 Xt dt= file or Devicell handleS
Ot= [ process®l access tokendt object2| rightsE checkingot®{ User0f|
A olJt=l #et= handletl M&ESCH el LS00 0 handleE At&EoHN
/0 &0l UM I/O Manager=handletil M&E access right2 JHAl 1]
I/OE &IH3t= processIt requested I/OE =& & 22| AHSH0| U=l

=

£ checkgtLl}.

=M, I/0 Manager= createdt ) A+ St= file name S&= device name2
parses [ traverse right& checkgtCt.

=, U322 "WDeviceWFloppyOWDirectoryWrFile.txt" file=2 createdtJ| ol
M= oY processe= 212t Ch=2l 3JtXl path=0 CHst traverse rightdt U
O OF StCt.

WDevice

WDeviceWFloppyO

WDeviceWFloppyOWDirectory

ALEGHH 1I/O Manager= Ol path=0l CHst traverse #St0l aiEY process
OlAH [A=KXE =2lot)| WH=0ICH Btk file nameOl symbolic link& Ol F
HA QUCHH 1/O Manager= full path name2& B &8st C3 traverse rights
E checkgtCt.

HE =94 CO22 symbolic link name  'WDosDeviceWA" &
"WDeviceWFloppy0'2 H&T0f traverse rights checking0l Ol &ICt.
MetA RuM g & IR AtetES delotd Os29 d8-30 2010 &

= UL

-

\Device\FloppyO\Directory\File.txt

AR

traverse traverse traverse Full ACL Check

78-3

/O Manager= Security Checkinglll UMHA UA &HES S JIX EE2
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Open& g2 oY Objectdl et A S JtNlz UsH = = UCH.
, 1/0 ManagerJt type owner@l 222 Ot ZR0ICH M X type owner?!
SE AHEX.
/O Manager= CtS1 &2 "WDeviceWSerial0"(=, COM1 port) deviceE
openg M= ACLs checkingdt traverse checkingsS =<2 stLt.
(2102 ACLsOl CH8t checking & JIAF G 2818 & X ol =0
2BM O ACLs checking2 CH4&F object= named device object?! PDOJt
Ct. (28 0l 2= device stack0l 8 X named device objectIt PDOSH
ACtet JtFE}S MOolICct.)

ctAl unnamed objectl CH&F ACLs checking2 210|J+ 8iLt.

ox I

Ol Ml type ownerJdt Otel 2201 OlIH I/O Managerl H&2 2|z 2tH
otCt. =, default2 opentidt security checking® oH& driver0l Al (open CH
A0l "WDeviceWDeviceNameWFile"2?t 22 A< file system driver) 9 & &t

-

Ct. 2& 0| R0l % traverse checking2 OI|F X &ICH.
Al F=HC2 S20 A HAHLEXIBH OA2 AMASZ2RH R2le s &2
ANEE2 —’T‘—%% 2= QUL

WDM device driverS &&&HCHH = A 2J12] device object(functional
Device object@t physical device object)2 0| H &l stackg XA ==
Ol M functional device object(0{2{=0| 2HECHS2 0182 AEoHA 2&=
A0l £C A LEotH loCreateDeviceet= DDK *—’.‘—% A&t device
objectg Bt=CHH default securitydb AFEE X2 Ol default security=
ACLs checkingO| unauthorized usersOl Hl < passIt &/ 22 unauthorized
usersJt A =2l deviceg OIS &2 = UJ| H20ICH. A CHHA
functional device2| objectIt OIZ 0| SACHH HEH <2l2 device= open
2 &= UA=It? MM B2 Device Interfacect= MZ& device naming
scheme WOMOIIA LI A & A O0ICH.

Qo

Driver Security Responsibility

C0lH= XHAl2l name spacelfl CHSH type owner& A name spaceOll CH
St securityS AKX =22 0] security checking2 /O ManagerZ £H
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Creating secure device object.

Securing the device namespace.

Specifying device characteristics and security settings in INF files.
Defining and handling IOCTLs securely

o~

Creating secure device object

M JIAt 23lE & XGHH 2 & device object= devicell accessE M O{6t
ACLsE Egoltdl U&= security descriptorg JHMCHD otRCH |l &
Inf fileOl A1 SDDLE 01&06tH ACLE &8 == U=z YEHE 20/ €90t
Ct.
B O 2 |oCreateDevice DDK &+E 0|&0td unnamed device object

HEGIH PnP Manager= unnamed device objectdl CHol default
security descriptor& &HZ8tCH WM2tkMd 0l M BFEAl R2le Y devicelll
Cigt INF fileOll device—specific ACLE Xl &St OF etCt. Ol H ACLO| Xl
AZ™ PnP Manager= XAI&E ACLOl device stackOll &Mote ZE
device objectsOfl H &&= s EB&Ho =Lt [ctA oHEY deviceE
processes=0| & UA oA=Eot)l MOl =2lel devicelt
device stackOll CHSt securing0l OIF X Xl= A 0|LCt.
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Securing the Device Namespace

File system driverJt OtL|2tH Bt oz 22|= 0 =0 oM &ES
£ ZJt glg 2 20 AHUSHH “WDeviceWSerial0”"2t 22 deviceE
Opendt= &2 /O ManagerJt devicel type ownerZAl traversal
checkingdt target device object2l ACLIt opens requestdt process?
access tokens checkingotld| MZ0ICt. XtAlgt Alet2 2N HHet
Security Checks in the Object ManagerE & 1JotJ| BtetCt.

12|10 WDM device stack&l0ll device name= Jt&l device objectIt 24
Olat ETHetCtH Ol= device objectsl ALCs== &= at= JHHOF etlt.

nio
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HULEGHH process= 0l & nameZ OFF2 name= AFE0HAl device stack
= opens == UJ| HSO0ICH. et EEst ot s 20| SICH HdH
Z92| functional device object= name=2 JtAIXl 2= 40| £LC}.

o

DeviceE openg M st JtAl O ==2/g H= HHeUEH exclusive device
Ol CHat Zd0ICH A& deviceOl CHet exclusive &2 e &=2t0l & otLtel
handle2t= open&lHl ot= ZO0ICt. 0 =542 loCreateDevice &+ 0|
oM N8 =% A0 L6t Inf filetl Jl=e =% ULE OIEH exclusive
=40] NEZH /O Managerdt Y device object2l open requestIt US
i OtCt =eIotH exclusivityE 2 &0otAH = Ch 4Lt 0l2d8t exclusive =
A2 device objectOl2F S0l T/ Xl device name space0l =8t filestl H
M= SHEO0l T X 2=Ct.
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AN&o=2 FILE_DEIVCE_SECURE_OPEN 40| Uist HE=2 st H &4HE
. 0l flage DeviceObject—>CapabilitiesOl M&0| =Ct. &, device
bjectE MASHHLE L8t Inf fileOlA O] gt &3 = UL

LENO=Z file system driverE HMH2odotle UHEE2 driver&& device
name spaceE AI&otAl EZ=Ct 0|8t 3L BtEAl O flag€E &£ &0 ==
20| 2t20ICH. 2ter O flagdt setTl™ device name spacell =XHdt= 2
= objectsOil CHSt open requesttl CHOH device objectOl CHSt security
descriptor& & &etCt. el 0] flagll &M ®S= device stack2l top
device objectlfl CHolAl OIF U XIE 2 filter driver= Bt=Al O] g8t2 copydot
4 0F StCH.
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Specifying device characteristics and security settings in INF files
Ct=2l inf file snippetE 2 At

[MyDevice.NTx86.Hw]
AddReg = MyDevice.security

[MyDevice.security]
HKR,,DeviceCharacteristics.0x10001, 0x100
HKR,,Security,,"D:P(A::GA:::SY)"

I0l Al DeviceCharacteristics entry= & JHSl flagatS XI&ESILD U=
0x100012 CtS29l g0l DWORD typeOlet= s LUIEILHD 0x1002
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FILE_DEVICE_SECURE_OPEN characteristice LtEHHLE.

&, Security entry= SDDLEAC=Z g0l HBAIZH U=s0 system-only
accessE YAlot) UL,

Inf file IHHIOH et 22 W82 HIIA &0 & = 8222 SDDLE AN
CHet HE2 HAZ A ZII2CH

Defining and handling IOCTLs securely

Olet ZedeEl LHE
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