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Principal
a. Each unique entity that we can securely identify in secure system.
b. Authenticable entity in the system.
c. The entity in a system that can be distinguished from one another in a
secure fashion.

d. I =9, Users, Computers, Groups

Authentication
a. The mechanism by which one principal proves its identity to another
principal.
b. answers the question “Who you are?”
c. enables the establishment of a secure channel so that the actual data
being sent back an forth between the two principals can be verified as

being authentic.
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A record in the security database for information about principals.

Account

Security identifiers(SIDs)
Machine-readable identifier for a principal is guaranteed to be

globally unique.

SIpel 2x&= UNM=Z Ch3 2L,
S-R-1-SA-[SA, ---]-RID

St letter S

R ¢ reversion number, &M= 1

| © 48bit identifier authority
SA: 32bit sub—authority

RID: relative identifier
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Local Security Authority(LSA)
The subsystem in Windows that is responsible for performing the core duties

of an authority , that is, providing authentication services.

Authorization
a. Answers the question “What can you do?”
b. 0 220 UIst &8 HE= authorization attributesOICt.
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Authorization attributes
a. principal SID
b. group
c. privilege
Jt. help administrators deal with global policy decisions. And
provide flexibility to allow certain groups of users to be
treated differently than others.
Lt. the right for a user to perform a system-related operation
on the local computer, such as loading a driver, changing
the time, or shutting down the system.
Ct. The access token for each process contains a list of the
Privileges granted to the process.
ct. Privilege= access rightet CIECH QHLEGHH Privilege= objectl
MEZ&= A0l OtLlet system-related tasks<et
resourcesOl #&&[J| H=20ILCt.
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Logon Session
a. Represents an instance of a particular principal on a machine.
b. A logon session allows a user to use secured resources on the machine.
c. logon session consist of a collection of information about a principal

who has logged in to a machine.

|sass.exe Mike Alice

services.exe comsSrv.exe svc3.exe
Batch L.S. Service L.S.
Bob

CSrss.exe
Netwk L.S.

winlogon.exe

Alice

explorer.exe, notepad.exe
System L.S. ] )
Interactive logon session

A typical collection of logon sessions
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Tokens
a. 0{™ principalOl logong [ LSAOI 2loHA SHESOH&LCEH.
b. An important level of indirection that allows individual processes
to make localized changes to the security attributes for the logon session
c. logon session0l BtSM& i system2 groups, privilegesOll CH&t
authorization attributesE tokenOl & &tC}.

Identity and Authorization Attributes
User SID  Group SIDs
User Name* Privileges

Defaults for New Objects Miscel laneous Stuff
Owner SID Logon session 1D
Group SID Token 1D
DACL Token Type
Expiration time
Impersonation level

Token XAl

Process(securityZt&0IA-+)

a. Is a collection of resources that are being managed by a
Particular principal.

b. Has its own copy of a token that |inks back to the logon session

Security Descriptor(SD)

a. every named Windows object has a security descriptor
b. some unnamed object do, too

c. describes the owner and group SIDs for the object along with its
ACLs.

d. is typically created by the function that creates the object.

e. |s data structure that contains all the security settings for an
Object
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Owner SID

Primary group SID
DACL
SACL

Security descriptor =XAl.

Access Control Lists(ACLs)
a. enables fine—-grained control over access to objects.
b. Discretionary access control |ist(DACL)
c. System access control list(SACL)
d. Each Access Control Entry(ACE) contains a SID(User, Group, or
Computer) and the corresponding rights
e. each ACE can either Deny or Allow those rights.

f. Security checks compare ACL’ s against the caller’ s token.

DACL
Is basically a list that says who can touch the object and in exactly

what way.

SACL
Is a list that says who will be audited if they succeed or fail while

attempting to touch the object in a particular way.
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