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Attack Native API 2%

written by Kwak Taejin(bluewarz@devguru.co.kr)

1% Look around Native API
2%- Hooking Native API

il

A3l 4= $-8l= Native APIZF F9lo] Window 200094 Native API®] 3% 4=
¢to} H Qtr}.

ol 3o A= H3|oA Tk U= XPele] xto]d & dolH il Native APIY] AZE &
st A doldl HHE o] &3lo] System serviceE hooking S| HE= s}ZTh

2z

Xpet= F< A7t A= AL7?

Azrte] Azto 2= XP9 20000149 ZFo] el A9 gle AoZ H
=0 Pt (?) ZER o]FoA] S AeolH, A & Hol 2

o] WEAE FAHRLEE At UWAY EL Soft-Ice YUFE AHE &, wo uwiat
windbgE A3kl th.

XPel A% 2000914 ¢} Zo] ntdll!NtReadFile & wep7bdA]l F-9lo] Apo]HRI7ME <o} K

£2 &,

User—-mode| A9 o]F A=.

‘u ntdll!ntreadfile
ntdll!NtReadFile

001B:77F5BFA8 MOV EAX,000000B7
001B:77F5BFAD MOV EDX,7FFE0300
001B:77F5BFB2 CALL EDX
001B:77F5BFB4 RET 0024

u 7FFE0300

001B:7FFE0300 MOV EDX,ESP

001B:7FFE0302 SYSENTER
001B:7FFE0304 RET
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9 £ codex xpolA user-modeol A kernel-mode Z2 2 serviceZ 7] 93] A5
o] A= ntdllLdlle] 35 Foll s Hi= Zlolt

EAX9] system service index(NtReadFile®] index)¢l OxB7hE ‘o1 0x7FFE0300&
] =t} ( 0x7FFE0300 4% SystemCallstub ¢ F4o|t} Windbgd] In B&HS o]
gato] <l = 7 Ae Blolth)

SystemCallstub g9l A= kernel modeZ2] FJS 918t XPolA= SYSENTER ™ #
< o] &3t} (200091 4+ int 2E AF8)

SYSENTER %< Intel cpuelr] #A93l= ring transition W#olm, 28 % ring 0
system procedure & A3 A7t} g FEHo| thd HHE = MSR(model specific

registers)E ©]&2& 3t}

fol
i

MSR Address
SYSENTER_CS_MSR 174H
SYSENTER_ESP_MSR 175H
SYSENTER_EIP_MSR 176H

x SYSENTERS} ##HE x}A s &L intel cpu manual & #ta2d}7] #vlghch.( Volume 2 :

Instruction set reference, page 3-750)

SYSENTER " ®oll °JalA ring transition ¥ $7 MSR® 176H(SYSENTER_EIP_MSR)

o) Fae] el By} @ Zlolu),

Soft-ice W&l msr & o]&sto] ofgfjel #o] s FA459 #Uss &S & + 7 Aok

‘msr

Reg Value Acc ID Name Description

0 00000000:00000000 R TIA32_P5_MC_ADDR Machine Check Exception Address
1 00000000:00000000 R TIA32_P5_MC_TYPE Machine Check Exception Type

10 00000036:70D745D1 RW TA32_TIME_STAMP_CTR Time Stamp Counter

17 000A0000:00000000 R TA32_PLATFORM_ID Platform ID

174 00000000:00000008 RW IA32_SYSENTER_CS CS register target for CPL 0 cod
175 00000000:00000000 RW TIA32_SYSENTER _ESP  Stack pointer for CPL O stack
176  00000000:8052F480 RW IA32_SYSENTER EIP CPL O code entry point

179 00000000:000C0204 R TA32_MCG_CAP Machine Check Capabilities

17A° 00000000:00000000 R TA32_MCG_STATUS Machine Check Status
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MSR ¢] 176H ] 3o o]&-3lo] =il
(Windbg®] In W#HS o]&3sle] WF g o

< T )

12 7F S Aol

zhol WM KiSystemService ¢ o]&& 3+

o iz
¥

T ok o] foAQx] BEX|TE d FHEo| break pointE oW stack overflow
exception®] WAS s AY. A A} 3 ESHA disassemblyS 3K A EEFSIT)
F T2 assemble code® FoNA TR FE(S-ZA ZadhHS Asind o3

.

n

o

KiSytemService

{

ETHREAD curThread = gCurrentThread; // OxFFDFF124
SYSTEM_SERVICE_TABLE sst = curThread->serviceTable;
if( eax/*3= A9 2%/ > sst->serviceLimit )

{

return;

}
call sst—->KiServiceTable [ EAX]

return;

KiSystemService <+ Native Api & ©] &3} A% AL F3 g
SystemServiceTableo] /] EAX(Native Api Z&EA] EAXZE Y2
I+

ol

SystemService Routines 3% AATFE 42
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ReadFile

Sub system

L ZwReadFile
Ntd11.d11 \

User-Mode

Kernel-Mode sysenter

v

Call nt!KisSystemService 44444444{ Kernel Component
|

\{
KeServiceDescriptorTable
(KiSerivceTable

NtCreateFile
NtReadFile

Index : EAX

i

original_SystemSerivce

{

A7t el Wgs 2dos Aela] Bokth 1% ¥ User modeolA 23 o]x1 Kernel
modeol 4] 23 oA KiSystemService IFE TEF3l9] System Service = WHAE L,
KiSystemService 34+ ServiceTable & ©]&3}] 3] Service Routined F4

Rl

A#RAow XPot 2000 ¢ Aol A gtk & 4 U= A BTh($E7F Yste
Hooking "#H-& Fdst7]oll =)

Gl

o}

o4l §-)e] Fek wAES 3tolo} @ Aolth Hooking WHolE o) 7147k A& Roldh,

<9-2]+= Service Tableo] €413} function pointerE W7 A|# HookingS 3 oA o]t}

tio

Function pointerE W7 A|7]A ¥H™ KiSystemServicex= WA 9 pointer7} A
System Service®] pointer®Z %43 &S = Aotk 28A HH g9 gl A
stack &2 parametersolA] AHE do] &2uAY, AA| Tq-E 55 3 T HAHE e}

t 59 9L F 9 Al
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Kernel-Mode l sysenter

Call nt!KiSystemService 4——{ Kernel Component
|

¥
KeServiceDescriptorTable
(KiSerivceTable

NtCreateFile
My_NtReadFile

Index : EAX

¥
My_NtReadFile()
{
J/2RE BEL
. . original_systemserivce();
Function pointerZ //Eas B2
HEW XISt -
b

The Service Descriptor Table

EE User-mode applicationE< system serviceZ W7| 93l Native API(ZwXxxX,
Nixxxx)E &% @rhargch. 18 al Native APl oIA& int 2E & SYSENTER & &%
A= AL, o] WHel 29&lA KiSystemService() WH-3H47F EF0] Hojt) o] oA
+= Service Descriptor Table(SDT)E Z*+*x3lo] Native API9] 3] 3dF+= System Service
entry pointer< &op-2t}.

KiSystemServiceE & 3 wjo]= EAXe| Native APIY sl%3lE serviced] index’} @
o] o, o] k2 o]&3}ld KiSystemService &+ ServiceTable? entryE =t}

EAX register®] k2 ofglle} o] 5ol 3

32 13 12 0

Reserved Index

13bite} 12bitE o]&3}e] F bite ko] “00"Y uwjo|x= KeServiceDescriptorTable & A}
£31, “017Y wo &= KeServiceDescriptorTableShawdow2 AF-&3kt},
KeSystemDescriptorTableol+= <dwk&o] NativeAPId] o3t HABEE 7 oy,
KeServiceDescriptorTableShawdowol| A= win32k.sys(th5-%  Graphic @) e
Shmoll 3k ARE 7R Yot AFAE W8-S Undocumented Windows 2000 Secrets
A Farstr] vhEt
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ServiceTable ntoskrnl.exe® KeServiceDescriptorTableo] &}

| @
e

B
L

export WHE E2]3}

of o]AE ol &3t oot gL FxE AAHAA 3

Type struct _SYSTEM_SERVICE_TABLE
{

PNTPROC ServiceTable;
PDWORD ConterTable;
DWORD ServiceLimit;
PBYTE ArgumentTable;

}SYSTEM_SERVICE_TAB, *PSYSTEM_SERVICE_TAB;

extern PSYSTEM_SERVICE_TAB KeServiceDescriptorTable;

KeServiceDescriptorTable

KiserviceTable

Ad T4

9-2]&= application Tl A CreateFiled] %2 7HA

CreateFiles <& 3SHAEWH(H

ServiceTable NtAcceptConnectPort
CounterTable = NULL NtAccessCheck
ServiceLimit = OxF8 KiArgumentTable |ntaccesscheckandAuditAlarm
ArgumentTable 0x18
ServiceTable = NULL 0x20 NtSetContextChannel
CounterTable = NULL 0x2C NtYieldExecution
ServiceLimit = 0 0x2C
ArgumentTable = NULL 0x40

0x2C
ServiceTable = NULL
CounterTable = NULL
ServiceLimit = 0
ArgumentTable = NULL OxO08
ServiceTable = NULL 0x0C
CounterTable = NULL 0x10
ServiceLimit = 0 0x04
ArgumentTable = NULL 0x00

| & & AJ7zfoltt.
application®e] E7keol)  $-87}

NtCreateFile¢] HEH o2 FZo] HWA KiSystemService 5

ol Aol ot
TEs 5 Ao
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FeE= TS &al glofof gt

A+ NtCreateFile®] index number®]t}. ©] index #S & Qlojopx|nt A &3]
ServiceTable®] entryel A+ T4 #S WA F 3

FHAE AA System  Service®: Wl @ el FdHE FHS 7] f18H

NtCreateFile®] proto-types i glojof 3t}

AWMA indexE o= WH-S kernel debuggers ©]&sto] A ol d & Ak $-
7} hooking &&= NtCreateFileo| break pointers # i, EAXZFS EW = Aot}

NtCreateFile< index 7t 0x20h ©]t}.
NtCreateFile®] proto-type& MSDNo|A ZwCreateFileS Ztolr] E7o] A l3)

N
o)
it
o

2 oy FEd m=e] F23 BEESS Ay H U] REA)

Z Definition for system call service table
//
Type struct _SYSTEM_SERVICE_TABLE
{
PNTPROC ServiceTable;
PDWORD ConterTable;
DWORD ServiceLimit;
PBYTE ArgumentTable;

}SYSTEM_SERVICE_TAB, *PSYSTEM_SERVICE_TAB;

// Pointer to the image of the system service table
extern PSYSTEM_SERVICE_TAB KeServiceDescriptorTable;

// index number of NtCreatefile function in ServiceTable

#define FN_INDEX 0x20

NTSTATUS
DriverEntry( IN PDRIVER_OBJECT pDriverObject, IN PUNICODE_STRING regPath )

{

// A A service routined F42Z A A Er}.

g_OrginalPointer = (PSRVTABLE) KeServiceDescriptorTable)->
ServiceTable [FN_INDEX];

// ServiceTable o 98¢ &9 FAE YET).
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((PSRVTABLE) KeServiceDescriptorTable)->ServiceTable [FN_INDEX] =
MyTestRoutine;

NTSTATUS MyTestRoutine( OUT PHANDLE FileHandle,
IN ACCESS_MASK DesiredAccess,
IN POBJECT_ATTRIBUTES ObjectAttributes,
OUT PIO_STATUS_BLOCK IoStatusBlock,
IN PLARGE_INTEGER AllocationSize OPTIONAL,
IN ULONG FileAttributes,
IN ULONG ShareAccess,
IN ULONG CreateDisposition,
IN ULONG CreateOptions,
IN PVOID EaBuffer OPTIONAL,
IN ULONG Eal.ength)

KdPrint (("Open File Name : %wsWn", ObjectAttributes—>ObjectName->Buffer));

/1BA FE ZE3EH.
return (*g_OrginalPointer)( FileHandle,
DesiredAccess,
ObjectAttributes,
loStatusBlock,
AllocationSize,
FileAttributes,
ShareAccess,
CreateDisposition,
CreateOptions,
EaBuffer OPTIONAL,
EalLength);
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& [DebugWiew on WRBLUEWARZE (local) =1ol x|
File Edit Capture Options Computer Help
EEHE | K| &= A BE T 97 | #M
# | Debug Print -
A0,.. Open File Mame | WheviceWwRasacd
40... Open File Mame @ $0eviceWAfd¥Endpoint
Al Open Fle Mame . #¥levce®Hasscd
a0... Open Fle Name @ ¥W0eviceWaidWeEndpoint
a0,,. Open Fle Hame | ¥hevice¥Hasacd
40... Open Fle Mame @ ¥WheviceWaidWEndpoint
a0,,. Open File Mame  ¥hevice¥Rasbcd
A0,,. Open Fle Mame | WheviceWafd¥Endpoint
A0,.. Open File Mame | WheviceWwRasacd
A0,.. Open File Mame | WheviceWad¥Endpoint
A0,.. Open Fle Hame | WheviceWHarddiskVolume 1 ¥HAINNTY svstem 32¥inet exe
A0,.. Open File Hame | ¥heviceWRasicd
a0... Open Fle Name @ Whevice¥HarddiskVolume I¥YWINN T sy sterm32y HETAPIFZ dll
a0... Open Fle MHame @ Wevice¥HarddiskVolume I¥YWINN T sy stem32y SECUR 2. 0LL
40... Open Fle Mame | Whevice¥HarddiskVolume 1TPHYINN T sy stem32WNETRAP. DLL
40... Open Fle Mame | WheviceWHarddiskVolume 1P INN T sy stemn 32 S AMLIB. DLL
A0,.. Open Fle Mame | WheviceWHarddiskVMolume T¥WINKN T system 32WHAS2_32 DLL
40,,. Open Fle Mame | WheviceWHarddiskVMolume TPAINKNTY system 32¥HAYSZHELP.DLL
A0,.. Open File Mame | WheviceWHarddiskVolume 1 ¥WINN T system32W DRSS AP OLL
A0,.. Open Fle Hame | Whevice¥HarddiskVolume 1 ¥WINN T system32¥HWS0C K32, 0LL
A0,.. Open Fle Hame | WheviceWHarddiskVolume T ¥WINKNTY sy stem 32%H MM 32, DLL
a0... Open Fle Hame | WeviceWHarddiskVolume TPHYINN T system32¥net] exe
a0... Open Fle Hame | Wevice¥HarddiskYolume 1TPHYINN T sy stem 32N TODS AP dll
40... Open Fle Mame @ ¥WheviceWaidWEndpoint
40... Open Fle Mame | ¥ P%PIPEY swectl -
et o]l T3 A HH AEg AdA Create¥HE FUES FUHHS & 5 JS Ao
o, 25 FAS st A =23 Ee AW 7MEEdE $E8S & F AdS Aol
Z d A2A(www.devguru.co.kr oA AEAY A2 " Y A2A7F drheE &
compile & 3Rz W APL &) v},
Build #
1 ald A2 EUR o]% ¥ build B ALE.
2. regini.exeZ o] 83} dglogspy.ini E registrydl] 5= 3t}
(2= DynamicLoaderE o]g&3sbd #Ht})
3. AHEE ZT Net H#HS o] 835t DriverE loading 3+t}.
debuggers ©]-§3te] &<Qlgt}. (dbgview.exed ©]&3te] &<l)
o] Ao 2 Attack Native API9] A S m}x]Zlch,
B2 BEE ddgstel =daidled, 44U B s 24 XA o Ak e
H, A27F A ZHYZRETL ofy oA ZEgk Al ddo] k¥l A L ol uhgtt
te FAE 0 AV Q3 FUEe AL AR RES s
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