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NTSTATUS DriverEntry(IN PDRIVER_OBJECT DriverObject,

IN PUNICODE_STRING RegistryPath)

{
// lerel 2 A2 wEL

RtlInitUnicodeString(&deviceNameUnicodeString, NT_DEVICE_NAME);

ntStatus = IoCreateDevice(DriverObject,
0,
&deviceNameUnicodeString,
FILE_DEVICE_DRVFLTIP,
0,
FALSE,




&deviceObject);

if ( NT_SUCCESS(ntStatus) )
{
J/ Win32 o\ Zel Aol Mt BAe] AshA Aue Pas vt
/ol AW W SefolwE glelA wET
RtlInitUnicodeString(&deviceLinkUnicodeString, DOS_DEVICE_NAME);

ntStatus = IoCreateSymbolicLink(&deviceLinkUnicodeString,
&deviceNameUnicodeString);

// Dispatch ¥<¢18]ZE wt=t), tlvlol A~ =g}o]|B 9 Create, Close, Control 52 ¥
DriverObject->MajorFunction[IRP_MJ_CREATE] =
DriverObject—->MajorFunction[IRP_MJ_CLOSE] =
DriverObject—->MajorFunction[IRP_MJ_DEVICE_CONTROL] = DrvDispatch;
DriverObject->DriverUnload = DrvUnload;
if ( INT_SUCCESS(ntStatus) )
z27138e A3l 95 A5 =gl E A JAZ = AT

DrvUnload(DriverObject);
}

return ntStatus;

}

NTSTATUS DrvDispatch(IN PDEVICE_OBJECT DeviceObject, IN PIRP Irp)
{

[l $1o1 A T=3E A F'lo we) Age] | 5 Jl=E g
switch (irpStack->MajorFunction)
iase [RP_MJ_CREATE:
break;
case IRP_MJ_CLOSE:
break;
case IRP_MJ_DEVICE_CONTROL:
i0ControlCode = irpStack—>Parameters.DeviceloControl.loControlCode;
switch (ioControlCode)
;{/ ioctl code® FHH 3}7] AlZtgin)

case START_IP_HOOK:
{

o
91_',

SetFilterFunction(cbFilterFunction); // 2 ¥

break;
}

// ioctl Code %S NULL %2859 3= 5 FA g},
// NULL X918 345 5531 HH a3 g5 U8o] §l7] wio Ze
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case STOP_IP_HOOK:
{
SetFilterFunction(NULL); // NULL ¥%1¥ 34 =

break;
}

// Win32 o] Zg Aol 2 E H WA ioctl code - Filter & F7}3lt}.
case ADD_FILTER:

{
if(inputBufferLength == sizeof(IPFilter))
{
[PFilter *nf;
nf = (IPFilter *)ioBuffer;
AddFilterToList(nf);
}
break;
}

// Win32 o] Z g Aol o2 RE H WA ioctl code - Filter 2 A<}
case CLEAR_FILTER:

{
ClearFilterList();
break;
}
default:
Irp—>loStatus.Status = STATUS_INVALID_PARAMETER;
break;
}
break;
}

ntStatus = Irp->loStatus.Status;

IoCompleteRequest(Irp, IO_NO_INCREMENT);

return ntStatus;

VOID DrvUnload(IN PDRIVER_OBJECT DriverObject)

{
UNICODE_STRING deviceLinkUnicodeString;

/] Eold A=Y
// NULL ¥21¥] 35 &5
SetFilterFunction(NULL);

// BH g =E %73}
ClearFilterList(Q;




// win32 olZg]Alel I} FAsH] s HEE HA A
RtlInitUnicodeString(&deviceLinkUnicodeString, DOS_DEVICE_NAME);
IoDeleteSymbolicLink(&deviceLinkUnicodeString);

/) Fkol 2 A A
IoDeleteDevice(DriverObject->DeviceObject);

}
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NTSTATUS SetFilterFunction

(PacketFilterExtensionPtr filterFunction)

NTSTATUS status = STATUS_SUCCESS, waitStatus=STATUS_SUCCESS;
UNICODE_STRING filterName;

PDEVICE_OBJECT ipDeviceObject=NULL;

PFILE_OBJECT ipFileObject=NULL;

PF_SET_EXTENSION_HOOK_INFO filterData;

KEVENT event;
I0_STATUS_BLOCK ioStatus;
PIRP irp;

// IpFilterDriver &X 9] ¥2EZ 7} 2t}

RtllnitUnicodeString(&filterName, DD_IPFLTRDRVR_DEVICE_NAME);

status = loGetDeviceObjectPointer(&filterName, STANDARD_RIGHTS_ALL,
&ipFileObject, &ipDeviceObject);




if(NT_SUCCESS(status))

{

[ Feel AAEH FA FERAE 275 AAE
filterData.ExtensionPointer = filterFunction;

/] SIMEES %7]|3} AAFET
// 7123 IpFilterDriver Z4%E] o|¥lE7} A& H
// Ele &Y g5

KelnitializeEvent(&event, NotificationEvent, FALSE);

[/ irp® WEOIN BE BHE UuY F JAu% woh
irp = IoBuildDeviceloControlRequest(IOCTL_PF_SET_EXTENSION_POINTER,
ipDeviceObject,
if(irp != NULL)
{
// irp R
status = IoCallDriver(ipDeviceObject, irp);

// IpFilterDriver ZE ol E Al 71t
if (status == STATUS_PENDING)
{
waitStatus = KeWaitForSingleObject(&event,
Executive, KernelMode, FALSE, NULL);

if (waitStatus != STATUS_SUCCESS )
// olg
status = ioStatus.Status;
if(INT_SUCCESS(status))

// elE

else
{
/] AT B deE s
status = STATUS_INSUFFICIENT_RESOURCES;

// IRP A7 &%

if(ipFileObject != NULL)

ObDereferenceObject(ipFileObject);

ipFileObject = NULL;
ipDeviceObject = NULL;

else

/| EAE A oE B 0F




return status;

}
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typedef PF_FORWARD_ACTION (xPacketFilterExtensionPtr)(
// 1P 3% EY
IN unsigned char *PacketHeader,
/] AEE ¥ e 3
IN unsigned char *Packet,
/1P #ZL EH o] AolE A egh 7 Aol
IN unsigned int PacketLength,
// A QYR HA FA A
o wjFlof sl A
IN unsigned int Recvinterfacelndex,
/1A QE=(F A FA] Q1A
/1 Bl s Flel oisiA
IN unsigned int Sendnterfacelndex,
/1P F2 HH
/] A7y v FA
IN IPAddr RecvLinkNextHop,
// 1P F2
/] A7 B Fa
IN IPAddr SendLinkNextHop
);
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