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The World's Most Popular Network Protocol Analyzer

ﬁ Capture Options

Etart 3 capture with detsiled options

Capture Help

How to Capture
Step by step to 3 successful capture setup

Network Media

Specic information for capturing on: Ethernet WLAN, _
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File Edit View Go ” Analyze Telephon)r Tools Help
B Fa e DT R

Filter: + Bxpression... Clear App

Description P Packets Packets/s Stop

£ Microsoft fe80:d927:2810:340a:1e2ef 3693 40 ||| start || Options| | Details

8 viware Virtual Ethernet Adapter fe80:70f1:d30:ec83:9179 12 0 - Options [_lls]
¥ VMware Virtual Ethernet Adapter fe80:5009:de6d:9b39:35ea 12 0

8 viware Virtual Ethernet Adapter fe80::648d:6e1d:22b9:38ba 21 0 -

BB Whware Virtual Ethernet Adapter fe80:9506:442e:ce26:c405 12 0

B VMhware Virtual Ethernet Adapter
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Filter: + Expression... Clear Apply

‘ Interface List = Open

P Lve Bt of the capture interfaces (counts incoming packsts) Cpen & previcusly captured file

Start capture on interface: Open Recent:

@ Microsoft CRGNSIWCapturewGW _to_R3.cap (237 KB)

E® WMware Virtual Ethernet Adapter C:wGNS3#CapturewR1_to_R2.cap (16 KB)

BB whware Virtual Ethernet Adapter

BB whMware Virtual Ethernet Adapter Sample Captures

ﬂ Whiware Virtual Ethernet Adapter A rich azsortment of example capture files on the wiki
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User's Guide
The User's Guide {local version, if installed)

Security

Work with Wireshark az sscurely as possible
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B EEX2alace+wTLIEE QAQaAR #2B %1
Filter: - Expression... Clear Apply
Mo Time elllid Dactination Protocol _Info -
153 14.145601 192.168.30.111 192.168.30.110 SNMP get-response 1.3.6.1.4.1.11.2.3.9.4.2.1.
154 14.146246 192.168.30.110 192.168.30.111 SNMP get-request 1.3.6.1.4.1.11.2.3.9.4.2.1.48:
155 15.112436 120.50.133.185 192.168. 30.110 TCP avt-profile-1 > 51755 [PSH, ACK] Seq=9 |
156 15.112638 120.50.133.228 192.168. 30.110 TCP avt-profile-1 > 51726 [PSH, ACK] Seqg=9 |
157 15.113891 192.168.30.110 120.50.133.185 TCP 51755 > avt-profile-1 [PsH, ack] Seg=11
158 15.115202 192.168.30.110 120.50.133.228 TCP 51726 > avt-profile-1 [PSH, ACK] Seg=12 ju
159 15.118008 120.50.133.185 192.168.30.110 TCP avt-profile-1 > 51755 [ACK] Seq=17 Ack=
160 15.118710 120.50.133.228 192.168. 30.110 TCP avt-profile-1 > 51726 [ACK] Seq=17 Ack=
161 15.147889 192.168.30.110 192.168.30.111 SNMP get-request 1.3.6.1.4.1.11.2.3.9.4.2.1.
162 15.153899 192.168.30.111 192.168.30.110 SNMP get-response 1.3.6.1.4.1.11.2.3.9.4.2.1.
163 15.154755 192.16E8.30.110 192.168.30.111 SNMP get-request 1.3.6.1.4.1.11.2.3.9.4.2.1.
164 15.159364 192.168.30.111 192.168.30.110 SNMP get-response 1.3.6.1.4.1.11.2.3.9.4.2.1.
165 15.160028 192.168.30.110 192.168.30.111 SNMP get-request 1.3.6.1.4.1.11.2.3.9.4.2.1.
166 15.165164 192.168.30.111 192.168.30.110 SNMP get-response 1.3.6.1.4.1.11.2.3.9.4.2.1. ?f
167 15.166033 192.16E.30.110 192.168.30.111 SNMP get-request 1.3.6.1.4.1.11.2.3.9.4.2.1. -
4 L F
Frame 155: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)
Ethernet II, src: EfmNetwo_6a:66:a7 (00:08:9f:6a:66:a7), Dst: IntelCor_4d:fa:c6 (00:21:6a:4d:fa:ce)
Internet Protocol, Ssrc: 120.50.133.185 (120.50.133.185), Dst: 192.168.30.110 (192.16&.30.110)
Transmission Control Protocol, Src Port: avt-profile-1 (5004}, Dst Port: 51755 (51755), Seq: 9, Ack: §
pata (8 bvtes)
P R :

0000 00 21 6a 4d fa c6 00 08 Of 6a 66 a7 08 00 45 00 P L PP, | P -

0010 00 30 42 Be 40 00 30 06 2b 38 78 32 85 b9 c0 a8 LO0B. @, 0, +8x2....

0020 1e 6e 13 8c ca 2b e6 O e6 e2 ff 4b 2a c2 50 18 T o

0030 21 80 Of de 00 0O 50 49 4de 47 20 30 0d Da [ PI NG 0.

@ | File: "C:#UserswADMINI~1%AppData¥loc.. | Packets: 167 Displayed: 167 Marked: 0 Dropped: 0 Profile: Default
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Filter: w  Expression... Clear App

B wirsshark: Capture Interfaces
6.1
Description i Packets Packets/s -1.
6.1
£ Microsoft fe80:d927:a810:340a:1e28 245 28 1.
6.1
&% VMware Virtual Ethernet Adapter fe80:70f1:d30:ec83:91f9 0 0 1.
ﬂ VMware Virtual Ethernet Adapter fe80::5009:de6d:9b39:35ea 0 0 = 6:'[1
£ VMware Virtual Ethernet Adapter fe80-648d:6e1d:22b9:38ba 0 0 6.1
-1..
I &% VMware Virtual Ethernet Adapter fe80:9506:442e:ce26:c405 0 0 6.1
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File Edit View Go Capture Analyze Statistics Telephony Tools Help
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Filter: Expression... Clear

No. Time Source Destinaticn Protocol IDT'D i
4712 321.837003 192.168. 30.111 192.168. 30.110 SNMP get-response 1.3.1
4713 321.837341 192.168. 30.110 192.168.30.111 SNMP get-request 1.3.6
4714 321.841610192.168. 30.111 192.168. 30.110 SNMP get-response 1.3.1
4715 321.841933192.168. 30.110 192.168.30.111 SNMP get-request 1.3.6
4716 321. 846297 192.168. 30.111 192.168. 30.110 SNMP get-response 1.3.1
4717 321.847119192.168. 30.110 192.168.30.111 SNMP get-request 1.3.6
4718 321.853026192.168. 30.111 192.168. 30.110 SNMP get-response 1.3.1
4719 321.853718192.168. 30.110 192.168.30.111 SNMP get-request 1.3.6
A7TIN 271 QLeTOIOC 14O 1T£0 2N 111 107 180 220 11N CRILATY AAtr PAacEeAmens 1T 3
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