= [P &

El-?

HEI Ao ZX5te AEEHES FE35tD, MEZE QAl57| Q6 Al25tE Efo HS.
32-bit A A2l IPv4aet, 128-bit M A2l IPv67t RJCH.

= About IPv4

32-bite] Zo|Z2 O|FX|&= IPv4d= 1 byte (= 8-bit)¥ 4702 L}50] 1022 FEISHC}

B,

L= 2l 4702] 10Zl+=

ol E()2 FEeHC)H

HEHIE F&5t7| fIet “HESI AEXH(NetlD / Network Identifier)“2t LIE® I ol U=
SAEEES FE5H7| fet "SAE AlHXH(HostID / Host Identifier)“2 FAZ|od, 5702| ClassZ
&=t
Network Bit Host Bit
192 168 0 1

11000000 10101000 00000000 00000001
IPv4 =2= [A, B, C, D, E] 5702| Class2 &&/&=/04, [A, B, C] Class2t0| Network/Host &4
HMAHE ZE=ct.

@ Classd {1 X

8-bit 24-bit
A R 0 | Network ID Host ID
A|AQ| bit7} "0"C 2 A|RMSIH, [0 ~ 127]2 A|ESI= IP T4
8-bit 24-bit
XAl bit7} "10"C 2 A|&tSIH, [128 ~ 191]2 A|EtSI= 1P FA.
24-Dbit 8-bit
2| AQ| bit7} "110"© 2 A|ASD, [192 ~ 223]2 AJEHSH= IP Fa.
DClass| 1110 MultiCast Z=A
A 49| bit7} "1110"© 2 A|Z}SIH, MultiCast 8 2 AFR3L7| QI3H IP F2
EClass | 1111 o|2f FA (Reserved)
A A9l bit7} "1111"O 2 A|ASIH, E4 O 252 A3t IP T4,




@ Z} Classd F=409| H

A|EF Bit M byte Z|CH Subnet T
10X A H2Q| | Subnet &= | #|C} Host
A Class 0 0~ 127 127 16,777,214
B Class 10 128 ~ 191 16,384 65,535
C Class 110 192 ~ 223 2,097,152 254
D Class 1110 224 ~ 239 — -
E Class 1111 240 ~ 255 - —~

& [Pv49| A}A IP(Private IP)

F3el IP 24 & sl Zst7| fell AlE8st= WEAel IP.

IPet= 22| IEHolA Routingd| E7ts3stH, &Y network WSOl AM2F el&lo| =10
networkdll =% & = gic|.

QIEftllol| & st= ol E7tsstER WFe| =2 AFES0| 2F2 3ol IP
ClE{Ullof| odZE = JUE = NAT(Network Address Translation)ES ALZstCt.

rok

Om o M of 4
Stodm rn o M
ujn

B2 ®HI|H UBrHOl 77| A He
A class | 10.0.0.0/8 10.0.0.0 | 255.0.0.0 10.0.0.0 ~ 10.255.255.255
B class | 172.16.0.0/12 | 172.16.0.0 | 255.240.0.0 172.16.0.0 ~ 172.31.255.255
C class | 192.168.0.0/24 | 192.168.0.0 | 255.255.255.0 | 192.168.0.0 ~ 192.168.255.255

= About IPv6

IPv4o]| O] XIMITH IP =4 Esd dial =
2, FUZ0|Ht MXAMEBAE HEL = U
IPv6e| AP, FTA Z7ie| &xtoz F

=

- =
Security) 7|2 AAHZEH2ZE X S350 P 7lsS sdA7|= ebd FENOeL T4 Als MHF
52 sk F7isto] zE|Aet LBt AL Ao HoldE Sisct

128-bite] Zo|=Z O|F0{X|= IPv6= 2-byte (= 16-bit)% 82 LI+ 1622 EHSICI
ESh LEEO A 8712 16Xl WE()e 2 FEsto}
[21DA:00D3:0000:2F3B:02AA:00FF:FE28:9C5A 12| FA0(A, “0"2 0 T=5HA|
[21DA:D3:0:2F3B:2AA:FF:FE28:9C5A] 2 £ $= UcCt. stx|ot o] B = lockotch Sheto
ZXE AojoF 5H7| w20l S blockoll “0”2t AL wf Stt= H7H Fo{of Fhof




= IPv4Q} IPv62| H|id

IPv4 IPv6
37| 32-bit 128-bit
i B oF 43 oF 432{x432] X432 x43Y

8—bit¥ 482& (102 E7|)

of) 192.168.0.1

16-bit¥ 85 & (162 E7|)
ofl) 2001:230:abcd:ffff:0000:0000:ffff:1111

A I
BB B b
i
|

=147 A, B, C, D S class tHel2 F& UEST 2o ue A oY
oS Unicast / Multicast / Broadcast Unicast / Multicast / Anycast
T o
JER2 . )
B
Header ol = AL
AA O 7|<D | -”
Checksum
_ =38 My|lAHEHZ
(=) i X| Xt oz oH =, =
Qo5 XA =8 280l o packet® T2 = 0o F& HEHE0|
Hol 7|5 IPSec protocol 2 A x| 3ZEY| S0l 7|22 2 IPSec MHE
Mobile IP 7|=
H ;o7£_|| ;o&!
N 128 =E
o =)
Plug & Pla
9 L y 7= 212 (Auto Configuration 7+<)
7|§

* QoS (Quality of Service)

— InternetO|L} Network At M&EE 2

% NAT (Network Address Translation)

v

P X428 32l IP F42, Z¢

YEEEEE

Melx~ ZEE 2ol

—

P =25 WE IP FA2E BT et A .




= Subnet mask?

Network Bit2t Host Bit &2 T&ol F— D& Tt

AEXIZLIP FAE ASE 0f XH = H2=2ZMN, AFESXPIE oz MHSI=A ot 2l
IP =28 & sh= ISP(Internet Service Provider / QIE{Ul Mu|A XS )0l A
M3sts a2 OtHE Hsfof ot

IZMEE bit7l 12 AlZSID, & 32-bite| Zo|E 7HX|od,

Subnet MaskollA "1"2l &2 Network BitZ, "0"'el £&£2 Host BitZ ¢lAl &},

7|22l Subnet Mask= Class H 2 cClgz Zcl.
Class Subnet

A Class | 255.0.0.0

B Class | 255.255.0.0

C Class | 255.255.255.0

@ Subnetting?

SIEHE J|2 P FAES 7KK 2 YEAMoZ o 7§2| Subnet2 tteE= 3pA.
C Classe| 4<%, IP FA9 HY= [x.x.x.0 ~ x.x.x.255]|7X|2 & 25670]|C},
Je{Lt "x.x.x.0"= O] Network& CHESI= TAZ AF2E 10, "x.x.x.255"= 0| Networkd|

CH 8t Broadcast TAZ AI2E|7| 20 AMZE A5+ FA= 2547 (256-2)0| C}.

7|29l Subnetting &2 “192.168.0.0"22 M@ sict [C Class]

» 192.168.0.0/25
P &4 Heo “/=XA’&= Network ID2| bit=& 2|o|&tC}.
= Network ID2} Host ID2Q| bit == Cl=21} ZC},

192.168.0.0/25 = 11000000.101010000.00000000.00000000

Network ID 22 (25-bit) Host ID (7-bit)

(Subnet Mask) = 11111111.111111111.11111111.10000000 (255.255.255.128)

Network ID7} 1 bit& &2{A Host ID &2 A2 1 bitZ7} ‘172 MAHZ|0] U2
byte= “12870|2t= 10&I+E Zt=cC}. 0| “128”0| Subnetting®| 7|& =At7} =},
Z, [0 ~127] 1 [128 ~ 255] o & RE2o=F LIHX[A =t

A Y Subnet

11000000.101010000.00000000.00000000

192.168.0.0 2H (Network Address)

11000000.101010000.00000000.01111111

192.168.0.127 Xl (Broadcast Address)

S B Subnet

Network Address)

11000000.101010000.00000000.10000000 192.168.0.128 =®H
11000000.101010000.00000000.11111111 192.168.0.255 7))

Stxlgt M HZo M 22 S EEE AMESPo, dMEZE ALE & £ s IPe Hels

1 ~ 126, 129 ~ 254 7}X| O|C},

(
I Xl (Broadcast Address)
ol



>
o
rir

3 M=Z M7l stLke| Subnet & AMAEXMOZ Host Computerd] & = U= IP Fa2o 7
-2 = 126] 7t =t

07| E7HI

<

» 4702] subnete 2 Ltz A7

M IP Ao MA He= 0~2557HK| “25677H0|C}.
= IE 47H9—| subnetgé 25t5tH . 8t subnet & 64702 IP FAE & F ULCH
(256 = 64)

=, 0~ 63, 64~127, 128~191, 192~255 7}X| o|C}.

J3HH M E olofr| 3HXOl, T MZ1 H E2 EFZFLE M0l FE0[ER
1~62, 656~126, 129~190, 193~254 7}X| 2t g27f4 st&tstk 4= i},

Me|stAtH, 4742] subnetl 2 LiH S 75'—':"—,
Zt subnetoll AlM| &gt Jtsst Pl M= 627071 =ICh (64-2)

» 8702 subneteZ Ltz 4R

256 - 8 = 32

Zt subnet & AL Jtse IPFLL| Mg 0 32

= (0~31, 32~63, 64~95, 96~127, 128 159, 160~191, 192~223, 224~255)
AlM| &2t Jhssh IPel i 30

= (1~30, 33~62, 65~94, 97~126, 129~158, 161~190, 193~222, 225~254)

Network Broadcast
Subnet Range Netmask
Address 9 Address
1-Class X.X.X.0 X.X.X.1 ~ X.X.X.254 | x.x.x.255 255.255.255.0 (/24)
X.X.X.0 X.X.X.1 ~ XXX.126 | x.x.x.127
2-Class XXX 128 | xx.x.129 ~ x.x.x.254 | x.x.x.255 255.255.255.128(/25)
X.X.X.0 X.X.X.1 ~ X.X.X.62 X.X.X.63
X.X.X.64 X.XX.65 ~ xx.X.126 | x.x.x.127
4-Class X.X.X.128 XXX.129 ~ xx.x.190 | x.x.x.191 255.255.255.192(/26)
X.X.X.192 X.XX.193 ~ x.x.x.254 | x.x.x.255
X.X.X.0 X.X.X.1 ~ x.x.x.30 X.X.X.31
X.X.X.32 XX.X.33 ~ X.X.X.62 X.X.X.63
X.X.X.64 X.X.X.65 ~ x.x.x.94 X.X.X.95
X.X.X.96 XXX.97 ~ xxXx.126| x.x.x.127
8-Class X.X.X.128 X.X.X.122 ~ xx.X.158 | x.x.x.159 255.255.255.224(/27)
X.X.X.160 XXX.161 ~ xx.x.190 | x.x.x.191
X.X.X.192 X.XX.193 ~ xX.x.X.222 | Xx.X.X.223
X.X.X.224 X.X.X.225 ~ x.x.X.254 | x.x.x.255
N rk
eg’i‘f Subnet Mask | Usable IP| Mask / IP / AIA}R IP
25 255.255.255.128(/25) 2'-2=126 128 / 128 / & 126
26 255.255.255.192(/26) 25.0=62 192/ 64/ & 62
27 255.255.255.224(/27) 2°-2=30 224 | 32/ & 30
28 255.255.255.240(/28) 24-2=14 240 / 16/ A 14
29 255.255.255.248(/29) 23.2=6 248 | 8/ &
30 255.255.255.252(/30) 22.2=2 252 /| 4/ 4




= OSI Model

AN

[Open Systems Interconnection Reference Model]. 7HEt& A|AEIZE Al T =5
1980 2 ISO(International Organization for Standardization / =& E=st 7| 7)ol| 2|5l
HetEl AFE el SAAXH(Protocol)ofl 2tst =X E=H4.

@ OSI 7-Layer?

SHUZS S5 M5 FHEol HeFt Mt A HXE Helst o JH2H H|Xs 7|5 M3s=
module 774e] S AHEo2 E&st Holct '0SI 7HE'22 22[7| % sich

7THE | S8 WB (Application Layer)

6 ME | HE& 3z (Presentation Layer)

5 M5 | MM wzs (Session Layer)

45 | Ta us (Transport Layer)

3B | HEgua s (Network Layer)

2 15 | Hloig@3a Mz (Datalink Layer)

15 | =2 N5 (Physical Layer)

0x01. &2| AlE (Physical Layer)

[Data-link Layer] 2FE FMME=E Frame2 02 12| bitH=Z B850 ME oA E S35l datas
MEstoh EEo, AFEAF EH|2F network SEF &H| Atole] =2|&, M7[H 2l interfaceE A 5HH
M& Mzo| w2 ME wWAlD) incoding #Al S2 ZE S}

2tebshA| el A, ERX| dataE FEHE #ol A Eo|ct.

o Al&oll &#st= txEAQl ZH|Z= [Data cable], [Repeater], [Hub] 7+ UC}.

0x02. Ho|E{& 3 AHZE (Data-link Layer)

[Physical Layer] & Sdll &/5£Als= HE 2FL S5 &e|stod, olMe MEo ME
T s = JATE RIFE= AHE.

[Network Layer] ollA W22 packetoll Header®t Trailer& F715101 “Frame” Ol2l= SE|
ot=ct.

F7I=l Header fieldol = data blocke| A|&t2 LIEH = field2t &/5241X|2] MAC-address SOl
ZotElod) Trailerdl= 845 & LF &S st “F 4 227 71 Me=ch

O] A &0l &%5h= tHEAQ ZH| 2= [Bridgel, [Switch] 7 *UcCh.

ffo

Hu

0x03. U E® A AZ (Network Layer)

data(packet)& =HX|7}X| 7}& otXsty WE H=Z FAE Fsto] MESFE= AS.
[Transport Layer]olM W2{2 Segmentoll network address B EE FII8t &, [Data—link Layer]
2 Y0, 0] dataE “packet” O|2} St} ESH dataE SAFoM FAZHIX|] HESHA|
M&5H7| 2l =2l™2l linkgs MA5t, segmente] A7|7F networks Sl M&e = A= =i
A7[el MTU(Maximum Transmission Unit) 2ct 2 4%, &2 37|2| packetlZ &F&t510d
M&Est= Aets s sict.

O H&oll &#st= tixEAMQl ZH|Z+= [Router], [L3 Switch (Routing 7|2 3t= Switch)] 7
UL,




0x04. M& AHE (Tranport Layer)

- M MAIX[2] BScHEnd-to—End)Zt TE, & Mo & 2F A 7|5 Fdstoq, ol

sl &st= thEXQl protocolZ2= HZ X&H MH|AQl [TCP (Transmission Control Protocol) ] 2F
H|dZ X|&ks MH|AQl [UDP (User Datagram Protocol)]7F ACE.

- o4 X| &8 (Connection—oriented Service)= TCPZF tH EZX Q1 protocololt{, &4l host
Alolof| dataE H&sSH7| o|Mol MM HAZ MAES W= SFEfO[C Of2f{st X2 ¢lsto] AN
U= datal] ME2 EFS += Ut

— H|HdZA X|&s MH|A (Connectionless Service)= UDPZF tH =& Q1 protocol0|nd, datas
M5 Mol 2 AN IS HX X Looz HE ME £ £ X2t MAE dataS0|

SHX| 7R HetstA ME=A=Xo et &2 w2 5+ A EcCh

0x05. MM AZ (Session Layer)
— &/%A hostMOlM Al=ET Qe 28 =238 79| session?| EHE I SX|, &Y 27

o

E= Ades Fdsict
— [Session Layer]dlM HMZ=El= T systemzte| st gt o2 Full-Duplex (M3&1H7]),
Half-Duplex (£X7]), Simplex (BIE|2) So0| ULC}.

0x06. E#l AHZE (Presentation Layer)
AR} @l 8t datas

neiworkE &3l M& 7l=st HEl2| dataz HESH= 7|52 B©HYSHCH
O & =0 2AIE EdE 4, ASCIl codeZ & ZQ2IX| EBCDIC codeZ & HWQIXE ZHs5HH,
datal| =1t ets 3l 7|sE MEsiCh

(Application Layer)
St= program (e-mail, web browser, file transfer program &) 0|
ot & Z 20| networkol] M2 = U= F=CHE M Sgtot,

@ Encapsulation / Decapsulation

— 5= JHe| host AlO|OIIM dataE ME&E A, OSI Model &A159| Zt AESE2 datag 5
AES=z2 {2 0} Headertt Trailer® 20iA1 L EHCH oA 2 datas =2 ASS
£l Aot host2 ME=Cl

— Datall FAlFoM= stel AS2ZFE =2 E Datall Header2t Trailerg& M7H{stl A
Asc=z sz{EA ==dl, olet Zo| 2 ASoAM Headertt Trailers £0l= ZAEE

21 £3H(Encapsulation)2t st2, A8 hostdl =&8H DatadllAl Header2t Trailer& M AHst=
NS A7 &3 Decapsulation)2t St}

Data sME FUS

[ Application | H | Data |

[ Presentation | H | Data

[  Session | H | Data

[ Transport | H | Data

[ Network | H | Data

[ Data-llink | [ H | Data | Trailer |

[ Physical | | 01000101010101101010107... | -




= Protocol

MZ chE 7HA Zholl elAtsS S SH7|2l6l ol2| 2k%

rn
=l
12

@« Protocol 2| 7|5

0x01. Z{ =3t (Encapsulation)
HE F=olM A2l HASB2 dataZl st¢l HAEez M2 of, Heiel datadl 24HE Mo HE
(Header, Trailer )2 F7M7|& A.

FItEl= Mo HEol= &/5AlXe F

s
Fo
Ju
oY
T
kU

Z, Protocol Al ME So| Z&=Ch

0x02. 25 X|of (Error Control)
dataE H&St= oA gMI= FE HASESSHHL HHSE 7s. F7F @Mst AL
M AlZF Lo X 25 A2, MEES =

i

0x03. =tH S (Fragmentation)
network Atoll dataE XM&st A<, M5
2 L5 d5.

al
|
N
o
0z
10
o
o
Q

M
ne
0%
rok
|
N
1o
1
rlo
o
o
Q

o
(@)

(@]

Q
mun

0x04. M=% (Reassembly)
Mot A7|2 25t ME&SH datag TASHA CHA| fele| dataZ MM =¢gtst= 1t

SAZoA

~
o .

0x05. &4 X|H (Addressing)
datao| &t M&2 HZESH| 6l &/5AXe] =45 Folsts by .

rir

il

0x06. =7|3}t (Synchronous)
= o] SAI5t= 7HA Alolol £ timer ZrO|ILt window size &2 QAF gk

o
Ok
=)
_O,ﬂ
rir
_\3
0z

0x07. &2 Ao (Connection Control)

& 0ol JHA AlOle| data M& M, ola[dZ MAH ofFo w2}

oA AX| g+ (Connection—oriented) / HIHZ & (Connectionless)2 & T+
- oA Xy  [odd MF], [data L], [ &HA]e| 3etAIZ 7.
- H[HZE A& XM A Rlo] FA| datagE MS.

0x08. Multiplexing
stLtel S4IZME 083510 o8] &4 7HAM=0| SAlol datag ™E.

o 7|2 Protocol - IP

[Internet Protocol]

OSI| &= Z2d o] [Network Layer] ol sHEst, packet M&ES st T4 2L O] FTLE AL
st FMX| 7Kl A2 MH™(routing)s EE.

0ox01. EH

& H|AMZEM (Unreliable)

- SHX| 7Rl MEst packet &2 HESHK| 2=Ct packet M&2o| Alz|Mu 2HE J|sE
TCPOIAM A=,

rlo



& H|E=54E (Connectionless)

— &/52l host Alolof] 42 AA Q10| packet2 M&st, MEE packete= AMZE CI2 HEE
AFSH0d EMX|of E&E =5 OI|_—_|.
Fa XH

— internet&ol| =X st= host22 M=E F+E& —’F— U= TS 2 |P AddressE AFE35H0, packet
2 |P Address= 7|Hte 2 22X X| hostol| MEH

rﬂ

¢ Zd= MF
- ZHX| |P AddressE 7|HIe 2 O{EH HA=ZE MEHSI0] packetE MEEX|E EHCHSIDY, routere=
T2 packet? routingzt HHE=E 2S5 x2St

0x02. IP Header ++A

0 15 31
Version Header
) Length (4) ToS (8) Total Length (16)
Identifier (16) Flag (3) Fragment Offset (13)
TTL (8) Protocol (8) Header Checksum (16)

Source IP Address
Destination IP Address
Option (Variable Length)

Data

[0000] Version <4-bit>
IP Protocol®| versionS 2|o|stCt. 4 or 6.

[0001] Header Length <4-bit>
[Option] fieldE Z&st IP Header2l FA ZIo|E LIEHH.
0| option2 AIE3IX| 242 A, 20 bytes 0|04, =[] 60 bytes 7HX| 7h=3ict,

[0010] Type of Service <8-bit>
datal] SMAHE LIE= 3-bite] field2l 4-bit2] ToS(Type Of Service) field, 1-bite| o2t field
Z 0| ZICt,

SMA field= [0 ~ 717HX12| A2 EAIEH, AP 228 O 22 M &9 & Z=Ch
TOS field= =& XA, =i Mel3F, Fo M2[YM, Z2 HES LIEL = fieldEZ TFAE

[0011] Total Length <16-bit>
Header2l dataE ZE&St IP packet2| & Zo|E LIERD,, = O 37|= 65,535 bytes O|C}|.

[0100] Identifier <16-bit>

M&sH 2 X k= dataZl networkel Zof M& 3|9l MTUEEP 2 Z %, packeto] Bz M&E
=t o] 4%, 2&E packet® FSHX[UAM A== =0 =gt dataZ2FH ':'°*5| packet=
= AlHSIY| (et AlEX} field 442 Z=Ct.

[0101] Flag <3-bit>

packetO] E&EAS Mo M MEI SHII= field2A, 3-bitE2 FA =ICh,

A Y fielde Ol2FEl field2 AFBEXA 210, F 2 fielde= THHEZF 22X DF(Don't Fragment)
bit2, ZfO| “1”0|'34 packet2 B o = UZS LIEHHCE

okl packet® £5tstojof & A<, 0| Ziol “170|2tH packetE TESHX| 211 £A1=0| ICMP
error messageE E'.—_HEF.




M eHmjel MF(More Fragment) field= zf0|l “17¢l A<, & X datagram EF of O*El data 7}
FII2 JASS LIERD, Zkol “072l A= HE packetol 2&= packet & UP(I b packet@ S
LIEFHCE

[0110] Fragment Offset <13—bit>
|dentifier field2} Flag field& 0[&35t0{ 2&=l packete =AIX|o|M packetE 22| packete 2
M=gl5t7| 28, 8= packet 78| A HHE ;&

[0111] TTL (Time-To-Live) <8-bit>

packetO| networkatollM MZES £ U= A|ZEE M EHEIS2ZM network?| EZL$F trafficg ZEO|
:: O=| o|-° ol-l:l-

TTL gt packete| &H2AIZ0|M X|HSto{, packetOl routers ZFE mjoict gro| 14 ZA=C)
%, TTL field= packetol d7& = U= Z[CH hop F=E 2lo|stct,

packeto| M& EF ol 00| =M, packet2 HZ|=31 packete] HAESZ ICMP_ error
message/t M&EICF,

o2, TIL U422 0/8e] 87 & F Uk

TTL O/S

128 | Windows (98, 98 SE / XP / 7 / Server 2000, 2003, 2008)
64 Linux (Ubuntu, RedHat, etc..)

32 Windows (95 / 98)

Ol AUE HOIEH ¢ XMl LI2CH.

ZX1 : http://blog.naver.com/sdream4/10008532246

ZE X2 : http://libraryz.tistory.com/401

_

[1000] Protocol <8-bit>

IP_packetO| O{E 22| protocol& Zetstd
AF2| protocoldl= ICMP, TCP, UDP SOl
Al =t

JA=XE HEI = field.
Qond o FofM TCP= “6”, UDP= “1779| zte 2t

-

[1001] Header Checksum <16-bit>
IP_packet Header2| 27/ S-S AASHZ| 2§t field.
data2| #E Mz|E 5 IP Headeroll CHSH A2t error AAIS =& i},

[1010] IP Address (Source / Destination) <32—-bit>
32-bit Z20]0|0q, packet?| &/sTAIE2| |P AddressZt Z|E=IC

[1011] Option

IP Header2| Z0|= 7|2 Header 20-byteoll option2Z 40-byteE C At2E = yct.

AlZbe| 718, 2 FX, network 2H% miel 59| Ex5t X Z 2|l ALE =04, option fielde| &
O|= [Header Length] field& Z&t=35to{ & = UL}

& 7|2 Protocol - TCP
[Transmission Control Protocol]
OS| &= =22l [Transport Layer] oM S=Ztstod, &/ S Alo[of AlZ
&8 JHI-S—.

0x01. &4

2 °‘|7" XI%Z (Connection—oriented)

- &/ E ALo|oll dataE S5 M, A A

Header-l SYN bitE “1”= MA packe tg FTAMFo| FMESto

et
>
30
rr
o
o
D
|0
r

_’IO_



& AMEAM (Reliability)
- AM’_‘O{IH &t dataﬂ SHIZH F4
data?] M&2 H % data ME F timer

E
=

LS (ACK)7t 24| 2 &<, dataE MESET

& 52 Ao (Flow Control)
x

Okl
N
mjo
o
[
i)
2
mO
v
o
u
N
o
0>
lo
o
QL
Q

TAFolM XRRIo] AHE|E £ US
MES Mot =24 buffer overflow

0x02. TCP Header /A

0

15

31

Source Port (16)

Destination Port (16)

Sequence Number

Acknowledgement Number

Header
Length (4)

Reserved

A
C
K

=)
S
H

R
S
T

S
Y
N

F
I
N

Window Size (16)

U
® s
m

TCP Checksum (16)

Urgent Pointer (16)

TCP Options

Data

[0000] Source Port / Destination Port <16-bit>

Segments &

[0001] Sequence Number <32-bit>
SMEX|= datael =ME FE5H| s AlE.

[0010] Acknowledge Number <32-bit>
datal| F=AIFoAM CL3o MESEIX]

St=

by

te2]

/T=45k= application® port number.

A

ey

O| field 4t 2 cCts A& packet?|

=

of

=

20 [ME
|0 |fok

A
T

L3t g2 aAlZ02 M&, &4l &9l

o 1 —

AL
oA
7

=
st &
4

|'0|- Il

=
6I-I

FCF

[0011] Header Length <4-bit>
TCP Header2| Z0]J.

4-byte EHE Header

[0100] Reserved <6-bit>
5l o 2k=l field. ‘0”22 MAE|0] U=S.

LiSol AtEE 2

[0101] Flag <6-
= 6709 fieldZ O|F0{X[0{, TCP packet2| &

bit>

o, $=AlEl packete] =AM

woll 12

Zo|E X|dE3stod, 4-bit2 O|F0|M Z[Cf ZO|= 60 bytes.

7= LIEHMHC

URG | [Urgent Pointer]Jt US.

ACK | [Acknowledge Number]Jt S&8!.

PSH | Jts&t ®2| dataZ [Application Layer]2 Z U0 &.
RST | o9& W&d.

SYN AZ=S x=J|gotd, =M HSE SIIst

FIN SAHFU A datall ME2 2.

_‘I‘I_



[0110] Window Size <16-bit>

S& HAHE #lall TCPAHAM AREstH, =AMZE2 XpAlo| F41 T}
fieldol Z7|&3510{ &A1F0| e2{FCl.

EAMENME FAES ACKE 9HX| 20T maximum window sizeZF22| dataE &S = U
Cl.

window size= 16-bit0|0{, Z[CH I7|= 65,535 bytes.

data®| 2¥= [Window Size]

or
o

[0111] Checksum <16-bit>

TCP Header®}t datadll CHSF checksum 0| 7| S50, TAMFA 2LF HAEZSE AIE.

TCP Header2| checksum ZAAHAl, TCP Header®l field&ol HsHM &/5AIX| IP, protocol, TCP
Header size field2 M= 12-bytel| 714 headerE =EZetsto] A Absict,

[1000] Urgent Pointer <16-bit>
SME2 AESZ HEY MEE0of 5t= dataZl JYS EF, URG flagE AH.
ALE o = FTPE 0[83510] datagE A& / {Ctr+C}E =2 &2 Jttol= 4% 5.

[1001] TCP Three—way handshake (TCP 3—-way handshake)

dataE H&Est?| o|fFol| SA1531 =AlF0] 3Ho| ZZE message &S &l dES MF¥sI=

4y,

1. Client(&241F)= Server(FAIF)2F 48 ME S /sl TCP flagel SYN bitE "1"Z
=7 &M S ISN(Initial Sequence Number)& A&t segmentE ServerZ M5,

2. Server= Olol| Cist SE2Z, SYN bitet ClientZF &8 ISNof| "1"S st ¢t=
ACK segment2} AtA2| ISNE M S,

3. 84 packet& F=2AIEt Client= CHA| Olol CHEE SEHSZ ACKE SAIStS Z 44
Client2} Server Z+ 91Z0| 2tz =C},

YN ... ACK YN .. A
(_J.S\_LIE \—/ C(A)(las \—;/ (_gfl:

oL~ T Al

A% R

)

[1010] TCP Four-way handshake (TCP 4-way handshake)
E/FAE 24| odd2 EF8 M, 44H2| message &S S5 £E.
1. & B2 E 5t= Client(&A&)olM FIN flagZ7t AHE segmentE Server(FTAIE)of| M&.
2. Server= Olol| Cist &QloZ ACKE EHY2Z M, ClinetdlM Server22| HZ0| T &.
3. Server= FIN flagZ7t A&™E segmentE Client2 M&.

4. Clinet= Olof| CH&l &elo 2 ACKE HHY S ZM, Serverol|A Clinet2e| HZo| &,
FIN / ACK ACK FIN / ACK | . ACK

( i

su% FUK) (A BEUS)

5

@& J7|& Protocol - UDP

[User Datagram Protocol]
[Transport Layer] protocolZ2M, S8 MO, =4l &0l 27 Ao 52| 7|s0| gl HsteEl 2
ARl HE S5 sile| EXAES Zh= H[HZ X[ 88 (Connectionless) protocol.

=

0x01. &4
& H|odAE (Connectionless)
A

- oz A Ay S Yl AFECE dataE HIZ ME.

M3 MH|A (Best Effort Service)
T4 Zolo|Lt AMME 7|50l 810 packet £4l2] ZtsM0o| U

mjo

_’IZ_



& H|ME] ME (Non-state)
— packet &0 Cfst o HE (A Hs, &0l Hs ZF Ao, &/
oo =2, FMo| Zichstl wE SEE2 MBS

2l buffer &tel)E CHEXA|

4>

0x02. UDP Header 74

0 15 31
Source Port (16) Destination Port (16)

UDP Length (16) UDP Checksum (16)
Data

[0000] Source Port / Destination Port <16-bit>
Data &/F21%F processdlM AbE3SHH= port number.

[0001] Message Length <16-bit>
UDP Header2}t dataE && Mx| Zo|. =i 65,535 bytes & A7|E %5.

[0010] Checksum <16-bit>
UDP Header2t datag Z&loll 2L®E AE5H7| fIsh ALS.

o J7|=2 Protocol - ICMP

[Internet Control Message Protocol]
IP Protocol& Al=235t= networkOl|AM 2HAist &= Q= 70| st 21 7|52 network AEf ZRICH

s € Ms.

[PING(Packet InterNet Groper)], [Tracerouter] 7t} ICMPE AlE235t= CHEXQl Utility olch.

0x01. ICMP Header +4
0 15 31
Type (8) Code (8) Checksum (16)
Identifier (16) Sequence Number (16)
Data

[0000] Type <8-bit>

ICMP message8| 78S LIEH.
Type Message
0 Echo Reply

3 Destination Unreachable
4 Source Quench

5 Redirection Required

8 Echo Request
11

12

13

Time Exceeded

Parameter Problem

Timestamp Request

14 Timestamp Reply

15 Information Request [Not use]
16 Information Reply [Not use]
17 Address Mask Request

18 Address Mask Reply

_13_



[0001] Code <8-bit>
message typel| ztoll w2t MEstsr ZeIF AS I AL,

[0010] Checksum <16-bit>
ICMP Header2| 27 E AZEs517| sl AL

[0011] Identifier <16-bit>
[Code] fieldoll B ZI LiE0| e AT AtS.

[0100] Data
ICMP message?| #&of = FIIMel dE71 =8t

& 7|2 Protocol - ARP

[Address Resolution Protocol]

EX™ |P Addressoll CHSF MAC Address &t Sxtg Bt
(o]

HHCH 2, MAC-Addressoll CHst IP Address& = 7|s& st= protocol® RARP(Reverse ARP)Z}
st}

0x01. ARP Header 74

0 15 31
H/W Type (16) Protocol Type (16)
H/W Address Protocol Address .
Length (8) Length(8) Operation Code (16)

Source H/W Address
Source Protocol Address
Destination H/W Address

Destination Protocol Address

[0000] H/W Type <16-bit>
ARPE 0| &st= allE H/W Interface 3FE A<2l. Ethernete H/W Type& “1”.

[0001] Protocol Type <16-bit>
A2 AZ protocolE XA . POl Ot £ “0x0800”.

[0010] H/W Address Length <8-bit>
=2 TA(MAC-Address)el Zol. gt “6”.

[0011] Protocol Address Length <8-bit>
=2l F2(P)el Yol. gre 4",

[0100] Operation Code (OP-Code) <16-bit>

ARP Sxtg X|Hste field. 282 “17, SES “279| Ztg 2

=

rir

[0101] Source H/W / Protocol Address <32-bit>
EAMZ=9| MAC/IP Address

[0110] Destination H/W / Protocol Address <32-bit>
T=AlZ=92| MAC/IP Address
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