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: Acunetix Web Vulnerability Scanner (Enterprise Edition) QE

: File Actions Tools Configuration Help
| New Scan | [& 3 0 & 0 B € Jf“|4;>-f|Erzn|:L;'|n.
|| Tools Explorer Jill l_‘l 13 ‘ b | H | k] R | ﬁ |SiartURL: |htm:,|’fhesmhp.acuneﬁx.com ﬂaﬁle: |default ﬂ Start

ﬂ Web VYulnerability Scanner
0% ¥ vieb Scanner Macunetix WEB APPLICATION SECURITY

(3@ Site Crawler

,) Target Finder
Subdomain Scanner
-[4) Blind SQL Injector . i
=} HTTP Editor « Tostart anew scan: File » New . Web site scan

G HTTE Sniffer & Toloadthe results of a saved scan: File - Load scan results ...
HTTF Fuzzer
Authentication Tester
Compare Results
- Web Services

-4~ Web Services Scanner
- Web Services Editor
{= Configuration

Settings

& Scanning Profies

Web Scanner

Mo data to display. You have either not performed a scan or needto load a saved scan results.

E E‘;‘ G | 3 Acunetix Ltd © 2010 All rights reserved. Acunetix WVS v6.5 Build 20100210
eneral
0 Program Updates |Acﬁvity Window a
{L1] Version Information -~ - = = = —
~= , Load modu 'eb Services - Multirequest parameter manipulation” ...

&P Licensing 53 21 10:19.34, Load module "Web Se Multi est et lati o
&) Support Center 53 21 10:19.34, 14 modules loaded.
@ Purchase 5& 21 10:19.37, Determining necessary updates ... |
&) User Manual (html) 53 21 10:20.01, Canceled. (u

: @ User Manual (pdf) L

.m0 AcuSensor Application Log | Error Log

4 HFOI A “Help” -> “Check for updates” £ Als#s}o] QHO|ETIY EX|0{HE ol

orof HIOIE 7ts¢ot mUSO[ EXSCHH Ofgi e mUZ|AET 20 EAHTR.


http://rapidshare.com/files/356407862/2010_02_10_01_webvulnscan65.exe
http://rapidshare.com/files/356414045/web.vulnerability.scanner.6.5.patch.rar
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File Actions Tools

|| Tools Explorer

™| Web vVulnerability Scanner
~-J&} Web Scanner

=1 Tools

----- (3 Site Crawler

----- ,) Target Finder

----- ﬁ‘ Subdomain Scanner
----- (4 Blind SQL Injector
&3 HTTP Editor

4% HTTP Sniffer

-4 | HTTP Fuzzer

----- ﬁ Authentication Tester
----- b Compare Results
== Web Services

----- = Web Services Scanner
----- 47 Web Services Editor
EH=F Configuration

----- Settings

----- &l Scanning Profiles
Bl General

9 Program Updates
~-[L1] Version Information
-5 Licensing

»@ Suppart Center
»@ Purchase

@ User Manual (html)
@ User Manual (pdf)

----- & AcuSensor

ONewsean |[@ @ P B D BQ e BB w2 |D|E
J;ll @Chedcﬁ:rl..lpdates

ﬂ Download and Install Updates

T —
) Acunetix Web Vulnerability Scanner (Enterprise Edition

Configuration Help

|E| Download and Install Mew Build

& New build is available {Build number 20100413, Filename 2010_04_19_01_webvulnscanas. exe].

Date | File M amne | File Size | Progress
[ S8Y, 23 11,2010 patch_20-21.cab 364 Kb I
[{ Updated CsA& (bugfixes).
[+ @ Changes (1)
[ 289,23 12 2010 patch_21-22.cab 365 Kb ]
[{] Updated CSA (bugfixes).
- @ Changes (1)
[ =89, 33 3, 2010 patch_22-23.cab 466 Kb
[#] C5A fixes and added a chedk for XML External Entity Injection.
-- G Changes (5)
[ =89, 438 7 2010 patch_23-24.cab 365 Kb
- [#] Updated CSA.
- @ Changes (1)
patch_24-25.cab 2 Kb

[ =8, 43 28 2010
[{1 Added compliance repert for Owasp Top 10 2010.

Activity Window

52 21 10:19.34, Load module "Web Services - Multirequest parameter manipulation” ...

52 21 10:19.34, 14 modules loaded.
53 21 10:19,37, Determining necessary updates ...
58 21 10:20,01, Canceled.

| Application Log | Error Log

“Download and Install Updates” & Al&st0] Ol MX|.

O EFAS Lt D AT

00| “Download and Install New Build” HHE0| M35} &R}
FRHE[QICHE Of7|7a. 24 MEZ BTl MO0l S/HE /Y
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File | Actions Tools

Configuration Help

|E| Acunetix Web WIneraE iI'E Scanner {En!e_ rise Edition

File Actions Tools

Configuratior

B pPE@E

- w}é O
Web VulneraBimty Scanner

BT e scamer A
2IH0| A| “New Scan"& &l
OF ofafet 22 Eo] SdUHe

New v |] Web Site Scan :
E 7 Load Scan Results .. 3 Web Site Crawl i
s bl Save Scan Results ... &> Web Service Scan i
Exit A Report r

T —— I wWen Scanner
g 23y g2



[2Ado= wjgrE g ulret]

Ccan Wizard 28

Scan Type Scan T}Fpe

Select whether pou want to gcan a single website, a list or range of websites or whether youw want to analyze
the resultz of a previous crawl.

Scan upe L 1

Lagin |.‘ Here you can zcan a single website, b case pou want bo zcan a single web application and nat the
wihole site you can enter the full path below, The application supports HTTP and HTTPS websites.

Error Pages
Finizh

+ Sican zingle website

Website URL: | hitp: /ftestphp. acunetix.com
{ '
LY
< b |fyou zaved the site structure wuzing the site crawler tool you can use the zaved resultz here. The

.,_j" goan will load thiz data from the file instead of crawling the site again.

Scan uzing zaved crawling resultz
Filenarne:

(3

[ In casge you want to scan a list of webszitez, vou need to chooze this option. Prepare a test file
cohtaining the lizt of websites and indicate the path af this file below.

Scan a list of websites from a file

Filenarne
%
) “'ou can alzo gcan a range of computers. Thiz wizard will ingpect this range looking for HTT
HTTPS websitez. Y'ou may select individual websites later after the dizcovery was finished.

Scan arange of computers looking for webszites
IP range: [192.168.0.1-30

acunetix List of ports: | 20,443

MHewt > Cancel

19: SHEP WAO|E EBoIg B
2H: "Site Crawler” T2 1202 AFNIISSt UAO|EZAS AXSIH D £ 0|2 HASHY
SA| SIHLUS MEHSIO CteAFHO| Jhs. (Site Crawlere2 FOA EFEZHTR)

39 YAETAN XEE BAOESS AT TA 0| M

a¥l: 5Y S ofo|ITiS YBHOl AW BT Al 4Hg MY

Meieizs ‘Next'S 223}0} CHEH[O|X|2 0|53
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p
Ccan Wizard

Select Targets

Scan Type

Select Targets

Scan Options .
SIS PHORS Lizt aof targets
Login

L. = teztphp_acunetix.com:80
Finizh

Baze path

Server banner

Target URL

Operating system

WebServer

Detected custam 404 error page
Optimize for following technologies

Statuz : Done

acunetix

Pleaze wait until the zcanning iz finished and then select the targets vou want to scan from the lizt below,
. Far every target vou can enter detailz such az operating system, webzerver, technalagy or chanage the baze
Crawling Options path. By entering these details pou can reduce the scanning time.

W
!
Apaches2.0.55 [Ubuntu] mod_pethond 374 Pothond2.4.
hitp: /testphp. acunetis. com: 80/
I ru
Apache 2.1
Mo
[PHF, Perl, mod_zzl, mod_per, mod_python, Open55L]

1
¢ Back Mewtsp 1 Cancel

Of HOJX| ofM= Etzl EALO|ES| Ztefot §EE EO0jE. ¢aZT 1D "Next”
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=2
1 Tupe Crawling Options
lect T argets Here pou can zet crawling options.
Crawling Options
n O ptions Crawling options
Lagin j Theze options will define the behawviour of the crawler for the curent zcans. |F you want ko modify

Finich the general crawler bebaviour, you should go to settings.
Start HT TP zniffer far manual crawling at the end of the process
et first URL anly

Do niot fetch anything abowve start folder

Fetch files below baze folder

Fetch directary indexes even if not linked

Subrnit farms

LY . 4 . S

Retrieve and process robatz b, sitemap.=mil
lgnare CASE differences in paths
v Enable C5A [analvze and erecute JavaScript/Al Ak

After crawling let me choose the files to scan

acunetix

|
¢ Back Mewt 5= g Cancel
N

AZA| 2HE SMESQAE 1Y MBGO| “Next”

Scanning profile

\b) Scanning profile will enable/dizable different tests [or group of tests] from the test databasze.
Thiz could zpeed up the scanning process if pou just want to vernfy zome particular informatior

IJze thiz scanning profile: | default

az

Scan ophions blind_injection
5 These options wil define tf SO tester

¥ > carf

general zoan behaviour, 1

dir_file_checks

Scanning mode: | Heunstic emphy
file_upload
o718 S HITH AWK OIS M oA C|BER M.
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Scan optionz

j Thesze optionz will define the behaviour of the
general zcan behaviour, pou should go to zeth

Scanning mode: |Heuristic ; '
Cluick, %
Test known ! d
Extengive
[For a large ¢

-

07| AWK=EE, WEA? LE? OfLE L2|A? AZHZANS| Joeof FEF=HUZ
1 o

2
= UHPM O 2 “Heuristic’ ACHE FA|H 7.

Scan QOptions

Here pou can set zcan options.

Crawling Options
Scan Options Scanning profile
Lagin \>) Scanning profile will enable/dizable different tests [or group of tests] from the test databasze.
Firict Thiz could zpeed up the scanning process if you just want to verify some particular information.
inizh
IJze thiz scanning profile: | default -
S can ophions

j Theze options will define the behaviour of the zcan for the curent scanz. [ pou want to modify the

general scan behaviour, pou zhould go o settings.

Scanning made: | Heuristic * | Help

Test known web application vulnerabilities in all directones
[Far a large number of directaries, enabling thiz option will generate a lot of HTTP requests. ]

v Manipulate HTTP headers [Referer, Uzer-agent, ...
v Enable Port Scanning

v Enable AcuSenzaor Technology

acunetix

1
¢ Back MHewt }N Cancel
la

O—:'|A| uNeth
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HTTPF &uthentication

QE If your website requires HT TP authentication [Basic or HTLM),
yau heed to provide the credentials below.

v Authenticate with this usemame and pazsword combination ;
Usemname : [OH|C)

PaSSWDfd - | mEERERERs

Ackg HolX|z goigts I 2a0elo] Rt AO|E2H JF3|otE §M4S0|x.
HTTPRISO0| 2%t AHO|X[2tH HIAE StA|L Ot0|C| st MAIES YUH.

Forms Authentication [Login Sequence]

QE If wour website requires forms authentication, you need to recorc
webszite, Thig will be zaved az a login zequence file and can be
Y'ou can alzo specify a section of the website which you do not

linkz that will log you out from the website).

Login sequence | <no login sequences: -

| Record Mew Login Sequencs |\‘L

LA

orof E=0I0| ERoittH 20 HES SEIE REE = HAO|ENA 2OQISHAILD Al
HE ME.



>
)
o

2 Y E ClE YR el]

Login

Configure inputdlogin details for pazsword protected areas or HTML forms

HTTF Authentication

93 IF pour webszite reguires HT TP authentication [B aszic or MTLM),

Firict you need to provide the credentials below.
inizh

Authenticate with thiz usemame and paszword combination :

Uzemame: [OFIIC]

Pazgword ; | s

Farms Authentication [Login Sequence]

93 [f your webszite requires forms authentication, you need ta record the steps required to login on the
webzite, This will be saved as a login zequence file and can be used later.
Y'ou can alzo zpecify a zection of the website which pou do not want bo be crawled [for example
link.g that will log vou out from the website].

Login sequence | <no login sequences -

Record Hew Login Sequence |

acunetix

[ 1
¢ Back MHewt & JE' Cancel
L
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Ccan Wizard

Targets

n Dptiong
Login
Finizh

acunetix

Crawling Options

Finish
Here pou can review your scanning details,
Yerify if everthing iz in arder and then click Finizh.

Scan Surmmary

List of targets selected for scanning

Profile
default

Targets

« httpeiitestphp.acunetix.com:80/
05 Unix
Server: Apache 2.x
Technologies: PHP,Perl, mod_ssl, mod_perl mod_pythan, Open33L0L

v Save scan results to databaze for report generation.

¢ Back Finizhi J}:]
la

O 7|7 K| 2

o MY = 1% Finish” 2 SEYSHAIR AZ0| AISFELCE

-11 -
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' [M] Acunetix Web Vulnerability nterprise Ed

: File Actions Tools Configurstion Help

ONewsen B @ P A GERS B[ LR & |D|E
Tools Explorer U0 5| e | A #R | [ Report | 2 | starturL: e poidosy | Profile: |defauit v| Bswrt

?{WBE‘, \l'L.;Lnerabilit)-I Scanner Scan Fesuls ‘ = Scan Thread 1 ( httprIdOZSf ) ~
£z Web Scanner = =g Scan Thread 1 ( htp://bld03/) Nl ~ :

B Tools :
’ = [illy Web Alerts (1952) 3 - .
* Site Crawler M.
Target Finder @ PHP magic_quotes_apcis disabled (27) iz Vulnerability Information L

j‘j‘ Subdomain Scanner @ PHP allow_url_fopen enabled (27)
= Y
(4 Blind 5QL Injector # Threat Level

HTTP Editor .
e | @ acunetix threat |

Level 3: High have been
the scanner. A
sercan exploitthese

the backend database and/or
) @ File indusion (AS) (13) deface your website.
=5 Configuration @ Blind SQL injection (timing) (10)

@ Cross Site Sripting in URI (2) # Alerts Found

) Seanning Profiles @ Unrestricted File Upload (5) (15) Totalalerts found 1967
== General - z - 0 High cea
Q Program Updates __
Version Information Activity Windaw
1@ Licensing 52 29 11:31.30, Open port 3305 - mysg
€] Support Center 52 29 11:31.30, Open port 3590 - subversion
@] purchase 521 26 11:31.30, Finished scanning.
@] user Manual (i) b2l 28 11:31.30, Flush file buffers.

&) User Manual (pdf)
" Application Log [Error Log

& AcuSensor

A780] AIZLET 90 AEjE HOiX|EHL.
1) oj2i7tx #xg HUE
2) YAO|E HYUB|AEQ EXfEE HIS
3) sy

4) olX TIHSE

AZHO| 2EE[QUCHH 2HTYOIM = Offet FAS YEE =olts.

-12-
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= E can Thread 1 { http:/ftestphp.acunetix.co...  Executing test mog
= [l Web Alerts (46)
: @ Apache Mod_Rewrite OffBy-One B...
- @ PHP Zend_Hash_Del_Key_Or_Index...
- @@ PHP HTML Entity Encoder Heap Ove...
@ PHF version older than 5.2.1 (1)
@ PHF version older than 5.2.5 (1)
- @ PHP version older than 5.2.6 (1)
- @ PHP version older than 5.2.3 (1)
@ Cross Site Scripting (19)
- ) Apache 2.x version older than 2.0.6...
- Apache 2.x version older than 2.0.6...
-.Ql Apache Mod_S5L SSL_IUtl_UUENCod. ..
- @ Apache Mod_55L Log Function Farm. ..
- @ User credentials are sent in dear te...
@ Hidden form input named price was f...
- @ TRACE Method Enabled (1)
@ Error page Web Server version disd..
@ Braken links (1)
@ Password type input with autocompl. ..
o gme Metwork Alerts
=} -,3} Port Scanner (2)

----- -q.?_} Open Port 22/ssh

----- -q.?_} Open Port 80/http
- B Knowledge Base
= ({3 Site Structure

=@/ OK (200)
- (G AJAX Ok {200)
#- (g5 Flash Forbidden (403)
-- (i images Forbidden {403)
[ 19 secured 0K {200)
E Web Server
#- [ artists.php 0K (200)
# [ cart.php OK (200)
categories.php QK (200)
disclaimer.php QK (200)
- [ Favicon.ico 0K (200)
- guestbook. php Ok {200)
- [ & index.php oK {200)

1 .. . . .

X EXStE HASS O =0 et MyE2 F2vt & 221 AUEH d-8A =
EAHEEE HAS SHACHE X MHO| 2EE ZETF ofafof 20iF. N2z 0
totr= As FHE) Jd2l 1 ofols AOIE 2Het MUAZE =

-13-
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IE‘ Acunetix Web Vulnerability Scanner (Enterprise Edition)
File Actions Tools Configuration Help
INEWG[EH“&'\}}J_‘\ IN=N - fﬂ‘;{’f” ﬁ|ﬂal|ﬂl
Toals Explorer 1| P Range: |192.15&1. 1-30 | Listof Ports: |80,443
@ Vieb Vuinerabilty Scanner Server | Hostname | Banner | \Web Server |
: & web scanner Gh Py "
&1 Toos ttp: /192, 168. 1, 1:80/ Authentication required.
: (3 Site Crawler
pTargetFndas S
lj Blind SQL Injector
HTTP Editor
i < Sniffer Response Headers | Response Data  View Page
T Header N Heads Vsl
3 Authentication Tester gereriams LR AL
B9 Compare Results
EI Ej Web Services
: @ Web Services Scanner
@ Web Services Editor
EI {=r Configuration
Settings
[ Scanning Profiles
=5 General
6 Program Updates
Version Information
| {5 Licensing
@ Support Center
@ Purchase
@ User Manual (html)
@ User Manual (pdf)
= AcuSensor
Activity Window 1
58 28 14:42.01, Parameter manipulation is executing on script *fredir php (3 of 14)" ... -
58 28 14:42.43, Find targets (looking for HTTP) ...
5& 28 14:42.50, Done
58 28 14:42.55, Find targets (looking for HTTP) ...
58 28 14:43.03, Done D
| -
” Application Log [Eror Log
||| Aeady [ [ Y
Q=E = 2| AEO A i T e XS foiof CHE AHS E510] A
f A E—1 o o — [ s
2z T2 IMI|AEO|A “Target Finder” = Msh IPCHYO|| Cist A7HE £3 PN
Algizsol ofo|mE &9
A-“:Hjl' EOg._'OOJ.L %!-l
IE‘ Acunetix Web Vulnerability Scanner (Enterprise Edition)
File Actions Tools Configuration Help
7INEW§[EH‘5\J‘52J_\ ‘f’f” g4,|JM]|,A,
ooy ubéﬁﬁi\ IDHE RBE
E\_‘ Web Vulnerability Scanner HTTP Request | Settings Tools
Web Scanner
B Tools Default value: |1 | [#
(3 site Crawler - - - -
,)TargetFlndar 1 GET http://tesctphp.acunetix.com:80/artists.php?artist=${injectHere} HIIBE/1.0
Subdemain Scanner £ Rocept: /%
5 User-Agent: Mozilla/4.0 (compatible; MSIE &.0; Windows NT 5.0; .NET CLR 1.1.4322)
4 Host: testphp.acunetix.com
! 5 Cookie: mycookie=3
6 Connection: Close
3 Authentication Tester T Pragma: no-cache
7 Compare Results 8 Acunetix-Product: WVS5/6.0 (Rcunetix Web Vulnerability Scanner - NORMAL)
EIE:JWEB Services 9 Acunetix-Scanning-agreement: Third Party Scanning PROHIBITED
{4 Web Services Scamner | 40 Rcunetix-User-agreement: http://www.acunetix.com/wvs/disc.htm
: 4% Web Services Editor
EI {=r Configuration
Settings
[ Scanning Profiles
B General Look for: @ 0| A mh H| ‘p|ain text -

6 Program Updates

Version Information 7| Database type: MySQL

{5 Licensing Version information: 5.0.22-Debian_0Oubuntué.06.640g
@ Support Center Current database: acuart
&) purchase Currentuser: aauert@ocahost

@ User Manual (html)
@ User Manual (pdf)

= AcuSensor

‘ 5.0.22-Debian_0ubuntus.06. 6Hogacuart.. .acuart@ocalhost

Activity Window

1

52 28 14:43.20, URL redirection "fredir. php” on parameter "

S& 28 14:43.23, Application error message “fredir.php” on parameter T

5& 28 14:43.31, File indusion "jredir php” on parameter +"

S& 28 14:43.34, CRLF injection/HTTP response splitting “/redir.php” on parameter r*
52 78 14:43,34, CRLF injection/HTTP response splitting */redir.php” on parameter "

" application Log [Error Log

Ready |

-14 -
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“Blind SQL Injection” £2 SQLOI®M W17} Z=X§st= W O[X|0] CHet RAEHAES o}
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