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mp Create Downloader Server (2 Kbayt)
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FroConnective Motification [Metwark, and B outer]

Matifizations .
Supports B=grze Connection
B Use Pd 1 iau:ti'-.fe Matification
General Settings IF [DMS] Address: oL no-ip, Com (i

kd ail Maotification

3 _— Doezn't zupport Re Connection
Bind with Fil
e Bl Use Mail Natificatia®
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Server Extenzionz —
ICE Pager Matificatian

Doesn't support Reverse Connr
Samver loon d Uze ICO Pager Matification
I AITYE 157116737
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Matificationz Server Port:

Server Pazsword:

General Settings Wictim Name: victim
ll Give a fake enor message. |:|
———— L Melt zerver an install.
Bind with File [ il 8P an start
L Dizable Windaws <P SP2 Security Center
Server Extensions [ L Dizable Windows <P Firewall
R Clear Windows =P Restore Points.
ey s E Daon't gend LAMN rnatifications from [ 1921685 %] or [10.%.*.%]
O
[reizibility
E Hide Procezses fram All Tazk Managers [9x/2k5P]
©)) Help E Hide % alues From All kind of Registry Editars [9x/2k.5P)

E Hide Mames From Meconfig [Fx/2k=F]
L UnTeminate Process [2kP)

Server Sizer 342 Khat
|
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AR E(S2HO[AEN M YHA| LHSOrE AR E). FHPC O|F. "Give
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" X|5}H7]). "Disable Windows XP SP2 Security
Center" (Rl =2xp HOIHEQ} Il 7|52 HX|SH7]). “Clear Windows XP
Restore Points"(2I = 2xp= 1™ AtA|SH7]). “Don't send LAN notifications
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Notifications [ Bitnd server with a file.

General Settingz

Thiz File vl be Binded:

Bind with File
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Matificationz

General Settingz

Bind with File

Server Extenzionz

Server lcon

@) Help

Server Size;

242 Khagt

Select Server Extension

Ol EE [Has icon suppart)
E PIF [Haz noican suppart]
E BAT [Has no icon suppart]

[ 5CR [Has icon suppart)
E COM [Haz no icon support]

Create Server
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Server lcon: @ | Chooze new |can |

Server Sizer 342 Khat
|

ME I icon EH.
MXO0| BLto D “Create Server'S S2/510] MY AMA.
| Create wcreate ProRat Server (342 K.bayt} ]

K Crgate CGI Victim List (15 Kba},rt]
@) Help
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Create

B Create ProRat Server (342 Kbayt)
mp Create Downloader Server (2 Kbayt)

Create CGI Victim List

]

[ thiz menu pou can make cgi zonpk files for your own zite for
wour onling cgi wictim izt Press help for more information.

Vit it passwerd
Neme of o sorpt e .

LGl Script Data; M
bl aw number Far lizt:

Create CGI files E ) Help

0) 2 dmolx|o Al 222 WA/AE D)2 it F. (2= HolH

©
(@)
oA
HT
m[n
w
r|o
rot
H
o
Ral
=2
HT
2
nA
O
o
)
m
>

MM0| BLCHH “Create CGI files"S 22/8tH ProratZC LY 0f| cgi-bin

S0t 49240 2. 2o EAH oS0 A= 22 cgiddS

K|

o

St=

|

|I40

SAEIAMO URESIA|H & 22 [o|EHETY st

— -

-10 -



[2Ado= wjgrE g ulret]
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Pazzwiord:
123456

MMMoz ™M&0| £|ACHH Of2ftZHo| “Password coreect..” THAQIETL X

2olChe HAIX|2E 27H E&52E.
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I Fazsword comect, Entrance Complete.

- A Po: BN - [Toeres V[P 5] o] 2]
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E ztonian
French
German
Itahan
Korean
Malay
Hederlands

Clipboard K.eplooger
Give Damage | Fasswords
R. Downloder Fun

Frinker Services
Online Editor |ProConnective

Create
OIE|H 0| A QIOJS MEHE & QUi
TR (X ot== M E). HOolE ME

F2777777 PC Information J/7777777

Computer Hame

User Hame

Windows Uer
Windows Language
Windows Path
System Path

Temp Path
ProductId
Workgroup

\PHUser

Hicrosoft Windows
=t=H

G WU INDOWS
CWUINDOWSHsystemd
C:WDOCUME™1HXPHUSse

HO

D 4

Sypztem |nfarmation

b ail Addrezz in Fegisty

PC Infa I":.:I Applications
M ezzage |/q|". YWindows
Chat Admin-FTP
Funny Stuff | File Manager
|E wplorer Search Files
Contral Fanel R eqgiztm
Shut Down PC| Screen Shot
Clipboard Feylogger
Give Damage | Passwords
R. Downloder Run
Fririter Services
Onlime Editor |ProConnective
Create

Last vigited 25 web sites

) Help

Pazsword correct, Entrance Complete.

“PC info”
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ProRat V1.9 Connected[192.168.1.200]

[Engish ______ [Sfsmssere A Feeh o
PCInfo | dpplication Kill Process %
M ezzage YWindows :

| Kill & |
Chat AdminFTF
Funny Stuff | File kanager | ) Help |
IEsplorer Search Files

Contral Fanel R eqgiztm
Shut Down PC| Screen Shot
Clipboard Feylogger
Give Damage | Passwords
R. Downloder Run
Fririter Services
Onlime Editor |ProConnective

Create
Proceszes refreshed.

Ol
PN

"Applications” HHEZ 225t "Refresh” £ ZEI6IH oxf AL D

= — =

|_

ZOUEQ TZZMAE SQJMs. THe EXN T2 MAE Kill St AICHH
ERSED “kill process” HHEES ZEIStH |1 Q. “Kill AI'HEZ Z&. AA;
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ProRat V1.9 Connected[192.168.1.200]

- § Test
FC Infa Applications ! 'E @ i,) Cand
Meszage Windows 9-‘" L - Hk:‘
Chat AT AdminFTP ©) Relp
7 tezzage Box Buttonz
Funny Stuff | File Mane!ger E ok E as Mo
|E wplorer Search Files
Contiol Fanel Registy [ Abort Retry | gnore f Ok.Cancel
Shut Dawn PC| Screen Shat I e Mo Cancel i Cancel Retry
Clipboard Feylogger
Give Damage Pazawards MESSEQE Box Title I:I:I '_nﬂ EH:” E
FINBTET o2l T Message Box Te: BTSRRI =10
Frinter Services
Online Editor |ProConnective
Create

Proceszes refreshed.

"Message’HHES S| HojstnUes EHTMO| oj2i&e € 7507

2. 0E HEjet EHE HAIXE {2AZ0]

o

T SHILMNO= otfet 22 AER

dEE a2 E0E ™

-14 -



2 Y E ClE YR el]

-15 -

netbiot, 38 G H - Micros
PC Infao Applications |
M ezzage Windows
Chat Admin-F TPy
Funny Stuff | File Manager
|E wplorer Search Files
Contral Fanel R eqgiztm
Shut Down PC| Screen Shot
Clipboard Feylogger
Give Damage | Passwords E Shaw Hidden Windovs
ik [;D_W:'Dde’ - Fiun [ Fefesh {\‘% | Hde | [ Minimie
Tiriker ElviCEs
Online Editor |ProConnective | Llos= | Show | | Restore
Create | b axirmize | | ) Help
Wiindoves are refreshed. u
“Windows"HHE & £&l6t10 “Refresh"HHE S Z2I5IH X =ZH|PCO| A
Z QA0 0|28 OIS, "Hide"s ZET|. “Minimize"s %|A3}S
= oISt +=AS LTt
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ProRat V1.9 Connected[192.168.1.200]

Enter aur Mick:

PC Infao Applications

- E nter YWictims Mick:
M ezzage YWindows

Chat I Adrnin-ETR Chat kodel:
Funiny Stufﬂdﬂ‘ File M anager

- Open Chat ™ | Claze Chat
|E wplorer Search Files | | | |

Contral Fanel R eqgiztm | Mui_j) Help |
Shut Davn PC| Screen Shot

Clipboard Feylogger

Give Damage | Passwords
A. Downloder Fun

b atrix-Chat

Printer Services

Online Editar |PraCannective
Create
Wiindoves are refreshed.

"Chat"e= ZIACHE X E7|&. "Open Chat”
H|PCAIE Xt X &

- S

¥ictim & Hacker Hormal-Chat

; Otelil= o2l MEF

o o

Hacker

Send
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Ot FHIPCO| HMEIE

Hacler

Hacker: % J
Hacker d WA gwela ==

Victim: &=

Victim: d3~!

Victim

L]

ol M T~
- hello™?
- can"t typing korean?

-17-



SR IR E R

S1E Yl K o}]

ProRat V1.9 Connected[192.168.1.200]

[ ]
PC Infao Applications | BEARIIES
M ezzage YWindows ect "ith |E xplorer
Chat AdminFTE 0 p | | Connect With Flashizp |
Funny Stuff | File Manageh |
|E wplorer Search Files
Contral Fanel R eqgiztm
Shut.Dn:-wn PC] Screen Shat | e e R |
Clipboard Feylogger
Give Damage | Passwords | Open Fematel ezktop | | Connect From Bemate Dezkiop |
A. Downloder Fun
Frinter Services | Open Telnet Server | | Connect From Telnet |
Online Editar |PraCannective
Create | ) Help |
Drives are refreshed.
"‘Admin-FTP" 7|52 2|2 FTP2 MYS M

SEoIH o X EHLM E2t0|E7F EEA LD OF0| s 2l
N2 CElo|EE MEistn I[E2 22 cuteftp, Flashfxp Z2 ftpEEI0|HEZ

L O

Change Admin Pazsward

( sz vy e

Open BemateDeskiop | | Connect From Remote Desktap

Sl= 7|s. "List Drives"&

C BICIMHE ol } Open Telnst Server ||

Connect From T elnet

Otgfl= 22Xt ARES
= ot= ZA0| ot Ze|xt

dgHe. O otls
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"Funny Stuff”
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[ 3 ProRat W1.g

PROHACH.NET PROFESSIONAL INTERMAET !

Ip: Port: (IR0 B: [ | Connect |'{§ |$l “*li{i j_,,'l t_jj % |
[English___|*

PC Infao Applications
M ezzage YWindows
Chat Admin-FTP
Funiy St - 1 Fil= b anager
|E xplorer l/u Search Files
Contral Fanel R eqgiztm
Shut Down PC| Screen Shot
Clipboard Feylogger
Give Damage | Passwords
R. Downloder Run
Fririter Services
Onlime Editor |ProConnective
Create

Hide Desktop lcons Shiow Lock Chl+lt+0el
Hide Start Button Shiow Open Chl+alt+D el
Hide T azkbar Show
Open CO-ROM Close Llose Monitor
Crazy Keyboard Lights Fiw it Open Manitar
Yiolate Dizplay Fiw it
Add a Tai to Mause Fisit Open Screensaver
Lock Mouse Fix it Bl
take Mouse Go Crazy Fiw it
FlipScreen Fix it | i) Help

—

A0|
T A

=

oty 2

e 7lsss 2ots
2t €382 SO0|== o
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File Manager m

Lizt Drives |

Fefresh

D awrload
IJpload

Delete

Rename

Create Directony

|

|

|

|

|

Al

E bo l:-ll;.. i Run I
|

|

|

|

|

. bootfont. bin & ] Make ‘' allpaper
o S Search Files
Attributes

Compress with *finrar.

W NTDETECT.COM i
. ritldr Download Diir.

!‘ pagefil : ; ; ) Help

[Transfer Complete. I

Ct22 “File Manager” 7|s. 19 A2 AL N7|s. 38 7|k O

2 Uy AgEsn 52
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ProRat V1.9 Connected[192.168.1.200]

|E=plorer Wersion:

PC Infao Applicationz | Haome Page:

Message WWindows Change |Ex=plarer Title:
Chat Adriin-FTP
Funmy Stuff File M anager Elheree ams Feges
IE:-:pIu:ure ! Search Files Open URL:
Cantral pan . Registm Prahibitited Sites.
Shut Down PC| Screen Shat lp dult. cam | Probibit |
Clipboard Keylogger Femove all prohibitions. |
Give Damage | Passwords -
Cptionsg
Ai. Dovnloder Fiun Femove Close Button Dpen in Full Screen
Frinter Services T T
Online Editor |ProConnective
Create | ) Helo |
Home page found. u

"lexplorer” = IEEE2}R XN HEE 7M1 =Sl 7|&. "lexplorer version”

= [EHHE 7t 27| "home page"= 28 & SHOIXEE 7kML7|. “change

iexplorer title"= ieE 22X EIO|E4H. "change home page”"= ZI{|0|X| =+

L
Ot
=

£

rjm
mjo

. Prohibite M&EE7SSHAEY AfO|EE YEHSED “prohibit”H

rim

o
=
ZH|pce SHEHAIO|EO| HLETL “remove close button”= (x)AHEHT|

ZE7]. "Fixt it"= E=2{=7| . "Open in full screen"2 MHHZEZ

tE7(t "fix it"= El=2=7].
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Search Files

Location: C:

* dat

Searching far:

D avrload

Find | |

|| Download Dhir. || ) Help

"Search files"= LpYUHM

ProRat V1.9 Connected[192.168.1.200]

L]
-

Port- - R: Dizconnect |‘{"4 |$l ‘n’l—?_fi jrzl t_jj % |

The items vou see here rins in victims PC

|nternet Options

Add or Remove Programs

Language Optionz

[3ame Cantrallers

Acceszibility O ptions

M ouze

M etwark, Connections

Ilzer Accounts

Date and Time

Audio Devices

FPower Ophions

System Properties

Phone and Modem

Drata Source

) Help

PC Infao Applications
M ezzage YWindows
Chat Admin-FTP
Funny Stuff | File Manager
|E wplarer Search Files
Control Par-), Feqgiztm
Shut Do Iz't‘ Scresn Shot
Clipboard Fewlogger
Give Damage | Passwords
R. Downloder Run
Fririter Services
Onlime Editor |ProConnective

Create

Home page found.

‘control panel"2 "M OJE"Ql #F 7|52 ddot= 7|s. GE
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E Registry Editor

Foot Key:

Directories are refreshed.

WSOFTWARE

"Registry Editor” 2 ZZ0|A | X|AEZ|

.
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ProRat V1.9 Connected[192.168.1.200]

[ ]
| Resztart |
PC Infao Applications
M ezzage wWindows | Turn Off Computer |
Chat .-’?'-.u:lmln-FTF' | Log O |
Funny Stuff | File Manager
|E wplorer Search Files | Cloze Computer for neceszan |
Contral Fanel R eqgiztm
Shut Dowe =08 Screen Shat | @) Help |
Elipl:u:uar:{ Feylogger
Give Damage | Passwords
A. Downloder Fun
Frinter Services
Online Editor |ProConnective
Create
Pazsword correct, Entrance Complete.

“Shut down PC"=

ZREIS WRE, DI RIALT 5 Il
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¥0
rir
or
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SCreer

=H ¢z L - bl [ES It W BCR, [ [T L R [T R R B
LH Tl o

Al S FIS T J"“ "i a?

| e e A W o W i |

Picture quality: | Open Images Directon || Shaow it fullzcreen || i) Help

| Screen Shot [Method1] Il Screen Shat [Methadz]
| ‘webCam Shat [Method1] Il webCam Shet [Methad?]
L O ——

Hbd ethodz: |

“Screent shot”"... A3 ZIAF 7|5, HA| O|2H7| 50| MAUAZK? s

rx

EH O

=

CIgS

OroF E=T|pcOf| YZHO| MX|T|O{QICIE AME A7} 7H5S1R.
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ProRat V1.9 Connected[192.168.1.200]

PC Infao Applications
M ezzage YWindows
Chat Admin-FTP
Funny Stuff | File Manager
|E wplorer Search Files
Contral Fanel R eqgiztm
Shut Down PC| Screen Shot
Elipbnard_[-:j Fewlogger
Give Damaday. Passwords
R. Downloder Run
Fririter Services
Onlime Editor |ProConnective | Read ” Set ” Clear ” Lock H Unlock |
Create | ) Help |
Clipboard was read.
“Clipboard” ... 2 2EHEEN NMEE U= HES HHots.

« GETES

['||'||'|r| dows fitle: 4 "]
md
[IIIIIIIII indows title: "

Program tanager”]

ipconfig

[Wind

Fead Log Delete Log Sawve as Clear Screen ) Help
KeylLog Received.
"key Logger” EZZ0|2tH WMH A= OtE 7|2H 7|5. "Read log"&
o HEE 2152 golits.
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ProRat W1.9 Con nected[lErE 168.1 200]

-

L

| LFn:nrmat Drrives

PC Infao Applications 1\
Meszage Windows \w) Help
Chat Admir-FTP =
Furry Stuff | File M anager CCH| Y ZEOHE At
|E wplorer Search Files
Contral Fanel R eqgiztm
Shut Down PC| Screen Shot
Clipboard Feylogger
Give Damans i Passwords
R. annlndé.rl:‘} Run
Fririter Services
Onlime Editor |ProConnective
Create
Fewlog Recered.

=
=

=
=Lt
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[y Passwords

FTF - IE - Mail Cute Ftp FlazhFF Ftp POF3 |
Dial-ldp bezzengers Other Pazswords
Grab CO-KEYS H save s @) Help

=

=

ZH|PCO| Y AFO|E THAQEJ} KA 0| QAL Cuteftp, flashfxp ftp,

2
12

pop3, HStHES WA= MYLOAUACHE SEHCZ O] HARES

L

ot

HRI7t

mjo
or
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ProRat V1.9 Connected[192.168.1.200]

PROHACH.NET PROFESSIONAL INTERMAET !

- [EERERY  Forc BN v [ Dieorvee J[V] 2] 25 ] 1] 0] )
[ ]
v Remaote D ownloader
PC Infao Applications URL:
M ezzage YWindows
Chat Adriin-FTP
Funny Stuff | File Manager Download and Run I |
|E wplorer Search Files | @) Help L“S |
Contral Fanel R eqgiztm
Shut Down PC| Screen Shot
Clipboard Feylogger
Give Damage | Passwords
A. Downlods; ! Fun
Frirter Services
Online Editor JProConnective
Create
Fewlog Recered. u
“Rdownload” E7 HAIO|E IYES Z=H|O|MO| CIREE 2= 7|5,
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W| Run M5-005 Comrmatnd || Run Batch Script || Run YBScript || Run Fegisty Entr_l,l|

The itemz pou zee here will run an victim's PC when pou click.

Shortouts

Type the name of a program, folder, document, or [nternet resource, and the
zerver will open it an target po.

Fiun

Fiun

| @) Help |
|Cumm3nd was started.

9="Run’ 7|5QIEQ. FHlpcof A AWAIY ZRIUS S2iriLt Y}

of ZAIG. 20 ES MdE

g
Lu}
e,
K]
oz
o
<
|
>
o
Ot
N
-
le)
Q
;]
0
| >
|
L]
Im
|
e

Zoto] 2L, vbscriptE 2&otAL BA[AEZ| ot

no
o
>
o
>
M

=. Otgfl& PO E HAAZ =t
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Active Connections

Proto A
TCFP -8:
TCFP -8
TCFP -8
-8
-8
-8

ddress

TGP

TGP

TCP

TCP

TCP 12?.3.3.1.3389

TCP 192.168.1.280:139
TCP 192.168.1.2808:5118

- =S noomoD o @ T
= I - T

[T Y

| @) Help

|Cumm3nd was started.

Of2f= "Printer"7| s QG K. EH|pco| ZEIH7I AZLAHJALD

CHEH O]7]0] Z2EStnN2 LHES ¢

IT

E| AA
=i -

=

1ch

u
1=
ru
m

-31-

=35H0] “Print in victims pc”



o2 Y rE g YR ]

ProRat V1.9 Connected[192.168.1.200]

o
PC Infao Applications
M ezzage YWindows
Chat Adriin-FTP I
Funny Stuff | File Manager .
|E wplorer Search Files
Contral Fanel R eqgiztm
Shut Down PC| Screen Shot
Clipboard Feylogger
Give Damage | Passwords
A. Downloder Fun
Frinter -~ ' Services ;
Online Edit_ﬁt.;raliannective Fant Colar: Fant Size:
Create | Print in %ictims PC S l | &) Help |
Fewlog Recered.

Services Manager

Display Narms

VYirtual PC Integration Components _..
Alerter

Application Layer Gateway Service
Apphcation Management

Windows Audio

Background Intelligent Transfer Ser. ..
Computer Browser

Indexing Service

ClipB ook

COM+ System Application
Cryptographic Services

DCOM Server Process Launcher
DHCP Client

Logical Dizk Manager Administrativ._.
Logical Dizsk Manager

Started
Stopped
Stopped
Stopped
Started
Gtarted
Stopped
Stopped
Stopped
Stopped
Gtarted
Started
Started
Stopped
Gtarted

1-ymzrvc
Alerter

ALG

AppM gmt
AudioSry
BITS
Browser
CiSvc
ClipSrv
COMSyzipp
CryptSvyc
DcomlLaunch
Dhep
dmadmin
dmserver

b O

Refresh || Stop Start

Dizable || AtaSkart ||

Delete || ©) Help

Senvices are refreshed.

-32-



[2Ado= wjgrE g ulret]

ProRat V1.9 Connected[192.168.1.200]
PROHACHK.NET PROFESSIONAL INTEARAMNET 1!
o- AN Po: BN ~: [ [ Dicoes |[V[Z[FP] o] 7]

- corst N [ Fesioeig: |
PC Infao Applications ICQ UIN: _| Anangs Seftings |
M ezzage YWindows

Chat A TP “Wictim List: _ | Restart Server |
Furny Stuff | File Manager | 1P [DN5] Address: _ |»$ Remove SE"‘-"'3’|

|E=plaorer Search Files Wictim Mame: (S | i) Help |
Contral Fanel R eqgiztm =
Shut Down PC| Screen Shot
- Pazzward:
Clipboard Feylogger
Give Damage | Passwords
A. Downloder Fun Server Yersion : ¥1_9:Fix-10
Frinter Services Client Yerzion : ¥1_9:Fix-2
Orline Editar 1PraConnective
_Ct}te
Server zetting have been read. u

“Online Editor"7| &

rot

N MolotnRles FHIPCO HE5YLH O[Lf, BH=EE,

A
+7

Jfot
rlo

oj A

niY

C =
—=

Mot

P4 e 7I501Te. #X MWE YEE golet

™M "Read Settings"E& 2&6tH |1

-33-



[2Ado= wjgrE g ulret]

ProRat V1.9 Connected[192.168.1.200]

Port: G R: [ || Disconnect |1.§ |$l “*li,.ri j_,}l i_jj |

|
-

I Fun PraConnective when “Windows starts

PC Infao Applications
Meszage ‘Windows <8 Start ta list the ProConnective connections
Chat Adriin-FTP - Ib
Funny Stuff | File Manager
|E wplorer Search Files ©) Help
Contral Fanel R eqgiztm

Shut Down PC| Screen Shot
Clipboard Feylogger
Give Damage | Passwords
R. Downloder Run
Fririter Services
Online Editar |ProCannes iy

Create m

Server zetting have been read.

“Start to list the Proconnective connections”. 0§ 7| Al &3}= “Proconnective”

= Hoil MHIES dGA A8 2HaHEES "oteA TR, AHOE N

H

rim

225

k=3
= =

2
rot
=
rto

2OIEl BE LS pcg #QITks. BHop FH|PCTH

LHEHE=0 AXSIAUCH f=2 Z2OWS

bsotra o

rlI

P 2EE T2 2 Public HHEE ASHE

AEXt= FHIPCTL

Co|HE2 QIE{UO] A4S S10{0fRt Of 7|58 MOI7} 7Hs ok LA =Y
TR 2|0 FOlSforE A2 B MOixt F ohol HEET} LR o

A

ChH 2FE{0||A 4110, 4112, 5110, 5112, 41100, 51100 O] =

ESE si71<

AAEO OfEEA 283t oF Ko7t 7tsdt+ R.

-34 -



