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To install or upgrade Linux in graphical mode,
he <ENTER> key

o install or upgrade Linux in text mode, type
linux text <ENTER>

Use the function keys listed below for more information.
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Perform a new Red Hat Linux installation2 4 EigtL|C}.




Installation Type@ & Server& MEHSHL|LCY.

Automatically partitiong MESHL|C.

Remove all partitions on this system2 41E4GtHL|C}.
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Desktops0| X Window Systemi} GNOME Desktop Environment&
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O|X| CDE M#et =, MEES otH CtZ1t 20| boot loader?} LtEHL|CE.

GRUB wversion 0.93 (639K lower , 522944K upper memory)

Red Hat Linux (2.4.20-8)

Use the T and { keys to select which entry is highlighted.
Press enter to boot the selected 08, “e’ to edit the
commands before booting, “a’ to modify the kernel arguments
before booting, or ’c” for a command-line,

The highlighted entry will be booted automatically in 9 seconds.

ANEIE X 2l=2 FEO| A[ZHELCH
ShmAz

Initializing RT netlink socket

apm: BIOS rsion 1.2 Flags 6x63 (Driver version 1.16)

Starting kswapd

UFS: Disk quotas vdquot_6.5.1

pty: 2648 Unix98 ptys configured

Serial driver version 5.05c (2601-07-08) with MANY_PORTS MULTIPORT SHARE_IRQ SE
IAL_PCI ISAPNP enabled

ttySe at 6x03f8 (irq = 4) is a 16556A

ttyS1 at Ox62f8 (irg = 3) is a 16556A

Real Time Clock Driver vi.16e

floppy®: wo floppy controllers found

NET4: Frame Diverter 0.46

BAMDISK driver initialized: 16 RAM disks of 4696K size 1624 blocksize
Uniform Multi-Platform E-IDE driver Revision: 7.66beta-2.4

ide: Assuming 33MHz system bus speed for PI0 modes: override with idebus=xx
ICHS: IDE controller at PCI slot 66:1f .1

PCI: Evabling device 00:1f.1 (0665 -> 6667)

ICHS: chipset revision 2

ICHS: not 106~ wative mode: will probe irgs later

ide®: BM-DMA at Oxfc@@-Oxfc67, BIOS settings: hda:DMA, hdb:pio
ide1: BM-DMA at @xfc@B-OxfcOf, BIOS settings: hdc:DMA, hdd:pio

hda: IC35L046AVUNG7-0, ATA DISK drive
| blk: queue c63c9f46, 1,0 limit 4095Mb (mask Gxfffffff)

hdc: SAMSUNG CD-R/RW SW-252B, ATAPI CD/DUD-ROM drive

ottt 2lsa X7t fRERASHCL

Ped Hat Livux release 9 (Shrike)
Bervel 2.4.28-8 on an i6B6

localbost login: _




2 FTZ 23 o1g M)

O[F| CtZ2l EXtof w2t FTZ 22 mASS SXIZHCH

1. CDE OI2E
1. FTZ 23 CDE AlC|20| E&LCh
2. Ct3at #2 YHe=E ORE AL CL

# mount /dev/cdrom /mnt/cdrom
* A2 OFEl =9l umount /dev/cdrom B o2 AORE A|FHFL|CH

2. Trainer 1~10, Level 1~20 AF2X} 37}
# cat /mnt/cdrom/USER_INFO/passwd >> /etc/passwd
# cat /mnt/cdrom/USER_INFO/shadow >> /etc/shadow
# cat /mnt/cdrom/USER_INFO/group >> /etc/group

“>>(HE 2ICiolHM)E AFESHE 7IE W& o M22 WES FtE = U

3. ¥% root H£0| 7t5St=F 47

# rm —rf /etc/securetty
* securetty I+ Q0| @2 root Y&HS SX[5t= 2780 SAU7| M= YL

4. Trainer 1-10, Level 1~20 HOME C|AE2|, m}Y F7}
# cd /home/
# cp —rf /mnt/cdrom/HOME/* .
# tar xvfzp home.gzip

# rm —rf home.gzip

5. 245 28 DY 4X

Levell &X I AX|
# gcc —o /bin/ExecuteMe /mnt/cdrom/LEVELS/LEVEL1/ExcuteMe.c
# chown level2.levell /bin/ExecuteMe
# chmod u+s /bin/ExecuteMe

# chmod o-rwx /bin/ExecuteMe




# chattr +ai /bin/ExecuteMe

*chattr BEE CHE ALRXISO| 8T WS WAY £ Qg2 W

Level2 A o HX|
# gcc —o /usr/bin/editor /mnt/cdrom/LEVELS/LEVEL2/editor.c
# chown level3.level2 /usr/bin/editor
# chmod u+s /usr/bin/editor
# chmod o-rwx /usr/bin/editor
# chattr +ai /usr/bin/editor

Level3 22X It MX|
# gcc —o /bin/autodig /mnt/cdrom/LEVELS/LEVEL3/autodig.c
# chown level4d.level3 /bin/autodig
# chmod u+s /bin/autodig
# chmod o-rwx /bin/autodig
# chattr +ai /bin/autodig

Leveld 22X It MX|
# cp /mnt/cdrom/LEVELS/LEVEL4/backdoor /etc/xinetd.d/
# chown root.level4 /etc/xinetd.d/backdoor
# chattr +ai /etc/xinetd.d/backdoor
# cp /bin/ls /home/level4/tmp/backdoor
# chown level4.level4 /home/level4/tmp/backdoor
# /etc/init.d/xinetd restart
# rm —rf /home/leveld/tmp/backdoor

* backdoor I}0| Q0{0of 79 ZE(finger)7} L2|A ElL|C}

Level5 EX o MX|
# gcc —o /usr/bin/level5 /mnt/cdrom/LEVELS/LEVEL5/level5.c
# chown level6.level5 /usr/bin/level5
# chmod g-r /usr/bin/level5
# chmod u+s /usr/bin/level5
# chmod o-rwx /usr/bin/level5
# chattr +ai /usr/bin/level5




Levelo &X mtg AX|

Level62| 2X| I}YES homegzipl LES Z [ A}z22 MX|EL|Ct

Level7 &4 mtg AX|
# gcc —o /bin/level7 /mnt/cdrom/LEVELS/LEVEL7/level7.c
# chown level8.level7 /bin/level7
# chmod g-r /bin/level7
# chmod u+s /bin/level7
# chmod o-rwx /bin/level7
# chattr +ai /bin/level7

Leveld 22X It MX|
# cp /mnt/cdrom/LEVELS/LEVEL8/found.txt /etc/rc.d/found.txt
# chown root.level8 /etc/rc.d/found.txt
# chmod o-rwx /etc/rc.d/found.txt
# chattr +ai /etc/rc.d/found.txt

Level9 22X Ot AX|
# gcc —o /usr/bin/bof /mnt/cdrom/LEVELS/LEVEL9/bof.c
# chown levell0.level9 /usr/bin/bof
# chmod g-r /usr/bin/bof
# chmod u+s /usr/bin/bof
# chmod o-rwx /usr/bin/bof
# chattr +ai /usr/bin/bof

Levell0 22X me MX|
Levell09| 22X mtYE homegzipl| A=S E I A5 =2 MX|ELLCH
AT SHFAIH ELCh

# /home/levell0/program/levell0

Levelll~20 24| me AX|

Levelll~20°| &X LY home.gzipl AU=2 & M X522 AKX &L LCH

My-pass ZZ 1™ AX]|
# gcc —o /bin/my-pass /mnt/cdrom/ETC/my-pass.c

# chmod o-rw /bin/my-pass




Leveld, Levell0 MEE =

Sg 3 A5 MY
# cp —rf /mnt/cdrom/ETC/rc.local /etc/rc.local
* Jetc/rclocal AR EE B

g Al Ats A ELCH

Of 10&0tCt Leveld, Level5 2HAH m X£7|3}

# crontab /mnt/cdrom/ETC/cron_root

* cron_root2| LS 7|HICZ cron AEE MEE
6. Mt HjL| #HA

# cp —rf /mnt/cdrom/ETC/issue.net /etc/issue.net

7. st

2 A8 7SS’ HE

# cp —rf /mnt/cdrom/ETC/.bashrc.txt /etc/skel/.bashrc
# cp —rf /mnt/cdrom/ETC/bashrc /etc/bashrc

. telnet AH|A ZHA 3}

# cp —rf /mnt/cdrom/ETC/telnet /etc/xinetd.d/telnet
# /etc/init.d/xinetd restart

.web MH|A A3}

# /etc/init.d/httpd start

* MEEY = rclocalof ofs httpd7t &l E LTt

=g

CD Or2&% % /mnt/cdrom/AUTO_SCRIPT/auto_script.sh&
FUC X2 Y M2 98 HE20H AY A

A

o|2M FT.Z Mx|7} t2 |9 L]|C}
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