Ollydbg
SoftICE

Hr

Debugger AtE J|

Kernel Debugger(WindDbg)

Software 215 23| &

Ji}g

__ Reverse Engineering
Thread debugging J1 &

static, dynamic library debugging J|&

e =

o

L2535, 55

kernel debugging J1&

2nels

1o

ANSI C, C++

Intel, AT&T & =2(0f
3z ofg=elo

read,write Assembly J| =
printf | {4 Z2I012 API 8% OHS01 A& 510, (ya=p)of
strcpy
AT Jle
N shellcode KX = Assembly
elsA Jlst
protected mode 78 & &
olfHE AL
SIEIBE o2l TR &S | oo e as -~ o
Task switching 78 8% *QISEIAl IS 0s HEo REY F2| JZ 22 ey
paging 7 & A&
file system & A&
Device Driver programming  WinAPI
uralE JHEr Al *winAPl E 5
Eea === NDIS programming
MFC

shell script

2o He
Disassembler JiZ

Debugger JHZ

Shell command execute
file upload bug

SQL injection

Cookie sniffing

Cookie spoofing

Include bug

Cross Site Scripting
UNICODE

Security.mmap - 2011-03-08 - Mindjet

POSIX - C
*Beginning of Linux programming

a3 Z20H4Y

oz
o o o

HTML, JAVASCRIPT
IR BeA

Database

PHP,JSP,ASP =~ Web programming

Web Hacking

Embedded Programming

TCP/IP Z2E2
0OSI7 layer
DHCP | UEH3 el

network J| =

packet 24 J1&

ARP Spoofing  gyitch sniffing = Packet Sniffing

WEP 215 23]
MAC 215 23 -
PE - opw o
e oHHILE J=
SYN flooding
DDOS o
DRDOS
#aie 28
gty 23 |z Lo o

Programming 27

Network &2

Security

otEdof

2HM A7

cPu g A&
FEA 280012 A

=
Circuit board JHjgt A

00
0
1A
Hu
o]
e

Buffer Overflow

Format String

Integer Overflow

FHrd SE Z28 ME 0 (trojan horse)
11S Buffer Overflow
JIE %8 &4 PPC DCOM
WMF ZU FHotE
PE Ikl 2O =4 PE It X PX
*PE NI Z M 2 451| _ -
E It 240 28

AP1 & == Hooking

windows message Hooking

Z2HM2 S0

Windows kernel

Packet Sniffer 7&
keylogger &
= Debugger 78

=

*4 30 HIHE HLEHE 1% windows

el

PG It oK 3O
o

=) &
GIF Tt Zo FHoE

shell command execute

Symbolic link bug
Race Condition

Buffer Overflow

Return to Library
Stack Guard 23|

Fedora System attack

Frame Pointer Overflow

Integer Overflow
Double Free Bug

SEZZE 0| & backdoor

Al
2

Windows
0S kernel F2t3
S8 Y HAF
Linux

OS kernel &

FreeBSD, etc

ptrace
memory leak
page fault

kernel 02 backdoor

o0& =2

0

2
02
HI
x

ELF file format &4

Linux Kernel 241

*understanding linux kernel

setuid shell
port binding
xinetd
Fake Login
Crond
userhelpser
man
Local crond
traceroute
ping
amd
bind
Remote sendmail
x-windows

kernel rootkit
system call hooking
ptrace_kmod
do_brk
elflbl
do_mremap
ELF file format 7%=
ELF file 247| 28
ELF file format 5} &

linux kernel source &4




