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W7 1sky - The web Wt [ e |

File Scan Configuration Tools Helps

NREB|0OO00|¢ &iE-| %00

Results «

| state Vulnerahilties T
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File | Scan  Configurati

I[| NewScan [P (
% Open Scan
B Save Scan
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File Scan Configuration T

OJORE

J0sS U2es ZHOA Bl =AE 286722, Next & SEEHLILCH.

i ™

v N e
v Scan

Here you can input the url you want to scan!

URL:

Example:
http: fjwww.nosec.org

If you want to scan multi-targets, you can use space as the sperate char, just like:
http: ffwww.nosec.org http: /fwww. pentest.cn

You can add addition servers and domains here,

The difference between existing in URL and here is that : in URL, spider will crawle
r’f‘”‘ Advanced | itactively; butin here, the spider never crawle the url unless it have parsed some
links which link to those server.

E Save configuration as DEFALLT |

OIIA oA LRA0IENAME iframe &2 2ZEZ 02 HIOIXIE
M HIQIHOIX =AS ; A
(0]

HOIXl AAS =0l
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=] Spider Options

Here you can set spider options!

Data Path : ID:mepmc‘?'?‘JSkyWRelease_EuildW [ Browser
Crawler threads : IS » it's suppose to be 8 threads

[~ Urls are Case Sensitive

[+ Extract urls from javascript

[ Extract urls from Flash

[¥ Parse Java Classes

‘ .~ Url Filter ‘ . MIME Filter ‘ B. Exdude File Types ‘ a2 Limits ‘

E Save configuration as DEFALLT | € Back = F =xt X Cancel
deldd GSHOIKN AUe™ AMs HESE OOIEH2 AXIS AEtAISEUH A AI0IES
AE O & EHHUHA =AE O S HIIX €82 oteRod
Aot IlIAMeE UEBEZ YSFAIDE HAl Next~
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Scan Profiles
Here you can select scan profile!

Scan Profile ; I.ﬁ.]l

|T 'ﬁ_}‘  Edit Profiles

Blind SQL Injection

Dir bruteforce

File Check

File include and source code
SQL Injection

Web Server Method

X55

E Save configuration as DEFALLT € Back *; ) X Cancel

OF, JCISHIOIX AzMe HOAS2 &d8ct= HOIK U2 ¥ HeAIKIIoF JUXISH L A
£ ALL JHZ Next E 28

/.
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Others configuration

Here you can config some more options!

L
|User-Agent ; IMuziIIaH.U (compatible; MSIE 6.0; Windows NT 5.0; .MET CLR 1.1.4322) 15ky 1.0 -
Custom 404 Error I - y' Auto
" || + Read
Pre-oad session :
E Save configuration as DEFALLT € Back #ij ol X Cancel

OF, 0Dl S 2LAl EAHEH &= SCH0IHE 2 NEEEE g8ote 2
LICH gref 270015 ofor2t 50| Jisset HOIXSHH 20| ReadHES 2= 0ot AOIE
Ol @52 oldl: A= otMOF LS B2 HIE ROt +UASLICH

File Scan Configuration Tools Helps

D aE[®[00 0] &=

Results 4 {' State "u'u
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File Scan Configuration Tools Helps

N AE® 000 HE- "0
Results & | state | | vunerabiites + Child
= fag vy S50 » |@- /1, TRACE Method Enabled 1 -
o [] commen.inc | |®- 1. DELETE Method Enabled 1
<12 admin -- & Possible secsitive directories 8
k- 12 album -- A Local path disclosure 2
o ) data - Ay SQLinjection 2
disp = | |m- i Cross Site Scripting 8
inc 1. - i Possible sensitive files 3
indude b 1. PHPSESSID session fixation 1 -
| e =
. T;:I:;r GAdvisory\L&Communimﬁon =
#- ) eng 301 | it
e | SSr—
- [ index.himl 00 T Vulnerability description

This script is possibly vulnerable to SQL Injection attacks.

SQL injection is a vulnerability that allows an attacker to
A alter backend SQL statements by manipulating the user
input. An SQL injection occurs when web applications
accept user input that is directly placed into a SQL
statement and doesn't properly filter out dangerous
characters.

This is one of the most common application layer attacks

Frvranthr latne iead An tha Tatarnat Tlacnita tha Fant #Hhat i+
Find vulnerability : parameter 22 "Cross Site Scripting™ high
Find vulnerability : directory 23 "Possible sensitive files™ low
Find vulnerability : parameter 24 "Cross Site Scripting™ high
Find vulnerability : parameter 25 "Cross Site Scripting”™ high
Find vulnerability : parameter 26 "Cross Site Scripting”™ high D

High

4
a

Running...  18/19/13/8338(b/s) http: ffww v O iiadF0 (=no/about/ [Possible_sensitive_files. xml: ftest. php]

A0l ELOUE 2220l HOS IEEE 2 AAMOIEN Mot 810t LA XIHD
0

2Z0= AOIExRZIF JQUZ 2L, Ol HZAl OFF |RESHI MEEDJIT ot
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Vulnerabiliies T Child
‘1", TRACE Method Enabled 1 -
. DELETE Methaod Enabled 1
fi Possible secsitive directories ]
[+ & Local path disdosure 2
2

= i SQL injection
; Expand All
Collapse All

216t Pen-test this vulnerability & & &i5tH
oling WA ELICtH.
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URL Ihtn:l:waw_:SUIalbumfview.htﬂl?code=photo&anum=63u’1urn=89 - IGEr

Type IInteger * DB IUnknowr'l ¥ KeyWord I

Pangolin
Version 1.3

Copyright 2005-2008 Zwell <zwell@sohu.com > and contributaors.,
This is free software;. There is NO warranty; not even for MERCHANTABILITY or FITMESS FOR A PARTICULAR PURPOSE.

Compiled with openssl, with libcurl, with sqlite. Built using Borland C++ Builder 2008,

Chedk http:/fwww.nosec.org for more information.

HTTF Method is : GET
Inject type is : Integer
Field countis : 0

String field postion at : 0

4

Stopped! Version 1.3.1.646
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£ Pangolin - Amazing SQL Injection World - =X

File Scan Edit Tool Help

O G iR B PO N2 @ O -

urp s e e, Product_htmi/product_detail.asp?product_number=839 ~ | pOST -

Type Integer * DB MSSCL with Error = KeyWord ‘

Information B x
Go Selectall Unselectall Use this database

Mame | Information

Version Microsoft SQL Server 2000 - 8,00,2039 (Intel X86) May 3 2005 23:18:33 Copyl =

- [#] Db Name ——

Server Mame -

Host Mame -

System User O

Current User e

Privilege db_owner

#- [ Databases master, tempdb, model, msdb, emsniiiSenia O

[ .

1| ] | 3

@ il E Data | T Command | BB File Writer

Read drivers completed!
Create temp table ok!
Read local groups completed!

& Stopped! | fl [ 240 | Report Requirement/Bl ::
22t 20l CIHMH H&E, ClHYE S st 28 st=0 &2 ota=AF2. Clhlue
HEE E0I6t1N4 20 Data 22 0|Sot Tables HEZ 2%.
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£ Pangolin - Amazing SQL Injection World

File Scan Edit Tool

Help

TR BRI RS T L SE BRI = 1R B N 77 RS v SN - S N )
LRL http: v o Product_himl/product_detail. asp?product_number=232 - |POST -
Type Integer * DB MSSCL with Error = KeyWord ‘

' old_...

number (A
admin_id

product_number
product_name

old_made_price

Table/Column number | admin_id | product_number | product_name |
& ... 1 11111

3581 ril- 0.00

old_pricel 4

JEEEEEE

L 3

nld nrire?

< | i | »

Datas

[~ One by ane

Tables Columns

Save

@ Information

Record countis : 1

Record of 1/1 E
Record of 1°11111~3531"rigey"0.000.00 -
& Stopped! | [ | g [ |
Jdd AME CH2ERIF QU2 =222 HOISWH L= HEE E0lotAliH &
Ol 3tNA2 HHS HedtAlD 0l Datas HES 2ol AN HEEO Jis

HIIM AF2E pangolinflctse T2 2 S RESHE0D AHHE SE2HIES AIE2E
=AU X8 phptmysgl @M A& oracleEd CMAEAS JIs2 MESIRoHAH LIt HSt0l &
APL . Jskylll ZL&= HE2 HI= asp + mssql QIEEZAHN X2 HME0l UKL php +
mysql SHZ0 Cist UIBA T XS stlt= EEO| UL, 2 HEAOIS XIO0IES2 &E At

SEHZATA 2ol
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