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--[ 1.0

, buffer overflow format string
C t
C . Integer
--—-—-[11 ?
( , 1386 32 32 , SPARC
64 64 )
32
, long, 32
1 0 2 10
16 , 2 16
2
sign (MSB)
MSB 1 , 0
signedness bug , sign
s MSB
unsigned , ,
unsigned
-——-[ 1.2 integer overflow ?
( 32 )
integer overflow . 1S0 C99

integer overflow "undefined behaviour"( ) , 1SO C99



——--[ 1.3 2

Integer overflow

overflow

overflow

--[ 2.0 Integer overflows

integer overflow ? 1SO0 C99

"unsigned

, unsigned

(modulo) .

“ A computation involving unsigned operands can never overflow, because a
result that cannot be represented by the resulting unsigned integer type is
reduced modulo the number that is one greater than the largest value that can

be represented by the resulting type."

NB: ,
10 modulo 5 =0
11 modulo 5 =1
(modulo) (MAXINT + 1)
, . C % sign

</NB>

integer

integer



unsigned a b , 32

, b 1 a
32 r
a = OxFFFfffff
b = 0x1
r=a+b
, a b 32

(nodulo) 0x100000000

r = (OXFFFFFFFF + Ox1) % 0x100000000
r = (0x100000000) % 0x100000000 = O

modulo
, integer overflow
0

-——-[ 2.1 Widthness

integer overflow

/* exl.c - loss of precision */

#include <stdio.h>

int main(void){
int I;
short s;

char c;

32

32

150

wrap around”

3

unsigned



I = Oxdeadbeef;

s=1;
c=1;
printf("l = Ox%x (%d bits)\n", I, sizeof(l) * 8);
printf('s = Ox%x (%d bits)\n", s, sizeof(s) * 8);
printf('c = Ox%x (%d bits)\n", c, sizeof(c) * 8);
return 0;

}

/* EOF */

nova:signed {48} ./exl
I = Oxdeadbeef (32 bits)

s = Oxffffbeef (16 bits)
¢ = Oxfrffffef (8 bits)
int i;

short s;

s =1

16 (demote) . s

int(32

long)
s



______ [ 2.1.1 Exploiting

Integer overflow

integer overflow

/* widthl.c - widthness bug */
#include <stdio.h>

#include <string.h>

int main(int argc, char *argv[]){
unsigned short s;
int i;
char buf[80];

if(argc < 3){

return -1;

}

i = atoi(argv[1l]D);

S =1;

if(s >= 80){ /* [wi] */
printf(’'Oh no you don"tI\n");
return -1;

}

printf(*'s = %d\n", s);



memcpy(buf, argv[2], i);
buf[i] = "\0";
printf(%s\n", buf);

return O;

nova:signed {100} ./widthl 5 hello
s=5

hello

nova:signed {101} ./widthl 80 hello

Oh no you don"t!

nova:signed {102} ./widthl 65536 hello
s=0

Segmentation fault (core dumped)

. i . short S

s ( . 65535 )
[wil]

stack smashing

-——-[ 2.2 Arithmetic overflows

2.0 ,

wrap

around

/* ex2.c - an integer overflow */

#include <stdio.h>

int main(void){



unsigned int num = OxFFFFFfff;

printf("'num is %d bits long\n", sizeof(num) * 8);
printf('num = O0x%x\n", num);

printf("num + 1 = Ox%x\n", num + 1);

return O;

3
/* EOF */

nova:signed {4} ./ex2
num is 32 bits long
num = OxFFFFFFff

num + 1 = 0x0

Note:
OXFFFFFfee -1
1+(¢-1)=0
num
, (arithmetic)
signed ( 32
overflow
-700 + 800 = 100
OxFFfffd44 + 0x320 = 0x100000064
32

32 0x64 , 100
</note>

signed , integer overflow

signedness

unsigned

unsigned

)

integer



/* ex3.c - change of signedness */

#include <stdio.h>

int main(void){
int I;

I = OX7TFFffefT;

printf("l = %d (Ox%x)\n", 1, 1);
printf("l1 + 1 = %d (Ox%)\n", 1 +1 , 1 + 1);

return O;

3
/* EOF */

nova:signed {38} ./ex3
I = 2147483647 (OX7FFFfffT)
I + 1 = -2147483648 (0x80000000)

signed long

signedness MSB ,

integer  overflow

/* ex4.c - various arithmetic overflows */

#include <stdio.h>

int main(void){

int I, x;

I = 0x40000000;

printf("l = %d (Ox%x)\n", 1, 1);



x = 1 + 0xc0000000;
printf(*'l + 0xc0000000 = %d (Ox%x)\n", X, X);

x = 1 * 0x4;

printf("l * 0x4 = %d (Ox%x)\n", X, X);

x = | - OxFFFFFfff;
printf("l - OxFFFFFFFF = %d (Ox%x)\n", X, X);

return 0;
}
/* EOF */
Output:

nova:signed {55} ./ex4

1 = 1073741824 (0x40000000)

I + 0xc0000000 = 0 (0x0)

1 * 0x4 = 0 (0x0)

I - OxFFFFFFFF = 1073741825 (0x40000001)

, overflow underflow

wrap around

______ [ 2.2.1 Exploiting

arithmetic overflow

malloc(3) calloc(3)
( )



int myfunction(int *array, int len){

int *myarray, 1i;

myarray = malloc(len * sizeof(int)); /* [1] */
if(myarray == NULL){

return -1;

}

for(i = 0; 1 < len; i++){ /* [2] */
myarray[i] = array[i];

}

return myarray;

myfunction() len
- [11 len
len
[2] myarray , heap

overflow . malloc

int catvars(char *bufl, char *buf2, unsigned int lenl,
unsigned int len2){
char mybuf[256];

if((lenl + len2) > 256){  /* [3] */

return -1;

memcpy(mybuf, bufl, lenl); /* [4] */

memcpy(mybuf + lenl, buf2, len2);

do_some_stuff(mybuf);



return O;

}
» [3] lenl len2 wrap around
lenl = 0x104
len2 = OxFffffffc
0x100( 256) wrap around . [31
, [4] memecpy (3)

--[ 3 Signedness

Signedness bug unsigned signed signed unsigned

signed unsigned

, signedness FreeBSD OpenBSD
-——-[ 3.1 Signedness ?
Signedness ,
* signed
* arithmetic signed
* signed unsigned

signedness bug

int copy_something(char *buf, int len){
char kbuf[800];

if(len > sizeof(kbuf)){ /* 1] */

return -1;

return memcpy(kbuf, buf, len); /* [2] */



memcpy len unsigned int signed
memcpy . Len [1]1
[2] memecpy len unsigned

; kbuf

signed/unsigned

int table[800];
int insert_in_table(int val, int pos){
if(pos > sizeof(table) / sizeof(int)){
return -1;

table[pos] = val;

return O;

table[pos] = val; *(table + (pos * sizeof(int))) = val;

(table +
pos) table . pos
—————— [ 3.1.1 Exploiting
, signed unsigned
, 16 -1 OXFFFFFFFT
Unsigned (4,294,967,295)
len memcpy memcpy 4GB

source address



-——-[ 3.2 integer oveflow Signedness bug

, wrap around

signedness

int get_two_vars(int sock, char *out, int len){
char bufl[512], buf2[512];
unsigned int sizel, size?;

int size;

if(recv(sock, bufl, sizeof(bufl), 0) < 0){

return -1;

}

if(recv(sock, buf2, sizeof(buf2), 0) < 0){
return -1;

}

/* packet begins with length information */
memcpy(&sizel, bufl, sizeof(int));
memcpy(&size2, buf2, sizeof(int));

size = sizel + size?; /* [1] */

if(size > len){ /* [2] */
return -1;

}

memcpy(out, bufl, sizel);

memcpy(out + sizel, buf2, size2?);

return size;



¢ )- [

, Sizel size? wrap
around
sizel = OX7FfFffff
size2 = OX7FfFffff
(OX7TFFFFFFF + OX7FFFFFFF = OxFFFffffe (-2)).
[2] , out
( , , memcpy (out +
sizel) dest 2)
signedness , signedness
-—[ 4
integer overflow signedness ,

----[ 4.1 Integer overflow

int rsbac_acl_sys group(enum rsbac_acl_group_syscall_type t call,

union rsbac_acl_group_syscall_arg_t arg)

switch(call)
{
case ACLGS_get_group_members:
if( (arg-get_group_members.maxnum <= 0) /* [A] */

|| 'arg.get _group_members.group



rsbac uid_t * user_array;

rsbac_time_t * ttl_array;

user_array = vmalloc(sizeof(*user_array) *
arg.get_group_members.maxnum); /* [B] */
if(luser_array)

return -RSBAC_ENOMEM;
ttl_array = vmalloc(sizeof(*ttl_array) *
arg.get_group_members.maxnum); /* [C] */
if(1ttl_array)

{

vfree(user_array);

return -RSBAC_ENOMEM;

err =
rsbac_acl_get_group_members(arg.get_group_members.group,
user_array,

ttl_array,

arg.get_group_members.max

num);
}
,  [A] [B] [C] integer oveflow
arg.get_group_members.maxnum ( , OXFFFFFfff / 4
(1 [C]
ttl_array user_array . rsbhac_acl_get _group_members

ttl_array  user_array

, vmalloc() ,



integer overflow ISS X-Force

bool t

xdr_array (xdrs, addrp, sizep, maxsize, elsize, elproc)

XDR *xdrs;

caddr_t *addrp; /* array pointer */

u_int *sizep; /* number of elements */
u_int maxsize; /* max numberof elements */
u_int elsize; /* size in bytes of each element */

xdrproc_t elproc; /* xdr routine to handle each element */

uint i;

caddr_t target = *addrp;

u_int c; /* the actual element count */
bool_t stat = TRUE;

u_int nodesize;

C = *sizep;
if ((c > maxsize) && (xdrs->x_op != XDR_FREE))
{
return FALSE;
}
nodesize = ¢ * elsize; /* [1] */
*addrp = target = mem_alloc (nodesize); /* [2] */

for (i = 0; (i <c) & stat; i++)

stat = (*elproc) (xdrs, target, LASTUNSIGNED); /* [3] */

XDR  RPC



target += elsize;

}
, elsize c (sizep)
, hodesize
nodesize [2]
-——-[ 4.2 Signedness bug
, signedness bug FreeBSD
syscall

static int
getpeernamel(p, uap, compat)
struct proc *p;
register struct getpeername_args /* {
int fdes;
caddr_t asa;
int *alen;
} */ *uap;
int compat;
{
struct file *fp;
register struct socket *so;
struct sockaddr *sa;

int len, error;

error = copyin((caddr_t)uap->alen, (caddr_t)&len, sizeof (len));

if (error) {

fdrop(fp, p);
return (error);

[1]

. getpeername(2)

[3]

CERT



len = MIN(len, sa->sa_len); /* [1] */
error = copyout(sa, (caddr_t)uap->asa, (u_int)len);
if (error)
goto bad;
gotnothing:
error = copyout((caddr_t)&len, (caddr_t)uap->alen, sizeof (len));
bad:
if (sa)
FREE(sa, M_SONAME);

fdrop(fp, p);
return (error);

}
signedness - [1] len
, MIN len . len copyout
copyout 4GB
[
Integer overflow , integer overflow
integer overflow
[

CERT advisory on the XDR bug:
http://ww.cert.org/advisories/CA-2002-25.html

FreeBSD advisory: http://online.securityfocus.com/advisories/4407



