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J/messages:Jun su(pam_unix)[9147]: session opened for user root by jacob(uid=500)

J/messages:Jun su(pam_unix)[983]: session opened for user root by jacob(uid=500)

Jacob Olet id JI root JI EA= O, Jacob O 2FAtIt AlEZot= 2B HEOI2IH
Z0= 82 2AAAH2II = AKX, AHE ZAIHED rootkit 0 e =0 ZA
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# gcc cgiback.c -o cgiback.cgi —lcrypt
# chown root.root cgiback.cgi
# chmod 4755 cgiback.cgi
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printf("%c", ori[b]);

flag=2;
break;

if(argv[1][a]==enc[b])

0;b<strlen(enc);b++)

L;

="MNOPQRSTUVWXABCDEFGHIJKLYZmnopqrstuvwxabcdefghijklyz";
for(b
flag=

char ori[|="ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqrstuvwxyz";

for(a=0;a<strlen(argv[1]);a++)

int main(int arge, char *argv[])
char enc[]
int a, b, flag;



}

if(flag==1)
{
printf("%c", argv[1][a]);
H
}
printf("\n");
}
decode2.c

int main(int arge, char *argv[])

char ori[|="ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqrstuvwxyz";
char enc[]="NOPQRSTUVWXYZABCDEFGHIJKLMnopqrstuvwxyzabcdefghijklm";

{
int a, b, flag;
for(a=0;a<strlen(argv[1]);a++)
{
for(b=0;b<strlen(enc);b++)
{
flag=1;
if(argv[1][a]==enc[b])
{
printf("%c", ori[b]);
flag=2;
break;
}
H
if(flag==1)
{
printf("%c", argv[1][a]);
H
}
printf("\n");
}
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$ gcc -0 decodel decodel.c
$ ./decodel "kubxcscba.pxx"
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[SMB IPC], [LSASS] 22

UM, 0l E0ME Target 22 211.241.82.124 & &0 AULCH A2 IPC & LSASS = 25

445 ZEE 0|80t 222 st &0 211.241.82.124 = M UERKZ &E=01 =X
E= AEHOICH (&8 RX U2E AXs Z20h) S SHMNEH, target AHZ
connect 20, A= otH Zl=0 A2 XMIF &XA &ZO0F 2 G2 Z2ZA M = £0| &KX
2OtA & =240l &= NMUZZC JHA siswormexe 0 2 M HEZcIE =X 6HY
target = 211.241.82.124 Jt OtLlct 192.168.03 22 &1 HAEE GtLH 192.168.03 2
Jb& 1P 01, LHOH 2telotd /U= WER A0l OS = Windows 2003 OICh..

SMB IPC =&
Target AIAEIC| TPCS B70 HZGHH 4 DEE Mitote HEHOICH =& 01 M, Target

=
NAEINHAME 2SI AETAHUKX &

o201t 2 0l 8= 0/8ot0 BtOl
2, 0 olA IPCS Of HZS Alote A KAMle= otXIEH 200 &2 8lol (HIIA
ZtehIPCs =2 82 olE, =2Jt 2 20letth) J0 Fltz=s 3= otk €= 2 L0

LSASS 32 (Local Security Authority Subsystem Service)
AEshE B TFY fol o FHHE o83 ¥AS Fdsta Uk o 9 =%
skl o felA Fo QA wepd He, ge Ak

Fastth= Aol Al #elH SMB IPC ¢F LSASS ¥4& 7+7)
SMB IPC = 3 ¥ o $d3 WHor He dvh. a3 LSASS g4 242 =54
zFo] 7] o] 92‘:}.

o & Eo] WA LSASS ¥4 HFW3r 101] Hlﬁﬂ THA LSASS 342 A
SAHT Packet o o] Wkl (7]4
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G 35.588587  152.168. 152.168. TCP 50000 > microsoft-ds [Ack] Seq=306 Ack=461 win=6432 Len=0 TSw=132322300 TSER=319018°

0.5 0.3
10 62.684572 1582.168.0.5 1582.168.0.3 =MB Session Setup Andx Request, WTLMSSP_AUTH
11 62.887753 1592.168.0.3 152.168.0.5 SMB Session Setup Andx Response, Error: Bad userid
12 62.687888 192.168.0.5 192.168.0.3 TCP 50100 > microsoft-ds [ACKk] Seq=528 ack=500 win=6432 Len=0 TSw=132324970 TSER=319045:Z
13 77.970446 102.168.0.5 152.168.0.3 SMB Tree Connect Andx Reguest, Path: “\\localhosthipc§
14 77.979491 152.168.0.3 152.168.0.5 SMB Tree Connect Andx Response, Error: Bad userid
15 77.979887  192.168.0.5 192.168.0.3 TCP 50100 » microsoft-ds [ACK] Seq=616 Ack=539 wWin=6432 Len=0 TSV=132326409 TSER=319060%
16 §2.020010 182.168.0.5 192.168.0.3 SMB NT Create andx Reguest, Path: Ylsarpc
17 92.026504 152.168.0.3 152.168.0.5 SMB NT Create andx Response, Error: Bad userid
18 52.027063 1582.168.0.5 1582.168.0.3 TCP 50100 > microsoft-ds [Ack] Seq=720 Ack=578 win=6432 Len=0 TSw=132327904 TSER=319074°
19 100.4859243 192.168.0.5 192.168.0.3 DCERPC Bind: call_id: 1 UUID: LSA DS
20 100.48%285 192.168.0.3 192.168.0.5 SMB Trans Response, Error: Bad userid
21 100.483485 1G2.168.0.5 152.168.0.3 TCP 50100 > microsoft-ds [ACk] Seq=880 Ack=617 win=6432 Len=0 TSw=132328750 TSER=319083(
22 118.543242 1052.168.0.5 1582.168.0.3 LsA_DS unknown?! reguest
23 118.543273 1592.168.0.5 152.168.0.3 TCP [Continuation to #23] 50100 > microsoft-ds [PSH, ACK] Seq=2328 Ack=617 wWin=8432 Len=
24 118.543292 182.168.0.3 192.168.0.5 TCP microsoft-ds > 50100 [ack] Seq=617 Ack=2340 win=17520 Len=0 TSv=3151011 TSER=132330°
25 118.543482 152.168.0.5 152.168.0.3 TCP [Continuation to #25] 50100 > microsoft-ds [ACK] sSeq=2340 Ack=617 win=6432 Len=1448
26 118.5434597 102.168.0.5 1582.168.0.3 TCP [Continuation to #26] 50100 > microsoft-ds [PSH, ACk] Seq=3788 ack=617 win=6432 Len=
27 118.543510 192.168.0.3 192.168.0.5 TCP microsoft-ds > 50100 [ACK] Seq=617 Ack=3800 win=17520 Len=0 T5V=3101011 TSER=132330°
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= 0/1E8g &I LYl oAM= XtAMlol CH=EX H A0 P2p £ 0l=8 &It
2 =d3= Stk 0l E0lAM =2l= P2P Z2 03 E Kazaa cte T2 H0|CH
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el O2d 22 248 S0lA otUE N2, 8O HEotH a0 242 U3
Z Ch. nuke2004, office crack, rootkitXP, strip-girl-2.0bdcom_patches, activation crack, icq2004-final,

winamp5, dcom patches O] WSS WYN M0l SXLE0|D, &K= exe, pif, bat, scr
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(7) DoS =24

Siswormeexe = S& EF2U0 &t DOS A& Z2r&stCh Jdellt DOS A= ol
PloiM= ST XAS 2HEoH0FEH 8T HE S0 siswormexe 21 SR 0= 20042 6
159 16:09:18 OI= 0 DOS SAS =&MECE. 2t 0] X£210] H=RECH DOS 22
+Hol=e Z2AIME SEEHCL

Ol Z2AIM= 8 235D LUH 102422 & S0l GAl 255 = ZA0ICH DOS 329
Efleg &1 A= AMOIEE=  consultskinfosec.cokr 21 80 ZEE, HTTP OlCh

Consult.skinfosec.co.kr 0l H&Z& F=H
MAMst=0 0] MAEs & 220 Zs =HIE L£8siCh 0 MY EE=2

o o
consult.skinfosec.cokr 2 80 EZEZ DOS S22 A& AHOICH MYEI} BF MHHEHH,



Ol MY EZE OIZoHA 210 HF 1 Z2ANE SE6H B 64 B0l &5 = H0ICH
SA2 HITP E B2 2=Z ot=0l HTTP Ol HZot)| ?loi AtSote HiAts UGS £0

GET /HTTP/1.1

Host: consult.skinfosec.co.kr

2 consult.skinfosec.co.kr 2| 80 LEZ XHXHO=Z HAZS 6lH =0
22125 Lot =SS0 M2 22A30| =03 DOS ZZAIMDIL
2 =

SEHE=E 8 o A0 Mdl=E2 63 * 10 + 10 (+10 2 MYEE O0IEctAl &I 2E
P

o

DOS ATTACK 0| ==&Z Z10|C}.
A &= 24 200 AUHE 080t 2 Aloi=ES [, DOS

33 Al g2 AME=s =&#IAX L, Ol&ctHT TCP flag Ol Reset Ol check ZI0 UL
U

1l = — = m =4 =
WINDOW AOIZDF 0 21 IH2!S 2= 2H0ICh =, RST M3l 2EUlE HOI/ALH Zero
. [ - = — == — T
Window = TCP/IP OIA ZZAAJL OIOIHE O 0la 20I=017] &85 M El= W22,
(=] = o == = =
Ol & HAEXNIE DOS 28 8 I S22 &=+5 & A Ot:=lIt M=
[consult.skinfosec.co.kr DOS attack —ethereal)]
9 0.034318 210.96.215.81 162.168.0.3 TCR http > 2091 [svw, ack] seq=0 ack=1 win=57344 Len=0 mMss=1460
10 0.034341 192.168.0.3 210.96.215.81 TCP [TCP Zerowindow] 2051 > http [RST] Seq=l Ack=604373100 win=0 Len=0
11 0.034353 210.96.215.81 182.168.0.3 TCR http = 2092 [SvM, aCK] Seq=0 Ack=1l win=57344 Len=0 MSs=1460
12 0.034367 192.168.0.3 210.96.215. 81 TP [TcP Zerowindow] 2082 > http [RST] Seg=1 Ack=4154170788 Win=0 Len=0
13 0.039167 192.1688.0.3 210,96, 215,81 TCR 2096 > http [SvM] Seg=0 Ack=0 wWin=16384 Len=0 M55=1460
14 0.040480 210.96.215. 81 182.168.0.3 TCP http > 2093 [SvM, ACK] Seq=0 Ack=1 win=57344 Len=0 MSS=14&0
15 0.040511 192.168.0.3 210.96.215.81 TCP [TCP Zerowindow] 2083 > http [RST] sSeq=l Ack=337762478 win=0 Len=0
16 0.040987 210.96.215.81 1582.168.0.3 TCP http » 2094 [SvM, ACK] Seq=0 Ack=l win=37344 Len=0 Mss=1460
17 0.041004 192.168.0.3 210.96.215.81 TCR [TCP zerowindow] 2084 > http [RST] sSeq=1 Ack=964017404 win=0 Len=0
18 0.041204 210.96.215. 81 192.168.0.3 TP http » 2095 [5vN, ACK] Seg=0 Ack=1 Win=57344 Len=0 MS5=1460
1% 0.041218 192.1688.0.3 210,96, 215,81 TCR [TCP zZerowindow] 2095 > http [RST] Seq=l Ack=16655413%0 win=0 Len=0
20 0.059501 192.168.0.3 210.96,215.81 TCP 2097 > http [SvM] Seq=0 Ack=0 Win=16384 Len=0 MS5=1460
21 0.059725 192.168.0.3 210.96,215.81 TCP 2008 > http [SvM] sSeq=0 Ack=0 win=16384 Len=0 M55=1460
22 0.066734 210.96.215.81 182.168.0.3 TCR http » 2096 [SvN, ACK] seq=0 Ack=1l win=37344 Len=0 Mss=1460
23 0.066771 192.168.0.3 210.96.215. 81 TCR [TcP Zerowindow] 2086 > http [RST] Seq=1 Ack=3163623588 win=0 Len=0
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