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written by vangelis(vangelis@wowhacker.org)

(low-level) ; C/C++, Basic
2 , 10 , 16
16
(Decimal)
10 (Base 10)
10 . 10 10 @9 . 10
. 123 10 . 123

123 =1 x 10°+ 2 x 10" + 3 x 10°

(Binary)
2 (Base 2) O 1 ) bit
.2
10



11001, =1 x 2 +1x 22+0x 22+0x 2 +1x 2°

=16+8+1
=25
10 0 15 2
10 2 10 2
0000 8 1000
0001 9 1001

0010 10 1010
0011 11 1011
0100 12 1100
0101 13 1101
0110 14 1110
0111 15 1111

~N o o0 b W N -, O

, 16
11011, + 10001, = 101100;

16 (Hexadecimal)

16 base 16 . 16 (Hexadecimal hex) 16
. 16 16
09 . 09
; A, B, C, D, E, F . 10
10,11,12,13,14,15 . 16 10

2BDjg = 2 x 16° + 11 x 16 + 13 x 16°
= 512 + 176 + 13
= 701

16 2 . 16 2
16 4 bit . 16 24D 2 001001001101
, 2 4bit 16



110 0000 0101 1010 0111 1110,
6 0 5 A 7 Ei

10 16 . 1324 10 52C
?
1324 / 16 = 82.75
82 x 16 1312
1324 - 1312 = 12: C

82 / 16 = 5.125

5 x 16 = 80
82 -80=2:2
5/ 16 = 0.3125
0x16 =0
5-0=5:5
52C
4bit nibble . 16 nibble
2 nibble 1 byte , lbyte 2 16 . lbyte
0 = 11111111, 16 FF, 10 0 255
2 , 10 , 16

16 10 2

0 0 0000

1 1 0001

2 2 0010

3 3 0011

4 4 0100

5 5 0101

6 6 0110

7 7 0111

8 8 1000

9 9 1001

A 10 1010



B 11 1011
C 12 1100
D 13 1101
E 14 1110
F 15 1111
1 byte . 32:B 32 byte
byte
0 1 2 3 4 5 6 7
2A 45 B8 20 8F CD 12 2E
1
word = 2 , double word = 4 , quad word = 8 , paragraph = 16
ASCII(American
Standard Code for Information Interchange) ASCII
Unicode ASCIHI
1 , Unicode 2 (1 word)
, ASCII A 4116 (6510) , Unicode word
004116 . ASCII 1 256
Unicode
Segment:Offset
BUS . RAM
BUS 16 RAM BUS 16
20 BUS
1MB Segment
Offset




, Offset

RAM 1234

SO I I L I I

\% ot

Gsegrent) 3| | | | | |

RS S S S

Feete—t et —t——+
1 2 3 45
X  (offset)

*  4:3

Segment x 10h( h

, 1234:4321

1234 x 10h + 4321 = 16661

(Register)

CPU

. CPU

16

1234:4321(segment:offset)
4321

(physical address)

) + offset =

register CPU

. CPU



. CPU

[ 1 16 8
, AX AL AH L low , H high ; AX
AH , AL ) , AX  DEAD
AH DE , AL AD ) AH DE , AL AD AX  DEAD
AX AH, AL , 1/0 , INT 21
BX BH, BL Base Pointer
CX CH, CL
DX DH, DL s
386 4 , EAX, EBX, ECX, EDX
E 32 * Extended’ ( )
8 ; EAH EAL
| EAX |

S

I | TAHTAL]

S

I A

CS(Code Segment) —
DS(Data Segment) -
EX(Extra Segment) —

SS(Stack Segment) -



SI1(Source Index) —

DI(Destination Index) — /

IP(Instruction Pointer) —

BP(Base Pointer) -

SP(Stack Pointer)

IP(Instruction Pointer) —

Flag —

ASM

MOV

AX  56h
MOV AX,56h

MOV AX,BX

(branching)

;AX

;AX

MOV

56h

BX
BX

45h

SP

offset

AX

45h

. GDB



XCHG . XCHG

XCHG exchange
XCHG 1, 2
MOV DX,56h
MOV AX,3Fh
XCHG DX,AX
DX 56h , AX 3Fh ) (XCHG) DX
, AX 56h
8 (h/1) 16 (€3]
XCHG AH,BX
INC DEC
increase , DEC decrease
MOV DX,50h ;DX 50h
INC DX ;DX 51h . , DX++
MOV DX,50h ;DX 50h
DEC DX ;DX 4F .(50h — 1h = 4Fh) , DX--
6
2 . POP PUSH
POP
PUSH

AX

3Fh

. INC



PUSH AX

POP

POP AX

16

MOV AX,51h
MOV BX,4Fh

XCHG AX,BX

PUSH AX
MOV AX,34h

POP BX

PUSH BX

POP AX

? AX  4Fh, BX  4Fh

MOV AX,51h ;AX 51h
MOV BX,4Fh ;BX 4Fh

XCHG AX,BX ;AX BX

PUSH AX ;AX
MOV AX,34h ;AX 34h

POP BX ;BX

. AX=4Fh

, BX = 4Fh

BX

AX

BX

51h



PUSH BX ;BX 4Fh

POP AX ;AX = 34h -, 4Fh

4 ADD, SUB, MUL, DIV

ADD . ADD

ADD 1, 2
ADD ,
MOV AX,5h ;AX 5h
MOV BX,4h ;BX 4h
ADD AX,BX ;AX S BX , AX (Bh + 4h = 9h = AX)
MOV AX,5h
ADD AX,4h ;AX = 5h, 4h . AX 5h + 4h

SUB
SUB 1, 2
SUB ,
MOV BX,4Fh ;BX 4Fh
SUB BX,5h ;BX 5h . 4A

10

10 , 16 . 16 , 10

4F16 = 7910, 516 = 510, 7910 — 510 = 741 = 4As
AFh - 5h = 4A



MUL

MUL

MOV AX,5h
MOV BX,4Fh

MUL BX

AX

DIV

DIV

MUL

MOV AX,5h
MOV BX,4Fh

DIV BX

AX Fh

4Fh = 79

5h = 5

79/5=1538

15 = Fh

Bit
bit

AX AH

18B(4Fh x 5h = 18B)

operand

(4Fh / 5h = Fh)

AND, OR, XOR, NOT

operand



AND

;AX

AND truth
1

AND 1,
AND )
AND
MOV AX,5h
MOV BX,6h
AND AX,BX
AX

2
5h = 101b
6h = 110b
101b
110b
100b = 4h
AND truth table:
OANDO =0
1ANDO0=0
OAND1 =0
1AMD1=1
OR
OR 1,

OR

16

bit



OR

MOV AX,5h
MOV BX,6h

OR AX,BX

AX 7h

5h
6h

101b
110b

101b
110b

111b

111b = 7h

OR truth table:
OORO0=0

10RO
OO0R 1
10R1

noon
I

XOR
XOR 1,
XOR ,

XOR

MOV AX,5h
MOV BX,6h



XOR AX,BX

5h
6h

101b
110b

101b
110b

011b

11b = 3h

XOR truth table:
0X0R0 =0

1 XO0R 0
0 XOR 1
1 X0R 1

1"
o R P

NOT . NOT

NOT
NOT

MOV AX,FOh

NOT AX

AX F . FOh = 11110000 , 00001111
F

NOT truth table:

NOT 1 =0

NOT 0 =1



80x86

Name

ADC
ADD
AND
CALL
CBW
CDQ
CLC
CLD
CMC
CMP
CMPSB
CMPSW
CMPSD
CWD
CWDE
DEC
DIV
ENTER
IDIV
IMUL

INC
INT

JAE
JB

Description

Add with Carry

Add Integers

Bitwise AND

Cdl Routine

Convert Byte to Word
Convert Dword to Qword
Clear Carry 0

Clear Direction Flag
Complement Carry C
Compare Integers
Compare Bytes
Compare Words
Compare Dwords

Formats

02
02
02
RMI

02

Convert Word to Dword into DX:AX
Convert Word to Dword into EAX

Decrement Integer
Unsigned Divide
Make stack frame 1,0
Signed Divide
Signed Multiply

Increment I nteger
Generate Interrupt
Jump Above

Jump Above or Equal
Jump Below

RM
RM

RM

RM
R16,R/M16
R32,R/M32
R16,l

R32,
R16,R/M16,I
R32,R/M32,|
RM

I

I

Flags
OSZAPC

CCcCccCcC
CCcCcCcCCcC
0CcC?CO

CCCcCcCC
CCcCcCcCC
CCcCcCcCCcC
CCcCcCcCCcC

CCccCccC
2277727

c???2?C

CCcCccC



JBE
JC
JCXZ
JE

JG
JGE
JL
JLE
JMP
INA
INAE
JINB
INBE
INC
INE
ING
INGE
JINL
INLE
JNO
INS
INZ
JO
JPE
JPO
JS

Z
LAHF
LEA
LEAVE
LODSB
LODSW
LODSD
LOOP

Jump Below or Equal
Jump Carry

Jumpif CX =0

Jump Equal

Jump Greater

Jump Greater or Equal
Jump Less

Jump Less or Equal
Unconditional Jump R M
Jump Not Above

Jump Not Above or Equal

Jump Not Below

Jump Not Below or Equal

Jump No Carry
Jump Not Equal
Jump Not Greater

Jump Not Greater or Equal |

Jump Not Less

Jump Not Less or Equal
Jump No Overflow
Jump No Sign

Jump Not Zero

Jump Overflow

Jump Parity Even
Jump Parity Odd

Jump Sign

Jump Zero

Load FLAGS into AH
Load Effective Address
Leave Stack Frame
Load Byte

Load Word

Load Dword

Loop

LOOPE/LOOPZ Loaoop If Equal
LOOPNE/LOOPNZ Loop If Not Equal

R32,M



MOV

MOV SB
MOVSW
MOV SD
MOV SX

MOVZX

MUL
NEG
NOP
NOT
OR

POPA
POPF
PUSH

PUSHA
PUSHF
RCL

RCR

REP
REPE/REPZ
REPNE/REPNZ
RET

ROL

Move Data

Move Byte
Move Word
Move Dword
Move Signed

Move Unsigned

Unsigned Multiply
Negate

No Operation

1's Complement
Bitwise OR

Pop From Stack

Pop All
Pop FLAGS
Push to Stack

Push All
Push FLAGS
Rotate Left with Carry

Rotate Right with Carry

Repeat

Repest If Equal
Repeat If Not Equal
Return

Rotate L eft

02
SR,R/IM16
R/M16,SR

R16,R/IM8

R32,R/M8

R32,RIM 16

R16,R/IM8

R32,R/M8

R32,R/IM 16

RM Cc???2?2C
RM CCCcCCC

RM

02 occ?cCo
R/M16

R/M32

CCcCcCcCCcC
R/M16
R/M32 |

R/M,I

R/M,CL

RIM,I C C
R/M,CL

R/M,I C C
R/M,CL



ROR

SAHF
SAL

SBB
SCASB
SCASW
SCASD
SETA
SETAE
SETB
SETBE
SETC
SETE
SETG
SETGE
SETL
SETLE
SETNA
SETNAE
SETNB
SETNBE
SETNC
SETNE
SETNG
SETNGE
SETNL
SETNLE
SETNO
SETNS
SETNZ
SETO
SETPE
SETPO
SETS

Rotate Right

Copies AH into FLAGS
Shiftsto Left

Subtract with Borrow
Scan for Byte

Scan for Word

Scan for Dword

Set Above

Set Above or Equal
Set Below

Set Below or Equal
Set Carry

Set Equal

Set Greater

Set Greater or Equal
Set Less

Set Less or Equal

Set Not Above

Set Not Above or Equal
Set Not Below

Set Not Below or Equal
Set No Carry

Set Not Equal

Set Not Grester

Set Not Greater or Equal
Set Not Less

Set Not LEss or Equal
Set No Overflow

Set No Sign

Set Not Zero

Set Overflow

Set Parity Even

Set Parity Odd

Set Sign

RIM,I
R/M,CL

R/M,|
R/M, CL
02

R/M8
R/M8
R/M8
R/M8
R/M8
R/M8
R/M8
R/M8
R/M8
R/M8
R/M8
R/M8
R/M8
R/M8
R/M8
R/M8
R/M8
R/M8
R/M8
R/M8
R/M8
R/M8
R/M8
R/M8
R/M8
R/M8
R/M8

CCcCcCcC

CCCcCcCC
CCcCcCcCCcC
CCCcCcCC
CCCcCcCCcC



SETZ Set Zero R/M8

SAR Arithmetic Shift to Right R/M,I C
R/M, CL

SHR Logical Shift to Right R/M,I C
R/M, CL

SHL Logical Shift to Left R/M,| C
R/M, CL

STC Set Carry 1

STD Set Direction Flag

STOSB Store Btye

STOSW Store Word

STOSD Store Dword

SUB Subtract 02 CCcCcCcCC

TEST Logical Compare R/M,R 0CcC?CO
R/M,I

XCHG Exchange R/M,R
R,R/M

XOR Bitwise XOR 02 0CcC?CO

[{] _2!5

http://www.drpaulcarter.com/pcasm/

To Be Continued !!!



